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Al Agents Trong Production

Nhitng Cau Chuyén Thuc Chién tir DevOps Engineer

Huéng dan thuc té dé van hanh Al agents trong méi truong production.

Ttr nhitng bai hoc rut ra khi xdy dung va vdn hanh cdc hé théng Al tw dong cho infrastructure
automation, CI/CD, incident response, va nhiéu hon nita.




PHAN 1: NEN TANG

Chuong 1: Sy Chuyén Péi tir Prompt sang
Agent

Sw Tién Hoa cua Cong Cu Van Hanh

Ctr khodng mudi nam mot 1an, cidch chung ta quan ly ha tang lai trdi qua mot sy thay déi can
ban. Vao nhiitng nam 1990, ching ta go 1énh vao terminal va hy vong minh nhé dung céac flag.
Vao nhitng nam 2000, ching ta dong gdi cac 1énh do vao bash script—dé hong, nhung it nhat c6
thé lap lai. Nhitng nam 2010 mang dén Infrastructure as Code: Terraform, Ansible, Puppet.
Chung ta ngung mé ta cdch lam va bat dau mo ta cdi gi.

ROi dén thoi ctia prompt.

Bat dau tir khodng nam 2023, mot mo6 hinh maéi xuat hién. Thay vi viét script, cac ky sw bat dau
yéu cau Al viét h6. Thay vi debug ting dong file cau hinh, ching ta paste thong béo 16i vao
ChatGPT va nhén lai gidi phap. Pay la mot cuéc cach mang—nhung cling chi méi la khéi dau.

Qua trinh tién hoéa tréong nhu thé nay:

CLI commands - Shell scripts - IaC - Prompts - Agents

Mobi budce dai dién cho mot budc nhay trong triru twong héa. Lénh CLI yéu cau biét chinh xac cu
phép. Script luu gitr ci phap dé dudi dang cé thé tai str dung. IaC cho phép ching ta khai béo
trang thai mong muén. Prompt cho phép chung ta biéu dat y dinh bang ngén ngtr tw nhién.

Con agent? Agent khép kin hoan toan vong lap.

Piéu Gi Khién “Agent” Khac Biét véi “Chatbot”
Toi da mat dém s6 1an ai d6 héi toi: “Cai nay chadng phai chi 1a ChatGPT véi thém vai buéc sao?”
Cau héi hop ly. P€ toi giai thich chinh x4c sy khéc biét.

Mot chatbot phan hoi dau vao. Ban héi mot cau, ban nhan duoc cau tra 16i. Cudc hoi thoai co
thé kéo dai nhiéu lwot, nhung vé co ban, chatbot la thu dong. N6 chd ban. N6 tra 101 ban. N6 lai
cho.



Mot agent theo duéi muc tiéu. Ban dua cho né mot muc tiéu, va né tim céch dat duoc. N6 1ap
ké hoach. N6 thuc hién hanh dong. N6 quan sat két qua ctia nhitng hanh déng dé. N6 thich
nghi. Quan trong la, n6 lam diéu nay ma khéng can ch¢ ban & méi budc.

DAy la mot vi du cu thé. Gia sir ban muén deploy mét phién ban méi cua service:

Twong tac voi chatbot:

You: How do I deploy version 1.2.3 of the payment service?

Bot: You can use kubectl set image deployment/payment
payment=payment:1.2.3

You: I ran that. It says ImagePullBackOff.

Bot: That error means Kubernetes can't pull the image. Check if
the image exists.

You: How do I check that?

Bot: Run docker pull payment:1.2.3 to verify the image exists...

Ctr thé tiép tuc. Ban la vong lap. Ban thuc thi 1énh. Ban bdo céo két qua. Ban hoi cau tiép theo.
Bot chi tra 1oi.

Tuong tac voi agent:

You: Deploy version 1.2.3 of the payment service to staging.

Agent: [Planning] I need to: 1) verify the image exists, 2)
update the deployment,
3) wait for rollout, 4) verify health

Agent: [Executing] docker pull payment:1.2.3 v Image exists

Agent: [Executing] kubectl set image deployment/payment
payment=payment:1.2.3 v

Agent: [Observing] Rollout status: 1/3 pods updated

Agent: [Observing] Rollout status: 3/3 pods updated

Agent: [Executing] curl http://payment-staging/health - 200 OK

Done. Deployment successful. ALl health checks passing.

Thay su khéac biét chuwa? Agent dan dat cudc hoi thoai. N6 thuc hién hanh déng tw dong. N6
quan sat két qua va tiép tuc ma khong hoi ban phai lam gi tiép.

Day la sy thay ddi can ban: tir human-in-the-loop sang human-on-the-loop.

vVong Lap Agent: Plan —» Execute —» Observe —» Adapt
Moi agent, du phtc tap dén dau, déu tuan theo mét vong lap co ban:

while not done:
plan = think about what to do next(goal, observations)
action = choose action(plan)
result = execute action(action)
observations = observe result(result)
if goal achieved(observations):
done = True
elif stuck or failed(observations):
adapt(plan) # or give up gracefully

bay doi khi dwoc goi la mo hinh ReAct (Reasoning + Acting), hoac don gian la vong lap agent.
Hay phan tich tung phan:



Plan: Agent st dung bd ndo LLM dé€ quyét dinh lam gi tié€p theo. Pay khong phai script ¢6 dinh
—ma la suy ludn dong dua trén ngit canh hién tai.

Execute: Agent thuc hién hanh déng. C6 thé la chay 1énh, goi API, ghi file, hoac gti tin nhéan.
bay la noi tool phat huy tdc dung—chung ta sé dé cap trong Chuong 2.

Observe: Agent quan sat diéu gi da xay ra. Lénh c6 thanh c6ng khéng? Output la gi? C6 16i
khong? Quan sat nay tré thanh mot phan cua ngir canh cho buéc 1ap ké hoach tiép theo.

Adapt: Néu cé diéu bat ngd xay ra, agent diéu chinh. C6 thé céch tiép can dau tién khong hiéu
qua. C6 thé thong tin méi thay doi ké hoach. Agent tot phuc héi mot cach uyén chuyén; agent té
xoay vong v6 han.

bay la céch no tréong trong thuc té:

def agent loop(goal: str, max iterations: int = 10):
context = f"Goal: {goal}\n"

for i in range(max_iterations):
# Plan
plan = 1lm.think(context + "What should I do next?")

if plan.says _done():
return context

# Execute
action
result

plan.next action()
execute(action)

# Observe
context += f"\nAction: {action}\nResult: {result}\n"

# Adapt (implicit in next iteration's planning)

return context + "\nMax iterations reached."

Vong lap nay don gidn mot cach lira d6i. Sw phirc tap—va nguy hiém—nam & nhiing gi xay ra bén
trong moi budc. Agent cé quyén truy cap tool nao? N6 quyét dinh khi nao la xong nhu thé nao?
biéu gi xay ra khi n6 mac 16i?

Chung ta sé danh phéan 16n cuén sach nay dé tra 1oi nhimmg cau héi dé.

Tai Sao DevOps la Mién Hoan Hao cho AI Agent

Khong phai moi linh vec déu phu hop véi agent nhw nhau. M6t s6 yéu cau qua nhiéu phan doan
tinh t€. Mot s6 ¢6 hau qua qua nghiém trong cho hanh déng tw dong. M6t s6 thiéu cong cu cho
tuwong tac lap trinh.

DevOps danh trung diém ngot.

Hé sinh thai cong cu phong phu: Toan b0 thé gidi cua ching ta dwoc xay trén CLI va API.
Kubernetes, Docker, AWS, Terraform, Ansible—moi thit duoc thiét ké cho tuong tac lap trinh.
Agent c6 thé két ndi vao céc tool hién c6é ma khéng can giao dién tuy chinh.



Két qua c6 thé quan sat: Khi chiing ta deploy thit gi d6, chiing ta biét n6 cé hoat déng khong.
Chung ta cé metric, log, health check. Agent c6 thé xadc minh hanh ddng ctia minh mot cach
khach quan.

L6i c6 thé phuc hoi: Hau hét 16i DevOps cé thé stra duoc. Rollback deployment. Khéi phuc
backup. Terminate process chay tran. Diéu nay quan trong—agent sé mac 16i, va ching ta can
song sot qua chung.

M6 hinh lap lai: Phan 16n cong viéc van hanh tuéan theo cdc mo hinh. “Kiém tra néu X, thi lam
Y, trtr khi Z.” “Khi alert kich hoat, chay qua checklist nay.” Nhitng m6 hinh nay hoan hao cho ty
doéng hda, va agent c6 thé hoc chung.

Y dinh ré rang: “Deploy 1én staging.” “Scale up database.” “Stra test dang fail.” Cac tac vu
DevOps thuong c6 tiéu chi thanh céng khéng mo ho.

Diéu nay khong cé nghia la trién khai agent trong DevOps dé dang—kho6ng phai vay, va ching
ta sé thady nhiéu cdu chuyén chién truong chimg minh diéu dé. Nhung linh vuc nay c6 thé xtur ly
duoc. Cac cong cu ton tai. Vong phan hoi chat ché.

Case Study: Mot Prompt Pon Gian vs Agent Giai Quyét Cung
Mot Van Deé

DE t6i cho ban thay mot kich ban thuc té minh hoa sw khéc biét.

Tinh hudng: Lic 2 gio séng, mét alert kich hoat. API latency da tang vot vuot qua SLA. Ai d6
can diéu tra va stra.

Cach Tiép Can Prompt
M6t ki sw thitc day, mé laptop, va bat dau prompt:

Me: I'm getting high API latency on the payments service. How
should I debug this?

LLM: Here are some steps to debug high API latency:

1. Check if the issue is widespread or isolated to specific
endpoints

Look at recent deployments that might have caused regression
Check database query performance

Look at downstream service dependencies

Check for resource exhaustion (CPU, memory, connections)

u s, WN

Me: How do I check recent deployments?

LLM: You can run: kubectl rollout history deployment/payments
This will show recent deployment revisions...

Me: *runs command, pastes output*
I see a deployment happened 30 minutes ago. How do I check if
that caused it?

LLM: You can compare latency metrics before and after the
deployment. ..



Tiép tuc nhw vay 20-30 phut. Ky sw lam tat ca céng viéc. LLM chi la c6 van.

Cach Tiép Can Agent
Agent thirc day thay vi k¥ su (hoac it nhat, trudce khi escalate 1én ho):

[02:03:14] Alert received: API latency > 500ms for payments
service
[02:03:15] Goal: Investigate and resolve latency spike

[02:03:16] Checking current latency metrics...
- P99 latency: 847ms (threshold: 500ms)
- Started: 01:35:00

[02:03:18] Checking recent deployments...
- Deployment at 01:32:00: payments:v2.3.4 - v2.3.5

[02:03:19] Correlation: Latency spike started 3 min after
deployment
- High probability: deployment is the cause

[02:03:20] Checking deployment changes...

- Commit: "Add new payment provider integration"
- Changed files: 12

- New dependencies: 2

[02:03:22] Checking resource metrics post-deployment...
> CPU: 23% - 67%

- Memory: stable

- DB connections: stable

[02:03:24] Analysis: CPU increase correlates with latency
- Likely cause: inefficient code in new integration

[02:03:25] Options:

1. Rollback deployment (fast, safe)

2. Scale horizontally (might help, unclear)

3. Wait for analysis (risk ongoing SLA breach)

[02:03:26] Decision: Rollback is safest given SLA risk
- Executing: kubectl rollout undo deployment/payments

[02:03:35] Rollback complete. Monitoring latency...
[02:03:50] P99 latency: 245ms v Below threshold
[02:04:00] Latency stable for 10 seconds. Issue resolved.

[02:04:01] Creating incident report...
[02:04:05] Notifying on-call engineer with summary...

Incident resolved. Total time: 51 seconds.

Engineer notification: "Alert auto-resolved via rollback.

Details: [link]. Please review v2.3.5 for performance
regression."

Agent lam trong 51 gidy nhiing gi méat 20-30 phut trao déi qua lai v4i con nguoi. Quan trong
hon, ki sw duoc ngu tié€p cho truong hop don gidn—trong khi van duwogc théng béo va cé thé
review.

bay la 1oi hira ctia agent trong DevOps. Khong phai thay thé phan doan cua con nguoi, ma xu ly
nhiimg viéc thuwong ngay dé con nguoi cé thé tap trung vao nhimg truong hop ngoai 1é.



Thuc Té Kiém Ching
Gio, toi can thanh that véi ban. Vi du agent & trén la truong hop ly tudng. Trong thuc té:

« Agent c6 thé da rollback thi gi d6 khong phai nguyén nhan
 Agent c6 thé bi ket néu rollback that bai

 Agent c6 thé bo 1& nguyén nhan géc phitc tap hon

« Agent c6 thé tén $0.50 API call cho mot van dé tu né sé gidi quyét

Agent khéng phai phép mau. Chung la c6ng cu—manh mé, nhung yéu cau thiét k& can théan, rao
chan an toan, va gidm sat cua con nguoi. Phan con lai cua cudn sach nay la vé cach xay dung
agent hoat dong trong thé gidi thuc, véi tat ca sw 1on x6n va edge case cua no.

Héay bat dau bang cach hi€éu nhiing gi bén trong moét agent.
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Chuong 2: Giai Phau cua Al Agent

Cac Thanh Phan Cét Lo6i: LLM Brain, Tool, Memory,
Orchestration

Néu ban mé mot Al agent ra va nhin vao bén trong, ban sé tim thay bon thanh phan co ban:

LLM Brain: Day la dong co suy ludn. N6 nhan vao ngit cAnh—muc tiéu, tinh huéng hién tai, lich
str nhitng gi d& xay ra—va quyét dinh lam gi tiép theo. LLM thuc sy khéng lam bat ci diéu gi
ngoai trir suy nghi va tao van ban. Nhung van ban dé cé thé la huwéng dan cho cac hanh dong.

Tool: Pay la doi tay cua agent. Trong khi LLM chi cé thé suy nghi, tool cho phép né hanh dong.
Tool c6 thé 1a bd thuc thi 1énh bash, API client, bd ghi file, hoac bat ctt thi gi khac thay d6i thé
gi6i. Khi LLM quyét dinh “chay kubectl get pods ”, mot tool thuc sy thuc thi 1énh dé.

Memory: Day la ciach agent duy tri nglr canh theo thoi gian. Khong cé memory, moi twong tac
sé bat dau tir s6 khong. Memory cho phép agent nhé né dang lam gi, n6 da tht gi, cdi gi hoat
dong, va cdi gi khong.

Orchestration: Day la keo dan moi thi lai véi nhau. Lép orchestration quan ly vong lap agent,
xu ly thuc thi tool, duy tri memory, va thuc thi cac rao chan an toan. N6 la runtime bién agent
thanh agent thay vi chi la LLM.

Hay xem xét tung thanh phan chi tiét.

Context Window: Bo Nhé Lam Viéc cua Agent

Context window c6 1 1a rang budc quan trong nhat can hi€u. N6 la bd nhé ngan han ciia LLM—

A

moi thir model cé thé “nhin thdy” cung mot lic.

Céc model khac nhau c6 gidi han context khac nhau: - GPT-3.5: 16K token - GPT-40: 128K token
- Claude 3: 200K token - Gemini 1.5: 1M+ token

Nhung day la diéu khong ai néi véi ban trong tai liéu marketing: chi vi mét model cé thé xur ly
200K token khoéng cé nghia la né nén nhu vay.

# Token estimation (rough rule of thumb)
def estimate tokens(text: str) -> int:
return len(text) // 4 # ~4 characters per token for English

# Real cost calculation
def cost per request(context size: int, model: str) -> float:
rates = {
"gpt-40": {"input": 0.005, "output": 0.015}, # per 1K tokens
"claude-3-opus": {"input": 0.015, "output": 0.075},
}

return (context size / 1000) * rates[model]["input"]
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Trong production, quan ly context window la tat ca. Lam day nd, va ban tra gia dat. Pé né tran,
va agent mat thong tin quan trong. Chung ta sé dé céap céac chién luogc trong Chuong 5.

e 7/ e

Tool Use: Cho Agent Pé6i Tay dé Tuwong Tac voi Thé Gioi

Tool la cach agent tdc dong dén thuc té. Tool don gian la m6t ham ma LLM cé thé goi théng qua
mot dinh dang cé cau tric.

bay la mét dinh nghia tool co ban:

tools = [
{
“"name": "run command",
"description": "Execute a shell command and return the output",

"parameters": {
"type": "object",
"properties": {
"command": {
"type": "string",
"description": "The shell command to execute"
o
"working directory": {
"type": "string",
"description": "Directory to run the command in",
"default": "."
}
o
"required": ["command"]
}
o
{
"name": "read file",
"description": "Read the contents of a file",
"parameters": {
"type": "object",
"properties": {

"path": {
"type": "string",
"description": "Path to the file to read"
}
}
"required": ["path"]
}

Khi LLM quyét dinh st dung tool, né tao ra mot phan hoi cé cau truc:

{

"tool": "run command",

"parameters": {
"command": "kubectl get pods -n production",
"working directory": "/home/user"

}

}

L6p orchestration ctia ban chan diéu nay, thuc thi 1énh thuc sy, va dua két qua trd lai LLM:

def handle tool call(tool call: dict) -> str:
if tool call["tool"] == "run_command":
result = subprocess.run(
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tool call["parameters"]["command"],
shell=True,
capture output=True,
cwd=tool call["parameters"].get("working directory", ".")
)
return result.stdout.decode() + result.stderr.decode()
elif tool call["tool"] == "read file":
with open(tool call["parameters"]["path"]) as f:
return f.read()

Insight quan trong: thiét ké tool la thiét ké bao méat. Moi tool ban cung cdp cho agent la mot
kha nang né cé thé st dung—hoac lam dung. Ching ta sé dé cap sau vé diéu nay trong Chuong
8.

Céc danh muc tool phé bién trong DevOps agent:

Danh muc Vi du

Shell run_command, run_script

File read file, write file, list directory
Network http request, curl

Kubernetes kubectl, helm

Cloud aws, gcloud, az

Git git status, git commit, git push
Giao tiép send slack, send email

Hé Thong Memory: Short-term, Long-term, Episodic
Agent can nhé moi thit & céc thang thoi gian khac nhau.

Short-term memory la chinh cudc hoi thoai. D6 la nhitng gi agent da thay trong phién nay. N6
nam trong context window va bi gidi han tw nhién bdi s6 lwong token.

class ShortTermMemory:

def init (self, max_tokens: int = 8000):
self.messages = []
self.max_tokens = max tokens

def add(self, role: str, content: str):
self.messages.append({"role": role, "content": content})
self. trim to fit()

def trim to fit(self):

while self. token count() > self.max tokens:
# Remove oldest non-system message

for i, msg in enumerate(self.messages):

if msg["role"] != "system":
self.messages.pop(i)
break

Long-term memory ton tai xuyén suét cdc phién. Pay la noi agent luu trit thong tin né c6 thé
can sau nay—ngt canh duw én, sé thich nguoi dung, cac pattern da hoc.
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class LongTermMemory:
def init (self, storage path: str = "memory/"):
self.storage path = storage path

def remember(self, key: str, content: str, metadata: dict =
None):
entry = {
"content": content,
"timestamp": datetime.now().isoformat(),
"metadata": metadata or {}
}
path = f"{self.storage path}/{key}.json"
with open(path, "w") as f:
json.dump(entry, f)

def recall(self, key: str) -> str:
path = f"{self.storage path}/{key}.json"
if os.path.exists(path):
with open(path) as f:
return json.load(f)["content"]
return None

Episodic memory ghi lai chudi sy kién—agent da lam gi trong qué kht, céi gi hoat dong, céi gi
that bai. Piéu nay quan trong dé hoc tir kinh nghiém.

class EpisodicMemory:

def init (self, db path: str = "episodes.db"):
self.conn = sqlite3.connect(db path)
self. init schema()

def record episode(self, task: str, actions: list, outcome: str,
success: bool):
self.conn.execute("""
INSERT INTO episodes (task, actions, outcome, success,
timestamp)
VALUES (?, ?, ?, ?, ?)
, (task, json.dumps(actions), outcome, success,
datetime.now().isoformat()))
self.conn.commit()

def recall similar(self, task: str, limit: int = 5) -> list:

# In production, use vector similarity search

return self.conn.execute("""

SELECT task, actions, outcome, success

FROM episodes

WHERE success =1

ORDER BY timestamp DESC

LIMIT ?

ren s (limit, ) ) . fetchall()

Pattern MEMORY.md la mot céch tiép can thuc dung t6i da sir dung thanh cong: mot file Markdown
don ma agent doc khi bat dau moi phién va cap nhat véi théng tin quan trong. Pon gian nhung
hiéu qua:

# Agent Memory

## Project Context

- Main application: payment-service
- Deployment: Kubernetes on AWS EKS
- Monitoring: Datadog

## Known Issues

- Redis connection pool exhausts under load (workaround: restart)
- The staging database is 3 versions behind production
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## User Preferences

- Prefer kubectl over Lens

- Always ask before deleting anything
- Notify via Slack, not email

## Recent Actions
- 2024-01-15: Deployed v2.3.4 to production
- 2024-01-14: Increased replica count to 5

Kién Truc Agent: Single Agent vs Multi-Agent System

Hau hét agent bat dau don gidn: mot agent, mot tdc vu. Nhung khi tac vu phirc tap hon, single
agent gap khé khan.

Kién truc Single Agent:
User -» Agent - Tools - Results

Uu diém: Don gian, dé debug, trdch nhiém ré rang. Nhuoc di€ém: Bi giéi han bdi mot context
window, khéng thé song song héa.

Kién truc Multi-Agent:

User - Orchestrator Agent
— Specialist Agent A (e.g., Kubernetes)
— Specialist Agent B (e.g., Monitoring)
L— Specialist Agent C (e.g., Documentation)

Uu diém: Chuyén mo6n héa, thyc thi song song, téng context 16n hon. Nhuoc diém: Phéi hop
phtc tap, overhead giao tiép gitta cac agent.

MOt pattern phé bién 1a m6 hinh orchestrator/worker:

class OrchestratorAgent:

def init (self):
self.workers = {
"k8s": KubernetesAgent(),
"monitoring": MonitoringAgent(),
"git": GitAgent()
}

def execute(self, task: str):
# Plan: decompose task
subtasks = self.decompose(task)

results = {}

for subtask in subtasks:
worker = self.route(subtask)
results[subtask.id] = worker.execute(subtask)

# Synthesize: combine results
return self.synthesize(results)

def route(self, subtask) -> Agent:
# Determine which specialist should handle this
if "pod" in subtask.description or "deploy" in
subtask.description:
return self.workers["k8s"]
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elif "metric" in subtask.description or "alert" in
subtask.description:

return self.workers["monitoring"]

# ...

Chung ta sé di sau vao cac pattern multi-agent trong Chuong 7.
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Chuong 3: Agent Production Pau Tién cua
Ban

Chon Stack: Framework, Model, Infrastructure

Trudc khi viét bat ky code nao, ban can dua ra moét s6 lwa chon. PE tdi cho ban céi nhin téng
quan vao dau nam 2025.

Agent Framework:

Framework Uu diém Nhuoc diém
LangChain Hé sinh théi 16n, nhiéu vi du = Phtc tap, doi khi over-engineered
AutoGPT Tw dong hoan toan Kho kiém soat, dat
CrewAl H6 tro multi-agent t6t Méi hon, it dugc thir nghiém
Claude Code Tool 1\1$e xudt sac, mac dinh Chi danh cho Anthropic

an toan
Custom Kiém soat hoan toan Nhiéu c6ng viéc hon

Cho production DevOps agent, tdi khuyén bat dau don giAn—hoac framework custom t6i thiéu
hoac Claude Code néu ban st dung model cua Anthropic. Cac framework nang thém d6 phirc
tap ban khong can ban dau.

Model:
Model Tot nhat cho Chi phi Context
|128K]||Claude30Opus|
. Suyludnphtctap,
GPT-40 Tac vu chung, tool use tot uyt p‘ b 200K
antoan|
$
Claude 3 Sonnet = Céan bang t6t, nhanh $$ 200K
GPT-40-mini Téac vu don gian, tiét kiém $ 128K

Cho DevOps, model Claude c6 1oi thé nh¢ tudn theo huéng dan tét hon va mac dinh bao thu hon
—quan trong khi agent cua ban c6 shell access.

Infrastructure:

Agent cua ban can chay & dau dé. Céc lua chon: - Local development: Laptop cta ban, dé test
- Server/VM: Mday chuyén dung cho production agent - Container: Docker v6i capabilities bi
han ché - Serverless: Lambda/Cloud Functions cho triggered agent
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Khuyén nghi cua toi: bat dau véi VM hoac container chuyén dung vé6i gidi han tai nguyén ro
rang. Serverless tré nén phirc tap véi cac vong lap agent chay lau.

“Hello World” cua Agent: Deployment Assistant

Hay xay dung thir gl d6 thuc sw. M6t deployment assistant cé thé: 1. Kiém tra trang thai
deployment hién tai 2. Deploy phién ban méi 3. X4c minh health sau deployment 4. Rollback
néu can

Day la implementation t6i thiéu:

#!/usr/bin/env python3

deploy agent.py - A simple deployment assistant agent

import os

import json

import subprocess

from anthropic import Anthropic

client = Anthropic()

SYSTEM PROMPT = """You are a deployment assistant for a
Kubernetes-based application.

You have access to tools to check deployments, deploy new
versions, and verify health.

IMPORTANT RULES:

Always check current status before making changes

Always verify health after deployment

If health check fails, offer to rollback

Never deploy to production without explicit confirmation
Be concise in your responses

U b WN PP

Current environment: staging
Application: payment-service
Namespace: payments

TOOLS = [
{
"name": "kubectl",
"description": "Run a kubectl command. Returns stdout and
stderr.",
"input_schema": {
"type": "object",
"properties": {

"args": {
"type": "string",
"description": "Arguments to pass to kubectl (e.g., 'get
pods -n payments')"
}
}
"required": ["args"]
}
}
{
"name": "health check",
"description": "Check the health of a service endpoint",

"input schema": {
"type": "object",
"properties": {
"url": {
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"type": "string",
"description": "The URL to check (e.g.,
'http://localhost:8080/health')"
}
}l
"required": ["url"]
}
}
1
def execute_tool(name: str, input: dict) -> str:
if name == "kubectl":
cmd = f'"kubectl {input['args']}"
result = subprocess.run(
cmd, shell=True, capture output=True, text=True, timeout=30
)

return f"stdout:\n{result.stdout}\nstderr:\n{result.
stderr}\nreturn code: {result.returncode}"

elif name == "health check":
cnd = f'curl -sf {input['url']} -o /dev/null && echo 'healthy'
|| echo 'unhealthy'"
result = subprocess.run(cmd, shell=True, capture output=True,
text=True, timeout=10)
return result.stdout.strip()

return f"Unknown tool: {name}"

def run_agent(user input: str, max turns: int = 10):
messages = [{"role": "user", "content": user input}]

for turn in range(max_turns):
response = client.messages.create(

model="claude-sonnet-4-20250514",

max_tokens=4096,

system=SYSTEM PROMPT,

tools=TOOLS,

messages=messages
)

# Check if the agent is done
if response.stop reason == "end turn":
# Extract text response
for block in response.content:
if hasattr(block, "text"):
return block.text

# Handle tool use

if response.stop reason == "tool use":
# Add assistant's response to messages
messages.append({"role": "assistant", "content":

response.content})

# Execute each tool call
tool results = []
for block in response.content:
if block.type == "tool use":
print(f"%, Executing: {block.name}({block.input})")
result = execute tool(block.name, block.input)
print(f"[] Result: {result[:200]}...")
tool results.append({
"type": "tool result",
"tool use id": block.id,
"content": result

1)
messages.append({"role": "user", "content": tool results})

return "Max turns reached without completion"
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if npame == " main ":
print("@y Deployment Assistant Ready")
print("Type 'quit' to exit\n")

while True:
user _input = input("You: ").strip()
if user _input.lower() == "quit":
break

result = run_agent(user input)
print(f"\nAgent: {result}\n")

b6 la khoang 100 dong code cho mot agent hoat dong. Hay test:

$ python deploy agent.py
@ Deployment Assistant Ready
Type 'quit' to exit

You: What's the current deployment status?

“_ Executing: kubectl({'args': 'get deployment payment-service -n
payments'})

[[] Result: NAME READY  UP-TO-DATE  AVAILABLE AGE

payment-service 3/3 3 3 5d...

Agent: The payment-service deployment is healthy:
- 3/3 replicas ready

- All pods up-to-date and available

- Running for 5 days

You: Deploy version 1.2.4

“_ Executing: kubectl({'args': 'set image
deployment/payment-service
payment-service=payment-service:1.2.4 -n payments'})

[[] Result: deployment.apps/payment-service image updated...

“ Executing: kubectl({'args': 'rollout status
deployment/payment-service -n payments --timeout=60s'})

[] Result: deployment "payment-service" successfully rolled out...

", Executing: health check({'url':
"http://payment-service.payments.svc/health'})

[] Result: healthy...

Agent: Successfully deployed payment-service:1.2.4
- Rollout completed

- Health check: passing
- All 3 replicas running the new version

Thiét Lap Moi Truong: API Key, Permission, Sandboxing
Trudc khi agent ctia ban cham vao production, ban can thiét lap ding céach.
API Key: Luu trit an toan, khong bao gio trong code.

# Good: Environment variables
export ANTHROPIC API KEY="sk-..."

# Better: Secret manager

export ANTHROPIC API KEY=$(vault read -field=key
secret/anthropic)
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# Best: Automatic injection via service account
# (The agent never sees the key)

Permission: Nguyén tac quyén téi thi€u. Agent ctiia ban nén c6 chinh xdc nhiing quyén né can,
khong hon.

# kubernetes-agent-rbac.yaml
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: deployment-agent
namespace: payments
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "patch"]l # No delete!
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "list"] # Read-only

Sandboxing: Pung chay agent véi credential ca nhan cua ban.

# Dockerfile for agent
FROM python:3.11-slim

# Create non-root user

RUN useradd -m -s /bin/bash agent
USER agent

WORKDIR /home/agent

# Install dependencies
COPY requirements.txt .
RUN pip install --user -r requirements.txt

# Copy agent code
COPY --chown=agent:agent .

# Run with limited capabilities
CMD ["python", "agent.py"]

Chay véi han ché:

docker run --rm \
--cap-drop ALL \
--security-opt no-new-privileges \
--memory 512m \
--cpus 0.5 \
--network restricted \
deployment-agent

Chay Tac Vu Tw Pong Pau Tién

DAy la khoanh khéc cla su that. Thay vi prompt tuwong tac, hay dé agent hoan thanh tdc vu mot
cach tw dong:

def run autonomous task(task: str):
"""Run a task to completion without human interaction."""

print(f“q? Starting autonomous task: {task}")
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start time = time.time()

result = run_agent(task, max_turns=20)

elapsed = time.time() - start time

print(f"\nf4 Task completed in {elapsed:.1f}s")

print(f" /4 Result:\n{result}")

return result

# Run it

run_autonomous_task(

"Deploy version 1.2.5 to staging, verify health, and report the

status"”

)

Output:

4’ Starting autonomous task: Deploy version 1.2.5 to staging...

“_ Executing: kubectl({'args': 'get deployment payment-service -n
payments'})

“_ Executing: kubectl({'args': 'set image
deployment/payment-service...'})

“_ Executing: kubectl({'args': 'rollout status
deployment/payment-service...'})

“, Executing: health check({'url':
"http://payment-service.payments.svc/health'})

(4 Task completed in 45.3s

/ Result:

Deployment of payment-service:1.2.5 to staging completed
successfully.

Summary:

- Previous version: 1.2.4
- New version: 1.2.5

- Rollout time: 38 seconds
- Health check: passing

- ALl 3 replicas healthy

Deployment ty dong dau tién ctia ban. N6 hoat dong.

Piéu Gi C6 Thé Sai (Spoiler: Rat Nhiéu)

Gi¢ dén phan thuc té kiém chimg. Happy path & trén? C6 1& chi 60% céc 1an chay thuc té. Pay la
nhiing gi cé thé sai:

Céau Chuyén Chién Truong: Vong Lap Rollback Vo6 Han

Tai mét startup fintech (khéng phai cua téi, toi thé), ho xay dung mot deployment agent twong
tw nhu nhitng gi ching ta vira tao. N6 hoat dong tuyét voi—cho dén mot toi thir Sau.

Agent duoc giao deploy moét phién ban méi. Deployment thanh cong, nhung health check that
bai. Theo huwéng dan, agent rollback. Sau d6 né nhan thay deployment khéng & phién ban muc
tiéu, nén no deploy lai. Health check that bai. Rollback. Deploy. Rollback.

bén khi ai d6 nhan ra vao th Hai, agent da thuc hién 847 deployment trong suét cudi tuan.
Dashboard monitoring cua ho hién thi mét séng sin hoan hdo cua deployment va rollback.
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Bai hoc rut ra: Ludn theo doéi trang thai. Téi da thir cai nay chuwa? Bao nhiéu lan? Thém diéu
kién dung:

def run_agent with limits(task: str):
deployment attempts = 0
MAX_DEPLOYMENT_ATTEMPTS = 3

# ... 1in the tool execution

if name == "kubectl" and "set image" in input["args"]:
deployment attempts += 1
if deployment attempts > MAX DEPLOYMENT ATTEMPTS:
return "ERROR: Maximum deployment attempts exceeded. Human
intervention required."

Cau Chuyén Chién Truong: Agent Qua Nhiét Tinh

Mot team SRE cho agent cua ho quyén ghi vao file cdu hinh. Tac vu don gian: “Cép nhét replica
count tir 3 1én 5.”

Agent tim thdy deployment YAML, cap nhat replica count... va cling “nhiét tinh” cap nhat mot
s6 field khac né nghi la chua t6i wu. N6 tang CPU limit, thay déi timing liveness probe, va stra
d6i environment variable thanh nhimmg gi né nghi 1a “gia tri mac dinh t6t hon.”

Deployment that bai tham hai vi environment variable mai tré dén céac service khong ton tai.

Bai hoc rut ra: Agent chi nén lam chinh xdc nhiing gi ban yéu cau, khéng hon. Hay roé rang
trong system prompt:

SYSTEM_PROMPT = """

CRITICAL: Only make changes explicitly requested by the user.

Never make "helpful" additional modifications.

If you notice something that could be improved, TELL the
user—don't change it yourself.

Cau Chuyén Chién Truong: Bung N6 Token

Mot team c6 agent phéan tich log dé tim pattern. Ho tré né vao file log production ma khong
ki€m tra kich thudc trude.

File d6 la 2GB.

Agent c6 doc nd vao context. API call that bai, nhung khong phai trudc khi agent thir nhiéu lan
v6i cac chunk size khac nhau. Téng chi phi token cho phién debug that bai: $340.

Bai hoc rut ra: Ludn gidi han kich thudc input:

def read file(path: str, max bytes: int = 100 000) -> str:
size = os.path.getsize(path)
if size > max_bytes:
return f"ERROR: File too large ({size} bytes). Maximum is
{max_bytes}. Use head/tail/grep to filter first."
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with open(path) as f:
return f.read()

Tong Két Nhitng Gi Cé Thé Sai

Ché do that bai Triéu chimg Phong ngura
R oA o Gidi han so6 1an tht, backoff,
Vong lap vo6 han Agent retry mai mai - .
theo doi trang thai
s A . R A N Rang budc ré rang, tool toi
Mo rong pham vi Agent lam nhiéu hon yéu cau ,;g g
thiéu
Gio6i han input, ngan sach
Can kiét tai nguyén Chi phi cao, timeout i P g

token

Agent néi “xong” nhung thuc té = Bwdc xdc minh, tiéu chi

That bai &m tham
at batam tha khong thanh céng

M6t sai 1am dan dén nhiéu sai

L6i lan truyén Thao tac atomic, checkpoint

lam
Nhitng ché d6 that bai nay la ly do phan con lai ctia cudn séach ton tai. Xay dung agent hoat
dong trong demo thi dé. Xay dung agent hoat déng trong production—déng tin cay, an toan, tiét
kiém chi phi—méi kho.

Trong Phan 2, ching ta sé di sdu vao nhitng bai hoc khé khan: diéu gi xay ra khi agent gap su
c0, va cach xay dung hé thong song soét qua doé.

Két thiic Phan 1: Nén Tdng

Trong Phadn 2, ching ta sé dé cdp cdc bai hoc kho tir nhiing thdt bai production: chi phi madt
kiém sodt, vong lap v6 han, context engineering, hé théng memory thuc sw hoat doéng, va phéi
hop multi-agent.
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Phan 2: Nhitng Bai Hoc Pat Gia

Chuong 4: Khi Agent Gap Su Co

Néu ban da doc dén day, c6 1é ban da trién khai agent dau tién va cdm nhan duoc sy phan khich
khi nhin né tw dong hoan thanh céc tac vu. Gior hay dé€ tbi ké cho ban nghe vé nhitng khoanh
khac khién to6i phai dat dau hoi cho moi thit.

Chuyén Thuc Té: Cron Job “Chay Mat Kiém Soat” Dot 200 Po
Token

D6 la mot dém thir Ba. Toi da trién khai mdt monitoring agent ma téi nghi la kha thong minh—
noé sé kiém tra céc service clia ching t6i méi 5 phut, phan tich cdc bat thuong, va tao ticket cho
nhiing van dé phat hién duwoc. Don gian, ding khong?

biéu t6éi khong luong truée duoc la vong lap phan hoi (feedback loop).

Agent nhan thay hang doi ticket dang tang lén. N6 hiéu day l1a ddu hiéu chat luong dich vu dang
suy gidm. Nén n6 diéu tra ky hon. Méi lan diéu tra kich hoat thém céc API call dé thu thap
context. Nhiéu context hon nghia la prompt dai hon. Prompt dai hon nghia la token usage cao
hon. Va vi agent “lo ngai” vé hang doi ticket dang tang (ma chinh n6 dang tao ra), né tang tan
suat diéu tra.

bén luc toi thirc day luc 6 gio sang, agent da thuc hién 847 API call dén Claude, tao 312 ticket
(hau hét la trung lap vé “khoi lwong ticket tang cao”), va dét sach 200 dé API credit.

Céch stra don gian dén xau hé:

class TokenBudget:
def init (self, hourly limit: int = 10000, daily limit: int =
100000) :
self.hourly limit = hourly limit
self.daily limit = daily limit
self.hourly usage = 0
self.daily usage = 0
self.last hour reset = time.time()
self.last day reset = time.time()

def can spend(self, estimated tokens: int) -> bool:
self. maybe reset()
return (self.hourly usage + estimated tokens <=
self.hourly limit and
self.daily usage + estimated tokens <= self.daily limit)

def spend(self, tokens: int):

self.hourly usage += tokens
self.daily usage += tokens
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def maybe reset(self):
now = time.time()
if now - self.last hour reset > 3600:
self.hourly usage = 0
self.last hour reset = now
if now - self.last day reset > 86400:
self.daily usage = 0
self.last day reset = now

Bai hoc rut ra: Lu6n trién khai token budget trudce khi deploy bat ky autonomous agent nao.
Agent khong hiéu tién la gi, va n6 sé vui vé tiéu hét tién ctia ban dé theo dudi bat ky muc tiéu
nao ban giao cho né.

Chuyén Thuc Té: Agent X6a Nham File
Chuyén nay dén gio van khién toi toat mo hoi.

To6i da giao cho mot agent nhiém vu don dep céc artifact deployment cti. Hwéng dan tudng
chting ro rang: “Xoda cac deployment artifact cii hon 30 ngay trong /var/deployments.”

Agent quyét dinh lam cho kj cang. N6 phat hién mot sé6 deployment c6 symlink tré dén cac thw
muc khac. N6 theo céac symlink dé. M6t trong sé ching tré dén /var/log. M6t céi khac tré dén
thw muc chira céc file cdu hinh chwa duoc stra d6i trong 45 ngay.

Agent x6a 3 thang log va cdu hinh nginx production ctia ching toi.

Chung to6i phéat hién viéc xda nginx trong vong vai phut vi céc service bat dau fail health check.
Tuy nhién, log thi méat vinh vién. Chung toi mat théng tin debug quan trong cho mot 16i khong
thuong xuyén ma ching t6i dd diéu tra suot nhiéu tuan.

bay la cach tool definition cua ching t6éi dang 1€ phai duoc viét:

def safe delete file(path: str, config: DeleteConfig) ->
DeleteResult:
"""Safe file deletion with multiple guardrails."""

# Resolve symlinks and get real path
real path = os.path.realpath(path)

# Check if real path is within allowed directories
if not any(real path.startswith(allowed) for allowed in
config.allowed paths):
return DeleteResult(
success=False,
error=f"Path {real path} is outside allowed directories"

)

# Check against protected patterns
protected patterns = [

P EEE) ="

r'/var/log/.*",

r'.*\.conf$',

r'.*\.keys$',

r'.*\.pem$'
1

for pattern in protected patterns:
if re.match(pattern, real path):
return DeleteResult(

26



success=False,
error=f"Path {real path} matches protected pattern {pattern}"
)

# Move to trash instead of permanent delete

trash path = os.path.join(config.trash dir,
f'{int(time.time())} {os.path.basename(path)}")

shutil.move(real path, trash path)

return DeleteResult (

success=True,

message=Tf"Moved to trash: {trash path}"
)

Bai hoc rut ra: bung bao gio cho agent quyén truy cap rm truc tiép. Luén st dung safe
wrapper véi allowlist ré rang, pattern guard, va soft delete. Piéu c6 vé nhuw paranoia thuc ra la
ban nang sinh ton.

Chuyén Thuc Té: Vong Lap Vo Tan Cua Viéc Tw Stra Loi

Mot trong nhitng agent cua chung téi duoc giao nhiém vu stra linting error trong codebase. N6
sé chay linter, xac dinh van dé, stra chung, va lap lai cho dén khi linter pass.

Nhung né bi ket & mot circular import issue. Agent sé stta theo mot cach, chay linter, nhan duoc
error khéc, stra cai do, va vo tinh tai tao lai vadn dé ban dau. N6 lam diéu nay 47 lan truéc khi
cham iteration limit ciia chung t6i (may man la da cé san).

Nhung day la diéu kinh hoang tinh vi hon: méi iteration, agent sé suy ngam vé céc lan thi trude
do, thém vao context cuia nd. Dén iteration 30, hau hét context window da day céc lan thi that
bai ctia chinh agent, dé lai rat it ché cho viéc thuc sy hiéu van dé.

Gio chung t6i trién khai pattern nay:

class AgentLoop:

def init (self, max iterations: int = 10,
similarity threshold: float = 0.85):
self.max iterations = max iterations
self.similarity threshold = similarity threshold
self.action history = []

def run(self, task: str, agent: Agent) -> Result:
for i in range(self.max iterations):
action = agent.decide action(task)

# Check for repetitive behavior
if self. is repetitive(action):
return Result(
status="stuck",
message=f"Agent appears to be in a loop after {i}
iterations",
final state=agent.get state()
)

result = agent.execute(action)
self.action history.append({
"iteration": i,

"action": action,

"result": result

})
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if result.is complete:
return Result(status="success", data=result.data)

return Result(
status="max iterations",
message=f"Hit maximum of {self.max iterations} iterations"

)

def is repetitive(self, action: Action) -> bool:
"""Detect if we're doing the same thing over and over.
if len(self.action history) < 3:
return False

recent _actions = [h["action"].fingerprint for h in
self.action history[-5:]]

if action.fingerprint in recent_actions:
return True

# Check semantic similarity for less obvious loops

for recent in self.action history[-3:]:

similarity = self. compute similarity(action, recent["action"])
if similarity > self.similarity threshold:

return True

return False

Bai hoc rut ra: Agent khong tw nhién nhan ra khi ching bi ket. Ban can loop detection tuong
minh, va ban can giéi han lwong “reflection” history gitr lai trong context.

Cac Failure Mode Phé Bién va Cach Nhan Biét

Sau hai nam chay agent trong production, t6i da phan loai céc failure mode thuong gap nhat:

1. Resource Exhaustion (Can Kiét Tai Nguyén)

Triéu chung: Chi phi tang dot bién, cham rate limit, hé théng cham lai Nguyén nhéan géc:
Khong cé budget, khong cé limit, khéng nhén thic vé viéc tiéu thu tai nguyén Phat hién:
Monitor chi phi API, token usage, va thoi gian thuc thi theo thoi gian thuc

2. Goal Drift (Léch Muc Tiéu)

Triéu chung: Agent lam nhiing viéc ding vé mat kj thuat nhung léch trong tdim Nguyén nhan
goc: Huéng dan mo ho cho phép dién gidi séng tao Phat hién: Con nguoi thuong xuyén
sampling output cua agent

3. Scope Creep (Phinh Pham Vi)

Triéu chung: Agent “nhiét tinh” lam nhiéu hon yéu cau Nguyén nhan géc: Huéng dan nhw
“cai thién cai nay” ma khoéng cé ranh gi6i ré rang Phat hién: Audit log cho thay céc action
ngoai pattern mong doi

4. Context Collapse (Sup Pé Context)

Triéu chung: Agent quén cac huéng dan hoac context truéc dé6 Nguyén nhan goéc: Tac vu
chay dai vuot qua context window Phat hién: Agent hoi nhitng cau hoi ma né da biét cau tra loi
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5. Hallucinated Tools (Tool Ao)

Triéu chung: Agent c6 stt dung tool khong ton tai Nguyén nhan goc: Training data ciia model
bao gom tool ma agent khéng cé Phat hién: Tool call fail véi tén tool khong xac dinh

Xay Dung Kill Switch va Circuit Breaker
Moi production agent déu can nit dung kh&n cap. Pay la pattern toi st dung:

class CircuitBreaker:
"""Production circuit breaker for AI agents."""
def init (self, agent id: str, redis client: Redis):
self.agent id = agent id
self.redis = redis client
self.failure threshold = 5
self.reset timeout = 300 # 5 minutes

def check kill switch(self) -> bool:
"""Check if agent has been manually killed."""
return self.redis.get(f"kill switch:{self.agent id}") == b"1"

def record failure(self, error: str):
"""Record a failure and potentially trip the breaker.
key = f"failures:{self.agent_id}"
pipe = self.redis.pipeline()
pipe.rpush(key, f"{time.time()}:{error}")
pipe.ltrim(key, -self.failure threshold, -1)
pipe.expire(key, self.reset timeout)
pipe.execute()

failures = self.redis.llen(key)
if failures >= self.failure threshold:
self. trip breaker()

def trip breaker(self):
"""Automatically stop the agent."""
self.redis.setex(
f"breaker tripped:{self.agent id}",
self.reset timeout,
"auto"

)

self. send alert(f"Circuit breaker tripped for agent
{self.agent_id}")

def can proceed(self) -> bool:
"""Check all conditions before agent proceeds."""
if self.check kill switch():
raise AgentKilledException("Manual kill switch activated")

if self.redis.get(f"breaker tripped:{self.agent id}"):
raise CircuitBreakerException("Circuit breaker is tripped")

return True

Kill switch duoc diéu khién qua moét Redis key don gidn cé thé duoc set tir bat ky ddu—mot
Slack command, m6t monitoring alert, hoac mét phién SSH hoang loan lic 3 gio sang.

Sw that phii phang: Moi agent déu sé fail vao mot 1ic nao d6. Cau hoi khong phai la liéu ban
c6 can kill switch va circuit breaker hay khong—ma la liéu ban sé trién khai ching truéc hay
sau sy co production dau tién.
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Chuong 5: Context Engineering

Néu cé mot ky nang phan biét agent hoat dong tot véi agent khong hoat dong, d6 la context
engineering. Context window vira la siéu nang luc vira la gét chan Achilles cua agent.

Context Window Khéng Phai Vo Han (Va N6 Pat Do)

Héay lam mot phép tinh sé thay d6i cach ban nghi vé agent.

Claude 3.5 Sonnet c6 context window 200K token. Nghe c6 vé khéng 16 cho dén khi ban nhan
ra: - Mot file codebase dién hinh la 500-2000 token - Mot stack trace véi context xung quanh la
1000-3000 token - System prompt thwong la 2000-5000 token - Moi tool call va response thém
200-500 token

Trong mot phién debug, téi da ching kién context day 1én nhw thé nay:

System prompt ban dau: 3,000 token
Tin nhan dau tién cla user: 500 token
Agent reasoning: 2,000 token
Tool: read file (config.py): 1,200 token
Tool: read file (main.py): 2,800 token
Tool: run command (logs): 8,000 token
Agent phan tich: 1,500 token
Tool: read file (utils.py): 1,100 token
Agent reasoning: 2,200 token

Sau 15 phat: da dung 180,000 token

Va day la diéu quan trong: ban tra tién cho moi token trong context window d6 & moi API call.
Néu context ctia ban la 100K token va ban thuc hién 20 API call trong mét phién, ban da tra cho
2 triéu input token.

Véi gia Claude hién tai ($3/triéu input token), dé la $6 chi riéng cho context. CoOng thém output
token va ban dang nhin vao $10-15 cho mot phién debug don 1é.

Token Economics: Po Luong va Toi Uu Héa Usage
Toi theo doi cac metric nay cho moi agent:

class TokenMetrics:

def init (self):
self.metrics = {
“total input tokens": 0,
"total output tokens": 0,
"context size by call": [],
"tokens per task": [],
"tool call token overhead": []

}

def record call(self, input tokens: int, output tokens: int,
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context size: int, tool calls: int):
self.metrics["total input tokens"] += input tokens
self.metrics["total output tokens"] += output tokens
self.metrics["context size by call"].append(context size)
self.metrics["tool call token overhead"].append(
tool calls * 350 # Average overhead per tool call
)

def get cost breakdown(self) -> dict:
input_cost = self.metrics["total input tokens"] / 1 000 000 *
3.0
output_cost = self.metrics["total output tokens"] / 1 000 000
* 15.0

return {

"input_cost usd": input_cost,

"output cost usd": output cost,

"total cost usd": input cost + output cost,
"avg_context size":
statistics.mean(self.metrics["context size by call"l),
“context growth rate": self. calculate growth rate()

}

Insight da thay déi cch tiép can cua toi: téc dd tang truwdong context quan trong hon kich
thuoc tuyét doéi. Mot agent tang context 5K token moi luwot sé cham limit nhanh hon 4 1an so
véi agent tang 1.25K.

Cac Ky Thuat Nén Context

Khi context tré nén qué 16én, ban c6 céac lva chon:

1. Summarization (Tém Tat)
Thay th€ log chi tiét bang ban tém tat:

def compress log output(log text: str, llm: LLM) -> str:
"""Compress verbose logs to key findings."""
if len(log text) < 2000:

return log text

summary = 1llm.complete(f"""

Summarize these logs, keeping only:

- Error messages and their line numbers
- Warning patterns

- Key timestamps

- Relevant configuration values

Logs:
{log text[:8000]} # Sample if very large

Summary (be concise):

)

return f"[Compressed from {len(log text)} chars]\n{summary}"

2. Sliding Window (Ctra S6 Truot)

Chi gilr context gan day:
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def sliding window context(messages: list, max_ tokens: int) ->
list:
"""Keep most recent messages that fit in window."""

# Always keep system message
system msg = messages[0] if messages[0]["role"] == "system" else
None

# Add messages from newest to oldest until we hit limit
kept = []
current _tokens = count tokens(system msg) if system msg else 0

for msg in reversed(messages[1:]1):

msg_tokens = count tokens(msg)

if current tokens + msg tokens > max_ tokens:
break

kept.insert (0, msg)

current _tokens += msg tokens

if system msg:
kept.insert (0, system msg)

return kept
3. Hierarchical Context (Context Phan Cap)
Duy tri ban tém tat & cac mac do chi tiét khac nhau:

class HierarchicalContext:
def init (self):

self.immediate = [] # 5 luot cudi, day du chi tiét
self.recent = [] # 20 luot cudi, d& tém tat
self.session = "" # Toan bo phién, nén cao

def add turn(self, turn: Turn):
self.immediate.append(turn)

# Rotate to recent when immediate fills up
if len(self.immediate) > 5:

old = self.immediate.pop(0)
self.recent.append(self. summarize turn(old))

# Compress recent into session summary periodically
if len(self.recent) > 20:
self.session = self. compress session()
self.recent = self.recent[-5:]
def get context(self) -> str:
return """
Session overview: {self.session}

Recent activity: {self. format recent()}

Current focus:
{self. format immediate()}

Khi Nao Nén Tom Tat vs Khi Nao Nén Quén

Cay quyét dinh nay da phuc vu toi tot:
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Théng tin c6 tiém nang can thiét cho tac vu hién tai khoéng?
- Khéng - Quén di (tham chi khéng can tém tat)
L~ C6 -» C6 khad ndng can nguyén vdn khong?
- C6 - Gilr nguyén (code, config, error chinh xac)
L Khéng - C6 chira fact hodc quyét dinh quan trong khéng?
- C6 - Tém tat va gilr
- Khéng - Quén di

Trong thuc té: - Ludén giti: Thong bao 16i, duwong dan file duwoc dé cép, preference cua user da
néu - Tém tat: Output clla command, két qua phan tich log, phat hién khi khdm phé - Quén:
Log dai dong da phan tich, cdc hudéng ti€p can da bd, xac nhéan trung lap

Chuyén Thuc Té: Agent Quén Mat N6 Pang Lam Gi

Chung t6i c6 mét agent thuc hién database migration phtc tap. Nhiém vu bao gom: 1. Phan tich
schema hién tai 2. Tao migration script 3. Test trong staging 4. Ap dung vao production véi kha
nang rollback

Agent lam tot cac budc 1-3. Nhung dén budce 4, context da day phan tich schema va két qua test
dén mirc cic yéu cau migration ban dau da bi cuén ra khoi context window.

Agent ap dung mot migration ding vé mat ky thuat dua trén context gan day nhung bo 16 mot
rang budc quan trong tir yéu cau ban dau: duy tri backward compatibility v4i phién ban API cii.

Chung t6i phat hién trong staging (may qua), nhung chi vi tinh co c6 nguoi test endpoint API cil.
Céch stra 1a trién khai cdi toi goi la “pinned context”:

class PinnedContext:
"""Context items that should never be evicted."""

def init (self):
self.pinned items = []
self.max_pinned tokens = 10000

def pin(self, content: str, label: str, priority: int = 5):
"""Pin important context that must survive compression."""
tokens = count tokens(content)

item = {

"content": content,
"label": label,
"priority": priority,
"tokens": tokens,
"pinned at": time.time()

}

self.pinned items.append(item)
self. enforce limit()

def enforce limit(self):
"""Fvict lowest priority pins if over limit."""
total = sum(item["tokens"] for item in self.pinned items)

if total > self.max pinned tokens:

# Sort by priority, then by age

self.pinned items.sort(key=lambda x: (x["priority"],
-x["pinned at"]))

while total > self.max pinned tokens and self.pinned items:
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removed = self.pinned items.pop(0)
total -= removed["tokens"]

def get pinned context(self) -> str:
"""Get all pinned items formatted for inclusion in prompt."""
return "\n\n".join([
f"[PINNED: {item['label']}]\n{item['content']}"
for item in sorted(self.pinned items, key=lambda x:
-x["priority"])
1

Gio day, khi bat dau mot tac vu phic tap, ching téi twong minh pin cdc yéu cau quan trong:

agent.context.pin(

content="""

MIGRATION REQUIREMENTS:

- Must maintain backward compatibility with API vl
- Zero downtime deployment

- Rollback capability for 24 hours

nun
’

label="Core Requirements",
priority=10 # Maximum priority, never evict

)

Bai hoc rut ra: Context ctia agent la bd nhé lam viéc cua né. Thong tin quan trong can duoc
bdo vé twong minh, giéng nhuw file quan trong can dwoc backup.
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Chuong 6: Hé Thong Memory Thuc Sw Hoat
Pong

Chat history la mot do tudng. N6 c6 cam gidc nhu memory, nhung thuc ra chi la mot buffer cudén
ma trd nén dat dé nhanh chéng va cudi cung sé tran. Memory thuc sy—loai cho phép agent thuc
sw hitu ich theo thoi gian—doi hoi engineering cé chu dich.

Tai Sao Chat History Khong Pu

Xem xét diéu gi xay ra véi chat history thuan tuay:

Ngay 1: Ban ndi v6i agent vé phong cach code wa thich, lich deployment, va service nao la
critical.

Ngay 2: Phién mdéi. Agent khong biét gi. Ban lap lai.

Ngay 30: Ban da lap lai preference hang chuc lan. Moi 1an lap lai tén token. Ban dang tra tién
dé dao tao lai agent clia minh méi ngay.

Dbiéu nay khong chi gay kh6 chiu—ndé dat d6 va ngan can agent phat trién chuyén mén thuc su
trong méi truong cua ban.

Thiét Ké Persistent Memory: File, Database, Vector Store
To6i da thir ca ba, va mdi céi déu c6 chd diung:

File-Based Memory

Tot nhat cho: Cau hinh, preference, knowledge base nho

class FileMemory:

def init (self, memory dir: str = "~/.agent/memory"):
self.memory dir = os.path.expanduser(memory dir)
os.makedirs(self.memory dir, exist ok=True)

def remember(self, category: str, key: str, value: Any):
"""Store a memory item."""
category dir = os.path.join(self.memory dir, category)
os.makedirs(category dir, exist ok=True)

filepath = os.path.join(category dir, f"{key}.json")
with open(filepath, 'w') as f:

json.dump({

"value": value,

"stored at": datetime.now().isoformat(),

"access count": 0

}, T, indent=2)

def recall(self, category: str, key: str) -> Optional[Any]:
"""Retrieve a memory item."""
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filepath = os.path.join(self.memory dir, category,
f"{key}.json")

if not os.path.exists(filepath):
return None

with open(filepath, 'r') as f:
data = json.load(f)

# Track access for relevance scoring
data["access count"] += 1
data["last accessed"] = datetime.now().isoformat()

with open(filepath, 'w') as f:
json.dump(data, f, indent=2)

return data["value"]

Database Memory
Tot nhat cho: Dir liéu c6 cdu trac, quan hé, truy van

class DatabaseMemory:

def init (self, db _path: str = "~/.agent/memory.db"):
self.conn = sqlite3.connect(os.path.expanduser(db path))
self. init schema()

def init schema(self):

self.conn.executescript("""

CREATE TABLE IF NOT EXISTS memories (
id INTEGER PRIMARY KEY,

category TEXT NOT NULL,

content TEXT NOT NULL,

embedding BLOB,

importance INTEGER DEFAULT 5,
created at TIMESTAMP DEFAULT CURRENT TIMESTAMP,
accessed at TIMESTAMP,

access count INTEGER DEFAULT 0

)5

CREATE INDEX IF NOT EXISTS idx category ON memories(category);
CREATE INDEX IF NOT EXISTS idx importance ON
memories(importance);

nn II)

def remember(self, content: str, category: str, importance: int
=5):
self.conn.execute(
"INSERT INTO memories (category, content, importance) VALUES
(2, 2, 72),

(category, content, importance)

)
self.conn.commit ()

def recall recent(self, category: str = None, limit: int = 10)
-> list:
query = "SELECT content, importance FROM memories"
params = []

if category:
query += " WHERE category = ?"
params.append(category)

query += " ORDER BY importance DESC, created at DESC LIMIT ?"
params.append(limit)
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return self.conn.execute(query, params).fetchall()

Vector Store Memory
T6t nhat cho: Semantic search, tim context lién quan

class VectorMemory:

def init (self, collection name: str = "agent memory"):
import chromadb
self.client = chromadb.PersistentClient(
path="~/.agent/vectors")
self.collection = self.client.get or create collection(
collection name)

def remember(self, content: str, metadata: dict = None):
"""Store with automatic embedding."""
doc_id = hashlib.md5(content.encode()).hexdigest()

self.collection.upsert(
documents=[content],
metadatas=[metadata or {}],
ids=[doc id]

)

def recall similar(self, query: str, n results: int = 5) -> list:
"""Find semantically similar memories."""
results = self.collection.query(
query texts=[query],
n_results=n results
)

return [

{"content": doc, "metadata": meta}

for doc, meta in zip(results["documents"]1[0],
results["metadatas"][0])
]

Pattern MEMORY.md: Pon Gian Nhung Hiéu Qua

Trudce khi xay dung hé thong phirc tap, hay xem xét file markdown khiém ton:

# Agent Memory

## User Preferences

- Thich response ngadn gon hon gidi thich dai dong

- Dung vim keybinding, dé cap shortcut khi 1ién quan
- Timezone: Asia/Saigon (GMT+7)

- Deployment window: Th& Ba-Th& Nam, 10 AM - 4 PM

## Environment

- Primary language: Python 3.11

- Infrastructure: Kubernetes on AWS (EKS)
- CI/CD: GitHub Actions

- Secrets management: HashiCorp Vault

## Learned Patterns

### 2024-01-15: Database connections

Service cla user dung connection pool véi max 20 connection.
Van dé performance thuong trace vé pool exhaustion.

### 2024-01-20: Deployment rollbacks
Rollback can approval tir kénh Slack #ops-leads.

38



User cbé quyén approve cho staging only.

## Mistakes to Avoid

- blrng suggest “rm’ ma khong xac nhan; dung "trash’ thay thé
- Bitng assume master branch; org nay dung 'main'

- bPlrng tao file trong /tmp; dung ~/scratch thay thé

Agent doc file nay khi bat dau phién va c6 thé cap nhéat khi hoc duoc diéu mai:

def update memory file(memory path: str, section: str, content:
str):
"""Append a new memory to the appropriate section."""

with open(memory path, 'r') as f:
current = f.read()

# Find section and append

section pattern = f"## {section}\n"

if section pattern in current:
parts = current.split(section pattern)
# Find end of section (next ## or end of file)
section content = parts[1].split("\n## ")[0]
new section = section content.rstrip() + f"\n\n###
{datetime.now().strftime('%Y-%m-%d"')}\n{content}\n"
parts[1] = new section + "\n## " + "\n##
".join(parts[1].split("\n## ")[1:])
current = section_pattern.join(parts)

with open(memory path, 'w') as f:
f.write(current)

Pattern nay don gidn, con nguodi doc duoc, c6 thé version control, va hiéu qua ddng ngac nhién
cho hau hét use case.

Neural Memory va Semantic Search

Cho nhu cau tinh vi hon, két hop embedding véi structured storage cho ban tét nhat cta ca hai
thé gidi:

class NeuralMemory:
"""Memory system with semantic search and importance decay."""

def init (self):
self.vector store = VectorMemory()
self.db = DatabaseMemory()

def remember(self, content: str, memory type: str, importance:
int = 5):
"""Store memory with both semantic and structured access."""

# Store in database for structured queries
memory id = self.db.remember(content, memory type, importance)

# Store embedding for semantic search
self.vector store.remember(content, {
"memory id": memory_id,

"type": memory type,

"importance": importance,

"timestamp": datetime.now().isoformat()

1)

def recall(self, query: str, context: str = None) -> list:
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"""Retrieve relevant memories using semantic search."""

# Get semantically similar memories
similar = self.vector store.recall similar(query, n_results=10)

# Also get recent high-importance memories
recent = self.db.recall recent(limit=5)

# Combine and deduplicate
all memories = self. merge and rank(similar, recent)

return all memories[:5] # Return top 5

def merge and rank(self, similar: list, recent: list) -> list:
"""Rank memories by relevance and recency."""
scored = []

for mem in similar:

score = mem.get("similarity", 0.5) *
mem["metadata"].get("importance", 5)
scored.append((score, mem["content"]))

for content, importance in recent:
# Boost recent memories
scored.append((importance * 0.8, content))

# Deduplicate and sort

seen = set()

unique = []

for score, content in sorted(scored, reverse=True):
content hash = hash(content)

if content hash not in seen:

seen.add(content _hash)

unique.append(content)

return unique

Chuyén Thuc Té: Xay Dung Memory Song S6t Qua Restart

Chung téi c6 mdt agent hoc dwoc cac quirk cua infrastructure rat tuyét voi—trong suét mot
ngay. No biét service nao hay 16i, deployment nao can monitoring thém, team member nao can
notify cho cac system khac nhau.

ROi server reboot.

Tat ca nhitng gi hoc duwoc? Mat sach. Agent quay lai thanh nguoi méi bé ngd, hoi vé cac service
ma no da stra hang chuc lan.

Van dé rat tinh vi: chung t6i dang lvu memory, nhung luu trong session state, song trong b6
nhé. Khi process chét, memory cling chét theo.

Céch stra bao gom ba phan:

1. Persistent storage tiwr dau:

class PersistentSession:

def init (self, session id: str):
self.session id = session id
self.storage path = f"~/.agent/sessions/{session id}"
self. load or create()
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def load or create(self):

path = os.path.expanduser(self.storage path)

if os.path.exists(path):

with open(path, 'r') as f:

self.state = json.load(f)

else:

self.state = {"memories": [], "context": {}, "created":

datetime.now().isoformat()}

def save(self):
path = os.path.expanduser(self.storage path)
os.makedirs(os.path.dirname(path), exist ok=True)
with open(path, 'w') as f:
json.dump(self.state, f, indent=2)

def remember(self, key: str, value: Any):
self.state["memories"].append({
"key": key,
"value": value,
"timestamp": datetime.now().isoformat()
1)

self. save() # Persist immediately
2. Memory consolidation khi shutdown:

def graceful shutdown(session: PersistentSession, memory:
NeuralMemory) :
"""Consolidate session learnings into long-term memory."""

# Extract key learnings from session
session summary = summarize session(session.state)

# Store important learnings in long-term memory
for learning in session summary.key learnings:
memory . remember (
learning.content,
memory_type="session learning",
importance=learning.importance
)

# Mark session as cleanly closed
session.state["closed at"] = datetime.now().isoformat()
session. save()

3. Memory reload khi startup:

def initialize agent(agent: Agent, memory: NeuralMemory):
"""Bootstrap agent with relevant long-term memories."""

# Get recent learnings
recent = memory.recall("recent system learnings and user
preferences")

# Add to agent's initial context
if recent:
agent.system prompt += f"""

## Relevant Memories from Previous Sessions:
{format memories(recent)}

Use these memories to provide contextually appropriate
assistance.
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Bai hoc rut ra: Memory khong chi la vé storage—n6 la vé toan b lifecycle ctia remember,
persist, recover, va apply. Bo 1& bat ky budc nao va agent cua ban sé bi mat tri nhé.
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Chuong 7: Piéu Phoi Pa Agent

Lan dau tién mot trong nhitng agent cua téi néi véi toéi “Toi can gitp d& véi phan nay,” toi nhan
ra minh da nghi sai vé agent. M6t agent don 1é c¢6 lam moi thit giong nhw mét developer don 1é
c6 tré thanh chuyén gia frontend, DBA, chuyén gia bao mat, va ky sw infrastructure cing mot
lac.

Khi Mot Agent Khong Pu
Dau hiéu ban can nhiéu agent:

1. Task doi héi chuyén mén khac nhau: Debug moét hé théng cé thé can mot log analyst,
mot code reviewer, va mot infrastructure specialist.

2. Co héi song song héa: Kiém tra 5 service c6 thé duoc thuc hién bdi 5 agent dong thoi.

3. Tach biét context: Agent diéu tra database khong nén bi 6 nhiém véi chi tiét networking
trir khi ching lién quan.

4. C6 lap rui ro: Agent c6 write access khong nén la agent dang kham phd va th nghiém.

Pattern Orchestrator
Pattern multi-agent dang tin cay nhat t6i tim thay la orchestrator:

class Orchestrator:
"""Manager agent that delegates to specialist agents."""
def init (self, llm: LLM):
self.llm = 1lm
self.specialists = {
"log analyst": LogAnalystAgent(llm),
"code reviewer": CodeReviewAgent(1llm),
"infrastructure": InfrastructureAgent(llm),
"security": SecurityAuditAgent(1llm)
}
self.task queue = []
self.results = {}

def process request(self, request: str) -> str:
# First, understand and decompose the request
plan = self. create plan(request)

# Execute plan steps, delegating to specialists
for step in plan.steps:
if step.requires specialist:
result = self. delegate(step)
else:
result = self. execute directly(step)

self.results[step.id] = result

# Synthesize results into coherent response
return self. synthesize(request, plan, self.results)
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def create plan(self, request: str) -> Plan:

"""Decompose request into steps with specialist assignments."""
response = self.llm.complete(f"""
Analyze this request and create an execution plan.

Request: {request}

Available specialists:

- log analyst: Analyzes logs, finds patterns, extracts
relevant entries

- code reviewer: Reviews code, identifies issues, suggests
fixes

- infrastructure: Checks systems, networking, resources

- security: Audits for vulnerabilities, checks configurations

Create a plan with:

1. Steps needed (can be parallel if independent)

2. Which specialist handles each step (or "orchestrator" for
simple tasks)

3. Dependencies between steps

OQutput as JSON.
nn II)

return Plan.from json(response)

def delegate(self, step: PlanStep) -> StepResult:
"""Delegate a step to the appropriate specialist."""

specialist = self.specialists.get(step.specialist)
if not specialist:

return StepResult(error=f"Unknown specialist:
{step.specialist}")

# Provide relevant context from previous steps
context = self. gather context(step.dependencies)

return specialist.execute(step.task, context)

Giao Tiép Gitra Cac Agent: Shared Context, Message Passing
Agent can chia sé théng tin, nhung lam thé nao? Toi da thi ba céch tiép can:
1. Shared Memory Space

class SharedMemory:
"""Thread-safe shared memory for multiple agents."""

def init (self):
self. data = {}
self. lock = threading.Lock()

def write(self, key: str, value: Any, agent id: str):
with self. lock:
self. data[key] = {
"value": value,
"written by": agent id,
"timestamp": time.time()

}

def read(self, key: str) -> Optional[Any]:
with self. lock:
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entry = self. data.get(key)
return entry["value"] if entry else None

def read all from(self, agent id: str) -> dict:
"""Get all entries written by a specific agent."""
with self. lock:
return {
k: v["value"]
for k, v in self. data.items()
if v["written by"] == agent_id

}

2. Message Passing

class AgentMessageBus:
"""Pub/sub message bus for agent communication."""
def init (self):

self.queues = defaultdict(Queue)

self.broadcasts = []

def send(self, from agent: str, to agent: str, message: dict):
"""Send a direct message to another agent."""
self.queues[to agent].put({
"from": from agent,
"message": message,
"timestamp": time.time()

})

def broadcast(self, from agent: str, message: dict):
"""Broadcast to all agents."""
self.broadcasts.append({
"from": from agent,
"message": message,
"timestamp": time.time()

1)

def receive(self, agent id: str, timeout: float = 0.1) ->
Optional[dict]:
"""Check for messages (non-blocking by default)."""
try:

return self.queues[agent id].get(timeout=timeout)
except Empty:
return None

3. Result Aggregation

class ResultAggregator:
"""Collect and synthesize results from multiple agents."""

def init (self, llm: LLM):
self.llm = 1lm
self.results = []

def add result(self, agent id: str, task: str, result: Any):
self.results.append({
"agent": agent id,
"task": task,
"result": result,
"timestamp": time.time()

1)

def synthesize(self, original request: str) -> str:
"""Combine all results into a coherent response."""
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results text = "\n\n".join([
f'## {r['agent']}: {r['task']1}\n{r['result']}"
for r in self.results

1)

return self.llm.complete(f"""
Original request: {original request}

Results from specialist agents:
{results text}

Synthesize these findings into a coherent response that:
1. Addresses the original request directly

2. Highlights key findings from each specialist

3. Notes any conflicts or uncertainties

4. Provides clear next steps or recommendations

)

Thuc Thi Agent Song Song vs Tuan Tw
Lwa chon gitra thuc thi song song va tuan tu phu thudc vao dependency:

class AgentExecutor:
"""Execute agent tasks with proper dependency handling."""
def init (self, max parallel: int = 4):
self.max _parallel = max parallel
self.executor = ThreadPoolExecutor(max workers=max parallel)

def execute plan(self, plan: Plan, agents: dict) -> dict:
"""Execute plan steps respecting dependencies."""

results =
completed

{}
= set()

while len(completed) < len(plan.steps):

# Find steps ready to execute (dependencies satisfied)
ready = [

step for step in plan.steps

if step.id not in completed

and all(dep in completed for dep in step.dependencies)

]

if not ready:
raise RuntimeError("Circular dependency detected")

# Execute ready steps in parallel
futures = {}
for step in ready[:self.max parallell]:
agent = agents[step.specialist]
context = {dep: results[dep] for dep in step.dependencies}
futures[step.id] = self.executor.submit(
agent.execute, step.task, context

)

# Collect results

for step id, future in futures.items():
results[step id] = future.result()
completed.add(step id)

return results

Khi ndo nén song song héa: - Thu thap thong tin doc 1ap (kiém tra nhiéu service) - Phan tich
nhiéu file (méi file cé thé phan tich riéng) - Cross-validation (c6 nhiéu agent xac minh phét hién)
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Khi nao nén tuan ty: - Mo6i budc phu thudc vao két qua trude - Rang budc tai nguyén (API rate
limit, token budget) - Quan ly rui ro (muén human review gitta cdc budc)

Chuyén Thuc Té: Piéu Phoi Poi 4 Agent Cho Mot Task Phic
Tap

Task cé vé hop ly: diéu tra tai sao API response time cta ching t6i giam trong tuan qua.

T6i thiét 1ap bon agent: - LogAnalyst: Parse application log tim slow request - MetricsAgent:
Phén tich Prometheus metric tim pattern - CodeReviewer: Kiém tra commit gan day tim
performance issue - InfraAgent: Xem xét thay déi infrastructure va resource usage

Orchestrator khéi déng ching song song. Trong vai giay, téi cé van dé.

Ca bon agent déu dang goi cung mot LLM API. Chung toi vuot rate limit. Request bat dau fail.
Céac agent, thay failure, bat dau retry. Thém nhiéu rate limit hit. Orchestrator, khong nhén duoc
két qud, bat ddu spawn thém request dé kiém tra cdc agent clia né.

Trong vong 2 phut, ching t6i da thuc hién 400 API call va chi nhan duwoc khoang 50 response
httu ich.

Fix #1: Shared rate limiter

class SharedRatelLimiter:
"""Rate limiter shared across all agents."""

def init (self, requests per minute: int = 50):
self.requests per minute = requests per minute
self.request times = []
self. lock = threading.Lock()

def acquire(self, timeout: float = 30) -> bool:
"""Wait for rate limit capacity."""
deadline = time.time() + timeout

while time.time() < deadline:
with self. lock:
now = time.time()
# Remove requests older than 1 minute
self.request times = [t for t in self.request times if now - t
< 60]

if len(self.request times) < self.requests per minute:
self.request times.append(now)
return True

time.sleep(0.5)

return False

Fix #2: Agent coordination protocol

class CoordinatedAgent:
"""Agent that coordinates with others before acting."""

def init (self, agent id: str, coordinator: AgentCoordinator):
self.agent id = agent id

a7



self.coordinator = coordinator

def execute(self, task: str, context: dict) -> Any:
# Announce what we're about to do
self.coordinator.announce intent(self.agent id, task)

# Check if another agent is already handling something similar
similar = self.coordinator.find similar intents(task)

if similar:
# Wait for their result instead of duplicating work

return self.coordinator.wait for result(similar[0])

# Acquire rate limit slot
if not self.coordinator.rate limiter.acquire():
return AgentResult(error="Rate limit timeout")

# Do the work
result = self. do work(task, context)

# Share result with other agents
self.coordinator.publish result(self.agent id, task, result)

return result

Fix #3: Staggered startup

def launch agents staggered(agents: list, delay seconds: float =
2):

"""l aunch agents with staggered timing to prevent thundering
herd. """

futures = []

for i, agent in enumerate(agents):
# Wait before launching each agent
time.sleep(delay seconds)
future = executor.submit(agent.start)
futures.append(future)

return futures

Sau céc fix nay, cudc diéu tra chay muwot ma. Log analyst tim thay slow database query. Metrics
agent x4c nhan query latency tang. Code reviewer tim thay thay déi gan day da xéa database
index. Infrastructure agent xac minh database resource usage binh thuwong.

Orchestrator t6ng hop: “Response time degradation gy ra bdi missing database index sau
commit abc123 vao thit Ba. Khuyén nghi: khéi phuc index véi migration script.”

Téng thoi gian: 4 phut. Téng API call: 47 (trong limit). Van dé da giai quyét.

Bai hoc rut ra: Hé thong multi-agent nhan d6i cd kha nang 1an failure mode. Coordination
khong phai tuy chon—né la thiét yéu. Moi tai nguyén shared déu can protection, moi agent can
nhan thitc vé cac agent khac, va orchestrator can visibility vao toan bo trang thai hé thong.

Tom Tat Phan 2: Nhiung Bai Hoc Pat Gia

Bon chuong nay chira dung nhiing vét seo tir hanh trinh production cua t6i v6i Al agent. Néu to6i
c6 thé dwa ra mot takeaway tir moéi chuong:
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Chuong 4: Moi agent déu can kill switch va circuit breaker. Xay dung ching truéc, khéng phai
sau su co dau tién.

Chuong 5: Context dat dé va hitu han. Engineer n6 c6 chu dich—compress, summarize, pin, va
evict voi muc dich ro rang.

Chuong 6: Memory khong tu dong. Xay persistence vao agent ctia ban tir ngay dau, hodc chap
nhan rang né sé quén moi thr quan trong.

Chuong 7: Hé thong multi-agent doi hdi infrastructure coordination. Shared resource, rate
limit, va communication protocol quan trong nhw chinh céac agent.

Nhimg bai hoc dat gid khong phai 1a hoc tap tuy chon—ching la gié vé vao céng cta production
Al agent. Tra hoc phi trudc bang céch hoc tir 16i ciia nguoi khéc, hodc tra sau véi cac su c6 cua
chinh ban.

Tié€p theo, trong Phan 3, ching ta sé bién nhitng bai hoc nay thanh production pattern: security,
quan ly chi phi, reliability, va thiét k€ human-in-the-loop v6 cung quan trong.
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PHAN 3: CAC MAU THIET KE CHO
PRODUCTION

Chuong 8: Bao mat va Kiém soat Truy cap

Suc Manh Pang So cua mot Agent c6 Quyén SSH

Hay dé t6i vé cho ban mot bitc tranh. 2 gio sdng thit Tw. Ban vira cdp quyén SSH cho Al agent
moéi toanh clla minh dé truy cap vao mday chu production vi né can ki€m tra log va khéi dong lai
céc service. Agent nay rat théng minh—né cé thé chan dodn van dé, chay céc 1énh, va stra 16i
nhanh hon bat ky ky suw on-call nao.

Ba muoi phut sau, ban dang nhin cham cham vao terminal trong sw hoang mang. Agent, trong
noé luc “don dep dung luwong 6 dia,” da rm -rf mot thw muc ma né khong nén cham vao. Khong
phai c6 y—né thuc sy nghi rang n6 dang giup dé. Model da thdy cac 1énh tuong tu trong dir liéu
training d€ don dep céc thw muc tam. Thw muc cta ban tinh c& khép véi pattern dé.

bay la thach thirc co ban ctia bao mat agent: ban dang trao quyén ra quyét dinh tw déong cho
mot hé théng thiéu sy hiéu biét thuc sw vé hau qua. Khoéng giong nhw mot ky sw junior cé thé
ngan ngai trudc khi chay mot 1énh pha hoai, mot agent sé thuc thi véi cung moét s tw tin du né
dang doc file hay x6a database cta ban.

Nguyén tac Pac quyén Téi thiéu cho AI Agent

Nguyén tac bao méat ma cac agent cia ban can tuéan theo khong méi—dé la nguyén tac twong tw
ma ching ta da ap dung cho service account trong nhiéu thap ky: chi cap nhiing quyén can
thiét d€ hoan thanh nhiém vu, khong hon.

Nhung day la di€m kho véi cac agent. Mot service account truyén théng chay mot tap hop céc
thao tac da biét, xac dinh. Mot agent, theo dinh nghia, dua ra quyét dinh tai runtime vé céac
thao tac can thuc hién. Lam sao ban cap dac quyén t6i thi€u cho thir ma hanh vi cia né khéng
hoan toan dw doan duoc?

Cau trd 10i la cac han ché theo 16p:

# agent-permissions.yaml
agent:

name: log-analyzer

allowed actions:
read:

- /var/log/**

- /app/logs/**
execute:

- grep

- tail

- head

- cat
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- less
- iq
forbidden:

- rm

- mv

- dd

- chmod
- chown
- sudo
- curl
- wget

resource limits:
max file size read: 100MB
max_command duration: 60s
max_concurrent commands: 3

network:
allowed hosts:

- metrics.internal:9090
blocked hosts:

- "x" # default deny

Céau hinh nay tao ra mot hanh lang hep ctia cac hanh vi duoc phép. Agent c6 thé doc log, st
dung céc cong cu xt ly van ban, va truy van cac metric néi b6—khong gi khac. Ngay ca khi LLM
bén dudi quyét dinh muén tai xudng thir gi d6 tir internet hoac stra ddi file, tdng thuc thi sé chan

7

no.

Cac Chién luoc Sandbox

Céc chién luoc sandbox khac nhau cung cap sw danh déi khac nhau gitra bado méat va kha nang:
Cap do 1: Restricted Shell

C4ch tiép can don gian nhat la méi truwong shell bi han ché. Cac cong cu nhw rbash hoac cac
wrapper script tuy chinh giéi han nhitng 1énh nao kha dung:

#!/bin/bash
# agent-shell.sh - A restricted shell for agent execution

ALLOWED COMMANDS="1s cat grep tail head jq kubectl docker"

execute command() {
local cmd="$1"
local base cmd=$(echo "$cmd" | awk '{print $1}')

# Check if command is allowed

if ! echo "$ALLOWED COMMANDS" | grep -qw "$base cmd"; then
echo "ERROR: Command '$base cmd' is not allowed"
exit 1

fi

# Check for dangerous patterns

if echo "$cmd" | grep -qE '(rm|>|>>|\|.*rm|;.*rm)"'; then
echo "ERROR: Potentially destructive pattern detected"
exit 1

fi

# Execute with timeout
timeout 60s bash -c "$cmd"

}
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Céch nay nhanh va nhe nhung cung cap sw cd lap téi thi€u. Mot ké tan céng quyét tam (hoac
agent bi nham 1an) cé thé tim céch vuot qua céc han ché nay.

Cap dé 2: Co lap bang Container
Chay céc hanh dong cta agent bén trong cac container cung cap su c¢6 lap manh hon:

# agent sandbox.py

import docker

import tempfile

from typing import Optional

class AgentSandbox:

def init (self):
self.client = docker.from env()
self.image = "agent-sandbox:latest"

def execute(
self,
command: str,
timeout: int = 60,

memory limit: str = "256m",
cpu_quota: int = 50000, # 50% of one CPU
network _mode: str = "none"

) -> dict:

"""Execute a command in an isolated container."""

with tempfile.TemporaryDirectory() as tmpdir:
container = self.client.containers.run(
self.image,
command=f"sh -c '{command}'",
detach=True,
mem_limit=memory limit,
cpu_quota=cpu quota,
network_mode=network_mode,
read only=True,
volumes={
tmpdir: {'bind': '/workspace', 'mode': 'rw'},
'/var/log': {'bind': '/logs', 'mode': 'ro'}, # read-only
}
user="nobody",
security opt=["no-new-privileges:true"],

)

try:
result = container.wait(timeout=timeout)
logs = container.logs().decode('utf-8")
return {
"exit code": result["StatusCode"],
"output": logs,
"error": None
}
except Exception as e:
container.kill()

return {
"exit code": -1,
"output": "",
"error": str(e)

}

finally:

container.remove(force=True)

Dockerfile cho sandbox image nén t6i gian:
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FROM alpine:3.19

RUN apk add --no-cache \
bash \

coreutils \

grep \

ja \

curl \

& rm -rf /var/cache/apk/*

# Create non-root user
RUN adduser -D -s /bin/bash agent

USER agent
WORKDIR /workspace

Cap do 3: Co6 lap bang VM

D6i vdi cac yéu cau bao mat cao nhat—dac biét khi agent xtr ly cac thao tdc nhay cam hoac dau
vao khong déng tin cdy—co lap bang VM str dung Firecracker hodc gVisor cung cdp su co lap
gan cap do phan cing:

# For extreme isolation, consider Firecracker microVMs
# This is typically overkill for most use cases, but critical
# when agents are exposed to untrusted inputs

class FirecrackerSandbox:
Each agent action runs in a fresh microVM that boots in ~125ms.
Complete isolation from the host kernel.

def execute(self, command: str) -> dict:
# Firecracker implementation details omitted
# See: https://firecracker-microvm.github.io/
pass

Audit Logging: Biét Agent cua Ban Pa Lam Gi

Khi m6t agent hanh ddng tw dong, ban can ghi nhé hoan hdo moi hanh déng né thuc hién. biéu
nay khong phai tuy chon—dé la cach ban debug 16i, diéu tra sy ¢6, va xay dung niém tin vao hé

thong agent cua ban.

Pay la mau audit logging t6i st dung trong production:

# audit logger.py

import json

import hashlib

from datetime import datetime
from typing import Any, Optional
import structlog

class AgentAuditLogger:
def init (self, agent id: str, session id: str):
self.agent id = agent id
self.session id = session id
self.sequence = 0
self.logger = structlog.get logger()

def log action(
self,
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action type: str,

action input: Any,

action output: Any,

success: bool,

duration ms: float,

context: Optional[dict] = None

"""l og every agent action with full context."""
self.sequence += 1

# Create deterministic action ID

action_id = hashlib.sha256(
f"{self.session id}:{self.sequence}".encode()
) .hexdigest()[:12]

log entry = {

"timestamp": datetime.utcnow().isoformat(),
"agent id": self.agent id,

"session id": self.session_id,

"action id": action_id,

"sequence": self.sequence,

"action type": action_type,

"input": self. sanitize(action input),
"output": self. truncate(action output),
"success": success,

"duration ms": duration_ms,

"context": context or {}

}

# Log to structured logging system
self.logger.info(

"agent action",

**log_entry
)

# Also write to append-only audit file

with open(f"/var/log/agent-audit/{self.session_id}.jsonl",
"a") as f:
f.write(json.dumps(log entry) + "“\n")

def sanitize(self, data: Any) -> Any:
"""Remove sensitive data before logging."""
if isinstance(data, str):
# Redact common secret patterns
patterns = [
(r'password["\s:=]+["\"1?[\w\-]+["\"']?"', 'password=<REDACTED>'),
(rtapi[ -17key["\s:=1+["\"1?2[\w\-1+["\']1?",
'api_ key=<REDACTED>'),
(r'bearer\s+[\w\-\.]+', 'Bearer <REDACTED>'),
]
result = data
for pattern, replacement in patterns:
result = re.sub(pattern, replacement, result,
flags=re.IGNORECASE)
return result
return data

def truncate(self, data: Any, max len: int = 10000) -> Any:
"""Truncate large outputs to prevent log bloat."""
if isinstance(data, str) and len(data) > max_len:
return data[:max_len] + f"... [truncated, total length:
{len(data)}]"
return data

Céch st dung trong vong lap thuc thi agent cua ban:
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audit = AgentAuditlLogger(agent id="infra-bot",
session id=session_id)

for action in agent.plan():
start = time.time()
try:
result = sandbox.execute(action.command)
audit.log action(
action type=action.type,
action input=action.command,
action output=result["output"],
success=result["exit code"] == 0,
duration ms=(time.time() - start) * 1000,
context={"reasoning": action.reasoning}
)
except Exception as e:
audit.log action(
action type=action.type,
action input=action.command,
action output=None,
success=False,
duration ms=(time.time() - start) * 1000,
context={"error": str(e)}
)

raise

Cau chuyén Thuc chién: Agent Suyt Lo Secret
Héay dé toi ké cho ban vé lan suyt gap nguy hiém nhéat véi bdo mat agent.

Chung t6i c6 mdt agent duoc thiét ké dé gitip debug céc van dé tmg dung. N6 cé thé doc log,
ki€m tra metric, va xem c4c file cdu hinh. Nhiing thir tiéu chudn. Chung t6i da thiét lap sandbox
khd tot—co0 lap container, mount read-only, khéng cé quyén truy cap mang.

Mot ngay, mot developer yéu cau agent “tim tai sao payment service dang fail.” Agent da lam
cOng viéc cua ndé mot cach xuat sac. N6 tim thay 16i trong log, truy nguoc dén van dé cdu hinh,
va trinh bay mot phan tich chi tiét.

Nhung day la diéu ching toi bo 16: file cdu hinh ma né doc chita database credential. Va agent,
vi muon giup do, da bao gom doan config lién quan trong phan hoi ciia né—ca credential nita.

Phan hoéi duwoc hién thi trong mot kénh Slack. Ba muoi ki sw nhin thdy né trudc khi ai d6 chu y
va x6a tin nhan. Nhimg credential dé phai dwoc rotate ngay lap tirc. That la mot mé hon don.

Viéc stra chira doi hoi nhiéu thay déi:

# secret filter.py
import re
from typing import List, Tuple

class SecretFilter:
"""Filter secrets from agent outputs before displaying to
users. """

PATTERNS: List[Tuple[str, str]l] = [
# Database URLs
(r'(postgres|mysql|mongodb)://[":]+:["@]+@",
r'\l://****:****@'),
# API Keys (common formats)
(r' (["\"1?api[_-17?key["\"'1?\s*[:=]\s*["\"]?) ([\w\-1{20,})",
r'\l****')'
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# AWS Keys

(r' (AKIA[A-Z0-9]1{16})"', '***¥*¥AWS KEY*¥**'),
(r(["\"17aws[_-1?secret["\'12\s*[:=]\s*["\"17) ([\w/+=]{40}) ",
rO\LRRRE)

# Generic passwords
(r'(["\"'1?password["\"']?2\s*[:=]\s*["\"'1?) (["\s"\',]+)",
rU\ LRk
# Bearer tokens
(r' (Bearer\s+) [\w\-\.]+", r'\1*x*x*x"),
# Private keys
(r'----- BEGIN [A-Z]+ PRIVATE KEY----- K- END [A-Z]+
PRIVATE KEY----- ',
URHRkPRTIVATE KEY***k '),
1

def filter(self, text: str) -> str:
result = text
for pattern, replacement in self.PATTERNS:
result = re.sub(pattern, replacement, result,
flags=re.IGNORECASE | re.DOTALL)
return result

def contains secrets(self, text: str) -> bool:
"""Check if text likely contains secrets."""
filtered = self.filter(text)
return filtered != text

# Use in your agent response handler
filter = SecretFilter()

def present agent response(response: str) -> str:
filtered = filter.filter(response)
if filter.contains secrets(response):
# Log that secrets were filtered
audit.log action(
action_type="secret filter",
action_input="[redacted]",
action output="secrets detected and filtered",
success=True,
duration ms=0
)
return filtered

Nhung loc thoéi la chwa du. Giadi phéap thuc sy la ngan agent truy cap secret ngay tur dau:

# Mount configs without secrets
volumes:
# Don't mount the real config
# - /app/config:/config:ro

# Mount a sanitized version
- /app/config-sanitized:/config:ro

# Use a sidecar to generate sanitized configs
# that replace secrets with placeholders

Bai hoc: gia dinh rang agent cta ban sé c6 gang bao géom moi th né doc trong output. Loc tai
ngudn, khong chi tai thoi diém hién thi.
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Chuong 9: Quan 1y Chi phi

Chi phi Token Tang Nhanh: Sé liéu Thuc twr Production

Hay dé toi chia sé mot s6 s6 liéu thuc tir viéc chay Al agent trong production. Nhiing con sé nay
sé khién ban gat dau dong tinh hoac hd héc mom kinh ngac, tuy thudc vao viéc ban da lam diéu
nay truéc dé hay chua.

Mot phién debug phic tap don 18—noi agent doc log, phén tich pattern, kiém tra nhiéu service,
va dua ra khuyén nghi—c6 thé dé dang tiéu thu 50.000-100.000 token. V6i cdc model cap
GPT-4, dé6 la $1.50-$3.00 cho mot phién.

Nghe cé vé quan ly duwoc? Bay gio hdy nhan véi mic st dung:

* 10 ki suw str dung agent 5 1an moi ngay
* 22 ngay lam viéc moi thang
« Trung binh 75.000 token méi phién

b6la 10 x 5 x 22 x 75.000 = 82,5 triéu token moi thang, hoac khodng $2.500/thdng chi cho
mot use case.

Va day la diéu bat nhiing team khéc ngo nhat: agent loop. Khi mét agent roi vao vong lap retry
hoac bi ket cé gang gidi quyét mot van dé khong thé gidi quyét, mirc st dung token bung né. To6i
da thay cac phién don 1é dat 500.000 token truéc khi bi kill—$15 cho mét task that bai.

Cac Chién luoc Caching: Pung Hoi Cung Mot Cau Hoi Hai Lan
T6i wu chi phi c6 tdc dong 1én nhat rat don gian: dung goi LLM néu ban khong can.
Response Caching

Véi céc truy van deterministic (cung context, cung cau hoi = cung cau tra 10i), cache response:

# Ulm cache.py

import hashlib

import json

import redis

from typing import Optional, Any

class LLMCache:

def init (self, redis url: str, default ttl: int = 3600):
self.redis = redis.from url(redis url)
self.default ttl = default ttl

def cache key(self, prompt: str, model: str, params: dict) ->
str:
"""Generate deterministic cache key."""

content = json.dumps({
"prompt": prompt,
"model": model,

"params": params
}, sort keys=True)
return f"1lm:v1:{hashlib.sha256(content.encode()).hexdigest()}"

def get(self, prompt: str, model: str, params: dict) ->
Optional[str]:
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key = self. cache key(prompt, model, params)
cached = self.redis.get(key)

if cached:

return json.loads(cached)["response"]

return None

def set(
self,
prompt: str,
model: str,

params: dict,
response: str,
ttl: Optional[int] = None

key = self. cache key(prompt, model, params)
self.redis.setex(
key,
ttl or self.default ttl,
json.dumps({"response": response})

)

# Usage
cache = LLMCache("redis://localhost:6379")

def call llm(prompt: str, model: str, **params) -> str:
# Check cache first
cached = cache.get(prompt, model, params)
if cached:
metrics.increment("llm cache hit")
return cached

# Cache miss - call the API

metrics.increment("llm cache miss")

response = openai.chat.completions.create(
model=model,
messages=[{"role": "user", "content": prompt}],
**params

)

result = response.choices[0].message.content

# Cache the response
cache.set(prompt, model, params, result)
return result

Semantic Caching

Véi cac truy van twong tw nhung khong giong hét, st dung semantic caching dya trén
embedding:

# semantic cache.py
import numpy as np
from typing import Optional, Tuple

class SemanticCache:

def init (
self,
embedding model: str = "text-embedding-3-small",
similarity threshold: float = 0.95

self.embedding model = embedding model

self.threshold = similarity threshold

self.cache: list[Tuple[np.ndarray, str, str]] = [] #
(embedding, prompt, response)

def embed(self, text: str) -> np.ndarray:

response = openai.embeddings.create(
model=self.embedding model,
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input=text
)
return np.array(response.data[0].embedding)

def cosine similarity(self, a: np.ndarray, b: np.ndarray) ->
float:
return np.dot(a, b) / (np.linalg.norm(a) * np.linalg.norm(b))

def get(self, prompt: str) -> Optional[str]:
if not self.cache:
return None

query_embedding self. embed(prompt)
best similarity = 0
best response = None

for cached embedding, cached prompt, cached response in
self.cache:

similarity = self. cosine similarity(query embedding,
cached embedding)

if similarity > best similarity:

best similarity = similarity

best response = cached response

if best similarity >= self.threshold:
return best response
return None

def set(self, prompt: str, response: str):

embedding = self. embed(prompt)
self.cache.append((embedding, prompt, response))

Luwa chon Model: Khi nao Dung Model Pat vs Ré
Khong phai moi task déu can GPT-4. Day la chién luoc phan tang model ma t6i st dung:

# model router.py
from enum import Enum
from typing import Optional

class TaskComplexity(Enum):

SIMPLE = "simple" # Classification, extraction, simple Q&A
MODERATE = "moderate" # Analysis, summarization, code review

COMPLEX = "complex" # Multi-step reasoning, complex code gen
CRITICAL = "critical" # Production changes, security decisions

class ModelRouter:

MODEL MAP = {
TaskComplexity.SIMPLE: "gpt-3.5-turbo",
TaskComplexity.MODERATE: "gpt-4o-mini",
TaskComplexity.COMPLEX: "gpt-4o0",
TaskComplexity.CRITICAL: "gpt-40", # Plus human review

)

COST _PER 1K TOKENS = {
"gpt-3.5-turbo": 0.0015,
"gpt-40-mini": 0.00015,
"gpt-40": 0.005,

}
def route(

self,

task type: str,

context size: int,

requires tools: bool = False
) -> str:

59



"""Select appropriate model based on task characteristics.

# Classify task complexity

if task type in ["classify", "extract", "format"]:
complexity = TaskComplexity.SIMPLE
elif task type in ["analyze", "summarize", "review"]:

complexity = TaskComplexity.MODERATE

elif task type in ["plan", "debug", "generate"]:
complexity = TaskComplexity.COMPLEX

elif task type in ["deploy", "security", "delete"]:
complexity = TaskComplexity.CRITICAL

else:
complexity

TaskComplexity.MODERATE

# Upgrade if context is large (needs better attention)
if context size > 50000 and complexity ==
TaskComplexity.SIMPLE:

complexity = TaskComplexity.MODERATE

# Tool use works better with capable models
if requires tools and complexity == TaskComplexity.SIMPLE:
complexity = TaskComplexity.MODERATE

return self.MODEL MAP[complexity]

# Example usage in agent
router = ModelRouter()

def agent think(task: str, context: str, tools: list) -> str:
model = router.route(

task type=classify task(task),

context size=len(context),

requires tools=len(tools) > 0
)

return call llm(
prompt=f"{context}\n\nTask: {task}",
model=model,
tools=tools

Rate Limiting va Quota
Bao vé ban than khoi chi phi vuot tdm kiém sodt véi cac gidi han cimg:

# cost limiter.py

import time

from dataclasses import dataclass
from typing import Optional
import redis

@dataclass

class CostLimits:

per request tokens: int = 50000

per session tokens: int = 200000

per user daily tokens: int = 1000000
per user daily dollars: float = 50.0
global daily dollars: float = 500.0

class CostLimiter:

def init (self, redis url: str, limits: CostLimits):
self.redis = redis.from url(redis url)
self.limits = limits

def check and reserve(
self,

user id: str,
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session id: str,
estimated tokens: int
) -> Tuple[bool, Optional[str]]:
"""Check if request is within limits and reserve capacity."""

today = time.strftime("%Y-%m-%d")

# Check per-request limit

if estimated tokens > self.limits.per request tokens:

return False, f"Request exceeds token limit ({estimated tokens}
> {self.limits.per_request_tokens})"

# Check session total

session_key = f"tokens:session:{session_id}"

session total = int(self.redis.get(session key) or 0)
if session total + estimated tokens >
self.limits.per _session tokens:

return False, f"Session token limit exceeded"

# Check user daily limit

user key = f'"tokens:user:{user id}:{today}"
user total = int(self.redis.get(user key) or 0)
if user total + estimated tokens >
self.limits.per user daily tokens:

return False, f"Daily user token limit exceeded"

# Check global daily limit

global key = f"cost:global:{today}"

global cost = float(self.redis.get(global key) or 0)
estimated cost = estimated tokens * 0.00003 # rough estimate
if global cost + estimated cost >
self.limits.global daily dollars:

return False, f"Global daily cost limit exceeded"

# Reserve capacity

pipe = self.redis.pipeline()
pipe.incrby(session key, estimated tokens)
pipe.expire(session key, 86400)
pipe.incrby(user key, estimated tokens)
pipe.expire(user key, 86400)
pipe.execute()

return True, None

def record actual(
self,
user id: str,
session id: str,
actual tokens: int,
actual cost: float

"""Record actual usage after request completes."""
today = time.strftime("%Y-%m-%d")
global key = f'"cost:global:{today}"

self.redis.incrbyfloat(global key, actual cost)
self.redis.expire(global key, 86400)

Cau chuyén Thuc chién: Thang $500 va Cach Tranh N6

Théng dau tién chay Al agent trong production, ching tdi dat $500 chi phi API. D& so sénh,
chiing to6i da budget $100.

bay la nhitng gi da xay ra: ching toi c6 mot agent gitup review code. Developer yéu thich n6—n6
bat bug, dé xuat cai thién, va san sang 24/7. Mtc st dung tang tw nhién.
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Nhiing gi ching t6i khong tinh dén: 1. C4c PR 16n véi hang nghin dong tao ra context khéng 16
2. Developer hoi céc cau hoi ti€p theo, moi cdu déu yéu cau toan bd context 3. Mot s6 developer
dung né nhw moét rubber duck, tro chuyén rat nhiéu 4. Agent do6i khi “bi ket” phan tich code
phtic tap, dot token

Céch stra chira 1a da chiéu:

# The changes we implemented

# 1. Context windowing - don't send entire files
def smart context(files: list[str], question: str) -> str:
"""Only include relevant portions of files."""
relevant chunks = []
for file in files:
chunks = chunk file(file, chunk size=500)
# Use embeddings to find relevant chunks
relevant = find relevant chunks(chunks, question, top k=3)
relevant chunks.extend(relevant)
return "\n---\n".join(relevant chunks)

# 2. Session limits - force new sessions for different topics
MAX TOKENS PER SESSION = 100000
MAX MESSAGES PER SESSION = 20

# 3. User quotas - visible in UI
def get user quota status(user id: str) -> dict:
"""Show users their remaining quota."""
used = get user daily usage(user id)
limit = get user daily limit(user id)
return {

"used": used,

"limit": limit,

"remaining": limit - used,

"percentage": (used / limit) * 100
}

# 4. Circuit breaker - kill stuck sessions

class SessionCircuitBreaker:

def init (self, max tokens: int = 50000, max duration: int =
300):
self.max_tokens = max tokens
self.max _duration = max duration

def check(self, session: AgentSession) -> bool:

if session.total tokens > self.max tokens:
session.terminate("Token limit exceeded")

return False

if session.duration seconds > self.max duration:
session.terminate("Session timeout")

return False

return True

Sau khi trién khai cdc bién phép kiém soat nay, chi phi clia chtiing toi 6n dinh & khoang $150/
thdng—50% vuot budget, nhung c6 thé quan ly duoc. Quan trong hon, ching téi c6 kha nang
nhin thay va kiém sodt.

Insight quan trong: hay déi x& véi cac API call LLM nhw cac truy van database vao dau
nhitng nam 2000. Chung dat dd, chung c6 thé chay ngoai tam ki€m soat, va ban can
monitoring va gidi han tir ngay dau tién.
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Chuong 10: Do tin cay va Quan sat

Agent Ciing Can Monitoring

Day la mot sy that ma téi mat qué lau dé hoc: monitoring mot Al agent khong giéng nhw
monitoring moét service truyén thong. Véi moét service binh thuong, ban quan tdm dén uptime,
latency, va ty 1é 16i. V6i mot agent, ban cling can monitor chdt lugng—agent cé thuc sw giup ich
khong, hay né tu tin san xuat rac?

Ba tru cot ctia observability cho agent: 1. Metric van hanh: Agent c6 dang chay khéng? Nhanh
nhw thé nao? C6 16i gi khong? 2. Metric chi phi: Si dung token, chi phi API, ty 1é cache hit 3.
Metric chat luong: Ty 1é thanh c6ng, sy hai long cia nguoi dung, hoan thanh task

Structured Logging cho Cac Hanh dong cua Agent

M6i hanh dong cta agent nén tao ra cac log c6 cau tric cé thé duoc truy van, téng hop, va canh
bao:

# agent logging.py

import structlog

from contextvars import ContextVar
from typing import Any

# Context variables for request tracing

request id var: ContextVar[str] = ContextVar('request id',
default="unknown")

session id var: ContextVar[str] = ContextVar('session id',
default="unknown")

user _id var: ContextVar[str] = ContextVar('user id',
default="'unknown')

def configure logging():
structlog.configure(
processors=[
structlog.contextvars.merge contextvars,
structlog.processors.add log level,
structlog.processors.TimeStamper(fmt="1iso0"),
structlog.processors.JSONRenderer()
1,
wrapper class=structlog.make filtering bound logger(
logging.INFO),
context class=dict,
logger factory=structlog.PrintLoggerFactory(),
cache logger on first use=True,

)
logger = structlog.get logger()

class AgentlLogger:
@staticmethod
def log llm call(
model: str,
prompt tokens: int,
completion tokens: int,
latency ms: float,
cache hit: bool = False

logger.info(
"1lm call",
model=model,
prompt tokens=prompt tokens,
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completion tokens=completion tokens,

total tokens=prompt tokens + completion tokens,
latency ms=latency ms,

cache hit=cache hit,

request id=request id var.get(),

session id=session_id var.get(),

user id=user id var.get()

)

@staticmethod

def log tool call(
tool name: str,
tool input: dict,
tool output: Any,
success: bool,
latency ms: float,
error: str = None

logger.info(

"tool call",

tool name=tool name,

tool input=tool input,
success=success,

latency ms=latency ms,
error=error,

request id=request id var.get(),
session id=session_id var.get()

)

@staticmethod

def log agent step(
step _number: int,
action type: str,
reasoning: str,
outcome: str

logger.info(

"agent step",

step _number=step number,

action type=action type,

reasoning=reasoning[:500], # Truncate long reasoning
outcome=outcome,

request id=request id var.get(),

session id=session_id var.get()

)

@staticmethod

def log session complete(
total steps: int,
total tokens: int,
total cost: float,
success: bool,
duration seconds: float

logger.info(

"session complete",

total steps=total steps,

total tokens=total tokens,

total cost=total cost,
success=success,

duration seconds=duration seconds,
request id=request id var.get(),
session id=session_id var.get(),
user id=user id var.get()

)
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Cac Metric Quan trong
Day la cac metric t6i theo doi cho moi hé théng agent, véi céc trién khai Prometheus vi du:

# agent metrics.py
from prometheus client import Counter, Histogram, Gauge

# Operational metrics
AGENT REQUESTS = Counter(
'agent requests total',
'Total agent requests',
['agent name', 'status'l]

)

AGENT LATENCY = Histogram(

'agent request duration seconds',

'Agent request latency',

['agent name'],

buckets=[1, 5, 10, 30, 60, 120, 300, 600]
)

AGENT STEPS = Histogram(

'agent steps per request',

'Number of steps per agent request',
['agent name'],

buckets=[1, 2, 5, 10, 20, 50, 100]

)

# Cost metrics

TOKEN USAGE = Counter(

'agent tokens total',

'Total tokens used',

['agent name', 'model', 'type'l # type: prompt/completion
)

API COST = Counter(

'agent api cost dollars',
'Total API cost in dollars',
['agent name', 'model’]

)

CACHE HITS = Counter(

'agent cache hits total',

'"LLM cache hits',

['agent name', 'cache type'l # exact/semantic

)

# Quality metrics

TASK SUCCESS = Counter(

'agent task success total',
'Successful task completions',
['agent name', 'task type'l

)

TASK FAILURE = Counter(

'agent task failure total',

'Failed task attempts',

['agent name', 'task type', 'failure reason']

)

USER FEEDBACK = Counter(

'agent user feedback total',

'User feedback on agent responses',

['agent name', 'rating'] # positive/negative

)

# Real-time gauges
ACTIVE SESSIONS = Gauge(
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'agent active sessions',
'Currently active agent sessions',
['agent name']

)

QUEUE_DEPTH = Gauge(
'agent _queue depth',
'Tasks waiting in queue',
['agent name', 'priority'l]

)
Céc truy van Grafana dashboard vi du:

# Success rate over time

sum(rate(agent task success total[5m])) /

sum(rate(agent task success total[5m]) +
rate(agent task failure total[5m]))

# Cost per successful task
sum(rate(agent api cost dollars[1lh])) /
sum(rate(agent task success total[lh]))

# P95 latency
histogram quantile(0.95,
sum(rate(agent request duration seconds bucket[5m])) by (le))

# Cache efficiency

sum(rate(agent cache hits total[5m])) /

sum(rate(agent cache hits total[5m]) +
rate(agent tokens total{type="prompt"}[5m]))

Canh bao Loi Agent
Thiét 1ap canh bao cho ca 16i cap tinh va suy gidm dan:

# agent-alerts.yaml
groups:
- name: agent-alerts
rules:
# Acute failures
- alert: AgentHighErrorRate
expr: |
sum(rate(agent task failure total[5m])) /
sum(rate(agent task success total[5m]) +
rate(agent task failure total[5m])) > 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "Agent error rate above 10%"

- alert: AgentStuck
expr: |
agent active sessions > 0 and
increase(agent steps per request count[10m]) ==
for: 10m
labels:
severity: critical
annotations:
summary: "Agent appears stuck - no progress in 10 minutes"

# Cost alerts
- alert: AgentCostSpike
expr: |
sum(rate(agent api cost dollars[lh])) * 24 > 100
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for: 15m
labels:
severity: warning
annotations:
summary: "Agent projected daily cost exceeds $100"

- alert: AgentTokenBurn
expr: |
sum(rate(agent tokens total[5m])) > 10000
for: 5m
labels:
severity: warning
annotations:
summary: "Agent burning tokens at >10k/minute"

# Quality degradation
- alert: AgentQualityDrop
expr: |
sum(rate(agent user feedback total{rating="positive"}[1h])) /
sum(rate(agent user feedback total[lh])) < 0.7
for: 1h
labels:
severity: warning
annotations:
summary: "Agent positive feedback rate below 70%"

# Latency degradation
- alert: AgentSlowResponses
expr: |
histogram quantile(0.95,
sum(rate(agent request duration seconds bucket[5m])) by (le))
> 120
for: 10m
labels:
severity: warning
annotations:
summary: "Agent P95 latency exceeds 2 minutes"

Cau chuyén Thuc chién: Debug Agent luc 3 Gio Sang

Chuéng bao dén liuc 3:17 sang. Agent infrastructure cua ching toi, chiu trach nhiém phan hoi
céc alert thong thuong, da tré nén dién loan. N6 dang tao hang chuc PagerDuty incident, moi
céi déu tuyén bo da “stra” mot van dé khong ton tai.

Toi 1do ddo dén laptop va bat dau diéu tra. Agent dang trong mot vong lap: 1. Nhan mot alert vé
CPU cao trén server X 2. “Stra” né bang céach restart mot service 3. Quan sat rang CPU van cao
(vi dé la false alert) 4. Quyét dinh rang céch stta khong hiéu qua 5. Escalate 1én PagerDuty 6.
Quay lai budc 2 véi mot “cach stra” khac

Agent da tht restart service, diéu chinh resource limit, kill cidc process, va bay gio dang co
gang drain node—luc 3 gi¢o sang, khong c6 su gidm sat ctia con nguoi.

Van dé dau tién: Toi khéng thé thady agent dang suy nghi gi. Logging ctia ching téi ghi lai céac
hanh dong nhung khéng ghi lai reasoning. Toi phai tdi tao logic ctiia né tir chudi céac 1énh né
chay.

Van dé thir hai: circuit breaker c6 bug. N6 kiém tra t6ng token nhung khong kiém tra téng s6
hanh déng. Agent dang thuc hién nhiéu API call nho, ré, & dudi giéi han token trong khi gay ra
hén loan.
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C4ch stra toi trién khai dém dé:

# Enhanced circuit breaker
class AgentCircuitBreaker:
def init (self):
self.max_tokens = 50000
self.max_actions = 20
self.max duration = 300
self.max_same action = 3 # Don't repeat the same action
self.action history = []

def check(self, session: AgentSession, proposed action: str) ->
Tuple[bool, str]:
# Token limit
if session.total tokens > self.max tokens:
return False, "Token limit exceeded"

# Action limit
if len(self.action history) >= self.max_actions:
return False, "Maximum actions reached"

# Duration limit
if session.duration seconds > self.max duration:
return False, "Session timeout"

# Repetition detection

action key = self. action key(proposed action)

recent same = sum(l for a in self.action history[-10:] if
self. action key(a) == action key)

if recent same >= self.max_same action:
return False, f"Action '{action_key}' attempted too many times"

self.action history.append(proposed action)
return True, ""

def action key(self, action: str) -> str:
"""Extract key action type, ignoring parameters."""
# "kubectl restart deployment/web" -> "kubectl restart"
parts = action.split()
return " ".join(parts[:2]) if len(parts) >= 2 else action

Va observability t6t hon:

# Log reasoning, not just actions
def agent step with reasoning(step func):
@wraps(step_func)
def wrapper(self, *args, **kwargs):
# Capture the agent's reasoning before acting
reasoning = self.get last reasoning()

AgentLogger.log agent step(

step _number=self.current step,

action type=self.pending action.type,
reasoning=reasoning,
outcome="pending"

)
result = step func(self, *args, **kwargs)

AgentLogger.log agent step(

step _number=self.current step,
action type=self.pending action.type,
reasoning=reasoning,
outcome="success" if result.success else f"failed:
{result.error}"

)
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return result
return wrapper

Bai hoc: khi debug agent ltc 3 gio sdng, ban can hai thi: kha nang thay agent dang suy nghi gi,
va kha nang ngan né lam nhiing thit ngu ngoc lap di lap lai. Log reasoning. Pém sé hanh dong.
Phat hién cac vong lap.

Chuong 11: Cac Mau Human-in-the-Loop

Tw dong Hoan toan Hiém khi la Muc tiéu

Khi to6i bat dau xay dung Al agent, toi ¢6 nhitng vién canh vé cac hé thong hoan toan ty dong sé
X Iy moi thir ma khong can su can thiép cua con nguoi. Thuc té€ nhanh chéong stra chita do tudng
do.

Tw dong hoan toan cé ba van dé 1én:

1. Niém tin can thoi gian dé xay dung. Nguoi dung sé khong tin twéng mot agent véi cac
task quan trong cho dén khi né da chimg minh ban than & nhiing task nhé hon.

2. Cac truong hop bién la vé han. Du agent cua ban tot dén dau, né sé gap nhiing tinh
huéng ma né khéng duoc chuén bi.

3. Trach nhiém quan trong. Khi c6 diéu gi dé sai, “Al da lam diéu d6” khong phai la cau
tra 10i chap nhan duwgc. Con nguoi can ¢ trong vong lap cho cac quyét dinh quan trong.

Muc tiéu khong phai la loai bd con ngudi khoi vong lap—ma 1a dat ho vao ding nhimmg diém
trong vong lap, noi sy phan doén cua ho thém gia tri.

Quy trinh Phé duyét: Khi nao Dung lai va Hoi

Khong phai tat cd cadc hanh dong déu binh dang. Mot truy van read-only 1a rti ro thap; xéa
database production thi khéng. Xay dung agent cua ban véi cdc cong phé duyét ro rang:

# approval workflow.py

from enum import Enum

from dataclasses import dataclass
from typing import Optional, Callable
import asyncio

class RiskLevel(Enum):

LOW = "low" # Read operations, safe queries
MEDIUM = "medium" # Config changes, service restarts
HIGH = "high" # Data modifications, deployments

CRITICAL = "critical" # Deletions, security changes

@dataclass

class ApprovalRequest:
request id: str

action: str

risk level: RisklLevel
reasoning: str

context: dict

timeout seconds: int = 300
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@dataclass

class ApprovalResponse:
approved: bool
approver: Optional[str]
comment: Optional[str]

class ApprovalGate:
def init (

self,
auto _approve levels: list[RiskLevel] = [RiskLevel.LOW],
notification channel: str = "slack",

self.auto approve = set(auto _approve levels)
self.channel = notification_channel
self.pending approvals: dict[str, ApprovalRequest] = {}

async def request approval(
self,
action: str,
risk level: RiskLevel,
reasoning: str,
context: dict
) -> ApprovalResponse:
"""Request approval for an action, blocking until approved or
denied. """

# Auto-approve low-risk actions
if risk level in self.auto approve:
return ApprovalResponse(
approved=True,
approver="auto",
comment=f"Auto-approved (risk level: {risk level.value})"
)

request = ApprovalRequest (
request id=generate id(),
action=action,
risk level=risk level,
reasoning=reasoning,
context=context

)

self.pending approvals[request.request id] = request

# Send notification
await self. notify(request)

# Wait for response

try:

response = await asyncio.wait for(

self. wait for response(request.request id),
timeout=request.timeout seconds

)

return response

except asyncio.TimeoutError:
# Timeout = deny for safety

return ApprovalResponse(

approved=False,

approver=None,

comment="Request timed out - treating as denied"
)

finally:
del self.pending approvals[request.request id]

async def notify(self, request: ApprovalRequest):
"""Send approval request notification."""
message = f"""

@ **Agent Approval Required**
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**¥Action:** {request.action}
**Risk Level:** {request.risk level.value.upper()}
**Reasoning:** {request.reasoning}

React with to approve or ¥ to deny.
Request ID: "{request.request id}"
Timeout: {request.timeout seconds}s

if self.channel == "slack":
await slack client.post message(
channel="#agent-approvals",
text=message,
metadata={"request id": request.request id}
)
elif self.channel == "pagerduty":
# For critical actions, page someone
await pagerduty client.create incident(
title=f"Agent approval: {request.action}",
body=message,
urgency="high" if request.risk level == RiskLevel.CRITICAL else
"low"

)
Céch sir dung trong agent cua ban:

approval gate = ApprovalGate(
auto approve levels=[RiskLevel.LOW, RiskLevel.MEDIUM]
)

async def execute action(action: AgentAction) -> ActionResult:
risk = assess risk(action)

if risk.level in [RiskLevel.HIGH, RiskLevel.CRITICAL]:

approval = await approval gate.request approval(
action=action.description,

risk level=risk.level,
reasoning=action.reasoning,

context={

"command": action.command,

"affected resources": action.resources,

"rollback plan": action.rollback

}

)

if not approval.approved:

return ActionResult(

success=False,

error=f"Action denied by {approval.approver}:
{approval.comment}"

)

# Log that this was human-approved
audit log.info(

"action approved",
action=action.description,
approver=approval.approver

)

return await sandbox.execute(action)

Hang doi Review cho Output cua Agent

Véi cac task ma agent tao ra artifact (code, documentation, configuration), st dung hang doi
review thay vi thuc thi truc tiép:
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# review queue.py

from dataclasses import dataclass
from datetime import datetime
from typing import List, Optional
import json

@dataclass

class ReviewItem:

id: str

agent id: str

task description: str

artifact type: str # code, config, documentation
artifact content: str

reasoning: str

created at: datetime

status: str = "pending" # pending, approved, rejected,
reviewer: Optional[str] = None

review comment: Optional[str] = None

reviewed at: Optional[datetime] = None

class ReviewQueue:
def init (self, storage: Storage):

self.storage = storage

async def submit for review(

self,
agent id: str,
task: str,

artifact type: str,
content: str,
reasoning: str
) -> str:
"""Submit an agent output for human review."""

item = ReviewItem(
id=generate id(),
agent id=agent id,
task description=task,
artifact type=artifact type,
artifact content=content,
reasoning=reasoning,
created at=datetime.utcnow()

)

await self.storage.save(item)
await self. notify reviewers(item)

return item.id

async def get pending(
self,
artifact type: Optional[str] = None,
limit: int = 50
) -> List[ReviewItem]:
"""Get pending items for review."""

query = {"status": "pending"}
if artifact type:
query["artifact type"] = artifact_type

return await self.storage.query(query, limit=limit)

async def approve(
self,
item id: str,
reviewer: str,
comment: Optional[str] = None
) -> ReviewItem:
"""Approve an item and trigger execution."""
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item = await self.storage.get(item id)
item.status = "approved"

item.reviewer = reviewer

item.review comment = comment
item.reviewed at = datetime.utcnow()

await self.storage.save(item)

# Trigger execution of approved item
await self. execute approved(item)

return item

async def reject(
self,
item id: str,
reviewer: str,
reason: str
) -> ReviewItem:
"""Reject an item with feedback."""

item = await self.storage.get(item id)
item.status = "rejected"

item.reviewer = reviewer

item.review comment = reason
item.reviewed at = datetime.utcnow()

await self.storage.save(item)

# Optionally, feed rejection back to agent for learning
await self. record feedback(item, positive=False)

return item
Mot CLI don gidn dé review:

# review cli.py

import click

from rich.console import Console
from rich.syntax import Syntax
from rich.panel import Panel

console = Console()
queue = ReviewQueue(storage)

@click.command()

@click.option('--type', 'artifact type', help='Filter by
artifact type')

def review(artifact type):

"""Interactive review of agent outputs."""

items = asyncio.run(queue.get pending(
artifact type=artifact type))

for item in items:
console.clear()

# Show task and reasoning

console.print(Panel(
f"[bold]Task:[/bold] {item.task description}\n\n"
f"[bold]Agent reasoning:[/bold]\n{item.reasoning}",
title=f"Review Item: {item.id}",
subtitle=f"Type: {item.artifact type}"

))

# Show artifact with syntax highlighting
syntax = Syntax(
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item.artifact content,
lexer=get lexer(item.artifact type),
theme="monokai",
line numbers=True
)
console.print(syntax)

# Get reviewer decision
console.print("\n[bold]Decision:[/bold]")

console.print(" [green]lal[/green] - Approve")
console.print(" [red]lr[/red] - Reject")

console.print(" [yellow]s[/yellow] - Skip")
console.print(" [blue]e[/blue] - Edit before approving")

choice = click.prompt("Your choice", type=click.Choice(['a"',

r, 's', 'e'l))
if choice == 'a':

comment = click.prompt("Comment (optional)", default="")
asyncio.run(queue.approve(item.id, get current user(), comment))
console.print("[green]Approved![/green]")

elif choice == 'r':

reason = click.prompt("Reason for rejection")
asyncio.run(queue.reject(item.id, get current user(), reason))
console.print("[red]Rejected.[/red]")

elif choice == 'e':
edited = click.edit(item.artifact content)
if edited:

item.artifact content = edited
asyncio.run(queue.approve(item.id, get current user(),
"Approved with edits"))

Puong dan Escalation: Tir Agent dén Con nguoi
Thiét ké cac duwong dan escalation ro rang khi agent bi ket hoac khéng chac chan:

# escalation.py

from dataclasses import dataclass
from typing import Optional, List
from enum import Enum

class EscalationReason(Enum):

UNCERTAINTY = "uncertainty" # Agent isn't confident
COMPLEXITY = "complexity" # Task too complex
PERMISSION = "permission" # Needs elevated access
FAILURE = "failure" # Repeated failures

POLICY = "policy" # Policy violation detected
USER REQUEST = "user request" # User asked for human
@dataclass

class EscalationConfig:
uncertainty threshold: float = 0.7 # Escalate if confidence

below this

max_retries: int = 3 # Escalate after this many
failures

max_complexity score: int = 8 # Escalate for very complex
tasks

escalation channels: dict = None # Maps reason -> channel

class EscalationManager:

def init (self, config: EscalationConfig):
self.config = config
self.channels = config.escalation channels or {
EscalationReason.UNCERTAINTY: "slack:#agent-help",
EscalationReason.COMPLEXITY: "slack:#agent-help",
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EscalationReason.PERMISSION: "pagerduty:admin",

EscalationReason.FAILURE: "slack:#agent-failures",

EscalationReason.POLICY: "pagerduty:security",
EscalationReason.USER REQUEST: "slack:#agent-help"
}

def should escalate(
self,
confidence: float,
retry count: int,
complexity score: int,
policy flags: List[str]
) -> Optional[EscalationReason]:
"""Check if current state warrants escalation."""
if policy flags:
return EscalationReason.POLICY

if confidence < self.config.uncertainty threshold:
return EscalationReason.UNCERTAINTY

if retry count >= self.config.max_retries:
return EscalationReason.FAILURE

if complexity score > self.config.max complexity score:
return EscalationReason.COMPLEXITY

return None

async def escalate(
self,
reason: EscalationReason,
context: dict,
session: AgentSession
) -> EscalationResult:
"""Escalate to humans and pause agent."""

channel = self.channels.get(reason)
message = self. format escalation(reason, context, session)

# Send to appropriate channel
ticket id = await self. send escalation(channel, message)

# Pause the agent session
session.pause(
reason=f"Escalated: {reason.value}",
ticket id=ticket id
)

# Log escalation
audit log.info(
"escalation",
reason=reason.value,
session id=session.id,
ticket id=ticket id

)

return EscalationResult(
ticket id=ticket id,
channel=channel,
session paused=True

)

def format escalation(
self,
reason: EscalationReason,
context: dict,
session: AgentSession

) -> str:
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return """
£ **Agent Escalation**

**Reason:** {reason.value}
**Session:** {session.id}
**User:** {session.user id}

**Current Task:**
{session.current_task}

**Agent's Last Reasoning:**
{session.last reasoning}

**Context: **

{json.dumps(context, indent=2)}

**Session History:**
{self. format history(session.action history[-5:])}

**To Resume: **
Run "/agent resume {session.id}" after resolving.

Tim kiém Sw Can bang Phu hop vé Quyén Tw dong
Mtc d6 tw dong phu hop phu thudc vao nhiéu yéu to:

# autonomy levels.py
from dataclasses import dataclass
from typing import Dict, List

@dataclass
class AutonomyProfile:
"""Defines autonomy level for different contexts."""

# What the agent can do without asking
auto approve: List[str]

# What requires notification (but proceeds)
notify only: List[str]

# What requires explicit approval
require approval: List[str]

# What the agent cannot do at all
forbidden: List[str]

# Different profiles for different contexts
AUTONOMY PROFILES: Dict[str, AutonomyProfile] = {
"development": AutonomyProfile(
auto approve=[
"read file", "list directory", "run tests",
"format code", "lint", "build",
"git status", "git diff", "git branch"
]I
notify only=[
"create file", "modify file", "delete file",
"git commit", "install dependency"
]I
require approval=[
"git push", "deploy staging", "modify config"
]I
forbidden=[
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"deploy production", "delete database",

"modify infrastructure", "access secrets"
]

Do

"staging": AutonomyProfile(
auto _approve=[
"read file", "list directory", "view logs",
"check metrics", "describe resources"
I,
notify only=[
"restart service", "scale deployment",
“run_migration dry run"
I,
require approval=[
"deploy", "run _migration", "modify config",
"change resource limits"
I,
forbidden=[
"delete resources", "access production",
"modify security groups"
]
),

"production”: AutonomyProfile(
auto approve=[
"read file", "view logs", "check metrics",
"describe resources"
I,
notify only=[
# Almost nothing in prod should be silent
I,
require approval=[
"restart service", "scale deployment",
"view secrets", "run query"
I,
forbidden=[
"delete anything", "modify data",
"deploy without approval", "access pii"
]
),

"incident": AutonomyProfile(
# During incidents, allow more autonomy for speed
auto_approve=[
"read file", "view logs", "check metrics",
"describe resources", "restart service",
"scale deployment", "rollback deployment"
]I
notify only=[
“failover", "drain_node", "block traffic"
]I
require approval=[
"modify data", "delete resources"
]I
forbidden=[
"deploy new version" # No deployments during incidents

]

class AutonomyManager:
def init (self, default profile: str = "development"):
self.current profile = AUTONOMY PROFILES[default profile]

def set profile(self, profile name: str):
if profile name not in AUTONOMY PROFILES:
raise ValueError(f"Unknown profile: {profile name}")
self.current profile = AUTONOMY PROFILES[profile name]
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def check action(self, action: str) -> ActionPermission:
if action in self.current profile.forbidden:
return ActionPermission.FORBIDDEN
if action in self.current profile.require approval:
return ActionPermission.REQUIRE APPROVAL
if action in self.current profile.notify only:
return ActionPermission.NOTIFY
if action in self.current profile.auto approve:
return ActionPermission.ALLOWED
# Default: require approval for unknown actions
return ActionPermission.REQUIRE APPROVAL

Insight quan trong: quyén tw dong nén duwoc kiém duwoc, khong phai dwoc cap. Bat dau véi cac
han ché chat ché va néi 16ng ching khi agent chttng minh ban théan. Va luén luén, luén luén c6
céch dé rat phich cam.

# The final safety net
class EmergencyStop:
"""Global emergency stop for all agents."""

def init (self, redis client):
self.redis = redis client
self.stop_key = "agent:emergency stop"

def activate(self, reason: str, activated by: str):
"""Stop all agents immediately."""
self.redis.set(self.stop key, json.dumps({
"active": True,
"reason": reason,
"activated by": activated by,
"activated at": datetime.utcnow().isoformat()

1))

# Notify everyone
alert all channels(

f". EMERGENCY STOP ACTIVATED\n"
f"Reason: {reason}\n"

f"By: {activated by}\n"

f"AlLl agents are now paused."

)

def is active(self) -> bool:
data = self.redis.get(self.stop key)
if data:
return json.loads(data).get("active", False)
return False

def deactivate(self, deactivated by: str):
"""Resume agent operations."""
self.redis.delete(self.stop key)
alert all channels(
f"[%4 Emergency stop deactivated by {deactivated by}\n"
f"Agents may now resume."

)

# Every agent checks this before every action
emergency = EmergencyStop(redis client)

def execute action(action: AgentAction):
if emergency.is active():

raise AgentPausedError("Emergency stop is active")
# ... proceed with action
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Human-in-the-loop khéng phai la mot han ché cta hé théng agent cia ban—dé la mot tinh nang.
D6 la diéu cho phép ban deploy agent vé4i su tw tin, biét rang khi (khong phai néu) cé diéu gi do6
sai, c6 mot con nguoi san sang can thiép.

Két thiic Phan 3: Cdc Mdau Thiét ké cho Production
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Phan 4: Ung Dung Thuc Té

Chuong 12: Tw Pong Hoéa Ha Tang

Loi hira ctia tw dong hoa ha tang ludn rat hap dan: ban khai bdo nhiing gi minh muén, va may
moc sé ty tim céch thuc hién. Ching ta da di mot chang duwong dai tir viéc trién khai server thu
cong dén Infrastructure as Code. Nhung ngay ca v6i Terraform, Ansible va Kubernetes, van con
mot khoang céch gitra “viéc can lam” va “nguoi thuc sy lam viéc dé.” Al agent dang lap day
khoang tréng nay.

Agent Trién Khai va Quan Ly Ha Tang

Hay bat dau véi mot vi du cu thé. Pay la mot agent trién khai ha tdng dua trén yéu cau bang
ngon ngit ty nhién:

from openai import OpenAl
import subprocess
import json

class InfrastructureAgent:
def init (self):
self.client = OpenAI()
self.tools = [
{
"type": "function",
"function": {
"name": "terraform plan",
"description": "Generate and show a Terraform plan",
"parameters": {
"type": "object",
"properties": {
"working dir": {"type": "string"},
"var file": {"type": "string"}

)
o
{
"type": "function",
"function": {
"name": "terraform apply",
"description": "Apply Terraform changes (requires
approval)",
"parameters": {
"type": "object",
"properties": {
"working dir": {"type": "string"},
"auto approve": {"type": "boolean", "default":
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{

"type": "function",
"function": {
"name": "generate terraform",
"description": "Generate Terraform configuration",

"parameters": {
"type": "object",
"properties": {
"resource type": {"type": "string"},
"config": {"type": "object"}

def execute tool(self, tool name, args):

if tool name == "terraform plan":
return subprocess. run(

["terraform", "plan", "-no-color"],
cwd=args.get("working dir", "."),
capture output=True,

text=True

) .stdout

elif tool name == "terraform apply":

if not args.get("auto approve"):

return "APPROVAL REQUIRED: Run with auto approve=true after
human review"

return subprocess. run(

["terraform", "apply", "-auto-approve", "-no-color"],
cwd=args.get("working dir", "."),

capture output=True,

text=True

) .stdout

# ... additional tool implementations

Diém mau chét & day khong phai la code—ma la pattern. Agent chuyén déi y dinh cap cao (“T6i

can mot moi truong staging giéng production nhung nhé hon”) thanh cac hanh déng ha tang cu
thé. Nhung héay chd y dén c6ng APPROVAL REQUIRED . Chung ta khéng bao gi¢ trao quyén kiém
soat ha tang khong gidi han cho agent.

Hé Thong Tw Phuc Hoi: Phat Hién va Stra Loi

DAy la noi agent thuc su téa sdng. Hay xem céch tiép can truyén théng khi xtr ly 6 dia day:

Céch Tiép Can Truyén Thong

Alert kich hoat: "Disk 95% full"

Ky suv trwec ca bi danh thic

SSH vao server

Chay df -h, du -sh dé tim file 16n
Kiém tra cdi nao c6 thé xbéa an toan
Don log, file tam

Ghi chép incident

Quay lai nga (c6 thé)

oO~NO U WN

Con day la céch tiép can co6 agent ho tro:

Cach Tiép Can C6 Agent H6 Tro
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Alert kich hoat: "Disk 95% full"

Agent nhan alert qua webhook

Agent SSH vao server, phan tich disk usage

Agent x&c dinh file c6 thé xéa an toan dwa trén quy tac:
- Log cli hon 7 ngay

- File tam trong /tmp

- Cache cula package manager

Agent thuc hién don dep

Agent xac minh disk da duéi ngudng

Agent giri tém tat 1én Slack

Ky su tryc ca thitc day thdy incident da duoc giai quyét

A~ WN B

0 N o !

DAy la mot trién khai thuc té:

class SelfHealingAgent:
"""Agent x{& ly cdc van dé ha tang phd bién mdt cach tu dong.

SAFE_CLEANUP _RULES = {

"logs": {
"paths": ["/var/log/*.log.*.gz", "/var/log/*.[0-9]"],
"age days": 7,
"action": "delete"

o

"temp": {

"paths": ["/tmp/*", "/var/tmp/*"],

"age days": 1,

"action": "delete"

o

"apt cache": {
"paths": ["/var/cache/apt/archives/*.deb"],

"action": "apt clean"

}I

"journal": {

"action": "journalctl --vacuum-time=7d"
}

}

def handle disk alert(self, host: str, threshold: int = 90):
""uXr ly alert vé dung luong disk."""

# Budc 1: Phan tich tinh huéng
disk info = self.ssh exec(host, "df -h / | tail -1")
usage = self.parse disk usage(disk info)

if usage < threshold:
return {"status": "already resolved", "usage": usage}

# Budc 2: Tim cac thu muc 1én nhat
large dirs = self.ssh exec(host,
"du -sh /* 2>/dev/null | sort -hr | head -10")

# Budc 3: Thuc hién cdc quy tac don dep an toan
freed space = 0
actions taken = []
for rule name, rule in self.SAFE CLEANUP RULES.items():
if "paths" in rule:
for path pattern in rule["paths"]:
result = self.cleanup path(host, path pattern, rule)
freed space += result["freed bytes"]
actions taken.append(result)
elif "action" in rule:
result = self.ssh exec(host, rule["action"])
actions taken.append({"rule": rule name, "result": result})

# Budc 4: Xac minh cai thién
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new usage = self.parse disk usage(
self.ssh _exec(host, "df -h / | tail -1")
)

# Budc 5: Bdo cédo

return {

"status": "resolved" if new usage < threshold else
"needs attention",

"initial usage": usage,

"final usage": new_usage,

"freed space": self.human readable size(freed space),
"actions": actions taken

}

Diém hay cua céch tiép can nay la agent tuan theo cac quy tac duoc dinh nghia truéc vé nhitng
gl c6 thé cham vao an toan, nhung st dung kha nang suy luan ctia Al d€ wu tién va x4c minh céc
hanh déng. N6 khéng phai dang mu quang chay script—né dang dwa ra quyét dinh trong céc
rao can da dinh.

Phat Hién va Sua Configuration Drift

Configuration drift 1a ké giét nguoi tham lang ctia do tin cdy ha tang. Ban deploy mot thi gi do,
no hoat dong, réi ba thang sau né hdng vi ai d6 da thay d6i tht cong mot cai dat ma Terraform
khong quan ly.

Day la céch agent c6 thé giup:

class DriftDetectionAgent:
"""Phat hién va tuy chon ska configuration drift."""

def init (self, state store: str):
self.state store = state store
self.known state = self.load known state()

def scan for drift(self, resources: list) -> dict:
"""So sanh state thuc té véi state da khai bdo."""

drift_report = {"drifted": [], "missing": [], "unexpected": []}

for resource in resources:
actual = self.get actual state(resource)
expected = self.known state.get(resource["id"])

if expected is None:
drift report["unexpected"].append({
"resource": resource,
"actual": actual,
"recommendation": "Import or delete"
1)
elif actual is None:
drift report["missing"].append({
"resource": resource,
"expected": expected,
"recommendation": "Recreate from state"
1)
elif not self.states match(actual, expected):
drift report["drifted"].append({
"resource": resource,
"actual": actual,
"expected": expected,
"diff": self.compute diff(actual, expected),
"recommendation": self.suggest action(actual, expected)
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1)
return drift report
def auto correct drift(self, drift report: dict,
safe only: bool = True) -> list:
"""C6 gang sta drift duoc phat hién."""

corrections = []

for item in drift report["drifted"]:

if safe only and not self.is safe correction(item):

corrections.append({
"resource": item["resource"]["id"],
"status": "skipped",
"reason": "Requires manual review"
1)

continue

# Tao va thuc hién slra chita

correction = self.generate correction(item)
result = self.execute correction(correction)
corrections.append({

"resource": item["resource"]["id"],

"status": "corrected" if result.success else "failed",

"details": result
)

return corrections

Quy trinh c6 agent ho trg trong nhw thé nay:

Quy Trinh Phat Hién Drift

1 1 1
| Lich | | Drift Scan |———| Phan Loai |
| (hourly) | |  Agent | |  Drift |

;II—II—|—I

1 |

| (review| |

I_I_I |

v v
1 1
| An Toan | | Nguy Hiém | |
| (auto-fix) | | (alert team) |
e — —

| |

v v
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| 1 1

| |  Ap Dung | | Slack | | PR
|

| |  Stra Chira | | Alert | |Tao
Moi| |

| L L
L1

|

.
1

Lap Ké Hoach Cong Suat véi Sw Ho Tro cua Al

Lap ké hoach cong sudt truyén thong bao gom thu thap metrics, xay dung bang tinh va dua ra
céc phdng doén cé co sd. Al agent cé thé lam t6t hon:

class CapacityPlanningAgent:
"nt) 8p k& hoach cbéng sudt va dé xudt cé su hd tro cha AI."""

def analyze capacity(self, service: str, timeframe days: int =
90):
"""Phan tich viéc st dung tai nguyén va du dodn nhu cau tuong
Zal. nnn

# Thu thép di 1iéu lich sk

metrics = self.prometheus query(f'"'
avg over time(
container cpu usage seconds total{{service="{service}"}}
[{timeframe days}d:1h]
)

)

memory metrics = self.prometheus query(f'"'
avg over time(
container memory usage bytes{{service="{service}"}}
[{timeframe days}d:1h]
)

)

# S dung LLM dé phén tich xu huéng va tao dé xuat
prompt = -f: nmun
Analyze the following capacity metrics for service '{service}"':

CPU Usage (90 days):

- Average: {metrics['avg']}%

- Peak: {metrics['max']}%

- Growth rate: {metrics['growth rate'l}% per month

Memory Usage:

- Average: {memory metrics['avg']} GB

- Peak: {memory metrics['max']} GB

- Growth rate: {memory metrics['growth rate'l]}% per month

Current allocation:
- CPU: {self.get allocated('cpu', service)} cores
- Memory: {self.get allocated('memory', service)} GB

Provide:

1. Days until resource exhaustion at current growth rate
2. Recommended new allocation

3. Estimated cost impact

4. Any anomalies or concerns observed
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analysis = self.llm analyze(prompt)

return {

"service": service,

"current metrics": {"cpu": metrics, "memory": memory metrics},
"analysis": analysis,

"generated at": datetime.utcnow().isoformat()

}

Case Study: Agent Xu Ly Bao Tri Pinh Ky

Héay dé toi chia sé mot trién khai thuc té€ ma chung téi da chay trong sdu thang. Chung téi goi
né la “MaintenanceBot.”

Van dé: Team clia chung t6i quan 1y 47 server trén ba cloud provider. M6i tuén, ai d6 phai: - Ap
dung céc ban va bao mat - Rotate log khong tw dong rotate - Don dep Docker image bi bo roi -
Xac minh viéc backup hoan thanh - Kiém tra hét han certificate

Viéc nay tén 4-6 tiéng moi tuan, va do la céng viéc nham chan khéng ai muén lam.
Giai phap: Chung toi xdy dung mét maintenance agent véi kién tric sau:

# maintenance agent config.yaml
name: MaintenanceBot
schedule: "0 3 * * @" # MOi Chu nhat lic 3 AM

tasks:
- name: security patches
type: package update
scope: security only
approval: auto # security patches are pre-approved
rollback on failure: true

- name: log rotation
type: cleanup
patterns:
- path: "/var/log/**/*.log"
retention days: 30
compress: true

- name: docker cleanup
type: docker prune
remove unused images: true
remove dangling volumes: true
min_age hours: 48

- name: backup verification
type: verify
check: "backup completed within 24h"
alert on failure: true

- name: certificate check
type: monitor
check: "certificate expiry days > 30"
alert threshold: 30
auto_renew: true # Using certbot

Trién khai:
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class MaintenanceBot:

def init (self, config path: str):
self.config = yaml.safe load(open(config path))
self.inventory = self.load inventory()
self.llm = OpenAI()

def run_maintenance cycle(self):
"""Thuec hién chu ky bado tri day du trén tat ca server."""

results = {"servers": {}, "summary": {}}

for server in self.inventory:
server results = {}

for task in self.config["tasks"]:
try:
result = self.execute task(server, task)
server results[task["name"]] = result
except Exception as e:
server results[task["name"]] = {
"status": "error",
"error": str(e)

}

if task.get("rollback on failure"):
self.rollback(server, task)

results["servers"][server["hostname"]] = server results

# Tao tém tat dé doc
results["summary"] = self.generate summary(results)

# Gui 1én Slack
self.notify team(results)

return results

def generate summary(self, results: dict) -> str:
""USy dung LLM dé tao tém tit dé doc."""

prompt = f nun
Generate a concise maintenance summary from these results:
{json.dumps(results["servers"], indent=2)}

Include:

- Total servers maintained

- Tasks completed vs failed

- Any items requiring human attention
- Disk space freed

- Security patches applied

Format for Slack (use emoji and formatting).

return self.llm.chat.completions.create(
model="gpt-4",
messages=[{"role": "user", "content": prompt}]
) .choices[0].message.content

Két qua sau 6 thang:

Metric Truoéc Sau
Gi¢ bdo tri hang tuan 4-6 tiéng 20 phut (chi review)
Chu ky va bi bo 1& 2-3/thang 0
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Metric Truoéc Sau
Alert vé dung luong disk 4-5/thang 0

Incident hét han certificate 1 (dau dén) 0

Agent khong thay thé phéan dodn cta con nguoi—ching toi van review tém tat ctia né moi sang
thit Hai. Nhung né xtt ly cong viéc té nhat mét cach déng tin cay va nhat quan, diéu ma thuc té
con nguoi khéng lam duoc.

Bai hoc quan trong: 1. Bat dau véi cac thao tac chi doc cho dén khi ban tin twdng agent 2. Moi
hanh déng phé hiy can cé logging va kha nang rollback 3. Viéc tao tom tat thuc sy quan trong—
khéng c6 nd, khoéng ai doc bdo cdo 4. Ché dd dry-run la thiét yéu dé test thay déi config
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Chuong 13: CI/CD va Deployment

Céc pipeline Continuous Integration va Continuous Deployment la cdc dong mach cta viéc phat
hanh phan mém hién dai. Ching cling ngay cang phtc tap, dé vé va tén thoi gian bao tri. Day
chinh xéc la loai cong viéc nham chan ma agent xuat sac trong viéc loai bé.

Agent trong Pipeline Deployment

Pipeline CI/CD truyén théng la mét chudi cac budc ciing nhac. Pipeline duwoc tang cuong boi
agent thi c6 tinh thich tng:

| Pipeline Truyén Thong vs Bugc Tang Cuong bdi Agent

| TRUYEN THONG:

|I I I I I |

| . . . . .

| fail fail fail fail fail

| | | ! |
| f

| [Con ngudi diédu tra]

| BUOC TANG CUONG BOT AGENT:

| . ' . . .

|  fail fail fail fail fail

| | ! |
| .
| [Agent phan tich 16i]

| .
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| f f '

| [Ty sia] [Goi y sira] [Escalate]

—

DAy la trién khai thyc té clia mot CI/CD assistant agent:

class CICDAgent:

"""Agent hd tro cdc hoat déng CI/CD pipeline."""

def  init (self, github token: str, slack webhook: str):
self.github = Github(github_token)
self.slack webhook = slack webhook
self.llm = OpenAI()

def analyze failure(self, repo: str, run id: int) -> dict:
"""Phan tich mét CI run that bai va xdc dinh buéc tiép theo."""

# Ldy log 16i

workflow run = self.github.get repo(repo).get workflow run(
run_id)

logs = self.fetch_logs(workflow run)

# Trich xudt théng tin 16i lién quan
errors = self.extract errors(logs)

# Lay diff dd trigger run nay
diff = self.get pr_diff(workflow_run)

# Phan tich voi LLM
analysis prompt = f"""
Analyze this CI failure:

## Error logs:
{errors}

## Code changes:
{diff[:5000]} # Truncate for context window

Determine:

1. Root cause of the failure

2. Is this fixable automatically? (test fix, linting fix, etc.)
3. Suggested fix (code or command)

4. Confidence level (high/medium/low)

Respond in JSON format.

analysis = self.llm.chat.completions.create(
model="gpt-4-turbo",
messages=[{"role": "user", "content": analysis prompt}],
response_format={"type": "json object"}

)

result = json.loads(analysis.choices[0].message.content)
result["workflow run"] = run_id
result["repository"] = repo

return result

def attempt fix(self, analysis: dict) -> dict:
"""C& gang sta van dé néu doé tin cdy da cao.
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if analysis["confidence"] != "high":

return {

"action": "suggested",

"suggestion": analysis["suggested fix"],
"reason": "Confidence too low for auto-fix"
}

fix type = analysis.get("fix type")

if fix type == "test fix":

return self.fix failing test(analysis)
elif fix type == "lint fix":

return self.fix lint errors(analysis)

elif fix type == "dependency fix":

return self.fix dependency issue(analysis)
else:

return {

"action": "escalate",

"analysis": analysis,
"reason": f"Unknown fix type: {fix_ type}"

}

Rollback Tw Pong Dua Trén Metrics

Mot trong nhiing ty dong héa CI/CD c6 gia tri nhat la rollback thong minh. Thay vi doi con
nguoi nhan ra su suy giam, agent c6 thé theo ddi cac metrics quan trong va hanh dong:

class RollbackAgent:

"""Giadm sat deployment va trigger rollback khi can."""

ROLLBACK THRESHOLDS = {
"error_rate": {"warn": 0.01, "critical": 0.05},
"latency p99 ms": {"warn": 500, "critical": 1000},
"success rate": {"warn": 0.99, "critical": 0.95}

}

def monitor deployment(self, service: str,
deployment id: str,
duration minutes: int = 15):
"""Giadm sat deployment trong thoi gian bake, rollback néu phat
hién van ge."""

start time = datetime.utcnow()
baseline = self.get baseline metrics(service)

while datetime.utcnow() - start time <
timedelta(minutes=duration minutes):
current = self.get current metrics(service)

# So sanh véi baseline va cdc nguéng tuyét doi
issues = self.detect issues(baseline, current)

if issues["critical”]:
self.execute rollback(service, deployment id, issues)
return {
"status": "rolled back",
"reason": issues["critical"],
"deployment id": deployment id
}

if issues["warning"]:
self.notify team(f"Warning: {service} showing degradation",
issues)
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time.sleep(30) # Kiém tra mdi 30 gidy
return {"status": "success", "deployment id": deployment id}

def execute rollback(self, service: str, deployment id: str,
issues: dict):
"""Thuc hién rollback va thong bao cho team."""

# L3y phién ban 6n dinh truéc dé

previous version = self.get previous stable version(service)

# Thuc hién rollback

if self.deployment type == "kubernetes":

result = subprocess.run([

"kubectl", "rollout", "undo",
f"deployment/{service}",

"--namespace", self.namespace

1, capture output=True, text=True)

elif self.deployment type == "ecs":

result = self.ecs rollback(service, previous version)

# Ghi lai rollback
self.record rollback(service, deployment id, previous version,
issues)

# Théng bdo cho team

self.notify team(

f* & Auto-rollback: {service}",

f"Deployment {deployment id} was rolled back due to:
{issues['critical']}\n"
f"Reverted to version: {previous_version}"

)

return result

Thong bédo cho team bao gom context ma con ngudi can dé diéu tra:

def format rollback notification(self, service, deployment id,
issues, metrics):
"""Format mot thong bdo rollback chi tiét."""

return """
£ **Ty Dong Rollback P& Thuc Hién**

**Service:** {service}
**Deployment:** {deployment id}
**Thoi gian:** {datetime.utcnow().isoformat()}

**Piéu Kién Kich Hoat:**
{self.format issues(issues)}

**So Sanh Metrics:**
| Metric | Baseline | Hién tai | Ngudng |

| Error Rate | {metrics['baseline']['error rate']:.2%} |
{metrics['current']['error rate']:.2%} |
{self.ROLLBACK THRESHOLDS['error rate']['critical']:.2%} |

| P99 Latency | {metrics['baseline']['latency p99 ms']}ms |
{metrics['current']['latency p99 ms']}ms |
{self.ROLLBACK THRESHOLDS['latency p99 ms']['critical']l}ms |

**Hanh Dong Can Thiét:**

1. Review commit cla deployment that bai
2. Kiém tra regression trong test suite
3. Validate fix truéc khi re-deploy

**¥ ink Lién Quan:**
- [Deployment Logs]({self.get deployment logs url(

92



deployment id)})
- [Metrics Dashboard] ({self.get dashboard url(service)})
- [Commit] ({self.get commit url(deployment id)})

Ho Tro Review PR

Code review ton thoi gian nhung thiét yéu. Agent c6 thé cung cap luot review dau tién, bat céc
van dé ro rang va dé con nguoi tap trung vao kién truc va logic:

class PRReviewAgent:

"""Trog ly review PR tu dbng."""

def review pr(self, repo: str, pr _number: int) -> dict:
"""Thuec hién review ban dau cua moét pull request."""

pr = self.github.get repo(repo).get pull(pr number)
files = pr.get files()

review results = {
"security": [1],
"performance": [1],
"style": [1,
"bugs": [],
"suggestions": [1],
"questions": []

}

for file in files:
if file.filename.endswith(('.py', '.js', '.ts', '.go')):
file review = self.review file(file)
for category, items in file review.items():
review results[category].extend(items)

# Kiém tra test con thiéu

test coverage = self.check test coverage(pr)

if test coverage["missing"]:

review results["suggestions"].append({

"type": "missing tests",

"files": test coverage["missing"],

"message": "These files have changes but no corresponding test
changes"

1)

# Kiém tra cadp nhat documentation

if self.needs documentation_update(pr):

review results["suggestions"].append({

"type": "documentation",

"message": "This PR modifies public APIs but doesn't update
documentation”

1)

# Tao tom tat

review results["summary"] =
self.generate review summary(review results)

return review results

def review file(self, file) -> dict:
"niReview mot file don 1é& dé tim van de.

prompt = .f: nun
Review this code change for a pull request:

Filename: {file.filename}
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Changes:

{file.patch} "

Look for: 1. Security issues (SQL injection, XSS, secrets in code, etc.) 2. Performance concerns
(N+1 queries, unnecessary loops, etc.) 3. Potential bugs (null handling, edge cases, race
conditions) 4. Style issues (naming, structure, readability)

For each issue found, provide: - Line number - Category - Severity (critical/high/medium/low) -
Description - Suggested fix

Respond in JSON format. ““”

response = self.llm.chat.completions.create( model="“gpt-4-turbo”, messages=[{ “role”: “user”,
“content”: prompt}], response format={“type”: “json object”} )

return json.loads(response.choices[0].message.content)

## Ty DOng Héa Phan Hoi Incident

Khi deployment gap van dé, mdéi phdt déu quan trong. Agent cé thé x&r ly phan hdi ban dau trong khi con
nguoi dang dugc goi:

*“python
class IncidentResponseAgent:
"""First-responder ty dong cho cédc incident deployment."""

def handle incident(self, alert: dict) -> dict:
"""Ty dong hdéa phdn héi incident ban dau."""

incident = {

"id": str(uuid.uuid4()),

"started at": datetime.utcnow().isoformat(),
"alert": alert,

"timeline": []

}

# Budc 1: Xac nhan va phan loai
incident["timeline"].append({
"time": datetime.utcnow().isoformat(),

"action": "incident started",
"details": "Automated incident response initiated"
})

# Budc 2: Thu thap context

context = self.gather context(alert)
incident["context"] = context
incident["timeline"].append({

"time": datetime.utcnow().isoformat(),

"action": "context gathered",
"details": f"Gathered metrics, logs, and recent changes"
})

# Budc 3: Xac dinh céc thay déi gan day
recent deploys = self.get recent deployments(
context["service"],
hours=2

)

incident["recent deployments"] = recent deploys

# BuGc 4: Ty dong giam thiéu néu cd thé
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if self.can auto mitigate(alert, context):
mitigation = self.execute mitigation(alert, context)
incident["mitigation"] = mitigation
incident["timeline"].append({

"time": datetime.utcnow().isoformat(),

"action": "auto mitigation",
"details": mitigation
1)

# Budc 5: Tao incident channel va page on-call
incident["channel"] = self.create incident channel(incident)
self.page oncall(incident)

# Budc 6: GUi tém tat ban dau
self.post incident summary(incident)

return incident

Case Study: Agent Sua Test That Bai

Day la mot trong nhitng trién khai agent thanh c6ng nhéat clia chting toéi. Hay dé t6i hwéng dan
ban cach no hoat dong.

Van dé: Test suite ciia chung toi cé ty 1é flaky test 15%. Céac ky sw thwong chi chay lai test that
bai, hy vong chung sé pass. Khi test thuc sw that bai, mat trung binh 45 phut dé€ chan doan va
stra cac van dé don gian.

Giai phap: Chung to6i xady dung mét test-fixing agent ma: 1. Phat hién test that bai 2. Phan tich
pattern that bai 3. C6 gang stta cac van dé pho bién 4. Tao PR cho céc stta chita thanh cong

class TestFixerAgent:
"""Agent tw dbéng sia cdc 16i test phd bién."""

FIXABLE PATTERNS = [
"assertion error",
"timeout",

"import error",
"fixture missing",
"mock misconfigured",
"async_timing"

]

def analyze test failure(self, test file: str,
test name: str,
error_output: str) -> dict:
"n"phan tich mét test that bai va xdc dinh cé thé sia duoc
khéng. """

# Doc file test
test code = open(test file).read()

# Doc code dang duoc test

tested module = self.get tested module(test file)
tested code = open(tested module).read() if tested module else

prompt = £
Analyze this test failure:

## Test file: {test file}

95



** “python
{test code}

## Tested module: {tested module} python {tested code[:3000]}
## Error output: {error output}

Determine: 1. Failure category: {self. FIXABLE PATTERNS} 2. Root cause 3. Is the test wrong,
or is the code wrong? 4. If test is wrong, provide the fix 5. Confidence (high/medium/low)

i

Important: Only suggest test fixes, never production code fixes.
return self.llm analyze(prompt)

def fix_test(self, analysis: dict, test file: str) -> dict: “““Ap dung stra chita duoc goi y va xac minh

naun

né hoat dong.

n, o«

if analysis[“confidence”] != “high”: return {“status”: “skipped”, “reason”: “Low confidence”}

n, o« »voou

if analysis[“fix target”] = “test”: return {“status”: “skipped”, “reason”: “Would modify
production code”}

# Tao branch branch name = f”auto-fix/{analysis[‘test name’]}-{uuid.uuid4( ).hex[:8]}”
self.git create branch(branch name)

# Ap dung stra chira original content = open(test file).read() fixed content =
self.apply fix(original content, analysis[“fix"])

with open(test file, ‘w’) as f: f.write(fixed content)

# Chay test cu thé result = subprocess.run( [“pytest”, test file, “-k”, analysis[“test name”], “-
v”], capture output=True, text=True )

if result.returncode == 0: # Test pass - tao PR self.git commit(test file, f”fix: auto-fix
{analysis[‘test name’]}“) self.git push(branch name) pr =
self.create pull request(branch name, analysis)

n, o«

return { “status”: “fixed”, “branch”: branch name, “pr url”: prhtml url, “analysis”: analysis }
else: # Stra khong hoat dong - rollback with open(test file, ‘w’) as f: f.write(original content)
self.git_delete branch(branch name)

n, o« »voou

return { “status”: “failed”, “reason”: “Fix didn’t make test pass”, “output”: result.stdout +
result.stderr }

**\i du slra chita thuc té:**
Pay la moét test that bai thuc té ma agent da slra:

**“python

# Test that bai ban dau

def test user creation timestamp():

user = User.create(name="Test")

assert user.created at == datetime.now() # Fail do timing

# Slra chita cla Agent
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def test user creation timestamp():

before = datetime.now()

user = User.create(name="Test")

after = datetime.now()

assert before <= user.created at <= after # X& ly timing ding
cach

Két qua sau 3 thang:

Metric Trudc Sau

Thoi gian trung binh stra 16i test don gian = 45 phut 2 phit (ty dong)
Test duoc tw dong stra mbi tuan 0 12-15

Gio developer tiét kiém moi tuan 0 ~8 tiéng

Ty 1é false positive N/A 3% (dé reject)

Cac rang budc quan trong ching téi hoc duoc can trién khai: 1. Khéng bao gio stra
production code - Chi file test 2. Yéu cau con nguoi merge - PR can approval, ngay ca nhiing
cai rd rang 3. Mot stra chira moi PR - Dé review va revert hon 4. Bao gém phan tich - PR
description gidi thich Iy do 5. Tag cac pattern flaky - Xay dung database céc van dé phé bién
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Chuong 14: Observability va Phan Hoi
Incident

Luc 3 gio sang, khi pager cua ban kéu, diéu cudi cung ban muén lam la loc qua hang nghin
dong log d€ c6 hi€u chuyén gi dang xay ra. Pay la noi Al agent c6 thé la dong minh 16n nhat cua
ban—khéng thay thé chuyén mén cua ban, ma khuéch dai no.

Phan Tich Log O Quy Mé Lén

Céc img dung hién dai tao ra lwong log khéng 16. Agent c6 thé€ la tuyén phan tich dau tién cta
ban:

class LogAnalysisAgent:
"""Agent cho phédn tich log théng minh va phat hién pattern."""

def init (self, elasticsearch client, llm client):
self.es = elasticsearch client
self.llm = 1lm client
self.known patterns = self.load known patterns()

def analyze timerange(self, service: str,
start time: datetime,
end time: datetime) -> dict:
"""Phin tich log cho mét khoang thdi gian, lam néi bat cac
pattern quan trong."""

# Query log
logs = self.es.search(
index=f"logs-{service}-*",

body={
"query": {
"bool": {
"must": [
{"range": {"@timestamp": {
"gte": start time.isoformat(),
"lte": end time.isoformat()
133
1
}
+
"size": 10000,
"sort": [{"@timestamp": "asc"}]
}

)

# Trich xuat pattern
error_patterns = self.extract error patterns(logs)
anomalies = self.detect anomalies(logs)

# Phédn tich voéi LLM
analysis = self.llm analyze logs(logs, error patterns,
anomalies)

return {

"service": service,

"timerange": {"start": start time, "end": end time},
"log count": len(logs["hits"]["hits"]),
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"error patterns": error_patterns,
"anomalies": anomalies,
"analysis": analysis

}

def 1lm analyze logs(self, logs: dict,
errors: list,
anomalies: list) -> dict:
""USi dung LLM dé tao insight tir cdc pattern log."""
# Lay mau log théng minh - bao goém 16i va context
sampled logs = self.intelligent sample(logs, errors)

prompt = f"""

Analyze these application logs and identify:
1. Root cause of any errors

2. Sequence of events leading to issues

3. Correlations between different log entries
4. Recommended investigation steps

## Error patterns found:
{json.dumps(errors, indent=2)}

## Anomalies detected:
{json.dumps(anomalies, indent=2)}

## Sample logs with context:
{sampled logs}

Provide analysis in JSON format with:

- summary: one-sentence description

- root cause: likely root cause

- timeline: sequence of events

- affected components: list of impacted parts

- recommended actions: prioritized list of next steps

response = self.llm.chat.completions.create(
model="gpt-4-turbo",
messages=[{"role": "user", "content": prompt}],
response_format={"type": "json object"}

)

return json.loads(response.choices[0].message.content)

Thuc Thi Runbook Tw Pong

Runbook la cdc budc duoc ghi chép dé xtr 1y cac van dé da biét. Agent c6 thé thuc thi chung tw
dong:

# runbook definitions.yaml
runbooks:
- id: high memory usage
trigger:
metric: container_memory usage percent
condition: "> 90"
duration: 5m
steps:
- name: gather_info
action: exec
command: "kubectl top pods -n {{namespace}}"

- name: check for_leaks

action: exec
command: "kubectl exec {{pod}} -- cat /proc/meminfo"
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- name: check heap dump
action: conditional
condition: "{{memory growth rate}} > 10"
then:
- action: exec
command: "kubectl exec {{pod}} -- jcmd 1 GC.heap dump
/tmp/heap.hprof"
- action: copy
from: "{{pod}}:/tmp/heap.hprof"
to: "s3://incident-artifacts/{{incident id}}/heap.hprof"

- name: restart if critical
action: conditional
condition: "{{memory percent}} > 95"
approval: required
then:
- action: exec
command: "kubectl rollout restart deployment/{{service}} -n
{{namespace}}"

- id: database connection exhausted
trigger:
log pattern: "connection pool exhausted"
count: 5
window: 1m
steps:
- name: check connection count
action: exec
command: "psql -c 'SELECT count(*) FROM pg stat activity'"

- name: identify long queries
action: exec
command: |
psql -c "SELECT pid, now() - pg stat activity.query start AS
duration, query
FROM pg stat activity

WHERE state != 'idle'
ORDER BY duration DESC
LIMIT 10"

- name: kill long queries
action: conditional
condition: "any(query.duration > '10 minutes')"
approval: required
then:
- action: exec
command: "psql -c 'SELECT pg terminate backend({{pid}})"'"

bay la agent thuyc thi cac runbook nay:

class RunbookAgent:
"""Thuyc thi cdc runbook duoc dinh nghia truéc dé phan héi
incident. """

def init (self, runbook path: str):
self.runbooks = yaml.safe load(open(runbook path))
self.execution history = []

def execute runbook(self, runbook id: str, context: dict) ->
dict:
""“Thuc thi mét runbook véi context da cho."""

runbook = self.find runbook(runbook id)
execution = {

"runbook id": runbook id,

"started at": datetime.utcnow().isoformat(),
"context": context,
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"steps": []
}

for step in runbook["steps"]:
step result = self.execute step(step, context)
execution["steps"].append(step result)

# Cap nhat context voi két quad cla step
context[step["name"]] = step result

# Dirng néu step yéu cau approval

if step result.get("awaiting approval"):
execution["status"] = "awaiting approval"
execution["pending step"] = step["name"]
return execution

# Dirng néu step that bai va runbook khéng cho phép tiép tuc

if step result["status"] == "failed" and not
step.get("continue on failure"):

execution["status"] = "failed"

execution["failed step"] = step["name"]

return execution

execution["status"] = "completed"
execution["completed at"] = datetime.utcnow().isoformat()

return execution

def execute step(self, step: dict, context: dict) -> dict:
"“"Thuec thi mot step runbook don 1é."""

action = step["action"]

if action == "exec":

command = self.interpolate(step["command"], context)
result = subprocess.run(

command, shell=True, capture output=True, text=True
)

return {
"name": step["name"],
"status": "success" if result.returncode == 0 else "failed",

"output": result.stdout,
"error": result.stderr

}
elif action == "conditional":
condition met = self.evaluate condition(step["condition"],
context)
if condition met:
if step.get("approval") == "required":
return {
"name": step["name"],
"status": "pending",

"awaiting approval": True,
"condition met": True,
"proposed actions": step["then"]
}
# Thuc thi cdc step 'then'
for sub step in step["then"]:
self.execute step(sub step, context)
return {
"name": step["name"],
"status": "success",
“condition met": condition_met

}

# ... xtt ly cac action type khac
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Tom Tat Incident va Soan Thao RCA

Sau khi moi thit ldang xuéng, ai dé phai viét bdo cdo sau incident. Agent c6 thé soan thdo né:

class IncidentSummarizationAgent:
"""Soan thao bdo cdo sau incident tiur di liéu incident."""

def generate postmortem(self, incident: dict) -> str:
"""Tao ban thado tai liéu post-mortem."""

# Thu thap tat ca dir liéu lién quan
timeline = self.build timeline(incident)
metrics = self.gather metrics(incident)
logs = self.gather relevant logs(incident)
actions taken = incident.get("actions", [1])

prompt = """
Generate a post-incident report (postmortem) from this
incident data:

## Incident Overview
- ID: {incident['id']}
- Started: {incident['started at']}

- Resolved: {incident.get('resolved at', 'Ongoing')}
- Severity: {incident['severity']}
- Affected Services: {', '.join(incident['affected services'])}

## Timeline
{json.dumps(timeline, indent=2)}

## Key Metrics During Incident
{json.dumps(metrics, indent=2)}

## Actions Taken
{json.dumps(actions taken, indent=2)}

## Relevant Log Excerpts
{logs}

Generate a postmortem with these sections:

Executive Summary (2-3 sentences)

Impact (users affected, duration, business impact)

Timeline (key events with timestamps)

Root Cause Analysis (what went wrong and why)

Resolution (how it was fixed)

Action Items (preventive measures, categorized as P0/P1/P2)
Lessons Learned

Nouhs WN =

Write in a blameless tone. Focus on systems and processes, not
individuals.

response = self.llm.chat.completions.create(
model="gpt-4-turbo",
messages=[{"role": "user", "content": prompt}]

)

return response.choices[0].message.content

Ho Tro On-Call

Trai nghiém on-call 1a noi agent cé thé cé tdc dong 1é6n nhat dén chat lwong cudc séng:

102



class OnCallAssistantAgent:
"""Trg ly AI cho ky su on-call."""

def handle alert(self, alert: dict) -> dict:
"""Xr ly alert dén va cung cap context."""

# Lam giau alert véi context

context = {

"alert": alert,

"service info": self.get service info(alert["service"]),
"recent deployments":

self.get recent deployments(alert["service"]),

"similar incidents": self.find similar_incidents(alert),
"relevant runbooks": self.find relevant runbooks(alert),
"current metrics": self.get current metrics(alert["service"]),
"on call roster": self.get on call roster(alert["service"])

}

# Tao phan tich ban dau
analysis = self.analyze alert(context)

# Format cho Slack
message = self.format oncall message(alert, context, analysis)

return {

"context": context,

"analysis": analysis,

"suggested actions": analysis.get("suggested actions", []),

"confidence": analysis.get("confidence", "medium"),
"slack message": message
}

def answer question(self, question: str, incident context: dict)
-> str:
"""Tra 1oi cdu héi clda ky suw on-call vé incident."""

prompt = f nun
You are an AI assistant helping an on-call engineer during an
incident.

## Current Incident Context
{json.dumps(incident context, indent=2)}

## Engineer's Question
{question}

Provide a helpful, accurate answer. If you don't know
something, say so.
Include relevant commands or queries when appropriate.

response = self.llm.chat.completions.create(
model="gpt-4-turbo",
messages=[{"role": "user", "content": prompt}]

)

return response.choices[0].message.content

Case Study: Agent La First Responder Cua Ban

Hay dé toi chia sé agent c6 tdc dong 16n nhat ching toi da xay dung: mot incident first-
responder da gidm mean time to resolution (MTTR) ctia ching t6i 40%.
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Van dé: On-call rotation ctia ching t6i c6 6 ki sw. Thoi gian phan hoi rat khac nhau—tir 2 phut
cho nguoi ¢ kinh nghiém nhat dén 30+ phit cho thanh vién méi hon. 15 phat dau cua bat ky
incident nao thuong duoc dung dé thu thap context.

Giai phap: M6t agent ma: 1. Nhan moi alert 2. Ngay lap titc thu thap context lién quan 3. Gui
mot briefing toan dién dén incident channel 4. Goi v cic budc diéu tra ban dau 5. Cé thé tra 1oi
cau hoi tir ky su on-call

bay la kién truc:

—

| Kién Truc First Responder Agent
|

I

|
|

| — T 1
| |

| | Alert |—| First Responder |—| Incident Channel
||

| | (PagerDuty) | Agent | | (Slack)
||

| : T '
' T b

| | |
|

| v |
|

| | |
|

| | Thu Thap Context | |
|

| || T 1T 1 1 | |

| | |Prometheus| |Elastic- | | GitHub | | |
|

| | | Metrics | |search | | Deployments]| | |

| || L Il o | | |
|

| || T 1T 1 1 | |

| | |Incident | |Runbook | | Service | | |
|

| | |Lich s& | | DB | | catalog | | |

| | Ky Sw On-Call |
| | < Thay day di context ngay lap tic
| | « C6 thé hdi agent cdu hdi |

| | + C6 runbook dugc goi y sdn sang |
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Trién khai:

class FirstResponderAgent:
First responder duwgc hbd tro bdi AI cho incident.
Thu thép context va cung cap briefing trong vai gidy sau alert.

def _ init (self):
self.prometheus = PrometheusClient()
self.elasticsearch = ElasticsearchClient()
self.github = GithubClient()
self.pagerduty = PagerDutyClient()
self.slack = SlackClient()
self.llm = OpenAI()
self.vector store = VectorStore() # Cho tim kiém incident
tuwong tu

def on alert(self, alert: dict):
"nexiy ly alert dén - diém vao chinh."""

start_time = time.time()

# Tao incident channel
channel = self.slack.create_ channel(

)

# Thu thap context song song

with ThreadPoolExecutor(max workers=6) as executor:

futures = {

'metrics': executor.submit(self.get metrics context, alert),
'logs': executor.submit(self.get log context, alert),
'deployments': executor.submit(self.get deployment context,
alert),

'similar': executor.submit(self.find similar incidents, alert),
'runbooks': executor.submit(self.find runbooks, alert),
'service info': executor.submit(self.get service info, alert)

}
context = {k: f.result() for k, f in futures.items()}

# Tao phan tich
analysis = self.analyze incident(alert, context)

# GUi briefing
briefing = self.format briefing(alert, context, analysis)
self.slack.post message(channel, briefing)

# Log timing
elapsed = time.time() - start_time
self.log _metric('first response time seconds', elapsed)

# Tra vé cho xir ly tiép theo cé thé
return {

"channel": channel,

“context": context,

"analysis": analysis,

"response_time seconds": elapsed

}
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def format briefing(self, alert, context, analysis) -> str:
"""Format incident briefing cho Slack."""

return """

£ *Incident Alert: {alert['name']}*

*Service:* {alert['service']} | *Severity:* {alert['severity']}
| *Time:* {alert['timestamp']}

*ul Trang Thai Nhanh:*

* Error rate: {context['metrics']['error rate']:.2%} (binh
thuong: <1%)

* P99 latency: {context['metrics']['latency p99'l}ms (binh
thuong: <200ms)

e Active instance: {context['metrics']['instance count']}

*Q, Phan Tich AI:*
{analysis|['summary']}

*Nguyén nhan cé thé:* {analysis['likely cause']}
*Do tin cay:* {analysis['confidence'l}

*g Thay D61 Gan Day:*
{self.format deployments(context['deployments'])}

*& Incident Tuong Tu Truéc bay:*
{self.format_similar incidents(context['similar'])}

*[%] Runbook Pugc Goi Y:*
{self.format_runbooks(context['runbooks'])}

* @ C4c BuGc Dau Tién Dugc Goi Y:*
{self.format suggested actions(analysis|['suggested actions'])}

_Hoi tbéi cau hoi trong channel nay - téi & day dé gidp diéu tra.
GO ‘/incident-action® dé& thuc hién cac budc runbook.

def answer question(self, channel: str, question: str):
"""Tra loi cdu héi tu ky su on-call trong incident channel."""

# Lay incident context tir channel
incident = self.get incident from channel(channel)

# Xay dung context hoi thoai

messages = [

{"role": "system", "content": """

You are an AI assistant helping with an active incident.

You have access to logs, metrics, and service documentation.
Be concise, accurate, and helpful. If you're not sure, say so.
Include specific commands, queries, or links when relevant.
B

{"role": "user", "content": f"""

Incident context: {json.dumps(incident, indent=2)}

Engineer's question: {question}
nn II}
]

response = self.llm.chat.completions.create(
model="gpt-4-turbo",
messages=messages

)

self.slack.post message(channel,
response.choices[0].message.content)
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Vi du incident thuc té:

£} Incident Alert: High Error Rate - Payment Service
Service: payment-service | Severity: SEV1 | Time: 2024-01-15
03:42 UTC

] Trang Thai Nhanh:

e Error rate: 23.4% (binh thutng: <1%)

* P99 latency: 2,340ms (binh thutong: <200ms)
e Active instance: 3/3

C,, Phan Tich AI:

Error spike tuong quan véi deployment 15 phat trudc. Log cho thay

16i "connection refused" dén payment-gateway.internal. Phién béan
méi

duong nhu cé service endpoint bi cdu hinh sai.

Nguyén nhan cé thé: L6i cdu hinh trong deployment v2.34.1 - sai
payment

gateway endpoint.

b6 tin cay: Cao

W Thay DP&i Gan Day:

* v2.34.1 deployed 15 phlt trudéc bdi @alice - "Update payment
gateway integration"

e Khéng c6 thay déi infrastructure trong 24h qua

£ Incident Tuong Tu Trudc Day:

e INC-2023-0892 (3 thang truéc): Payment service config error -
gidi quyét bang rollback

e INC-2023-0654 (6 thang trudc): Gateway connectivity - giai
quyét bang config fix

[*] Runbook Bugc Goi Y:
* [RB-PAY-001] Payment Service Rollback
* [RB-PAY-003] Payment Gateway Connectivity Check

. Cac Buéc Dau Tién DPugc Goi Y:

1. Kiém tra payment gateway endpoint trong config hién tai
kubectl get configmap payment-config -o yaml

2. So sanh véi phién ban trudc
kubectl rollout history deployment/payment-service

3. Néu config sai, rollback ngay lap tic
kubectl rollout undo deployment/payment-service

Két qua sau 6 thang:

Metric Trudc Sau Cai Thién

Mean Time to Resolution 47 phut 28 phut Nhanh hon 40%
Thoi gian phan hoi dau tién 8 phut 45 giay Nhanh hon 90%
Thoi gian thu thap context 15 phut 0 (tw dong) Loai bd

MTTR cta kj sw junior 65 phut 32 phat Nhanh hon 51%

Ty 1é escalate incident 34% 22% Giam 35% escalation

Cac quyét dinh thiét ké quan trong da lam cho diéu nay hoat dong:

1. Téc dd quan trong nhat - Moi thi chay song song. Agent phai guti trong vong 60 giay.
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2. Context hon command - Agent cung cap context va goi y, khong phai command. Con
nguoi dua ra quyét dinh.

3. Hoc twr lich st - Tim kiém vector similarity véi cac incident trude day hiéu qua dang ngac
nhién.
4. Giao dién hoi thoai - Ky su c6 thé hdi cau hdi tiép theo mot cach tu nhién.

5. Tich hop la tat ca - Agent pull tir 8 hé thong khéc nhau. M6i tich hop déu tén coéng stc,
nhung dang gid lién tuc.

6. Degradation uyén chuyén - Néu bat ky nguén context nao fail, agent van gt nhitng gi
né co.

Nhitng gi chung tdi van dang lam:

« Ty dOng correlation giita nhiéu service

* Du doan incident truéc khi chiing xay ra

e Ty dong remediation cho cac van dé Tier-1

« Trich xuét kién thitc tir cdc incident da giai quyét dé cai thién phan hoéi twong lai

First-responder agent da trd nén gan lién vdi incident response cua chung toi dén mic cac ky
sw gio cam thdy cé gi dé sai khi né khong phan hoi. D6 la dau hiéu cia mot cong cu thanh cong
—khong phai khi nguoi ta chd y dén nd, ma khi ho chi y dén sy vang mat cta no.

Tém Tat Phan 4

Ba chuwong nay da cho thay Al agent & dang thuc té nhat: lam cong viéc thuyc tiét kiém thoi gian
thuc. Ty déng hoa ha tang, ho tro CI/CD va phan hoéi incident chi 1a khéi dau.

Di€m chung xuyén suét tat ca cdc ing dung nay: - Agent tang cuong con nguoi, khéng thay
thé ho - Bat dau véi cac thao tac chi doc, xdy dung niém tin, réi mé rong - Logging va
kha nang audit 1a khéng thé thuong luong - Agent tét nhat lam néi bat théng tin va goi
y hanh dong - Tich hop véi cac cong cu hién cé co gia tri hon xay dung cong cu méi

Trong Phan 5, ching ta sé xem xét tat ca diéu nay dang huéng dén dau—xay dung agent team,
quan tri & quy mo 1én va twong lai cua sw cOng tac gilra con nguoi va agent.
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PHAN 5: TUONG LAI

Chuong 15: Xay Dung Agent Team Cua Ban

Néu ban da theo ddi cac chuong trude, ban da xay dung, trién khai, gap sw c6, stra 16i va téi uu
hoa céc agent riéng 1é. Ban da hoc duoc nhitng diém dac thu, céc failure mode va nhitng kha
nang bat ngo cua chung. Gio la lac nghi 16n hon.

Chay mét agent don 1& giéng nhu cé mot thuc tap sinh cuc ky tai nang. Hitu ich, doi khi xuat
sac, nhung bi giéi han. Xay dung mot agent team giéng nhw mé rong tir mét founder don doc
thanh mot t6 chirc ki thuat. Thach thitc chuyén tir “lam sao dé€ céai nay hoat dong” sang “lam sao
dé nhitng céi nay hoat déng cung nhau.”

Tir Agent Pon Lé Pén Té Chic Agent

Hanh trinh thwong bat dau kha vo tw. Ban xay mot deployment agent. N6 hoat dong tét, nén ban
xdy thém mdt monitoring agent. R6i mdt incident response agent. Chang may chéc, ban c6 nam
agent dang chay céc khia canh khac nhau cua ha tang.

Va roéi hon loan xay ra.

Agent A doc mét log file ma Agent B dang viét dé. Agent C c6 restart mot service ma Agent D
vira deploy. Agent E tom tat mot incident ma Agents A dén D van dang xtr ly. Ban da vo tinh tao
ra mot distributed system ma khong c6 bat ky coordination primitive nao ma distributed
systems can co.

Nhén thirc dau tién: agents la microservices c6 y kién riéng. Chung chia sé nhiéu dac diém
vdi microservices truyén théng—can service discovery, coordination, quan ly shared state, va
ranh gi¢i ré rang. Nhung khéc véi microservices, ching cé thé img bién. Mot agent quyét dinh
“giap do” agent khéc la cong thirc cho tham hoa.

Day la cach chung toi phat trién kién tric agent & quy mé 1on:

Giai doan 1: Agent Biét Lap Mo6i agent chay doc lap vGi context, memory va tools riéng.
Khong coordination, khéng shared state. Pon gian, nhung han ché.

Deploy Agent Monitor Agent Incident Agent

|
|
| Own Memory
|
|

Own Memory Own Memory

Own Tools Own Tools Own Tools
i g 0
Kubernetes Prometheus PagerDuty
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Giai doan 2: Tai Nguyén Chia Sé Cac agent chia sé mot s6 tai nguyén nhat dinh—mot
memory store chung, shared tool access. Coordination xay ra thong qua chinh céc tai nguyén dé
(file locks, database transactions).

Giai doan 3: Team Duoc Diéu Phoi Mot orchestrator agent quan ly team céc specialist agent,
phan céng nhiém vu va phéi hop két qua. Pay la lic moi thit trd nén tha vi—va phic tap.

Chuyén Mon Hoa: Agent Khac Nhau Cho Nhiém Vu Khac
Nhau

Khong phai tat cd agent déu duoc tao ra binh dang, va khong nén nhw vay. Su cdm do 1a xay mot
super-agent c6 thé lam moi th. Hay khang cu sw cdm doé nay.

Mot generalist agent c6 thé deploy code, phén tich logs, phan héi incidents va viét
documentation sé lam tat ca déu tam thuong. Context window cuia n6 bi lap day bdi cac huéng
dan khéng lién quan. Prompts tré nén cong kénh. Mo hinh tw duy trd nén réi loan.

Thay vao do, hay xay cac specialist agent:

Deployment Agent - Hi€u thong suét deployment pipeline clia ban - Cé quyén truy cap
kubectl, helm va CI/CD tools - Hiéu céc rollback procedures - Context tp trung hoan toan vao
deployment patterns

Monitoring Agent - Chuyén gia vé Prometheus, Grafana va alerting - C6 thé phan tich metrics
patterns - Hi€u baseline behaviors - Context tap trung vao observability

Incident Response Agent - Duoc dao tao first responder - Truy cap runbooks va escalation
procedures - Cé thé phdi hop giira cdc teams - Context t6i wu cho rapid triage

Code Review Agent - Hi€u céc patterns trong codebase cua ban - Biét style guidelines - C6 thé
dé xuat cai tién - Context duoc load vdi code examples

Insight chinh: chuyén mén héa cho phép téi vu context. Context window ctia moi agent la
bat dong san quy gia. Mot deployment agent khong can biét cach phan tich logs—do6 la viéc cua
agent khac.

Day la mot cdch chuyén mon hoda thyc t€ ma ching toi da trién khai:

# agent-team.yaml
team: infrastructure
orchestrator: infra-coordinator

specialists:

- name: deploy-agent
model: claude-opus-4-5
context_ files:

- deployment-patterns.md

- kubernetes-reference.md

- rollback-procedures.md
tools:

- kubectl

- helm

- argocd
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- name: monitor-agent
model: claude-sonnet-4
context files:
- metrics-baselines.md
- alert-thresholds.md
- runbooks/

tools:
- promqgl
- grafana-api
- alertmanager

- name: incident-agent
model: claude-opus-4-5
context files:

- incident-playbook.md

- escalation-matrix.md

- postmortem-template.md
tools:

- pagerduty

- slack

- status-page

Giao Tiép Gitra Cac Agent
bay la lic moi thi tré nén triét hoc: cac agent nén noi chuyén véi nhau nhw thé nao?

Lya chon 1: Shared Memory Céc agent doc va ghi vao mot memory store chung. Pon gian,
nhung dé xay ra conflicts va stale reads.

Lya chon 2: Message Passing Cac agent giri messages ro rang cho nhau. Ranh giéi ré rang
hon, nhung can mo6t message bus va thiét ké protocol.

Lua chon 3: Orchestrator Lam Trung Gian Céc agent chi giao ti€p thong qua mot
orchestrator. Orchestrator dat cAu hoi, nhan ciu tra 16i va phan phéi théng tin. Ki€m soét tot
nhat, nhung orchestrator tré thanh bottleneck.

Ching téi da thir ca ba. Két ludn ctia ching toi: bat dau véi orchestrator lam trung gian,
tién héa sang message passing khi niém tin phat trién.

Pattern orchestrator trong nhw thé nay:

User Request: "Deploy v2.3 to production and monitor for
anomalies"

v

|
| ORCHESTRATOR AGENT
| - Chia nhé request thanh subtasks

| - Phan cong tasks cho specialists

| - Phéi hop két qua

| - Béo céo lai cho user

|

| |
F_______J L_______T

v v

DEPLOY AGENT MONITOR AGENT

2. Xac minh baseline
3. Bdo céo 2. Theo doi

[ 1
| |
| |
| 1. Thiét lap |
| |
| |

|
|
|
| 1. Deploy v2.3
|



| | Completion | anomalies

| | Signal | 3. Bdo cdo |
L | L |

Prompt cua orchestrator rat quan trong:

You are the Infrastructure Coordinator. Your role is to:

Receive requests from users

Break complex requests into subtasks
Delegate subtasks to specialist agents
Coordinate between agents when needed
Synthesize results into coherent responses

u s WN

Available specialists:

- deploy-agent: deployment, rollback, release management

- monitor-agent: metrics, alerts, observability

- incident-agent: incident response, escalation, communication

Rules:

- Never perform specialist tasks yourself

- Always verify completion before moving to dependent tasks
- Escalate to humans if specialists fail twice

- Provide progress updates for tasks > 5 minutes

War Story: Phoi Hop Team 4 Agents

DE t6i k€ cho ban vé 1an ching tdi c6 phdi hop bén agent trong mét nhiém vu migration phirc
tap. D6 la mot database migration: khoi tao database mdi, migrate data, cap nhat services,
verify, cut over.

Ké hoach don gian, bon specialists: 1. Infrastructure Agent: provision database méi 2. Data
Agent: xtr ly migration 3. Deploy Agent: cap nhét services 4. Verify Agent: chay tests va checks

C6 gi c6 thé sai?
Moi tht.

Infrastructure Agent provision database va bao cdo thanh céng. Nhung né quén dé cép rang
security group rules chuwa duwoc propagate hoan toan. Data Agent bat dau migration ngay lap
tirc, khong két noi duoc, va quyét dinh “stta” van dé bang céch... provision mot database thir
hai. Gio chiing to6i c6 hai databases, khong cdi nao cé network configuration dung.

Deploy Agent, thay tin hiéu “database ready” trong shared state, bat dau cap nhat services dé
tré dén database dau tién (van khong c6 security groups dung). Services bat dau fail.

Verify Agent phéat hién failures va tuyén b6 migration that bai. Sau dé né quyét dinh “rollback”
bang cach x6a cac databases madi. Ca hai.

Data Agent, van dang c6 migrate data, gio khdng con noi nao dé migrate. N6 escalate dén...
Deploy Agent, dang ban c¢6 tim hiéu tai sao services dang fail.

T6ng thoi gian hon loan: 23 phit trudc khi mdt con ngudi can thiép.
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Bai hoc rut ra:

1. State machines, khong phai signals. Thay vi agents theo doi tin hiéu “done”, st dung
state machines ré rang. Migration & dung mot state tai bat ky thoi diém nao, va transitions
la r6 rang.

2. Locks trén shared resources. Database dang duoc provision can mot lock. Chi mot
agent nén duoc phép thay d6i infrastructure state tai mot thoi diém.

3. Dependency graphs. Data Agent khong thé bat dau cho dén khi Infrastructure Agent
hoan thanh VA buéc verification pass. Khéng chi 1a “hoan thanh.”

4. Single source of truth. Chung t6i thém mét “migration manifest” ma tat ca agents doc
tir d6 va chi orchestrator c6 thé ghi vao.

bay la kién trac cai tién:

migration:
id: db-migration-2024-01-15
state: provisioning # One of: provisioning, migrating,
deploying, verifying, complete, failed, rolledback

phases:
- name: provision
agent: infrastructure-agent
status: in progress
started at: 2024-01-15T10:00:00Z
completed at: null
verification:

- check: database reachable
status: pending

- check: security groups active
status: pending

- name: migrate

agent: data-agent

status: blocked

depends_on: [provision.verified]

- name: deploy
agent: deploy-agent

status: blocked
depends_on: [migrate.verified]

Governance: Ai Giam Sat Nguoi Giam Sat

DAy la mot sw that khong thodi mai: agents cé thé fail theo nhiing céach tinh vi ma céc agent
khéc khoéng thé phat hién. Mot agent ¢ thé hoan thanh thanh cong tat ca nhiém vu trong khi
lang 1é dua ra nhiing quyét dinh ding vé mat kj thuat nhung sai vé mat chién luoc.

Ban can governance. Khong chi monitoring, ma la oversight thuc su.

Audit Trail Moi hanh déng cta agent nén duoc log véi du context dé hiéu tai sao hanh dong
duoc thyc hién, khong chi cdi gi da duoc lam.

{
“timestamp": "2024-01-15T10:05:23Z",
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"agent": "deploy-agent",
"action": "scale deployment",
"target": "api-server",
"before": {"replicas": 3},
"after": {"replicas": 5},

"reasoning": "Detected increased latency (p99: 450ms >
threshold: 200ms). Scaling up to handle load.",
"triggered by": "monitor-agent alert",

"reversible": true,
"review required": false

Review Queues Mot sd quyét dinh nén duoc x€p hang dé human review. Thach thic 1a quyét
dinh nhiing quyét dinh nao.

Heuristic cua chung toi: néu viéc dao nguoc hanh dong sé gay ra incident, né can duoc
review.

« Scale up? C6 1é 6n, auto-approve.

« Scale down? Xép hang dé review (cé thé anh huéng capacity).
* Cap nhat config? Tuy thudc vao config.

* Stra d6i security rules? Ludn review.

Governor Agent Ching t6i thir nghiém véi mot “governor” agent dé€ review cdc hanh déng cua
agent khac. N6 khong cé execution privileges—chi cé thé observe va recommend.

You are the Governor. Your role is oversight, not execution.

Review each action against these principles:

1. Least privilege: Did the agent use minimum necessary access?
2. Reversibility: Can this action be undone if wrong?

3. Blast radius: What's the worst case if this fails?

4. Pattern matching: Is this consistent with past decisions?

Flag for human review if:

- Blast radius > 1 service

- Action is irreversible

- Pattern is unusual for this agent
- Cost implication > $100

N6 hoat dong té6t dang ngac nhién nhw mot safety net, du né thém latency.

Hybrid Team: Con Nguoi va Agent Lam Viéc Cung Nhau

Muc tiéu khong phai la thay thé con nguoi bang agents. Muc tiéu la xay dung hybrid teams noi
con nguoi va agents moi bén lam nhitng gi ho gidi nhat.

Agents xuéat sac &: - Cac nhiém vu lap di lap lai véi procedures ro rang - Phan héi nhanh ban dau
(dwéi gidy dén vai gidy) - Ghi nhé va tuan theo céc rules phitc tap mot cach nhat quan - Van
hanh & quy mé 16n (monitoring hang tram services) - Lam viéc 24/7 khong mét moi

Con nguoi xuat sac 6: - Cac tinh hudéng maéi chua co tién 1€ - Giao tiép véi stakeholders va
judgment calls - Quyét dinh chién lwoc véi organizational context - Cac nhiém vu doi hoi
empathy hoac politics - Override rules khi rules sai

Hybrid model ma ching t6i tién hda dén:
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INCIDENT XAY RA
T

v

AGENT: First Response (0-5 phat)
- Acknowledge alert

Thu thap diagnostics ban dau

- Kiém tra runbooks cho known issues

- Thir auto-remediation néu an toan

- Page human néu can

v v

| |
AGENT DA GIAI QUYET] |  HUMAN THAM GIA
| |
- Log resolution | | - Agent hé tro
- Cap nhat runbooks| | - Cung cép context
- Khéng can human | | - Thuc thi commands
| | - Nhan chi dao
| |

v

HUMAN: Resolution

- X ly edge cases
- Communicate status

| ]
| |
| |
| - bva ra judgment calls]|
| |
| |
| - Agent documents |
| |

Insight chinh: agents va con nguoi nén cé handoff protocols ro rang. Khi mot agent
escalate dén human, né cung cap: - Tom tat nhitng gi da biét - Cac hanh déng da thuc hién - Tai
sao can escalation - Dé xuat cac budc tiép theo

Khi m6t human ban giao lai cho agent, ho cung cap: - Nhitng gi d& lam tha cong - Agent nén
tiép tuc lam gi - B4t ky thay d6i nao vé céch tiép can

Xay Dung Agent Team: Cac Budc Thuc Té

Néu ban san sang mé rong tir mot agent dén mot team, day la 10 trinh:

Tuan 1-2: Xac Pinh Chuyén Moén Héa - Map céc operational domains (deploy, monitor,
incident, v.v.) - Xac dinh nhitng nhiém vu nao hién dwoc xt ly bdi tools/scripts nao - Thiét ké
agent boundaries xung quanh cac domains nay

Tuan 3-4: Xay Orchestrator - Bat dau voi mot coordinator don gidn dé route requests - Pung
over-engineer—mot basic routing prompt ban dau la du - Chi thém complexity khi can thiét

Tuan 5-6: Trién Khai Coordination Primitives - Shared state store vé4i proper locking -
Event system cho agent-to-agent signals - State machine cho multi-phase operations

Tuan 7-8: Thém Governance - Audit logging cho tat ca agent actions - Review queues cho
high-risk operations - Dashboard cho agent activity visibility
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Tuan 9+: Iterate - Monitor failure modes va diéu chinh boundaries - Tune autonomy levels dua
trén trust - Thém specialists méi khi patterns emerge

Hanh trinh tlr single agent dén agent team la hanh trinh trong distributed systems design. Tat
ca thach thirc ban da déi mat khi xay dung reliable microservices—coordination, state
management, failure handling—déu 4p dung & day. Nhung vé6i agents, cac components c6 thé
suy nghi. S dung kha ndang d6 mot cach khon ngoan, rang budc no khi can thiét, va xay dung
cac systems noi con nguoi va agents khuéch dai kha nang cta nhau.
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Chuong 16: Tiép Theo La Gi

Mobi cudn sach ky thuat déu dén mot thoi diém phai thira nhén rang mat dat dang dich chuyén.
Cuén nay ciing khong ngoai 1&. Néu ban da trién khai du chi mét nira nhiing gi chting toi da
thdo ludn, ban dang di trudc hau hét céc té chitc. Nhung “di trudc” trong Al nghia la thang,
khéng phai nam. Piéu gi dang thay d6i, va lam thé nao ban chuén bi?

Quy Pao: C6 Nang Luc Hon, Tuw Chu Hon

Hay thanh that vé vi tri chung ta: Al agents trong 2024-2025 giong nhw web applications nam
1999. Functional, déi khi 4n twong, nhung ro rang con sém. Cac agents ching toi da thao luan
doi hoi scaffolding ddng ké—prompting can théan, dinh nghia tools ré rang, human oversight, x@
ly 16i phirc tap.

Quy dao ro rang, du timeline thi khong:

Ngan han (1-2 nam): - Context windows dai hon (da thdy 200K+ tokens) - Tool use ddng tin
cay hon véi it hallucinations hon - Kha ndang multi-modal tot hon (images, audio, video) - Native
computer use (agents cé thé van hanh GUIs) - Reasoning cai thién cho multi-step tasks

Trung han (2-5 nam): - Agents duy tri state gitra cac sessions mot cach native - Learned tool
creation (agents xay tools cua riéng ching) - Collaborative agent protocols tré thanh tiéu chuan
- Tich hop chat ché hon v6i IDE va development environments - Specialized models cho
operational tasks

Dai han (5+ nam): - Agents thuc sw hoc tir kinh nghiém - Prompting t6i thifu—agents hiéu
intent - Autonomous research va problem-solving - Debugging va troubleshooting & trinh d6 con
nguoi

biéu nay c6 nghia gi cho ban, thuc té? Cac patterns chung t6i dd thdo ludn—memory systems,
tool use, orchestration, governance—sé van relevant. Nhung implementation sé thay déi.
Scaffolding ching ta xay hom nay sé tré thanh native capabilities.

Day la sy thay d6i mindset: xay cho abstraction, khéng phai cho permanence. Agent
wrappers, prompt templates va orchestration code ctia ban la tam thoi. Xay chung dé duoc thay
thé.

Emerging Patterns: MCP, Tool Ecosystems, Agent
Marketplaces

Mot s6 emerging patterns sé dinh hinh lai cdch ching ta xay va deploy agents:
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Model Context Protocol (MCP)

MCP la mét né luc chudn héa céch agents tuwong tac véi tools va data sources. Thay vi mbi agent
framework phat minh tool integration riéng, MCP cung cap mot protocol chung.

Céc implications la ddng ké: - Tools tré nén portable giira cidc agent systems - Data sources c6
mot integration path chuén - Enterprise integration tré nén don gian hon

Néu ban dang xay tools hom nay, hdy cAn nhac MCP compatibility. Investment nhd, va
portability c6 gia tri.

# MCP-style tool definition
{
"name": "kubernetes get pods",
"description": "List pods in a Kubernetes namespace",
"input schema": {
"type": "object",
"properties": {
"namespace": {"type": "string", "default": "default"},
"label selector": {"type": "string", "optional": true}
}
}
"output schema": {
“"type": "array",
"items": {"$ref": "#/definitions/Pod"}
}
}

Tool Ecosystems

Chung ta dang chuyén tir “xay tools cluia riéng ban” sang “compose existing tools.” Tool
marketplaces va registries dang xuat hién noi ban c6 thé: - Tim pre-built integrations cho
common services - Chia sé tools véi community - Version va update tools doc 1ap vdi agents

Diéu nay twong tw véi thoi di€ém npm/pip/docker—khi packaging va sharing tré nén chuén hda.
Dinh vi ban than dé consume tools tir ecosystems thay vi xdy moi thir custom.

Agent Marketplaces

Ngoai tools, toan bd agents dang trd nén shareable. Ban cd thé: - Subscribe vao mot
“Kubernetes operator agent” duoc maintain béi specialists - St dung mét “incident response
agent” duoc train trén hang ngan incidents - Compose agents tir marketplace nhw Docker
images

Céc implications cho quyét dinh build vs. buy la ddng ké. Giéng nhw ban khong viét database
cua riéng minh, ban cé thé khong viét monitoring agent clia riéng minbh.

Chuan Bi Ha Tang Cho Agent Adoption

Ban nén lam gi bay gio dé chuén bi cho tuong lai nay?
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1. Kha Nang Do Luong (Instrumentability)

Agents can data dé van hanh. Hé théng clia ban cang observable, agents cang hitu ich.

Action items: - Structured logging & moi noi (JSON, khong phai free-form text) -
Comprehensive metrics (khéng chi nhitng cdi ban alert) - Configuration as data (agents c6 thé
doc va hiéu) - Documentation as code (runbooks cé thé parse bang may)

# Good: Machine-readable runbook
runbook:

name: high-memory-usage

trigger:
metric: container memory usage bytes
threshold: 0.9
duration: 5m

steps:
- name: identify process

command: "kubectl top pods -n {{namespace}}"
parse: "highest memory pod"

- name: check for leak

command: "kubectl logs {{pod}} --since=lh | grep -i 'out of
memory"'"

success _means: '"no output"

- name: restart if needed

condition: "step.check for leak.result != success"
command: "kubectl rollout restart deployment/{{deployment}}"

2. API-First Moi Thw

Néu moét human lam gi d6 qua GUI, mot agent c6 18 khong thé lam duoc. P&y vé huéng API-first
cho tat ca operational tasks.

Action items: - Expose tat ca administrative functions duéi dang APIs - St dung infrastructure-
as-code (Terraform, Pulumi, v.v.) - Uu tién CLI tools véi parseable output - Document APIs vo6i
OpenAPIl/Swagger

o /e Y

3. Ranh Giégi va Permissions Ro Rang

Agents can access, nhung la controlled access. IAM story ctua ban can accommodate automated
actors.

Action items: - Service accounts cho agents (khéng phai shared human accounts) - Fine-
grained permissions (agents nhan ding nhiing gi ho can) - Audit logging cho agent actions -
Escalation paths ro rang khi agents gap permission walls

4. Ha Tang Thi Nghiém
Ban can nhiing noi an toan dé thir nghiém agents truéc production.

Action items: - Sandbox environments ma agents c6 thé phd ma khong anh hudng - Staging
production-like ma agents cé thé thuc hanh - Feature flags cho agent capabilities - Kill switches
hoat dong
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Nhimg Ky Nang Quan Trong Trong Thé Gidéi Agent-First

Day la cau hdi khong thoai mai: néu agents c¢6 thé lam mot phan ngay cang lén cong viéc van
hanh, ban nén hoc gi?

Mot s6 k§ nang tré nén cé gia tri hon:
System Design

Agents c6 thé execute, nhung ho can systems dang dé execute. Hi€u distributed systems,
failure modes va architectural trade-offs tréd nén quan trong hon, khéng phai it hon.

Prompt Engineering / Agent Architecture

Biét cach thiét ké agents hiéu qua—context, tools, constraints va orchestration cua chung—Ila
mot ki nang riéng biét. N6 la mot phan psychology, mot phan system design, mot phan writing.

Security Thinking

Nhiéu autonomous systems hon nghia la nhiéu attack surface hon. Hi€u céch agents c6 thé bi
exploit, manipulated hoac misused trd nén critical.

Integration Architecture

Két néi agents véi existing systems, thiét k& APIs ho cé thé st dung, va xay glue code giita
automated va manual processes.

Supervision va Governance

Ai d6 can watch the watchers. Thiét ké audit systems, governance frameworks va escalation
processes.

Mot s6 k§ nang tré nén it gia tri hon (cho routine work):

* GO repetitive commands

* Nh¢ syntax va flags

* Manual log analysis

* First-pass troubleshooting cho known issues
* Viét boilerplate code hoac configuration

Nhung day la diéu quan trong: nhu cau vé human judgment khéng bién mat—né tap
trung vao cac van dé kho hon. Ban danh it thoi gian hon cho routine tasks, nhiéu thoi gian
hon cho nhiing tasks thuc sy doi hoi human insight.

Lo Trinh Adoption Thuc Té

Néu ban dang bat dau hanh trinh agent, hoac muén tang téc né:
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Phase 1: Ho Tro (Thang 1-3)

 Deploy agents ho trg ban, nhung yéu cau explicit approval cho actions
 Bat dau voi low-risk domains (documentation, analysis, suggestions)

* Xay dung trust thong qua successful assists

» Dau tu vao logging va observability

Phase 2: Tw Pong Hoa (Thang 4-6)

* Graduate trusted agents sang auto-approve cho specific actions
e Mé rong tool access dan dan

* Implement review queues cho edge cases

» Xay dung muscle memory cho agent supervision

Phase 3: Diéu Phoi (Thang 7-12)

« Chuyén sang multi-agent systems

» Xay coordination primitives

* Implement governance frameworks
e Xur ly complex, multi-step workflows

Phase 4: Toi Uu (Lién Tuc)

e Giam costs thong qua caching va model selection

e Cai thién reliability thong qua better prompts va patterns
* M& rong coverage sang new domains

* Chia sé learnings va tools v&i community

War Story: Nhin Lai

DE t6i ké vé mot cudc tro chuyén gan day. Mot junior engineer hdi t6i mo ta workflow hang
ngay tir ndm nam trudc. Toi cd giai thich: kiém tra thi c6ng monitoring dashboards méi séng,
scan logs tim issues, copy commands tir runbooks, cap nhét tickets bang tay.

“Nghe c6 vé kiét strc,” cd ay noi. “Sao anh khéng automate cai d6?”

To6i bat dau giai thich rang chung todi da automate parts of it, véi scripts va alerts va... va roi toi
nhan ra sw khéc biét. Automation clla ching téi dé v&. No xtr 1y cac cases ching toi du doan.
Ngay khi diéu gi d6 bat ngo xay ra, con nguoi lai phai vao cudc.

Agents hdém nay xt ly nhitng thit bat ngo. Khong hoan hao, khong luén ding, nhung ho cé gang.
Ho thich nghi. Ho suy ludn vé céac tinh huong ho chua explicitly duoc train.

D6 la su thay déi. Khong chi automation, ma la adaptive automation. Systems cé thé suy nghi vé
systems.
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Hanh Trinh Cua Ban Bat Pau Ngay Bay Gio

Toi da chia sé cic war stories xuyén suét cuén sach nay—cron job mat kiém soat, thang $500,
céac phién debugging 3 gi¢ sang, nhitng agents da giap d& va nhitng agents dé can trd. Day
khong phai canh bdo chéng lai adoption; day la roadmaps qua cac thach thic.

Moi cong nghé mdi déu trai qua giai doan nay. Early adopters vap ngé, hoc hoi, chia sé, va xay
nén tang cho moi nguoi khac. Ban gio la mot phan ctia nhém dé.

bay la nhiing gi t6i hy vong ban mang theo:
Bat dau nhé. Agent dau tién cta ban nén lam tét mot viéc. M rong tir dé.
Fail safely. Xay guardrails, kill switches va human oversight. Trust duwoc kiém duoc.

Pau tu vao foundations. Memory systems, tool abstractions va observability tra cé tic khi
ban scale.

Khiém ton. Agents la tools. Powerful tools, nhung la tools. Ho augment human capability; ho
khong thay thé human judgment.

Chia sé nhitng gi ban hoc duoc. Community vAn dang cung nhau tim hiéu diéu nay. War
stories cua ban giup ich cho moi nguoi.

Ha tang cua twong lai sé dwoc quan ly béi hybrid teams—con nguoi va agents lam viéc cung
nhau, moéi bén déng gép nhimmg gi ho gidi nhat. Ban dang xay dung twong lai dé, ting agent mot.

Chtic may man. Va khi c6 gi d6 sai lic 3 gitr sdng—va né sé xay ra—héay nhé: it nhat bay gio ban
c6 thé c6 mot agent dé gitup debug né.
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PHU LUC
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Phu Luc A: Tham Khao Tools va Frameworks

Phu luc nay cung cap céc so sanh thuc té vé tools va frameworks ban sé gap khi xay Al agents
cho cbng viéc ha tang. Cac danh gid nay dua trén st dung production thuc t€, khéng phai
marketing materials.

So Sanh Agent Frameworks

LangChain / LangGraph

Phu hop nhat cho: Complex agent workflows, multi-step reasoning chains, teams cé Python
expertise

Piém manh: - Ecosystem va integrations rong 1én - Community va documentation manh -
LangGraph thém proper workflow orchestration - Observability tot véi LangSmith

Piém yéu: - C6 thé over-engineered cho simple use cases - Abstractions déi khi che gidu chi
tiét quan trong - API changes nhanh gitta cac versions - Performance overhead cho simple tasks

Kinh nghiém cua chung té6i: Bat dau & day, hitu ich cho prototyping, nhung chuyén sang
approaches don gian hon cho production do abstraction overhead.

# LangGraph agent example
from langgraph.graph import StateGraph

workflow = StateGraph(AgentState)
workflow.add node("research", research agent)
workflow.add node("execute", execute agent)
workflow.add edge("research", "execute")

app = workflow.compile()

CrewAl

Phu hop nhat cho: Multi-agent scenarios véi role-based interactions

Piém manh: - Abstraction sach cho agent teams - Built-in coordination patterns - T6t cho
simulating organizational structures - Active development

Piém yéu: - it flexible hon cé4c alternatives lower-level - Opinionated workflow structure - C6
thé limiting cho novel coordination patterns

Kinh nghiém cua chung téi: T6t cho proof-of-concepts, nhung ching toi can nhiéu control
hon cho agent interactions trong production.

AutoGen (Microsoft)

Phu hop nhat cho: Research scenarios, multi-agent conversations, code generation
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Piém manh: - Multi-agent conversation support manh - Code execution sandboxing tét -
Microsoft backing va integration path - Active research community

Piém yéu: - Research-oriented hon production-ready - C6 thé complex dé configure -
Documentation giad dinh familiarity véi concepts

Claude Code / Claude Computer Use

Phu hop nhat cho: Autonomous coding tasks, computer control, direct Anthropic API use

Piém manh: - Native tool use khong can wrappers - Computer use capability cho GUI
automation - High-quality reasoning - Direct API nghia la it abstraction layers hon

Piém yéu: - Anthropic-specific - Computer use van experimental - it ecosystem xung quanh so
v6i OpenAl

Kinh nghiém cua chung téi: Lua chon production chinh cho complex reasoning tasks.

OpenAl Assistants API

Phu hop nhat cho: Stateful conversations, file handling, teams dau tw vao OpenAl

Piém manh: - Built-in memory/threading - Code interpreter capability - File search built-in -
Simple API

Piém yéu: - OpenAl lock-in - it control cho orchestration - Cost c6 thé cao hon do stateful
storage

Direct API Calls (Khong Framework)

Phu hop nhat cho: Simple agents, teams muén full control, performance-critical applications

Piém manh: - Maximum control - Minimum overhead - Dé hiéu va debug - Khéng dependency
vao framework updates

Piém yéu: - Ban xay moi thit ty minh - Khéng built-in patterns cho common scenarios - Nhiéu
code d€ maintain

Kinh nghiém cua chung téi: Nhiéu production agents s dung direct API calls v6i thin
custom wrappers. Dung déanh gia thap simplicity.

Decision Matrix Cho Framework

Factor LangChain CrewAl AutoGen Direct API
Complexity tolerance High Medium High Low

Team Python expertise Required Required Required Any
Multi-agent needs LangGraph Native Native Custom
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Factor LangChain CrewAl AutoGen Direct API

Production readiness Good Emerging Research Depends
Debugging ease Medium Good Medium Best
Vendor lock-in Low Low Medium Lowest

Huong Dan Chon Model

Cho Agent Reasoning (Orchestration, Planning)

Model Cost Latency Quality Recommendation
$
$$$ |
Higher |
Excellent |
Claude Opus Comple . .
" pu .p * Medium Very Good Default choice cho hau hét agents
4 multi-step
reasoning |
| Claude
Sonnet 4 |
$$
GPT-40 $$% Medium Very Good Alternative cho Sonnet
Claude Haiku $ Fast Good Simple tool selection
GPT-40-mini $ Fast Good High-volume, simple tasks

Cho Code Generation

Model Recommendation

Claude Opus 4/Sonnet 4 Complex refactoring, architecture decisions
Codestral Pure code completion, fast iteration

GPT-40 General code generation

Local models (CodeLlama) Sensitive codebases, offline use

Cho Log/Data Analysis

Model Recommendation

Claude Sonnet 4 Complex log correlation, root cause analysis
GPT-40-mini Simple parsing va extraction

Gemini 1.5 Flash Large context windows cho log files
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Essential CLI Tools Cho Agent Development

MCP Tools (Model Context Protocol)

# MCP server for filesystem access
npx @modelcontextprotocol/server-filesystem ~/allowed-directory

# MCP server for PostgreSQL
npx @modelcontextprotocol/server-postgres
postgres://localhost/mydb

# MCP server for Git operations
npx @modelcontextprotocol/server-git --repository /path/to/repo

LLM CLI Tools

# Ulm - Simple CLI for LLM interactions
pip install 1lm
1lm -m claude-3-sonnet "Explain this error: $ERROR"

# aider - AI pair programming
pip install aider-chat
aider --model claude-3-sonnet

# Claude Code
npm install -g @anthropic-ai/claude-code
claude "deploy to staging and verify"

Agent Development Utilities

# jq - JSON processing (essential cho structured outputs)
cat response.json | jq '.choices[0].message.content'

# fx - Interactive JSON viewer
cat agent log.json | fx

# yq - YAML processing
yq '.agents[].name' agent-config.yaml

# watchexec - File watching cho development
watchexec -e py "python agent.py"

Infrastructure Integration

# kubectl + plugins

kubectl tree # Visualize object hierarchies
kubectl neat # Clean up YAML output

kubectl access-matrix # RBAC visualization

# k9s - Terminal UI for Kubernetes
k9s

# Terraform + tfenv
tfenv install 1.5.0

terraform plan -out=plan.tfplan

# Vault CLI
vault kv get secret/agent-credentials
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Quick Reference Uéc Luong Chi Phi

Operation

1K input tokens
1K output tokens
Typical agent turn

100 deployments/day

Claude Sonnet 4

$0.003
$0.015
$0.01-0.05

$3-15/day

GPT-40
$0.005
$0.015
$0.02-0.08

$6-24/day

Claude Haiku
$0.00025
$0.00125
$0.001-0.005

$0.30-1.50/day

Uu tién toi vu chi phi: 1. Cache repeated queries 2. Dung smaller models cho simple

decisions 3. Compress context aggressively 4. Batch operations khi c6 thé
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Phu Luc B: Prompt Templates

Nhimng prompt templates nay da duoc battle-tested trong production. Chung duoc thiét ké cho
reliability hon la cleverness.

Template Co Ban Infrastructure Agent

You are an Infrastructure Agent responsible for operational
tasks on our systems.

## Your Identity

- Role: Infrastructure operations assistant
- Environment: {environment name}

- Current time: {current time}

## Your Capabilities
You have access to these tools:
{tool list}

## Your Constraints

1. NEVER run destructive commands without explicit confirmation
2. NEVER expose secrets in your responses

3. ALWAYS explain what you're about to do before doing it

4. STOP and ask if you're uncertain about any action

## Your Memory
Recent context from previous sessions:
{memory context}

## Output Format

When taking actions, use this format:
THINKING: /[Your reasoning]

ACTION: /The action you'll take]

COMMAND: [The exact command if applicable]
EXPECTED: [What you expect to happen]

After action results:
RESULT: [What happened]
NEXT: [What you'll do next, or COMPLETE if done]

Template Deployment Agent

You are the Deployment Agent. You handle deployments, rollbacks,
and release management.

## Context

- Environment: {environment} (staging|production)
- Service: {service name}

- Current version: {current version}

- Target version: {target version}

## Deployment Procedure

1. Pre-flight checks
- Verify target version exists
- Check dependency compatibility
- Confirm rollback path
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2. Deployment execution
- Update deployment specification
- Monitor rollout progress
- Verify health checks pass

3. Post-deployment verification
- Confirm all pods healthy
- Verify critical endpoints
- Check error rates

## Rollback Triggers

Initiate rollback if:

- Error rate > 5% sustained for 2 minutes

- P99 latency > 2x baseline sustained for 5 minutes
- Any health check fails after 3 minutes

- Explicit rollback request from human

## Available Tools
kubectl: Kubernetes operations
- helm: Chart deployments
- argocd: GitOps sync
- curl: Endpoint verification

## Safety Rules
Production deployments require explicit human approval
- Always wait for previous deployment to complete
- Never scale to 0 replicas
- Log all actions with reasoning

Template Incident Response Agent

You are the Incident Response Agent. You handle initial triage
and coordination for production incidents.

## Current Incident

- Alert: {alert name}

- Severity: {severity}

- Started: {start time}

- Services affected: {affected services}

## Your Responsibilities

### Phase 1: Triage (0-5 minutes)
1. Acknowledge the alert
2. Gather initial diagnostics:
- Service health status
- Recent deployments
- Error rates and logs
- Related alerts
3. Determine scope and impact

### Phase 2: Stabilization (5-15 minutes)

1. Identify immediate mitigation options

2. Execute safe mitigations (restart, scale, disable feature
flag)

3. Escalate if mitigation unclear or risky

### Phase 3: Coordination (ongoing)

1. Update status page if customer-facing
2. Keep stakeholders informed

3. Document actions taken

4. Prepare handoff notes

## Escalation Criteria

Escalate to human immediately if:
- Data integrity may be compromised
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- Security breach suspected

- Multiple services affected

- Mitigation options exhausted
- Customer impact confirmed

## Communication Templates

### Status Update (Internal)

INCIDENT: {incident id} STATUS: {investigating|identified|monitoring|resolved} IMPACT:
{description} CURRENT ACTIONS: {what we’re doing} NEXT UPDATE: {time}

### Status Page Update

We are currently investigating {brief description}. Some users may experience {user impact}.
We will provide updates every {interval}.

## Available Tools

- kubectl: Service management

- prometheus: Metrics queries

- logs: Log search and analysis

- pagerduty: Escalation

- statuspage: Customer communication

Template Code Review Agent

You are the Code Review Agent. You review pull requests for
quality, security, and consistency.

## Review Focus Areas

### 1. Security (Critical)
Hardcoded secrets or credentials
- SQL injection vulnerabilities
- Insecure authentication/authorization
- Sensitive data exposure
- Dependency vulnerabilities

### 2. Reliability
Error handling coverage
- Edge case handling
- Resource cleanup
- Timeout handling
- Retry logic

### 3. Performance

- N+1 queries

- Unnecessary allocations

- Missing indexes (for DB changes)
- Unbounded operations

### 4. Maintainability
Code clarity
- Documentation
- Test coverage
- Consistency with codebase patterns
## Output Format

* “markdown
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## Review Summary
{one paragraph summary}

## Security Issues
{list or none}

## Required Changes
{list of blocking issues}

## Suggested Improvements
{list_of non_blocking suggestions}

## Questions for Author
{clarifying questions}

## Verdict
{APPROVE | REQUEST CHANGES|NEEDS DISCUSSION}

Guidelines

» Be specific: reference line numbers

* Be constructive: explain why, suggest alternatives
* Be proportionate: don’t block for style preferences
* Be humble: you might be missing context

## Template Error Recovery

*“markdown
The previous action failed. Analyze and recover.

## Error Details

Action attempted: {action}
Error message: {error}
Exit code: {exit code}
Stderr: {stderr}

## Recovery Procedure
1. Classify the error:
- TRANSIENT: Retry may succeed (network timeout, rate limit)
- CONFIG: Configuration or permission issue (wrong
credentials, missing access)
- BUG: Code or logic error (needs human fix)
- EXTERNAL: External dependency failure (third-party outage)

2. For TRANSIENT errors:
- Wait {backoff seconds} seconds
- Retry with same parameters
- Max 3 retries

3. For CONFIG errors:
- Log the error clearly
- Suggest what might be misconfigured
- Escalate to human

4. For BUG errors:
- Do not retry
- Document the failure state
- Escalate immediately

5. For EXTERNAL errors:
- Check dependency status
- If known outage, wait and retry
- If unknown, escalate

132



## Current Assessment
Based on the error, this appears to be a {classification} error.
Recommended action: {recommendation}

Template Multi-Step Task

You are executing a multi-step task. Maintain state across steps.
## Task: {task description}

## Steps
{step list with dependencies}

## Current State
*yaml
completed steps:
- step: verify prerequisites
status: success
output: "All checks passed"

- step: create backup
status: success
output: "Backup created at s3://backups/..."

current _step: migrate database
pending steps: [verify migration, update services, final validation]

Execution Rules

1. Complete one step fully before moving to the next

2. Verify success criteria before marking step complete
3. On failure, do not proceed to dependent steps

4. Update state after each step

5. If blocked, clearly state what’s needed

State Update Format
After each step, emit:

step: {step name}

status: {success|failed|blocked}
output: {relevant output}
next_action: {what happens next}

## Template Tool Selection
" “markdown
Given a task, select the appropriate tool(s) and formulate the

correct invocation.

## Available Tools
{tool _definitions with_ schemas}

## Task
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{user request}

## Selection Process

1. Parse the task requirements

2. Identify which tool(s) are needed

3. Determine correct parameters

4. Consider sequencing if multiple tools needed

## Output Format

““json
{
"analysis": "Brief explanation of approach",
"tools": [
{
"name": "tool name",

"parameters": {...},
"purpose": "Why this tool for this step"
}
Iz
"sequence": "parallel|sequential",
"expected outcome": "What success looks like"

}

Common Patterns

* “Check X then do Y” = Sequential, use X tool then Y tool
* “Get all X across Y” = Parallel, map Y with X tool
* “Fix this error” — Diagnostic tool first, then remediation

# Phu Luc C: Production Readiness Checklists

Sir dung cac checklists nay trudc khi promote agents 1én production. Khéng phdi moi item déu dp dung cho
moi agent, nhung hdy can nhac tirng item.

## Pre-Production Checklist
### Security

- [ 1 **Principle of Least Privilege**
- Agent service account cé minimal required permissions
- Khéng shared credentials véi human users
- Permissions dugc documented va justified

- [ 1 **Secrets Management**
- Khong hardcoded secrets trong prompts hodc code
- Secrets duoc inject qua environment hoac vault
- Agent khéng thé doc secrets né khong can

- [ 1 **Network Restrictions**
- Agent network access limited cho required services
- Egress rules ngan unauthorized external communication
- Khéng direct internet access trir khi required

- [ ] **Audit Logging**
- Tat ca agent actions dugc logged véi timestamp va context
- Logs bao gém reasoning, khong chi actions
- Logs dugc stored immutably trong required retention period

- [ 1 **Input Validation**

User inputs duoc sanitized trudc agent processing
File paths duoc validated va constrained

Command injection vectors dugc considered va blocked
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### Reliability

- [ 1 **Failure Handling**
- Agent xir ly API errors gracefully
- Retry logic véi exponential backoff dugc implemented
- Circuit breakers ngan cascade failures

- [ 1 **Kill Switch**
- Emergency stop mechanism toén tai va dugc tested
- C6 thé halt agent mid-task ma khéng corruption
- Recovery procedure dugc documented

- [ 1 **State Management**
- Agent state persists across restarts
- Interrupted tasks cé thé dugc resume hoac cleaned up
- Khong orphaned resources khi failure

- [ 1 **Timeout Configuration**
- API calls cé reasonable timeouts
- Task-level timeouts ngan runaway execution
- Timeout behavior graceful, khdéng abrupt

- [ 1 **Idempotency**
- Agent c6 thé dugc restart ma khéng cé duplicate actions
- Hodc duplicate detection dugc dat vao

### Observability

- [ 1 **Structured Logging**
- Logs la JSON/structured, khdéng free-form
- Consistent fields across tat cd log entries
- Log levels duoc used appropriately

- [ 1 **Metrics**
- Task success/failure rate duoc tracked
- Latency per task type dugc measured
- Token usage va cost per task dugc recorded
- Error rate by error type dugc captured

- [ 1 **Alerting**
- Alert khi task failure rate vuot threshold
- Alert khi unusual token usage
- Alert khi agent unresponsiveness
- Alerts route dén appropriate responders

- [ 1 **Dashboards**
- Real-time view cla agent activity
- Historical trends cho capacity planning
- Error investigation workflows dugc supported

### Cost Management

- [ 1 **Budget Limits**
- Daily/monthly spend caps dugc configured
- Alerts truédc khi limits reached
- Automatic throttling hodc shutdown tai limit

- [ 1 **Token Optimization**
- Context compression dugc implemented khi beneficial
- Caching layer cho repeated queries
- Appropriate model selection per task type

- [ 1 **Usage Tracking**
- Token usage per task/agent duoc tracked
- Anomaly detection cho cost spikes
- Regular cost reviews duoc scheduled

### Human Oversight
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- [ 1 **Approval Workflows**
- High-risk actions require human approval
- Approval requests bao gom sufficient context
- Approval timeout va escalation dugc defined

- [ 1 **Review Queues**
- Agent outputs dugc queued dé review khi can
- Review SLAs duoc defined
- Feedback loop dé improve agent

- [ ] **Escalation Paths**
- Clear criteria cho agent-to-human escalation
- Escalation routing dén correct teams
- Escalation acknowledgment required

- [ 1 **Override Capability**
- Humans cé thé override agent decisions
- Override history dugc tracked
- Overrides feed back vao agent improvement

## Deployment Checklist

- [ 1 **Staging Validation**
- Agent duoc tested trong staging environment
- Common scenarios dugc verified
- Edge cases duoc explicitly tested

- [ 1 **Rollback Plan**
- Previous agent version ready dé deploy
- Rollback procedure dugc documented
- Rollback duogc tested

- [ 1 **Feature Flags**
- New capabilities dang sau feature flags
- Gradual rollout plan dugc defined
- Kill flag cho new features

- [ 1 **Documentation**
- Agent purpose va scope dugc documented
- Tool access va permissions dugc documented
- Runbook cho common issues

- [ 1 **Stakeholder Communication**
- Affected teams dugc notified
- Training duoc provided néu can
- Feedback channel dugc established

## Post-Deployment Checklist

### Gio Dau Tién

- [ 1 Monitor error rates

- [ 1 Verify expected task completion

- [ 1 Check for unexpected behaviors

- [ 1 Confirm logging va metrics dang flowing

### Ngay Dau Tién

- [ 1 Review tat cd agent actions
- [ 1 Check cost accumulation

- [ 1 Gather initial user feedback
- [ 1 Address any urgent issues

### Tuan Dau Tién

- [ 1 Analyze success/failure patterns

- [ 1 Identify optimization opportunities
- [ 1 Review va adjust thresholds

- [ ] Document lessons learned

### Lién Tuc
- [ 1 Weekly cost review
- [ 1 Monthly capability review
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- [ 1 Quarterly security review
- [ 1 Regular prompt/context updates

## Incident Response Checklist (Lién Quan Dén Agent)

### Detection

- [ 1 Xac dinh c6é agent involved

- [ ] Determine agent nao va task nao
- [ ] Assess scope of impact

### Containment

- [ 1 Stop agent néu van running

- [ 1 Ngan automatic restarts

- [ 1 Preserve logs va state cho analysis

### Assessment

- [ 1 Review agent logs cho actions taken

- [ 1 Identify root cause (prompt? tool? model? input?)
- [ 1 Determine blast radius

### Remediation

- [ 1 Fix immediate issue

- [ 1 Decide agent status (resume/disabled/modified)
- [ 1 Implement preventive measures

### Follow-up

- [ 1 Complete incident postmortem

- [ ] Update checklists néu can

- [ 1 Share learnings vé&i team

- [ 1 Track as metric cho agent reliability

## Quick Reference Card
### Agent Emergency Commands

" bash
# Stop agent immediately
pkill -f "agent-name"

# Check agent status
systemctl status agent-name

# View recent agent actions
tail -100 /var/log/agent-name/actions.log | jq

.action'

# Emergency disable
echo "disabled" > /etc/agent-name/status

Cost Quick Check

# Today's token usage
grep "$(date +%Y-%m-%d)" /var/log/agent/costs.log | \
jq -s 'map(.tokens) | add'

# Estimate daily cost

# Sonnet: $0.003/1K input, $0.015/1K output

awk '{sum += $1 * 0.003 + $2 * 0.015} END {print "$" sum/1000}'
usage.txt
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Debug Checklist

Khi mot agent misbehaves: 1. Check 10 actions gan nhéat trong logs 2. Review context né nhan
duoc 3. Check tool outputs tim errors 4. Verify permissions khong thay d6i 5. Test same task
manually 6. Check model API status

Hét Phu Luc

138



	PHẦN 1: NỀN TẢNG
	Chương 2: Giải Phẫu của AI Agent
	Chương 3: Agent Production Đầu Tiên của

	Phần 2: Những Bài Học Đắt Giá
	Chương 5: Context Engineering
	Chương 6: Hệ Thống Memory Thực Sự Hoạt
	Chương 7: Điều Phối Đa Agent
	Chương 4: Mọi agent đều cần kill switch và circuit breaker. Xây dựng chúng trước, không phải

	PHẦN 3: CÁC MẪU THIẾT KẾ CHO
	Chương 9: Quản lý Chi phí
	Chương 10: Độ tin cậy và Quan sát
	Chương 11: Các Mẫu Human-in-the-Loop

	Phần 4: Ứng Dụng Thực Tế
	Chương 13: CI/CD và Deployment
	Chương 14: Observability và Phản Hồi

	PHẦN 5: TƯƠNG LAI
	Chương 16: Tiếp Theo Là Gì
	Phụ Lục A: Tham Khảo Tools và Frameworks
	Phụ Lục B: Prompt Templates


