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» AI Agents Trong M6i Truong Production: Cau Chuyén Chién Truong Tir Mot
DevOps Engineer

« PHAN 1: NEN TANG

e Chuong 1: Tai Sao Cuén Sach Nay Ra boi
o Email T6i Khong Bao Gio Nghi Minh Sé Phai Viét
o Khoang Céch Gitra Demo Va Thuc Té
o Nguoi Viét Cudn Sach Nay La Ai
o Piéu Gi Thay Déi Tir 2024 Pén 2026
o Cudc Cach Mang Context Window
o Cau Chuyén Chién Truwong Nén Tang: Hon Chuc Tai Khoan Bi Suspend Trong Mot
Ngay
o Bo6i Canh
o Diéu ba Xay Ra
o Hiéu Ung Day Chuyén
o Thay Péi Sau Pé
o No6i Dung Cuén Sach Nay
o Cudn Sach Nay Khong bé Céap
o Cudn Sach Nay Danh Cho Ai
o M6t Ghi Chta Vé Sy Thanh That
o Céch Str Dung Cuo6n Sach Nay
o Thiét Lap Khién Moi Th Tré Nén Thuc Té
o Trwdc Khi Bat bau
o DPi€m M4au Chét

* Chuong 2: Al Agent Thuyc Su La Gi?
o Van bé Dinh Nghia
o Language Model Thyc Sy La Gi
o Vong Lap Agent
o Diéu Phan Biét Agent Véi Chatbot
o Céc Loai Kién Truc Agent
o Agent bon

o Pa Agent (Orchestrator + Specialist)
o Mesh / Swarm
o Kién Triuc Gateway Agent: Hé Thong Pa Agent Thuc Té
o Tool: POi Tay Cua Agent
o Nguyén Tac Thiét Ké Tool
o Cau Chuyén Chién Truong: Hé Thong Agent Mesh Monitor Ty D6t Minh
o Thiét Lap
o Van bé



o

[e]

o

o Van bé Té Hon
o Quyét binh
o Bai Hoc
Agent vs. Chatbot vs. Copilot: Bang Thuc Té
Phién Ban Node.js: Cho Ky Su Server-Side
Két Thuc: Diéu Quan Trong Nhat Ban Chuwa Nghi Dén
Di€ém Mau Chét

e Chuong 3: Chon Model Cua Ban: Huéng Dan Cua Ky Suw DevOps

o

o

(o)

o

o

o

Van Dé Lwa Chon Model
Bttc Tranh Gia Ca (Thang 3 Nam 2026)
o Claude 4.x — Anthropic
o Dong GPT — OpenAl
o Gemini — Google
° Ma Nguon M@/ Ty Luu Trir / Bén Thit Ba
Céch Suy Nghi Vé Lua Chon Model
o Thang Kha Nang
o Ma Tran Lya Chon
Cau Chuyén Chién Truong: Dinh Tuyén Task Ha Tang Pén Sai Model
o Thiét Lap
o Diéu ba Xay Ra
o Bai Hoc
Céu Chuyén Chién Truong: API Proxy Round-Robin Vi 15 Tai Khoan Nha Cung Cép
o Kién Truc
o Ngay Tat Ca 15 Tai Khodn Cham 100% DPong Thoi
Cau Chuyén Chién Truong: Bug Khong Khép Model (HTTP 400
INVALID ARGUMENT)
o Thiét Lap
o Diéu ba Xay Ra
o Bai Hoc Lén Hon
Xay Dung Chinh Sach Lya Chon Model
Kiém Tra Thuc Té Ma Nguén Mé&
Theo D6i Lwra Chon Model Theo Thoi Gian
Tham Khéo Nhanh: Quy Tac Lya Chon
biém Mau Chét

« PHAN 2: KIEN TRUC

e Chuwong 4: Cac Mau Kién Truc Agent

o

o

Gidi Thiéu
Mau 1: Agent Don (Claude Code Standalone)
o Khi Nao N6 Hoat Pong



o Rang Budc Thuc Su: Context Window
o Anti-Pattern Agent Don
Mau 2: biéu Phoi Da Agent
o Céch N6 Hoat Béng Trong Thuc Té
o Ngéan Sach Context Sub-Agent
o Mau Diéu Phoi T6i Dung
o Cau Chuyén Chién Truong: Tac Nghén 15 Agent

o

o Van bé Don Dep
Mau 3: Agent Mesh
o Tién Hoda: vl - v2.3
o Script Mesh Monitor bay bu
o Deployment: systemd Timer Thay Vi Cron
o Nhitng Gi Mesh Khong Thé Stra

[e]

o

Mau 4: Agent Hueong Su Kién
o Kién Truc Canh Béo Hai Lép
o Tai Sao Hai Lép?

Mau 5: Kién Truc Hybrid
o Lwa Chon Model Theo Task

o

o Hwéng Dan Quyét Dinh Kién Truc
o Thué Phéi Hop
o Danh Muc Dang L6i
o Observability Trén Céc Kién Tric

o Piém Mau Chét

Chuong 5: Context Engineering — Nghé Thuat Toi Uu Token
> Giéi Thiéu
o Context Engineering La Gi?
o Cdau Truc Tiéu Thu Token
o Khung Hoang: Tai Khoan Provider Bi Tam Dinh Chi
o Kiém Toan File Context
o Kién Truc Context Ba Tang
o Tang 1: Lu6n Inject (System Prompt)
o Tang 2: Tham Chiéu Theo Yéu Cau (Khong Inject)
o Tang 3: Pa Luu Trit / Da Xba
o CLAUDE.md va AGENTS.md Nhu Cong Cu Context Engineering
o CLAUDE.md Nén Chtra Gi
o Ty Lé Instruction-to-Pointer
o T6i Uu Heartbeat: Tir 3 Phat — 30 Phut
o Heartbeat Thuc Sy Can Gi
o Van bé Orphan Session
o Céach Tim Orphaned Session



o Phong Ngtra

o Context Xuyén Phién: Tai Sao Absolute Path La Bat Budc

o Théat Bai Super-Prompt: Tai Sao Task Lén Can Chia Thanh Giai Poan
o Giai Phap Chia Giai Poan

o Vé Sinh Thu Muc Skills: Don Dep 145 - 105

o M4y Tinh Ngan Sach Context

o Tién Ich Pém Token

o Checklist Téi Uu Thuc Té

o Sy Thay Pa&i Tw Duy

o Diém M4&u Chét

Chuong 6: Tool Use va Function Calling

> Giéi Thiéu

o

Céch Tool Use Hoat BDéng: Vong Lap Request-Response

o

Claude tool use vs OpenAl / Gemini function calling
o Claude (Anthropic)
o OpenAl
o Gemini (Google)
o Tém Tat So Sanh Nén Tang
o Thiét K& Tool Schema T6t
o Bon Thudc Tinh Cua Tool Schema Tot
o Trién Khai Tool C4p Production
o Tool Use V6i Interleaved Thinking (Claude Opus 4.6)

o MCP: Model Context Protocol
o Céch MCP Hoat bong
o Thiét Lap MCP Trong Claude Code
o Vi Du Thyc Té: Tich Hop Cognee MCP
o Trién Khai Cognee MCP Server
o Viét MCP Server Cua Riéng Ban
o Thuc Thi Tool Song Song
o Céau Chuyén Chién Truong: Agent Ty Chat Chan Minh
o Bo6i Canh
o Diéu ba Xay Ra
o Bai Hoc: Guardrail Phai R6 Rang
o Quan Ly API Key: L6i banh May Proxy Key Tén Hang Gio
o Pattern Tool Use Cho Production
o Pattern: Read-Before-Write
o Pattern: Dry-Run Trudc
o Pattern: Tool Idempotent

o Piém Mau Chét



« PHAN 3: VAN HANH

¢ Chuong 7: Trién Khai Al Agent Lén Production
o Topology Server
o Kiém Tra Thuc Té Process Manager: Docker vs Systemd vs PM2
o Kiém Ké Dich Vu (Kiém Tra Thuc Té Server-1)
o Khi Nao Nén Dung Docker
o Khi Nao Nén Dung Systemd
o Khi Nao Nén Dung PM2 (Va Khi Nao Khong)
o Traefik Véi docker-socket-proxy (Cach bung)
o VPN Binding Cho Céac Port Nhay Cam
o HAProxy Cho Database Connection Pooling
o Cau Chuyén Chién Truong #1: Bug C6 Lap Mang Firecrawl
o Diéu ba Xay Ra
o Nguyén Nhan Géc
o Céach Stra
o Bai Hoc
o Cau Chuyén Chién Truong #2: Server Khong Cé Firewall
o Diéu Da Xay Ra
o Dénh Gi4 Thiét Hai
o Quy Trinh Hardening An Toan
o Nhitng Gi Chuing T6i Thém Vao Checklist Kiém Toan
o Pattern Docker Compose Cho Agent Service
o Pattern 1: Agent V4i Mang Co6 Lap
o Pattern 2: Multi-Container Agent Stack
o Pattern 3: Systemd Unit Cho Agent Process
> Quan Ly Bi Mat
o Health Check Va Quan Ly Phu Thudc
o Checklist Trién Khai

o Tém Tat

¢ Chuwong 8: Quan Ly Chi Phi — Bung Ph& San Khi Chay Al Agent
o Sy C6 Gemini $500
o Diéu ba Xay Ra
o Diéu Lé Ra Phai Xay Ra
o Céach Lay Lai Tién
o Canh Bdo Ngan Sach Khéng Phai Tuy Chon
o Canh Bdo Ngan Sach Google Cloud
o Ngan Sach Anthropic Claude
o Tin Dung Dung Thir Va Cdc Model Khong Ap Dung



Khung Hoang Toi Uu Token
o Van bé: Luwong Token Co S&
o T6i Uu Hoba
o T6i Uu Khoang Cach Heartbeat
o Xo6a Tat Ca Cron Job Al Ty Pong
Orphan tmux Session: Ké Giét Quota Tham Lang
API Proxy Cuc B6: Quota Mién Phi Qua Account Rotation
o Céach Hoat Bong
o Thuc Té€ Quota
o Pénh D6i Do Tré
Chién Luwoc Phan Cap Model
o Batch API: Gidm 50% Chi Phi
Dashboard Gidm Sat Chi Phi
Chi Phi Clia “Chi Kiém Tra”
Script Gidm S&t Ngan Sach
Céc Quy Tac Quan Ly Chi Phi Chinh

Chuong 9: Gidm Sat Al Agent Trong Mo6i Truong Production

o

o

Nhiitng Gi Ban Thuc Sy Can Giam Sat
Monitoring Stack
o Cau Hinh Prometheus
o Alert Rules Cho Agent Services
o Cdau Hinh Alertmanager
Docker Events Listener: Canh Béo Container Thoi Gian Thuc
Agent Mesh Monitor: Kiém Tra Sttc Khde Pa Server
o Script Kiém Tra Sttc Khde Theo Tung Server
Cau Chuyén Thuyc Té #1: Kiém Tra Sai Service
o Chuyén Gi Da Xay Ra
o Céch Stra
o Bai Hoc Rut Ra
Cau Chuyén Thuc Té #2: Vong Lap Crash 102 Lan Restart
o Chuyén Gi ba Xay Ra
o Nguyén Nhéan Goc Ré: Hai Process Pang Chay
o biéu b6 Xay Ra Nhu Thé Nao
o Céach Stra
o Bai Hoc Rut Ra
Neural Memory Audit: Khi Agent C6 Strc Khoe Riéng
o Cac Memory Health Metric Can Theo D6i
Cau Trac Grafana Dashboard
o Dashboard 1: Infrastructure Overview (Téng Quan Ha Tang)
o Dashboard 2: AI Agent Metrics



o Dashboard 3: Logs (Loki)

o Dashboard 4: Alerts History (Lich St Alert)
o Téng Hop Log Véi Loki
o Checklist Monitoring Hoan Chinh

o Tém Tat

Chuong 10: Debug AI Agent — Khi Moi Th Pi Sai
o Thay Péi Tw Duy Khi Debug
o Céc gia dinh debug truyén thong khéng ap dung dwoc cho agent:
o Agent Debugging Stack
o Failure Mode 1: Agent Stra P6i Chinh Co S& Ha Tang Cua N6
o Sy Co
o Tai Sao Diéu Nay Xay Ra
o Phong Ngtra
o Khoi Phuc
o Failure Mode 2: Loi Pdnh May API Key va Loi Credential
o Sy Co
o Debug Van Dé Xac Thuc
o Pattern: Credential Khong Nhat Quéan Gitra Céc File
o Failure Mode 3: Loi Permission
o Céc Loi Permission Phé Bién Trong Béi Canh Agent
o Xay Dung Permission Diagnostic Tool
o Failure Mode 4: Rate Limit
o Van Dé Vertex Al 429
o Pattern Xt Ly Rate Limit
o API Proxy Tw Péng Chuyén Khi Hét Quota
o Failure Mode 5: Agent Khong Bao Céo Tién Trinh
o Van bé
o Pattern Ngan Ngura Diéu Nay
o Failure Mode 6: Vuot Qua Context Limit Giita Task
o Van bé
o Phong Ngtra: Quan Ly Context Budget
o Pattern Chunking
o Failure Mode 7: Model Mismatch
o Sy Co
o Phéat Hién Model Mismatch
o Cau Chuyén Thuc Té: SSR CSS Hash Mismatch
o Chuyén Gi D& Xay Ra
o Céach Stra

o Bai Hoc Rut Ra



o

o

o

Cau Chuyén Thuc Té: Config Sync Trén Ba Server
o Chuyén Gi D& Xay Ra
o Chén Poan
o Phong Ngtra: Config Sync Script
o Giai Phap Dai Han T6t Hon: Config Tap Trung
Cau Chuyén Thuc Té: Etcd Split-Brain
o Chuyén Gi ba Xay Ra
o Céch Stra
Céu Chuyén Thuc Té: Loi Reasoning Parameter
o Chuyén Gi Da Xay Ra
o Céch Stra
Cau Chuyén Thuc Té: Claude Code Ket O Trust Dialog
o Chuyén Gi ba Xay Ra
o Céch Stra (Ngan Han)
o Céch Stra (Dai Han)
Cau Chuyén Thuc Té: Sub-Agent Silent Failure
o Chuyén Gi ba Xay Ra
o Piéu Thyc Sy Pa Xay Ra
o Phong Ngtra: Budéc Xac Minh Trong Sub-Agent Task
Debugging Checklist
Tém Tat

« PHAN 4: CHU PE NANG CAO

e Chuong 11: Tang Cuong Bao Mat Cho Co S& Ha Tang Al Agent

o

o

o

Ngay Al Tré Thanh L6 Héng Bado Mat Lén Nhat Cua Chung Toi
Threat Model Pa Thay Daéi
Phéan 1: Quan Ly Vault Token
o Van Dé Root Token
o Tw bong Hoéa Xoay Token
o Quy Trinh Vault Seal/Unseal
Phan 2: Tang Cuong Network — Céc Port Khong Bao Gio Nén Cong Khai
o Phat Hién
o Bat UFW Tur Pau (Khong Khéa Ban Than Ra Ngoai)
o Bind Service Nhay Cam Vao VPN Interface
o Cloud ARM Server: Don Dep NFS/rpcbind
Phan 3: Tang Cuong SSH
o PermitRootLogin va PasswordAuthentication
o Xoay SSH Key Khi Onboarding May Mé&i
o Restart Service Sau Khi Xoay Password

Phan 4: Credential Plaintext Trong Config File
o Patroni.yml — Mat Kh&u Phoi Bay



o Credential Hardcode Trong Application Code

[e]

Phan 5: Docker Security — Van bé docker.sock
o Traefik va docker.sock

Phan 6: HAProxy Stats — Mat Khdu Mac Pinh Khéng Ai Thay Péi

[e]

[e]

Phan 7: Vault Policy Cho Agent Access

Phan 8: Al Agent Security Checklist
o Trudc Khi Deploy

[e]

o Baseline Ha Tang
o Van Hanh
Bai Hoc Rut Ra

[e]

e Chuong 12: Al Image Generation & Quy M6 Lén
o Van Pé Xt Ly Hang Loat O Quy Mé Lén
Kién Tric: X Ly Hang Loat O Quy M6 Lén
o DPi€m Xuéat Phat: Nhitng Gi Chung T6i C6

o Cham Quota Giita Batch

o Loi

o Lwa Chon 1: Yéu Cau Tang Quota (Mat Vai Ngay)

o Lwa Chon 2: Hot-Swap API Key Trén Nhiéu Project

o

o Tham Hoa Delimiter
o Loi Xuat Hién Nhuw Thé Nao
o Céch Stra: Tw Pong Phat Hién Va Chuyén Sang TAB Delimiter
o Checkpoint va Resume: Khéng Bao Gio Bat Pau Lai Tir Dau
o Nguyén Tac
o Resume Sau Khi That Bai
o Thi Nghiém Logo: Khi AI Khéng Phai Céng Cu Phu Hop
o Pé Xuat
o Rate Limit: Nt C6 Chai textembedding-gecko
o Tinh Hu6ng
o Yéu Cau Tang Quota
o Veo 3: Video Generation
o Thi Nghiém
o Diéu Thyc Sy Pa Xay Ra
o POD Skill: Nam Phién Ban Script
Bai Hoc Rut Ra

o

e Chuwong 13: Quan Ly Tri Thitc: RAG, D6 Thi, va BO Nhé
o Tai Sao RAG bon Thuan La Chua bu
o Téng Quan Kién Truc
o B0 Cong Nghé
o Tai Sao Server-3?



o

Cai bat Cognee
o Cai Pat va C4au Hinh
o Docker Compose cho Neo4j
T6 Chirc Dataset
o Bo6n Dataset
o Tai Sao C6 Lap Dataset Quan Trong
Nhép 400 Cuén Sach DevOps
o Pipeline Nhap Liéu
o Cau Chuyén Thuc Té: Con Bao 409 Conflict
o Céau Chuyén Thuc Té: Gidi Han Téc D6 Vertex Al Lam Dinh Tré Moi Th
MCP Server: Tri Thitc Puoc Truy Cap Bdi Agent
o C&u Hinh MCP
o Cau Hinh Claude Code MCP

Crawl4AlI vs Firecrawl: Chon Céong Cu Thu Thap Web
o Firecrawl
o Crawl4Al
o Ma Tran Quyét Pinh

B0 Nhé Than Kinh: D6 Thi Trong Nhw Thé Nao

Bai Hoc Rut Ra

Chuong 14: Diéu Phoi Pa Agent Trong Thuc Té

o

o

Van bé Véi Mot Agent
Kién Truc: Mau Gateway Agent
o Thiét K& Cot Loi
o Giao Ti€p Qua Shared Workspace
Giao Tiép Dya Trén Tmux: Giti T6 Hop Phim Giitra Cac Phién
o Céch ping-claudecode.sh Hoat bong
° Quan Ly Phién
Tao Sub-Agent: Giao Thirc Fast-Track
o Khi Nao Tao Sub-Agent
o Cac Mau Tao Sub-Agent
o Quy Tac cleanup: delete
Chinh Sach Model: Agent Nao Cho Tac Vu Nao
o Quy Tac Cing
o Tai Sao Gemini Sub-Agent Khong Thé Stra Van Dé Hé Thong
Céc Ché b6 That Bai Cua Sub-Agent
o Ché D0 That Bai 1: Giéi Han Context 200K
o Ché D0 That Bai 2: Cap D0 Service Sai (User vs System Systemd)
o Ché DO That Bai 3: That Bai Tham Lang Khi Thi€éu Thuw Muc
Chuoi Fallback Provider
o Thiét Lap Ba Provider

10



o

Giao Tiép Agent Da Server

o Mesh Dua Trén VPN
Phuc Ho6i Mesh Agent: Diéu Ph6i Phan Tan Dya Trén Flock

o Van bé: Hai Agent, Cung Tac Vu

o Tw Phuc Ho6i: Phat Hién va Khéi Phuc Tur Cac Agent Bi Treo
Thuc Hanh T6t Nhat Cho Sub-Agent: Runbook Van Hanh

o Nén Lam

o

o

o Khong Nén Lam
o Template M6 Ta Tac Vu
Bai Hoc Rut Ra

[e]

« PHAN 5: TUONG LAI

e Chuong 15: M& Rong Quy M6 Hé Thong Agent
o Gi6i Thiéu
Phan 1: Tr MOt Agent Dén Mot Mesh Agent
o Giai Poan Mot Agent (Ngay 1-30)
o Thiét K& Mesh Agent (Ngay 30-90)
o Quan Tri Mesh: Ai S& Hitu Céi Gi

[e]

o Phan 2: M& Rong Ngang
o Khi Nao Thém Server
o Baseline Ba Server
o Can Bang Tai Cac Yéu Cau Agent
o Phan 3: Tinh Kha Dung Cao Cta Database — Cac Bai Hoc Khé
o Patroni + etcd: Kién Tric
o Cu6i Tuan 22 Failover: Mot Postmortem
o Cd&u Hinh Patroni (Hardened cho Production)
o Chién Luoc Backup: Ba Kho Luu Trir
o Phan 4: M& Rong BO Nhé va Tri Thirc
o Van bé Véi B6 Nhé Agent Chung
o Cognee Trén Nhiéu Server
o Céac Tang BO Nhé
o Phan 5: M& Rong Chi Phi
o Van bé Ly Thura
o binh C& Model bing
o Quyét Pinh Vé Cron Job
o Phan 6: Quan Ly B6 Nhé O Cap Po OS
o Van bé Swap
Tém Tat

o

e Chuong 16: Bai Hoc Rat Ra — Nhitng Diéu T6i Ubéc Minh Biét Trudc

o Giéi Thiéu
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o Top 10 Sai Lam
o Sai Lam #1: Khong Dat Canh Bao Ngan Sach (Bai Hoc $500)
o Sai Lam #2: Tin Tuwédng Agent V6i Cau Hinh Infrastructure (Sw Co API Proxy)
o Sai Lam #3: Ty Phuc H6i Ton Hon La Céc Van bé N6 Stra
o Sai Lam #4: Khéng Béo Céo Tién Trinh (Im Lang Cta Agent = Lo Lang Nguoi
Dung)
o Sai Lam #5: Hardcode Credentials
o Sai Lam #6: Bo Qua Firewall (Server-3 UFW Chua Bao Gio Puoc Bat)
o Sai Lam #7: Tron Dir Liéu Agent (Van Dé Multi-Tenancy Cognee)
o Sai Lam #8: Over-Engineering Monitoring (Bay Lap v1-v2-v2.2-v2.3)
o Sai Lam #9: Dung Model Sai Cho Tac Vu Sai (Gemini Cho Infrastructure =
That Bai)
o Sai Lam #10: Khong Kiém Tra Output Sub-Agent (That Bai Tham Lang)
° Yéu To Con Nguoi
o AI Tao Nhanh; Moi Thit Khac Mat Lau Gap 10 Lan
o Van bé Hiéu Chinh Tin Tudng
o Dy Poan Cho Linh Vuc
o Tiéu Chudn Héa MCP Sé& Trd Thanh Table Stakes
o Context Window 2M+ Sé& Thay Déi Kién Trtuc B Nh&
o Suy Luan Thich Nghi Sé Thay Thé Prompting Tinh
o Loi Khuyén Cuéi Cho DevOps Engineers Budc Vao Khong Gian AI Agent

« PHU LUC

e Phu Luc A: Tai Liéu Tham Khao Cong Cu va Framework

o Framework Agent

o CrewAl

o LangChain

o AutoGen (Microsoft)

o Claude Code

o Gateway Agent (Orchestrator)
o Infrastructure

o Docker

o Traefik

o HAProxy

o Patroni

o etcd
o Monitoring

o Prometheus

o Grafana

o Alertmanager

o Loki

o Tempo
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o

Tri Thitc va BO Nh¢&
o Cognee
o Firecrawl
o Crawl4Al
o Neo4j
o LanceDB
Bdo Mat
o HashiCorp Vault
o UFW (Uncomplicated Firewall)
o WireGuard VPN
Al API
o Anthropic (Claude)
o OpenAl (GPT)
o Google (Gemini)

[e]

o

o DeepSeek
o Mistral

[e]

Proxy va Can Bang Tai
o API Proxy Service
o API Provider Manager

[e]

Giao Tiép
o Telegram Bot
o Nhan Tin Lién Agent Dya Trén tmux

Phu Luc B: Tai Liéu Tham Khao Gia AI Model (Thang 3 Nam 2026)
o Tham Khao Nhanh: Gid Mo6i MTok
Claude (Anthropic)
° Bang Gia
o Giam Gia va Hé S6 Nhan
o Huwéng Dan Lwa Chon Model Claude
OpenAl (GPT)
o Bang Gia
o Giam Gia va Hé S6 Nhan
o Batch API OpenAl

o

[e]

o

Google (Gemini)
o Bang Gia
o Giam Gia va Hé S6 Nhan

o Free Tier (Google Al Studio)

o

Open Source / Ty Host
o API Pricing (qua API provider)
o Chi Phi Ty Host

Uéc Tinh Chi Phi Hang Théang Theo Tai Agent
o 1M Token/Ngay (~400 yéu cau/ngay)

o
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o 10M Token/Ngay (~4.000 yéu cau/ngay)
° 100M Token/Ngay (~40.000 yéu cau/ngay)
o Ky Thuat T6i Uu Chi Phi
o 1. Prompt Caching
o 2. Ki€m Soat Output Token
o 3. Quan Ly Context Window
o 4. Schema Output C6 Cau Tric
o Theo D&i Gia: Nhitng Gi Thay Péi va Nhitng Gi Can Gidm Sat
Phu luc C: Checklist M6i Truong Production
o 1. Checklist Trudc Khi Deploy

o Code va Configuration
o Testing
o Infrastructure
o QObservability
o Thong Bao
o Ké Hoach Rollback
2. Checklist Bdo Mat Hé Thong
o Network
o Authentication va Secrets

[e]

o System
o TLS va Certificates
o Pac Thu Agent
3. Checklist Quan Ly Chi Phi
o Kiém Soat Budget
o Chon Model Phu Hop
o Hiéu Qua Token
o Kiém Tra Scheduled Job
o Phéat Hién Cost Anomaly
4. Checklist Thiét Lap Monitoring
o Prometheus

o

o

o Alertmanager
o Grafana
o Logging (Loki)
5. Checklist Xtr Ly Sw Co
o 5 Phuat Dau: Triage
o Lénh Chén Poan
o Kiém Ché Su Co
o Giai Quyét

o

o Sau Sy C6 (trong vong 48 gi®)
6. Checklist Debug Agent
o Xac Nhan Van bé

o
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o Kiém Tra Agent
o Céc Pattern L6i Phé Bién
o Debug Prompt
o Debug Tool Use
o 7. Cay Quyét Dinh Chon Model
o Bao Tri Checklist

15



Al Agents Trong Mo6i Truong
Production: Cau Chuyén Chién
Truong Tw Mot DevOps Engineer
An Ban Thw Hai — Thang 3, 2026

Huéng ddn thuc hanh xdy dung, trién khai va van hanh Al agents trong méi
truong production. Dua trén kinh nghiém thuc té vdn hanh hé théng multi-
agent vdi Claude, GPT, Gemini va cdc model md nguén mo.
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PHAN 1: NEN TANG

Chuong 1: Tai Sao Cuon Sach Nay Ra
Doi

“Cdch tét nhdt dé hoc mét diéu gi dé la bi né dét truoc.” — Moi ky suw
DevOps dd tirmg séng sot sau héa don cloud $500

Email Toi Khong Bao Gio Nghi Minh Sé Phai Viét

Luc 2 gior 47 sdng moOt ngay thir Ba, dién thoai t6i rung 1én. Khéng phai canh
bao PagerDuty, khéng phai thong bdo server nga — ma la canh bdo thanh toan
tir Google Cloud. Loai thong bdo khién da day ban nhw chim xuéng trudc khi
ban kip doc con so.

Gan $500 trong 48 gio.

T6i nhin cham cham vao man hinh cé phut. API Gemini. Mot tién trinh t6i da
dé chay ba ngay truéc — thi toéi nghi la mot pipeline tao anh gon gang, gidi
han ré rang cho gan 300 bai blog — da thoat ra khoi vong ki€m soét va dang
vui vé lap di lap lai, tai tao, xt ly lai, d6t token nhw 10 nung khong cé nhiét ké.

Séang hom sau nd vuot $500. Phan hoi ciia Google, sau mot ticket ho tro va 1oi
giai thich thanh that dén x&u ho, 1a “tin dung mién trir mét 1an.” Muoi mot chir
vira ciru tién toi vira phé nat long tu trong cua toi.

Su ¢6 d6 khong phai nguyén nhan t6i viét cuén sach nay. Nhung né lam ro tai
sao cudn sach can ton tai.

Khoang Cach Giitra Demo Va Thuc Té

Nam 2024, moi nha cung cdp Al déu chiéu cho ban xem cung mot demo. Mot
lap trinh vién go yéu cau. Agent suy nghi mot chiat. Code xuét hién. Céac bai
test déu pass. Sao bang trén troi. Khan gia vo tay.
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biéu demo khong bao gio cho ban thay: - Diéu gi xay ra khi agent lap 6 tiéng
voi mét dau vao bi 16i - Cach debug mot hé théng da agent khi ba agent khong
dong y v6i nhau - “100% quota exceeded” trong nhw thé nao khi hon chuc tai
khoan API dong thoi cham giéi han - Biéu cdm trén mat ban khi mot tién trinh
khong kiém soat dét $500 trong 48 gid - Tai sao do6i khi model $0.02/M token
lai hop ly hon model $25/M token - Cach thuc sw theo doéi, giéi han toc do va
kiém sodt chi phi cho céc tién trinh tw dong trong méi truéng production

Cuén sach nay lap day khoang cach d6. Khong phai khoang cach cia demo —
ma la khoang céch cua 3 gio sang.

Nguoi Viét Cuoén Sach Nay La Ai

T6i van hanh ha tang da server trai rong nhiéu vung dia 1y, duoc ho tro bdi cac
nha cung cap cloud va dat phia sau load balancer. Stack nay phuc vu luu luwong
thuc, xtr ly nguoi dung thuc, va tir gitta nam 2024, chay Al agent nhw workload
production hang nhat.

Khoéng phai “agent” theo nghia chatbot c6 bé nhé. Ma la hé thong tu dong
thuc su:

* Gateway agent: Mot Al agent chi em theo do6i cac phién Claude Code cua
toi, xr Iy tw dong hoa trinh duyét, gt tin nhan Telegram, va c6 thé cap
phat tai nguyén khi téi dang ngu

 Dich vu proxy API: M6t céng dinh tuyén cuc bd quan 1y hon chuc tai
khoan API ctia nha cung cap theo phuwong thitc round-robin, véi ty dong
failover khi bat ky tai khoan nao cham quota

» Content pipeline: Cic batch agent tao bai blog, anh va metadata trén
hang tram bai viét

« Infrastructure agent: Céc hé théng c6 thé SSH vao server, kiém tra log,
khéi dong lai dich vu, va — quan trong la — cling ¢ thé mac sai 1am

T6i da van hanh ha tang Al agent trong production suét muoi tdm thang. Toi
da mac gan nhw moi sai lam ma cuén sach nay mo ta. Mot s sai lam téi mac
dén hai lan.

Nén tang cua toi la DevOps va SRE. T6i tw duy theo uptime SLO, cost-per-
request va blast radius. T6i quan tdm dén nhiing thit nhu: diéu gi xay ra khi
cai nay hong lic 3 gio sdng? Ai tra cho sai lam d6? Lam sao t6i nhan duoc
canh béo khi né sai?
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Cuodn sach nay duoc viét tir géc nhin doé.

Piéu Gi Thay Péi Twr 2024 Pén 2026

Khi t6i bat dau xay dung ha tang agent nam 2024, bttc tranh trong nhw thé
nay:

Tinh nang 2024 2026

Model tét nhat Claude 3.5 Sonnet Claude Opus 4.6

Context window 128K token 200K tiéu chudn, 1M beta
b6 tin cay cua tool use ~70% ty 1é thanh cong 95%+ v6i task ro rang
Framework da agent Thr nghiém San sang cho production

Chi phi (model tot nhat) $15/MTok input $5/MTok input (Opus 4.6)
Cong cu debug agent Khong ton tai bang hinh thanh

Quan ly quota Tha cong C6 thé tw dong héa mot phan

Céac model da cai thién vuot bac. Claude 3.5 — 4.6 khong chi la ci bump
marketing — dé la budc nhay vot vé chat luong suy ludn, d6 chinh xac cta tool
use va tinh nhat quan trong ngit canh dai. GPT-4 — 5.x mang lai cai tién tuwong
tw. Gemini tir mot model day hira hen nhung khéng 6n dinh déa tréd thanh tha gi
d6 thuc sw canh tranh vé gia-chat luong.

Nhung day la diéu khong thay d6i: AI agent trong production van hong
theo du moi cach ma phan mém production hong, cong thém moét loai 16i
hoan toan mdéi dac thu cia AI ma nam 2024 chua ai c6 tén goi.

Céc cong cu cho observability, kiém sodt chi phi va diéu phoi da agent da cai
thién, nhung van dang & giai doan “Kubernetes dadu nam 2015”. Ban c6 thé
lam cho né hoat dong. Nhung can cé sw khéo 1éo.

Cudc Cach Mang Context Window

M6t thay d6i cu thé déng duoc chi vy vi né da dinh hinh lai cdch agent hoat
dong.

Nam 2024, 128K token cam giac rat 16n. Nhung thuc té, khi ban thém system
prompt, lich st hoi thoai, dinh nghia tool va vai vong két qua tool, ban da &
80K va bat dau lo lang. Ap luc context budc phai lién tuc ddnh déi: tém tat
nhiéu hon, cat lich st sém hon, chia task thanh c4dc phan nho hon.
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Nam 2026, context window 1M token thay d6i ca bai todn. Ban c6 thé duwa cho
agent toan bd codebase, lich st hoi thoai day dua va két qua tool day dac ma
khong cham giéi han. Diéu nay cho phép:

e Chay tw déng dai hon: Agent cé thé lam viéc trén task phirc tap, nhiéu
budc ma khong mat context

e Bo nhé phong phu hon: Lich s hoi thoai day du thay vi ban tom tat nén

* Debug toét hon: Agent c6 thé xem lai quyét dinh trudc dé cua minh truée
khi hanh dong

 Lién tuc gitra cac phién: Cic file context trai dai nhiéu ngay lam viéc

D4nh d6i la chi phi. Context 1M token ton tién moi khi ban gtii yéu cau.
Context engineering — nghé thuéat quyét dinh cai gi di vao context window va
cai gi duwoc dé€ ra ngoai — da tré thanh mét trong nhitng ki nadng quan trong
nhat trong phét trién agent. Chung ta sé dé cép chi tiét trong Chuong 7.

Cau Chuyén Chién Truong Nén Tang: Hon Chuc Tai Khoan Bi
Suspend Trong Mot Ngay

Trudc khi di tiép, hay dé toi ké cho ban nghe vé ngay toi thay déi hoan toan
cach nghi vé ha tang Al

Bo6i Canh

To6i chay workload Al thong qua mét dich vu proxy cuc b0 — API proxy cua
ching t6i. Proxy nay nam gilta cic agent va nha cung cap model, xt 1y xac
thuc, dinh tuyén, gidi han toc do va failover. Pé mé rong nang luc, toi da dang
ky 15 tai khoan véi mot nha cung cap API (mdét bd téng hop truy cdp API cung
cap tin dung Gemini API mién phi/tro cap).

Hé thong rat thanh lich: agent goi vao proxy cuc bd, proxy round-robin qua 15
tai khoan, va khi bat ky tai khoan nao cham giéi han quota, proxy tw dong
chuyén sang tai khoan kha dung ti€p theo. 15 tai khoan nghia la giGi han téc
d6 hiéu qua gap 15 lan. Théong minh ding khong?
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Pieu Da Xay Ra

Vao mot sang thir Nam thang Hai nam 2026, t6i khoi dong mot job tao noi
dung batch 16n: gan 300 bai blog, moi bai can tao tiéu dé, tao outline, tao noi
dung va tao metadata anh. Bon 10i goi API méi bai. Hon 1.000 1oi goi API téng
cong.

Dau hiéu dau tién cé gi doé sai xuat hién lac 11:23 sang: dashboard theo doi
cua toi cho thay quota can kiét trén Tai khoan 1. Binh thuong. Proxy nén
chuyén sang Tai khoan 2.

N6 da lam vay. Tai khoan 2 can kiét lic 11:31 séang.

Pén trua, tat ca 15 tai khoan déu & 100% quota. Proxy khong con tai khoan
nao dé failover. Nhung day la van dé thuc su: téi khéong dé€ y. Cac agent van
ti€p tuc thir, proxy van tra vé 16i, va job batch cta téi — duoc thiét ké dé thw
lai khi gap 10i — dang hammering vao endpoint, d6t hét phan token it i con
lai trén tat ca 15 tai khodn dé cé 1ay bdt ky phan héi nao.

bén 2 gio chiéu, tat cad 15 tai khodn nha cung cap bi suspend.

Nguyén nhan: Job batch nang token hon nhiéu so véi téi wéc tinh. Toi da
khéng tinh dén system prompt (ma tdi d& mé réong ddng k€ hai ngay trudc do),
soO lwong output token (Gemini tao JSON dai dong), hay viéc chi riéng
metadata anh da tiéu thu gap 3 lan duw kién.

Hiéu Ung Day Chuyén

Viéc suspend tat ca 15 tai khoan khong chi giét chét job batch. N6 giét chét
moi thit chay qua céc tai khoan dé:

» Ki€ém tra stc khde cua gateway agent (chay trén cron 3 phut, tiéu thu
token)
 Hai tién trinh agent chay nén theo doi server
* Content pipeline cho mot du an khac
Toi danh sdu tiéng chiéu thir Nam dé xr 1y sw c6. Khéng cdo tai khoan véi nha
cung cap (hau hét duwoc khoi phuc trong vong 24 gi¢). Hoan thanh tha céng

job batch théng qua moét API key khéc. Viét lai cron ki€m tra sttc khde dé dung
model ré hon.
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Thay Péi Sau Pé

Su ¢6 nay budc ra mot tadp quyét dinh ma 1€ ra t6éi phai dwa ra nhiéu thang
trudce:

1. Theo do6i ngan sach token moi job

Trudce khi bat ky batch job nao chay, toi wdc tinh lwong token tiéu thu moi yéu
cau:

estimated input tokens = (
system prompt tokens +
example_tokens +
request_content_tokens
)
estimated output tokens = expected output length
estimated cost = (
estimated_input_tokens * input_price per_token +
estimated output tokens * output price per token
) * batch size

print(f"Estimated cost: ${estimated cost:.2f}")
print(f"Estimated tokens: {(estimated input tokens + estimated output tokens) * batch size:,}")

Néu wdc tinh vuot ngudng, toéi yéu cau xac nhan ro rang trude khi ti€n hanh.
2. Circuit breaker trong logic retry

Job batch thir lai moi 16i, k€ ca can kiét quota. P4y la nguyén nhéan truc tiép
cua hiéu ing day chuyén. Sau sy c6 nay, moi batch job déu cé circuit breaker:

class QuotaCircuitBreaker:
def  init (self, threshold: int = 5, window_seconds: int = 60):
self.failures = []
self.threshold = threshold
self.window_seconds = window_seconds
self.open = False

def record failure(self, error type: str):
now = time.time()
self.failures = [f for f in self.failures
if now - f['time'] < self.window seconds]
self.failures.append({'time': now, 'type': error_type})

if len(self.failures) >= self.threshold:
self.open = True
raise CircuitOpenException(
f"Circuit breaker opened after {self.threshold} failures. "
f"Pausing to prevent quota cascade."

3. Health check khéng dung model dat tién
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Moi health check dang do6t token déu dung cung model véi workload chinh.
Sau su c6, health check chuyén sang dung model ré nhat cé thé (Gemini
Flash, hoac khong dung model nao cho céc ki€m tra khéng can Al). Téi cling
x0a tat ca job health check dua trén cron va thay bang kiém tra theo su kién,
chi chay khi c¢6 luu luwong thuc.

4. Phan vung tai khoan

15 tai khoan nha cung cap nay dwoc chia thanh cac pool: 10 cho workload
production, 5 danh riéng cho health check va monitoring. Job batch khéng thé
lam can pool monitoring.

5. Toi wu file context

Trong phan Ung khéan cép, t6i ki€m tra moi file context ma agent dang load.
Két qua dang kinh ngac:

File Context Truoéc Sau Giam
System prompt | 4.200 token | 380 token | 91%
binh nghia tool | 2.800 token | 690 token | 75%
Memory context | 2.030 token | 127 token | 94%
Téng 9.030 token | 797 token | 91%

Moi yéu cau agent tiéu thu 9.030 token trudce khi ¢é bdt ky néi dung thuc nao.
O quy mé 16n, diéu nay rat tan khéc. Coéng viéc t6i uu — loai bo tai liéu dai
dong khdi system prompt, nén dinh nghia tool, chuyén memory sang truy xuéat
theo yéu cau — da gidm chi phi baseline moéi yéu cau xuong 91%.

Chung ta sé dé cap context engineering chi tiét trong Chwong 7. Bdn ngan
gon: system prompt cua ban khéng phai file README. Viét n6 nhu thé né tén
tién, vi nd ton that.

NoOi Dung Cuon Sach Nay

Cudén sach nay duoc t6 chirc xung quanh vong doi thuc té cua Al agent trong
production. Phan 1 dé cap nén tang — agent thuc sw la gi, cach chon model va
cach suy nghi vé chi phi. Phan 2 dé cap kién tric — céch thiét ké hé théng
agent c6 thé quan st duoc, ddng tin cly va c6 thé phuc hoéi. Phan 3 dé cap
nhitng phan kh6 — diéu phéi da agent, hé thong bé nhé va context
engineering. Phan 4 dé cip van hanh — monitoring, phan Gmg sw c6, kiém soét
chi phi va bdo mat.
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Mo6i chwong bao gom it nhat mét cau chuyén chién truong tir ha tang thuc té
cua toi. Pay khong phai giad thuyét. Nhitng sai lam dwoc mo té la sai lam t6i da
mac, véi chi phi thuc (ca tai chinh 1an thit khac). Céac gidi phap duwoc mo ta la
nhiing giadi phap dang chay trong moéi truong production cua toi.

Céac vi du code la that. Config la that (véi thong tin xac thuc da duoc x6a). Gia
ca hién tai tinh dén thang 3 nam 2026, du cac model thay d6i du thuong xuyén
dé ban nén xac minh trudc khi dua ra quyét dinh kién triac 16m.

Cuon Sach Nay Khong Pé Cap

bay khong phai cuén sach vé: - Xay dung chatbot dau tién cta ban - Prompt
engineering cho treong hop st dung tiéu dung - Cach dung Claude hay
ChatGPT tur giao dién web - Ly thuyét machine learning hay huan luyén model
- Xay dung model tuy chinh

Néu ban hoan toan mdi véi Al API, ban c¢6 th€ mudn bat dau véi tai nguyén
gidi thiéu hon. Cudn sich nay gid dinh ban da it nhat ting dung AI API, hi€u
cac khai niém HTTP co ban, va quen vdi terminal.

Cuén Sach Nay Danh Cho Ai

Doi tuong chinh: Ky sw DevOps, SRE va platform engineer dang duoc yéu
cau chay Al agent workload trong production. Nguoi da ké thira mot hé théng
agent nguoi khac x4y va tw hdi tai sao né ctr hong. Nguoi chuédn bi xay mot hé
théng va muén tranh céc sai lam hién nhién.

Poi tuwong phu: Ki su backend x4y dung tinh nang powered by agent can
hiéu cédc moi quan tdm vé ha tang. Tech lead dwa ra quyét dinh kién truc vé
tich hop Al. Engineering manager mudn hi€u nhitng gi team ho dang néi vé do
phtc tap ctua Al agent.

Khong danh cho: Nha nghién cttu, hoc gia, hay nguoi quan tam chu yéu dén
khia canh ly thuyét cua Al. DPinh huéng & day hoan toan thuc té: cai gi hoat
dong, cai gi hdng, cai gi tén bao nhiéu, va cach sura.
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Mot Ghi Chu Vé Sy Thanh That

Toi sé néi thang vé nhitng that bai xuyén suét cuén sach nay. Héa don Gemini

$500 khéng phai sw cd xau h6 duy nhat ban sé doc. C6 nhitng chwong mo6 ta hé
thong da agent bi deadlock, agent chinh stra nham config va lam héng dich vu
production, va mdt sy c6 bao mat lién quan dén token bi 16 qua lich st chat.

biéu nay la c6 chu y. Cong dong DevOps c6 truyén théng manh vé postmortem
khéng dé6 16i va bdo cdo su ¢6 trung thuc vi ching téi da hoc — thuong rat dau
— rang gia vo that bai khéng xdy ra ngan can viéc hoc hoi. Toi dang ap dung
truyén théng d6 vao ha tang Al agent.

Nganh Al, nguoc lai, ¢ truyén thong manh vé viéc chi trinh dién nhitng demo
hoat dong. Cuon sach nay la mat con lai cua dé.

Cach Su Dung Cudn Sach Nay

Néu ban dang danh gia AI agent cho production: Doc Chuong 1-3 (Phan
1) va Chuong 12 (Kiém Soéat Chi Phi). Pay la khung tw duy va con sé ban can
dé danh gia.

Néu ban dang thiét ké hé thong agent: Doc Chuong 4-8 (Phan 1-2). Cac

chuong kién tric sé ctru ban khdi nhitng sai 1dm c&u tric phé bién nhat.

Néu ban dang debug hé théng agent hién tai: Chuyén thdng dén Chuong
14 (Cau Chuyén Chién Truong Debug). Sau dé doc cadc chuwong nén tang lién
quan dén van dé cu thé cua ban.

Néu ban dang nhan canh bao vé agent trong production: Chuong 13
(Phan Unhg Suw C6 cho Hé Théng Al) trudc. Phan con lai cé thé chd dén sang.

Néu ban muén hiéu toan b birc tranh: Doc theo thit tw. Cé tham chiéu
chéo, nhung méi chwong duoc thiét ké dé ding doc 1ap néu can.

Thiét Lap Khién Moi Thi& Tré Nén Thuc Té

Xuyén su6t cudn sach, toi sé tham chiéu dén ha tang thyc té cua chung toi.
Day la ban d6 nhanh dé ban dinh huéng khi to6i dé cap dén cic thanh phéan cu
thé:
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Infrastructure Map (March 2026)

Internet - Load Balancer (cloud provider)

{

Node-01 Node-02
(Region A) (Region A)
Primary web Agent runner
Traffic + API Background jobs

|
Node-03
(Region B)

Data processing
Content pipeline

Local workstation (me):
L— API Proxy Service (port 3000)
— Provider Pool A (10 accounts) - Gemini API
— Provider Pool B (5 accounts) - Monitoring only
L— Direct API keys (Claude, OpenAlI)

AI Agents running:
— Claude Code (primary development assistant)
— Gateway Agent (sister agent, browser + messaging)
— Content Pipeline (batch generation)
L— Infrastructure Monitor (event-driven, not cron)

Khi t6i néi “agent da SSH vao Node-01,” day la diéu t6i muén néi. Khi toi nodi
“proxy da xoay sang tai khoan nha cung céap ti€p theo,” day la hé thong dang
thuc hién viéc xoay.

Trudc Khi Bat Pau

T6i mudn lam ré mot diéu trudce khi di tiép: Al agent trong production thuc sw
manh mé. Ly do téi van hanh ha tdng nay khéng phai la kh6é dam. Gateway
agent cua chung t6i da tiét kiém hang gio moi tuan. Content pipeline tao ra
trong vai gio thir sé mat nhiéu ngay néu lam thu céng. Claude Code, chay nhw
agent v6i quyén truy cap filesystem, da viét, test va deploy tinh nang trong khi
toi ngu.

Tién dé cua cudn sach nay khong phai “Al agent nguy hiém, hay tranh.” Tién
dé la “Al agent la c6ng cu manh mé doi hdi sy chuyén nghiép nhw bat ky ha
tang production nao khac.”
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Ban sé khong deploy database méi ma khong c6é monitoring, backup va ké
hoach phan Umg sw c6. Ban sé khéng chay job queue ma khong c6 dead letter
queue, gidi han retry va circuit breaker. Al agent ximg dang duoc doi x véi sw
nghiém tuc tuong tu.

Cac cau chuyén chién truong trong cuon sach nay khong phai la 1y 1€ chong lai
viéc x4y dung vdi Al agent. Chung la 1y 18 dé€ x4y dung véi Al agent diung cdch.

Hay bat dau thoi.

Piém Mau Chot

Al agent trong production cé khoang céach gilta hita hen ctia demo va thuc
té van hanh ma cuén sach nay giai quyét truc tiép

» Ha tang agent production thuc sw can monitoring, kiém soét chi phi,
circuit breaker va phan tng sw c6 — giéng nhw bat ky hé théng production
nao

e Sur c6 Gemini ~$500 va 15 tai khoan bi suspend déu do thiéu guardrail,
khong phai do 16i model

» Context engineering (ki€ém soat nhiing gi di vao moéi yéu cau) la mot trong
nhiing t6i uu c6 don bay cao nhat — gidm 91% token la cé thé dat duoc

 Birc tranh Al thay doi dang ké tir 2024-2026: model cai thién vuot béac,
nhung thach thic van hanh van con

¢ Cubn sach nay duoc viét tir géc nhin DevOps/SRE: uptime, chi phi, blast
radius va kha nang nhan canh béo luc 3 gio séng

Tiép theo: Chuong 2 — Al Agent Thuc Suw La Gi?
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Chuong 2: AI Agent Thuc Sw La Gi1?

“Agent chi la mét model trong vong ldp véi quyén truy cdp tool. Phdn
ddng so la diéu doé quan trong dén mitc nao.” — Ky sw cdp cao, trong
buéi review sau su c6

Van Pé Pinh Nghia

Hoéi muoi nguoi “Al agent” 1a gi va ban sé nhan dwoc muoi hai dinh nghia. Do6i
marketing dung né dé chi bat ky tinh nang Al nao. Nha nghién ctu dung né
cho hé théng c6 tinh chat tw cha chinh thitc. Nha cung cap dung né cho bat cw
thit gi ho dang ban trong quy nay.

Cho muc dich cua cuén sach nay, day la dinh nghia lam viéc:

Al agent la hé théng dung language model dé quyét dinh hanh déng
nao can thuc hién, sau dé thuc hién nhimng hanh dong do, va tiép tuc
chu ky nay cho dén khi muc tiéu dat duoc hoac diéu kién két thic duwoc
dap ung.

Thé thoi. Khéng cé phép mau. Khong cé y thirc. Khong cé tri gidc. Mot model
trong vong lap véi tool va diéu kién dung.

binh nghia nay co6 tinh khong hao nhoéng, vi cac thach thic ki thuat cua Al
agent cing khong hao nhoang. Ching la nhitng thach thic ton tai trong bat ky
hé théng tw dong nao: quan ly trang thdi, phuc héi 16i, observability, kiém soéat
chi phi, va cdu héi rat nguoi nay: “diéu gi xay ra khi né lam diéu t6i khéng
mong doi?”

Hay xay dung tlr cdc nguyén tac co ban.

Language Model Thuc Sw La Gi

Trudc khi ndi vé agent, ching ta can lam ré nhiing gi language model lam, vi
nhiéu 16i agent bat nguén tir hiéu nham diéu nay.

Language model 1a mét ham: cho mét chuoi token (van ban), dw doan
phan phéi xac suat trén token tiép theo.

28



b6 la toan bd co ché. Moi thir khdc — st dung tool, suy luan, tao code, tuan
theo huéng dan — déu xuat hién tir viéc huan luyén ham nay trén luwong van
ban do con nguoi tao ra khéng 16, sau dd fine-tune d€ tuan theo hudéng dan va
dung céac tool duoc cung cap.

biéu nay c6 mot hé qua quan trong: language model khong co6 trang thai
gitta cac lan goi. Moi 10i goi API la stateless. Model khéng nhé 1an goi trude.
N6 chi thay nhiing gi ban dua vao context window cta yéu cau hién tai.

Khi ching ta néi vé agent cé “bd nhé”, ching ta dang néi vé hé théng dua
thong tin qua khir lién quan vao moi yéu cau méi. BO nhé nam trong code,
khong phai trong model.

bay khong phai giéi han can khac phuc. Day la nguyén tac thiét ké can noi
tdm hoa. Khi ban hi€u rang bd nhé 1a lya chon ki thuét, khong phai tinh nang
cua model, ban bat dau dwa ra quyét dinh tot hon vé nhiing gi can nhé, cach
cau truc no, va khi nao thi loai bo.

Vong Lap Agent

Moi Al agent, bat ké framework hay do phtc tap, déu thuc thi mot bién thé
cua vong lap nay:

AGENT LOOP |

1. OBSERVE
Gather current state:
- Task description
- Previous actions + results
- Available tools
- Memory/context
|
v
2. PLAN
Call language model with context
Model decides: continue/act/stop
|
v
3. EXECUTE
If action chosen: run the tool
Capture result (success or error)
|
v
4. EVALUATE
Did we reach the goal?
Should we continue?
Did something go wrong?

v
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Loop back to OBSERVE |
| (or terminate) |

Vong lap nay chay cho dén khi moét trong cac diéu kién sau: - Model quyét dinh
task da hoan thanh - Diéu kién két thic duwoc dap uing (giéi han budc, gidi han
thoi gian, gidi han ngén séch) - Xay ra 16i khong thé phuc héi - Tin hiéu bén
ngoai dung vong lap (con nguoi trong vong lap, circuit breaker)

Day la vong lap tuong tw trong Python — moét trién khai agent t6i gidn nhung
hoat dong duoc:

import anthropic
import json
from typing import Any

client = anthropic.Anthropic()

def run_agent(task: str, tools: list[dict], max _steps: int = 20) -> str:
Minimal agent loop. Runs until completion or step limit.
Returns final response text.
messages = [{"role": "user", "content": task}]
step = 0

while step < max_steps:
step += 1
print(f"[Step {step}] Calling model...")

# PLAN: Ask the model what to do
response = client.messages.create(
model="claude-opus-4-6",
max_tokens=4096,
tools=tools,
messages=messages,

print(f"[Step {step}] Stop reason: {response.stop reason}")

# EVALUATE: Did we finish?
if response.stop reason == "end turn":
# Model decided it's done
final text = next(
block.text for block in response.content
if hasattr(block, "text")
)

return final text

# OBSERVE: Collect tool calls from response
tool uses = [

block for block in response.content

if block.type == "tool use"

if not tool uses:
# Model stopped but didn't finish and didn't call tools
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def

# This is an unexpected state — handle it

raise RuntimeError(f"Agent stuck: stop reason={response.stop reason},

# Add assistant message to history
messages.append({"role": "assistant", "content": response.content})

# EXECUTE: Run each tool call
tool results = []
for tool use in tool uses:
print(f"[Step {step}] Executing tool: {tool use.name}")
result = execute tool(tool use.name, tool use.input)
tool results.append({
"type": "tool result",
"tool use id": tool use.id,
"content": json.dumps(result),

1)

# Add results to history — loop continues
messages.append({"role": "user", "content": tool results})

raise RuntimeError(f"Agent exceeded max steps={max_steps}")

execute tool(name: str, inputs: dict[str, Any]) -> Any:
"""Dispatch tool calls to actual implementations."""
tool registry = {

"read file": tool_read_file,

"write file": tool write file,

"run_command": tool run_command,

"search web": tool_search_web,

}

if name not in tool registry:
return {"error": f"Unknown tool: {name}"}

try:
return tool registry[name] (**inputs)

except Exception as e:
# Return errors as data — let the model decide what to do
return {"error": str(e), "tool": name, "inputs": inputs}

no tool calls")

bay la khung xwong cua moi hé théng agent toéi chay trong production, duoc
ma& rong voi: - Pém token va ap dung ngan sach trudc moi budce - Ghi log cd

cau triac moi lan goi model va thuc thi tool - Xt ly timeout & cap tool - Circuit
breaker cho céc 16i lap lai - Trang théi luu trir d€ cic 1an chay c6 thé tiép tuc
sau khi bi gian doan

Chung ta sé dé cap tat ca nhitng diéu nay ¢ cac chuwong sau. Bay gio hay noi
tdm héa vong lap: Quan sat —» Lap ké hoach » Thuc thi - Panh gia - lap

Diéu Phan Biét Agent Vé6i Chatbot

Su phan biét quan trong vé mat van hanh, khong phai triét hoc.
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Thuoc tinh

Luot hoi thoai

Quyén truy cap tool

Tac dong phu
Thoi gian

Con nguoi trong
vong lap

Ho6 so chi phi
Blast radius khi 16i

Nhu cau
observability

Chatbot

Do nguoi dung diéu
khién

T6i thi€u hoac khong
cé

Khong cé

Mot luot

Mobi luot

Moi truy van

Thap

Théap

Copilot

Do nguoi dung diéu
khién

Chi doc

Chigoiy
Mot luot

Moi luot

MO6i truy van

Thap

Théap

Agent

Tuw diéu khién

boc va ghi

Thay déi truc tiép
Nhiéu lwot, tur dong

Tuy chon hoac khong

Tich luy

Cé thé cao

Cao

Chatbot cho ban néi gi dé. Agent tw quyét dinh phai lam gi ti€p theo.

Copilot (GitHub Copilot, Claude trong trinh soan thao) goi y. Ban chap nhéan
hoac tlr chéi. N6 khong thé thay déi file ma khong cé sw chap thuén cua ban.

Agent thuc hién hanh dong. N6 c6 thé doc file, ghi file, chay 1énh shell, goi
API, chinh stra database — bat cit tool nao ban cdp. Néu ban cap cho agent
quyén ghi vao database production va né duwa ra quyét dinh sai, database sé
sai. Khong c6 10i nhac “ban c6 chac khéng?” trir khi ban tw xay dung.

bay la ly do tai sao ky luat ky thuat xung quanh agent quan trong hon nhiéu so
véi chatbot. Blast radius caa mot 16i agent ty 1€ thuan véi quyén han

ban cap cho no.

Cac Loai Kién Truc Agent

Agent Don

Kién tric don gian nhat: mot model, mot vong lap, mot bo tool.

User -» Agent (Model + Tools) - Result

Khi nao dung: Task c6 pham vi ro rang. Mot agent don quan ly deployment,
tom tat log, hoac tao ndi dung cho mot pipeline cu thé. Agent lam mot loai

cobng viéc va lam tot.
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Dang 10i: Piém 16i don. Néu model bi nham 1an, khong cé vy kién thi hai. Task
dai tich lfty context cho dén khi window day, doi hdi quan 1y context can than.

Cach chung t6i dung: Tao ndi dung moi bai blog. Agent nhén tiéu dé va
outline, tao ndi dung, ghi vao file. Pau vao ré rang, dau ra ro rang, pham vi
htru han.

DPa Agent (Orchestrator + Specialist)

Mot orchestrator agent phan ra task phirc tap va uy thac cho cac subagent
chuyén biét.

User - Orchestrator
— Research Agent - results
F— Writing Agent - draft
— Review Agent - feedback
L— Final output

Khi nao dung: Task tyw nhién phan ra thanh cac giai doan riéng biét. Khi ban
muodn chuyén gia — mot agent t6i wu hdéa nghién ctru, agent chuyén code,
review agent voi tiéu chi khac.

Dang 10i: Loi orchestrator gay hiéu img day chuyén. Giao tiép giita cac agent
doi héi thiét ké interface can than (orchestrator truyén dinh dang nao cho
writer? Writer tra vé gi?). Debug khé hon vi 16i c¢6 thé phét sinh & bat ky cap
nao.

Cach chung toi dung: Cap doéi Claude Code + gateway agent. Claude Code
xwr ly trién khai; gateway agent xtr ly tw dong héa trinh duyét, nhan tin va céc
task can xac nhan truc quan. Ching giao ti€p qua thuw muc workspace chia sé
va hé thong nhan tin.

Mesh / Swarm

Nhiéu agent hoat déng song song, c6 thé theo déi nhau, khéng c6 orchestrator
don.

Agent A < Agent B
) g
Agent C «» Agent D

Khi nao dung: Task throughput cao noi tinh song song quan trong hon diéu
phéi. Task monitoring noi sy du thira c6 gia tri.
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Dang 10i: Phic tap. Race condition. Cong viéc trung lap. Chi phi diéu phéi cé
thé vuot qud loi ich cta tinh song song. Chi phi token nhén 1&én v4i méi agent.

Kinh nghiém cua ching toi: Toi da chay hé théng monitoring mesh vao cudi
nam 2025. Sdu agent, moi agent chiu trach nhiém moét tap hop con dich vu,
bdo cdo vao state store chia sé. Monitoring hoat dong. Cac agent ciing chay
health check méi 3 phut mbi agent, tiéu thu token lién tuc. Chi phi da 16n dé
toi tat no va thay bang event-driven monitoring. Thém vé diéu nay trong phan
cau chuyén chién truong.

Kién Truc Gateway Agent: Hé Thong Pa Agent Thuc Té

Thay vi bia ra mot vi du gia thuyét, hay dé téi mo ta kién tric da agent thuc sy
dang chay trén ha tang cta chung t6i tinh dén thang 3 nam 2026.

Gateway Agent System |

1 I 1 |
| Gateway | | Orchestrator | |
| | | |
| Receives |—| - Parses incoming events | |
| events | | - Decides which agent to use | |
| via Tele- | | - Manages conversation context | |
| gram/HTTP | | - Routes results back ||
| : |
| |

| I 1

| |

v v v

Browser Agent Research Agent Comms Agent

Playwright Web search Telegram
Screenshot Summarization WhatsApp
Form fill Fact extraction Discord
Navigation

Shared Memory

/opt/agents/workspace/

— memory/YYYY-MM-DD.md (daily logs)

F— inbox/from-gateway.md (tasks for Claude)
F— inbox/from-claudecode.md (tasks for gateway)
— research/ (research outputs)
L— MEMORY.md (long-term memory)

Communicates with
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v

Claude Code

assistant with
filesystem and

| |
| |
| |
| Primary dev |
| |
| |
| terminal access |
| |

Céac quyét dinh thiét ké quan trong trong kién trac nay:

1. Phan tach méi quan tam: Moi subagent c6 pham vi hep. Browser agent
khong biét vé Telegram. Research agent khéng cé quyén ghi filesystem. Pham
vi hep gidi han blast radius va lam cho viéc debug cé thé thuc hién duoc.

2. Giao tiép qua file: Céac agent giao ti€p qua céac file trong /opt/agents/
workspace/, khong phai 10i goi API truc ti€p védi nhau. Diéu nay c6 nghia giao
ti€p la: - Bén vimg (ton tai sau khi khoi dong lai) - Cé thé kiém tra (t6i c6 thé
doc thw muc inbox dé xem nhiing gi da gui) - Tach roi (cdc agent khoéng can
chay déng thoi) - Cé thé debug (tdi c6 thé viét thu céng vao inbox dé test hanh
vi)

3. Quan ly bé nhé ré rang: B6 nhé khong chi la lich st hoi thoai tich 1ay.
Gateway agent ghi nhat ky hang ngay c6 cau truc, duy tri file MEMORY.md dai
han, va truyén context lién quan cho subagent thay vi toan b0 lich st. Diéu
nay giup context window quan ly duoc.

4. Huong sw kién, khong phai polling: Gateway agent khong chay theo lich
trinh, kiém tra moi thit moéi N phat. N6 phan hoi céc sy kién (tin nhan
Telegram, thong bdo tir Claude Code, su kién hé théng). Day la bai hoc tlr thi
nghiém mesh monitor.

bay la vong lap xu ly su kién don gian héa trong orchestrator:

class GatewayOrchestrator:
def init (self):

self.model = "claude-sonnet-4-6"

self.specialist models = {
"browser": "claude-opus-4-6",
"research": "claude-sonnet-4-6",
"comms": "claude-haiku-4-5",

}

self.memory = MemoryManager("/opt/agents/workspace/")

def handle event(self, event: dict) -> None:

context = self.memory.load relevant(event)
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route = self. decide route(event, context)

if route.requires specialist:
result = self. delegate to specialist(
specialist=route.specialist,
task=route.task description,
context=context,

)

else:

result = self. handle directly(event, context)
self.memory.record(event, result)

if route.should notify:
self._send_notification(result, route.notification_channel)

def decide route(self, event: dict, context: dict) -> Route:

response = client.messages.create(
model="claude-haiku-4-5",
max_tokens=256,
system=ROUTING SYSTEM PROMPT,
messages=[{
"role": "user",
"content": f"Event: {json.dumps(event)}\nContext summary: {context['summary']}"
]
)
return Route.parse(response.content[0].text)

Model dinh tuyén ludn 1a option ré nhat cé thé lam viéc mot cach déng tin cay.
DPay la chu dé tai dién: khép kha nang model v6i do phirc tap task. Quyét dinh
dinh tuyén can phan loai, khéng can suy luan. Dung Haiku cho phéan loai. P&
danh Opus cho nhiing task thuc sw can no.

Tool: Doi Tay Cua Agent

Agent khéng c6 tool chi la chatbot suy nghi nhiéu hon. Tool la thit cho agent
kha nang tac dong dén thé gidi.

Thiét ké tool la mét trong nhitng khia canh quan trong nhat va bi danh gia
thap nhat cua phat trién agent. Tool thiét ké kém dan dén: - Agent goi tool vdi
doi s6 sai (interface khéng ro rang) - Loi khong thé phuc héi (tool khéng
idempotent khong cé bién phéap bao vé) - L6 héng bdo mat (tool véi quyén qué
muc) - Chi phi dot bién (tool tu tiéu thu token hoac tién)
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Nguyén Tac Thiét Ké Tool
1. Lam tool atomic va tap trung
Tool lam mot viéc dé str dung dung hon tool lam nhiéu viéc. Thay vi:

# Bad: tool does too much
@tool
def manage files(action: str, path: str, content: str = None, recursive: bool = False):

"""Create, read, update, delete files. action can be 'create', 'read', 'update', 'delete'."""

Uu tién:

# Good: separate tools for separate concerns
@tool
def read file(path: str) -> str:
"""Read the contents of a file at the given path."""

@tool
def write file(path: str, content: str) -> dict:
"""Write content to a file. Creates if not exists, overwrites if exists."""

@tool
def delete file(path: str) -> dict:
"""Delete a file. Returns error if file does not exist."""

Model phai quyét dinh tool nao can goi. Hay cho né nhimg lua chon don gian,
khong mo ho.

2. Tra vé két qua co cau trac, day du thong tin

Két qua tool la “quan sat” tié€p theo ciia model. Lam n6 du phong phu dé
model hi€u diéu gi da xay ra.

# Bad: minimal result

def deploy service(service: str, version: str) -> str:
run_deploy(service, version)
return "done"

# Good: structured result with context
def deploy service(service: str, version: str) -> dict:
start time = time.time()
try:
result = run_deploy(service, version)
return {
“status": "success",
"service": service,
"version": version,
"duration seconds": time.time() - start time,
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"endpoint": result.endpoint,
"health check": result.health_status,
}
except DeploymentError as e:
return {
"status": "error",
"service": service,
"version": version,
"error": str(e),
"error type": type(e). name ,
"recoverable": e.is recoverable,
"suggested action": e.suggested action,

3. Xay dung bién phap bao vé vao tool nguy hiém
Tool c6 tac dong phu pha huy nén bao gom co ché xac nhan hoac gidi han:

@tool
def run_shell command(
command: str,
working directory: str = "/tmp",
timeout seconds: int = 30,
allow network: bool = False,
) -> dict:
Run a shell command. Restricted to safe paths by default.
Will refuse commands that match dangerous patterns.
DANGEROUS PATTERNS = [
r'rm\s+-rf\s+/",
r'":\N(\)\{.*\}", # Fork bomb
r'dd\s+if=/dev/",
r'mkfs\.",

for pattern in DANGEROUS PATTERNS:
if re.search(pattern, command):
return {
"status": "refused",
"reason": f"Command matches dangerous pattern: {pattern}",
"command": command,

}
# Restrict working directory to safe paths
safe roots = ["/tmp", "/home/agent", "/workspace"]
if not any(working directory.startswith(root) for root in safe roots):
return {
"status": "refused",
"reason": f"Working directory {working directory} not in safe paths",
}
try:
result = subprocess.run(
command,
shell=True,

cwd=working directory,
capture output=True,
text=True,
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timeout=timeout seconds,
)
return {
"status": "success",
"stdout": result.stdout[-4000:1, # Truncate long outputs
"stderr": result.stderr[-1000:17,
"return code": result.returncode,

}
except subprocess.TimeoutExpired:
return {"status": "timeout", "command": command, "timeout": timeout seconds}

4. Lam tool c6 thé quan sat

M6i 1an goi tool nén dwoc ghi log. Ban can biét agent cua ban da lam gi.

import functools
import logging

def observable tool(func):
"""Decorator that logs all tool calls."""
@functools.wraps(func)
def wrapper(*args, **kwargs):
call id = str(uuid.uuid4())[:8]
logger.info(f"TOOL CALL [{call id}] {func. name }: args={args} kwargs={kwargs}")
start = time.time()
try:
result = func(*args, **kwargs)
duration = time.time() - start
logger.info(f"TOOL RESULT [{call id}] {func. name }: duration={duration:.2f}s
status={result.get('status', 'unknown')}")
return result
except Exception as e:
duration = time.time() - start
logger.error(f"TOOL ERROR [{call_id}] {func._name_ }: duration={duration:.2f}s
error={e}")
raise
return wrapper

Cau Chuyén Chién Truong: Hé Thong Agent Mesh Monitor
Tw P6t Minh

Quy 4 nam 2025, t6i da xay dung th c6 vé la gidi phap thanh lich cho
monitoring ha tang.
Thiét Lap

S&u agent nhe, moi agent duoc giao theo déi mot tap hop con dich vu: - Agent
Alpha: Web server (Node-01, Node-02) - Agent Beta: Database (PostgreSQL +
Redis) - Agent Gamma: Dich vu API (API proxy, application endpoint) - Agent
Delta: Content delivery va static asset - Agent Epsilon: Chimg chi SSL va DNS
- Agent Zeta: D0 sau hang doi workload Al
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Mobi agent chay theo cron 3 phut, kiém tra dich vu duogc giao va ghi trang théi
vao file trang théi chia sé. Agent “coordinator” thit bay doc file trang thai moi
10 phut va gtri tom tat hang ngay 1én Telegram.

Thiét ké thuc su viitng chac tir géc do do tin cdy. Cac agent doc lap — 16i &
Agent Alpha khong anh hudng Agent Beta. Trang thdi chia sé la moét file JSON
don gian véi file locking dé tranh ghi dong thoi. Khéng agent nao cé quyén ghi
vao bat cr ddu ngoai tru file trang thai.

Van Deée
Tiéu thu token ¢ quy mo 1é6n.

M6i 1an goi agent, bao gém system prompt, dinh nghia tool va ban kiém tra
monitoring, tiéu thu xap xi:

e System prompt: 380 token

* binh nghia tool (6 monitoring tool): 890 token
» M6 ta task: ~120 token

* Phan hoi: ~200-400 token

e Thuc thi tool + két qua: ~150-300 token

Téng mobi 1an kiém tra: khoang 1.700 token moi lan chay agent.

S4u agent, moi 3 phut, bang 2 1an chay agent moi phut trén toan fleet, 2.880
lan chay moi ngay. Vi 1.700 token moi 1an chay:

2,880 runs/day x 1,700 tokens/run = 4,896,000 tokens/day
At $3/MTok input + $15/MTok output (Sonnet 4.6):
~$0.012 per run x 2,880 runs = $34.56/day

Coordinator agent thém khoang $3/ngay nira.
$37,56 méi ngay dé biét server c6 dang chay khong.

DE€ so sanh: chi phi server thuc té cla toi la $48/théang. T6i dang chi nhiéu hon
cho monitoring so véi tinh toan.
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Van Pé Té Hon

Céac agent phat hién van dé. To6i da xay phan dé dung. biéu t6i khong luong
trudce 1a cdc agent phdt hién vdn dé ciing tao ra nhiéu token hon. Kiém tra
binh thuong: 1.700 token. Ki€ém tra phat hién van dé va can diéu tra thém:
4.000-8.000 token, vi agent sé goi thém tool chdn dodn, xem log, tham chiéu
chéo véi trang thai dich vu khac.

Vao ngay ha tang té — gid s, chimg chi sap hét han, hai dich vu c6 ty 1é 16i
cao, va connection pool database dang néng — céc monitoring agent sé moi
agent di sdu hon, tao ra 5 lan tiéu thu token binh thuwong. Nhitng ngay t6i can
monitoring nhat la nhitng ngay monitoring tén nhiéu nhat.

Quyét Pinh
Sau ba tuan, téi tat toan bo hé thong mesh monitoring va thay bang:

1. Push-based alerting: Dich vu ddy canh bdo dén webhook khi ching phét
hién van dé cta chinh minh. Khong polling. Khong lién quan agent cho dén khi
c6 canh bao dang diéu tra.

2. Agent coordinator don, huéng sw kién: Coordinator chi chay khi canh
béo dén. N6 nhén canh bdo, goi cac tool chdn dodn lién quan va g tédm tat cé
cau truc. Mot agent, theo yéu cau, thay vi sau agent theo lich trinh.

3. Kiém tra HTTP don gian: Script nhe (khong Al, khéng goi model) poll
endpoint /health moi 30 gidy va kich hoat canh béo khi 16i. O token tiéu thu.
Cron job chay 1énh curl khong ton gi.

4. Al agent cho chan doan, khong phai phat hién: Khi cdnh béo kich hoat,
lic d6 maéi dua Al agent vao dé chan doan. Agent kiém tra log, tham chiéu
chéo dich vu va dé xudt khac phuc. Pay la cach dung tét cua kha nang agent
— suy luan phtc tap vé dit liéu mo ho. Phat hién la cach dung xau — né la
khép mau trén trang thai da biét, tét hon khi dung tool monitoring chuyén
dung.

Hé théng stra do6i ton khodng $0.50/ngay cho Al token — cho céc lan chay
chan doén d6i khi xay ra khi cé gi d6 thuc sv sai.

Bai Hoc
Dung Al agent cho cac task doi hoi tri théong minh. Dung tool chuyén

dung cho cac task doi hoi do tin cay va kha nang lap lai.
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Health check khong phai task thong minh. Kiém tra xem endpoint HTTP c§ tra
vé 200 khong la th khéng duoc 1oi tir language model. N6 duoc loi tir chuwong
trinh don gian, déng tin cdy, ré tién lam chinh xdc diéu d6 va khong c6 gi khac.

Al agent téa sang khi: - Task ¢6 dau vao mo ho can giai thich - Con duong dén
hoan thanh chua biét truéc - Nhiéu nguén thong tin can duoc téng hop - Van
dé doi hoi suy luan trong diéu kién khoéng chac chan

Al agent dat tién va qua muirc can thiét khi: - Task duwoc dinh nghia ré rang va
xac dinh - Cung mét logic chay theo lich trinh bat ké context - Téc d6 va chi
phi quan trong hon tri thong minh - Khép mau don gian la da

Mesh monitor la céch tén kém dé€ hoc bai hoc nay. Toi sé khong mac sai lam dé
nita — va téi dang truyén bai hoc sém cho ban d€ ban khéng phai trai qua.

Agent vs. Chatbot vs. Copilot: Bang Thuc Té

bay la bang so sanh to6i thuc sw dung khi quyét dinh loai tool nao can st dung:

Cau hoi Chatbot Copilot Agent

Can thuc hién hanh

Kho Chi goi y Cé
dong khong? ong Lgety °
Can chay ty dong . n ,
khéng? Khong Khong Co
Cé . t
\0 ngtroil xemﬂ xe Cé Cé Tuy chon
tung buéc khéng?
Cé én ghi vao hé . R
oA’quyenAg L vao e Khoéng Hiém khi Thuong
thong khéng?
C6 chay khi toi ngu . n .
khong? Khoéng Khong Co
biéu gi xay ra khi x > . g , L2
1,, " %” xay ' Dien dat lai va thwrlai | Tt chéi goiy Co thé xau
mac 10i?
Can audit log khéng? | Tét néu cé T6t néu cod Bat budc
Can ki€ém soét chi s v
T6i thieu T6i thieu Quan trong

phi khéng?

Néu ban dang xay dung gi dé va nhiitng cau tra 1oi trong cot “Agent” lam ban

so, t6t. Noi sg dé phu hop va nén thuc day ky thuat dung dan. Néu cau tra 1oi
trong cot “Agent” khong lam ban s¢, hdy doc lai cau hodi vé “diéu gi xay ra khi
mac 10i.”

42



Phién Ban Node.js: Cho Ky Sw Server-Side

Cho team xay dung agent bang Node.js/TypeScript, day la vong lap agent
tuwong duong:

import Anthropic from "@anthropic-ai/sdk";
const client = new Anthropic();

interface ToolResult {
tool_use id: string;
content: string;
type: "tool result";
}

interface AgentOptions {
task: string;
tools: Anthropic.Tool[];
maxSteps?: number;
onStep?: (step: number, action: string) => void;

async function runAgent(options: AgentOptions): Promise<string> {
const { task, tools, maxSteps = 20, onStep } = options;

const messages: Anthropic.MessageParam[] = [
{ role: "user", content: task },
1;

for (let step = 1; step <= maxSteps; step++) {
onStep?.(step, "calling model");

const response = await client.messages.create({
model: "claude-opus-4-6",
max_tokens: 4096,

tools,
messages,
1)
// Agent finished
if (response.stop reason === "end turn") {
const textBlock = response.content.find((b) => b.type === "text");
if (!textBlock || textBlock.type !== "text") {
throw new Error("Agent finished without text response");
}

return textBlock.text;

// Collect tool calls
const toolUseBlocks = response.content.filter(

(b): b is Anthropic.ToolUseBlock => b.type === "tool use"
)

if (toolUseBlocks.length === 0) {
throw new Error(
"Agent stuck at step ${step}: stop reason=${response.stop reason}, no tool calls’

);
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// Add assistant message
messages.push({ role: "assistant", content: response.content });

// Execute tools in parallel (when possible)
const toolResults: ToolResult[] = await Promise.all(
toolUseBlocks.map(async (toolUse) => {
onStep?. (step, “executing ${toolUse.name} );
const result = await executeTool(toolUse.name, toolUse.input);
return {
type: "tool result" as const,
tool use id: toolUse.id,
content: JSON.stringify(result),

// Add results and continue loop
messages.push({ role: "user", content: toolResults });
}

throw new Error( Agent exceeded maxSteps=${maxSteps} );

}

async function executeTool(
name: string,
input: Record<string, unknown>
) : Promise<unknown> {
// Your tool implementations here
const handlers: Record<string, (input: Record<string, unknown>) => Promise<unknown>> = {
read file: async ({ path }) => {
const fs = await import("fs/promises");
return { content: await fs.readFile(String(path), "utf-8") };
}
write_file: async ({ path, content }) => {
const fs = await import("fs/promises");
await fs.writeFile(String(path), String(content), "utf-8");
return { status: "written", path };
I
run_command: async ({ command }) => {
const { exec } = await import('child process");
const { promisify } = await import("util");
const execAsync = promisify(exec);
const { stdout, stderr } = await execAsync(String(command), {
timeout: 30000,
1)
return { stdout, stderr };
1
b

const handler = handlers[name];
if (!'handler) {
return { error: “Unknown tool: ${name}  };

try {
return await handler(input);
} catch (error) {
return {
error: error instanceof Error ? error.message : String(error),
tool: name,

}
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Két Thuc: Diéu Quan Trong Nhat Ban Chuwa Nghi Dén

Moi hé thong agent production déu can logic két thic ré rang. “Model quyét
dinh khi nao dung” la khong du.

Model c6 thé roi vao vong lap. Model c6 thé quyét dinh can lam nhiéu hon
nhiéu so véi task yéu cau. Model c6 thé do giadc két qua tool va ti€p tuc dua
trén niém tin sai. Bat ky diéu nao trong s nay cé thé chay cho dén khi ban
cham gidi han context, ngan sach token, hoac giéi han tin dung.

Kiém soat két thuc toi thiéu cho bat ky agent production nao:

class AgentTerminationManager:
def init (
self,
max_steps: int = 20,
max_duration seconds: int = 300,
max_input tokens: int = 500 000,
max_cost_usd: float = 1.00,

self.max_steps = max_steps
self.max_duration = max duration seconds
self.max_tokens = max_input_tokens
self.max_cost = max_cost usd

self.step count = 0
self.start time = time.time()
self.tokens_used = 0
self.cost _accumulated = 0.0

def check(self, tokens this step: int, cost this step: float) -> None:

self.step count += 1
self.tokens used += tokens this step
self.cost_accumulated += cost_this_step

if self.step count > self.max_steps:
raise AgentLimitExceeded(f"Exceeded max steps ({self.max_steps})")

elapsed = time.time() - self.start_time
if elapsed > self.max _duration:
raise AgentLimitExceeded(
f"Exceeded max duration ({self.max duration}s, ran {elapsed:.0f}s)"
)

if self.tokens used > self.max tokens:
raise AgentLimitExceeded(

f"Exceeded token budget ({self.tokens used:,} > {self.max tokens:,})"
)

if self.cost accumulated > self.max cost:
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raise AgentLimitExceeded(
f'"Exceeded cost budget (${self.cost accumulated:.4f} > ${self.max cost:.2f})"
)

Dat gi6i han chat hon ban nghi can. Ban luén c6 thé néi 16ng. Ban khong thé
hoan tra token da tiéu.

Piém Mau Choét

» Al agent la language model trong vong lap véi tool — vong lap chay cho
dén khi muc tiéu dat duwoc hoac gidi han duwoc dap tng

e Vong lap agent: Quan sat » Lap ké hoach - Thuc thi » Panh gia - lap
lai

» Language model la stateless gilta cac lan goi; “b6 nhé” la lwa chon ki
thuat, khéng phai tinh ndang model

 Ba kién tric: agent don (don gian, tap trung), da agent
orchestrator+specialist (task phtrc tap), mesh/swarm (song song
throughput cao)

 Thiét ké tool la quan trong: atomic, c6 ki€u dir liéu rd rang, véi bién phép
bao vé cho thao tac pha huy, va c6 thé quan sat qua logging

e Cau chuyén chién truong mesh monitoring minh hoa truong hop lam dung
agent pho bién nhat: dung Al dat tién cho task tét hon khi dung tool ré,
chuyén dung

* Luédn trién khai giéi han két thuc: max step, max duration, max token,
max cost. “Model quyét dinh khi nao dung” khéng an toan cho production

Tiép theo: Chuong 3 — Chon Model Cua Ban: Huéng Dan Cua Ky Sw DevOps
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Chuong 3: Chon Model Cua Ban:
Huong Dan Cua Ky Su DevOps

“Chon sai model khéng phai 16i ky thudt. Do la 16i ngdn sdch.” — Bdi hoc
rut ra sau khi dinh tuyén task debug ha tang dén Gemini Flash

Van Pé Lua Chon Model

Nam 2024, viéc chon model twong d6i don gian. Cé hai lua chon nghiém tuc:
GPT-4 hoac Claude 3. Ban chon mot dua trén cam giac, do tin cay API, va liéu
cong ty ban cé méi quan hé nha cung cdp san c6 hay khong.

Théng 3 nam 2026, ban c6 khoang bén muwoi model cap production trén sau
nha cung cap, véi ho so kha ndang, muic gid, kich thudc context window va
dang 16i khac nhau c6 y nghia. Lwa chon sai tén tién that. Lwa chon ding c6
thé gidm chi phi inference xuéng 90% ma khong gidm chat luong.

Chuong nay cung cap khung quyét dinh t6i dung cho ha tang cua minh. N6 cé
quan diém ro rang, dua trén workload thuc té&, va thanh that vé diém manh va
diém yéu cla ting dong model.

Buc Tranh Gia Ca (Thang 3 Nam 2026)

Truéc quyét dinh, hdy xem dir liéu. Tat ca gia theo moi triéu token (MTok),
input/output twong tng.

Claude 4.x — Anthropic

Model Input Output Context Ghi chu

Suy luan tot
nhéat, bat budc

(@) 4.6 5 25 200K (1M bet
pus $ $ ( eta) cho agent phtc
tap
Céan bang téc
Sonnet 4.6 $3 $15 200K do/th6ng minh
tot nhat
Haiku 4.5 $1 $5 200K
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Model Input Output Context Ghi chu

Nhanh nhat,
throughput cao
nhat

Céau tric gid cua Anthropic thudng cho lya chon ding theo task. Opus dat gap
5 l1an input so véi Haiku. Néu ban dung Opus cho task ma Haiku c6 thé xir 1y,
ban dang dot 5 1an ngan sach ma khong tang chat luong.

Luu y quan trong vé gia context: Khong giong mot sé nha cung cép,
Anthropic hién khong tinh phu phi cho yéu cau context dai trong window tiéu
chuan. Prompt caching (beta) cé thé giam chi phi context lap lai 1én dén 90%
— quan trong cho workload agent noi system prompt dén méi yéu cau.

Dong GPT — OpenAl

Model Input Output Context Ghi chu
Pa nang manbh,
GPT-4o $2,50 $10 128K hé sinh thai
rong

Khéng phu phi
context dai —

GPT-4.1 $2 $8 1M context Lo s
gia tri tot nhat o
quy mo lén
Model luan,

03 $10 $40 200K Loce sty tuan
dat tién
Réh 3 80%,

o4-mini $1,10 $4,40 200K © 1on 09 B
suy luan tot
Chuyén code,

GPT-5.3-Codex Xem OpenAl Xem OpenAl 200K manh vé trién

khai

GPT-4.1 cua OpenAl dac biét thu vi cho workload agent can context 16n ma
khong tra phu phi nhan 2 1an nhw Gemini. Context window 1M & $2/MTok
input thuc sy canh tranh.

03 va 04-mini la model suy ludn — ching danh nhiéu tinh todn hon dé “suy
nghi” trudc khi phan hoi. Dung ching cho van dé duoc 10i tir suy xét kéo dai:
1ap ké hoach phtc tap, suy luan toan hoc, logic nhiéu buéc. Dung dung cho
task don gian; ban tra tién cho suy ludn du task cé can hay khong.
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Gemini — Google

Model Input Output Context Ghi chu

Phu phi context
2.5 Pro $1,25 $10 1M dai: 2x trén

200K token

Ty 1é chi phi/
2.5 Flash $0,30 $2,50 1M hiéu suat tét

nhat hién c6

2.5 Flash-Lite | ~$0,10 ~$0,40 1M ;‘g;f(;%k don
Hé s6 nhan 2x ctia Gemini trén 200K token la chi tiét quan trong cho workload
agent. Néu agent ctua ban tich liiy context qua nhiéu luot — lich st héi thoai,
két qua tool, bd nhé — ban c6 thé vuot 200K nhanh chéng. Yéu cau 300K
token tén gap do6i so véi woc tinh tir mirc co ban.

Gemini Flash la vo dich gid-hiéu suat cho workload khoi lwong cao noi yéu cau
thong minh & mic vira phai. Phéan loai néi dung, dinh dang, trich xuat, tao don
gian: Flash xt 1y tat ca véi 1/10 chi phi cta Opus.

Sw co ~$500 toi dé cap ¢ Chuong 1 dung Gemini 1.5 Pro. Sy két hop cua
output dai dong, context dai, hé sé nhan 2x va vong lap dot bién da tao ra hoa
don d4. Flash sé ré hon va — cho task cu thé dé (tao metadata anh) — cé kha
nang tuwong duong.

Ma Nguon M¢é'/ Ty Luu Trir / Bén Thir Ba

Model Input Output Context Ghi chu
MoE 671B,
DeepSeek R1 | $0,55 $2,19 128K ° suy
luan manh

Cuec ré, kha

DeepSeek V3.2 $0,14 $0,28 64K nang dang ngac
nhién
Meta, context
Llama 4 , ~
. $0,27 $0,85 1M 16m, chat luong
Maverick
canh tranh
Siéu nhe, chi
Mistral Nemo | $0,02 $0,04 128K teu nhe, chl

task don gian

DeepSeek va Llama da truéng thanh dang ké tir nam 2024. Cho workload nhay
cam chi phi noi ban c6 thé chiu dung do tin cdy thap hon mét chut va doi khi
can debug céc quirk dac thu cua model, day la khoan tiét kiém thuc su.
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Luu y thuc té: cdc model nay cé san qua cac nha cung cap nhw Together Al,
Groq va Fireworks Al. Cac interface API thuong tuong thich OpenAl, nghia la
code hién tai ctia ban c6 thé can it thay d6i d€ chuyén d6i nha cung cap.
Nhung hanh vi khéng giéng nhau — test ki trudc khi chuyén workload
production.

Cach Suy Nghi Vé Lua Chon Model

Sai lam hau hét moi nguoi mac la coi lva chon model nhw ciu héi vé chat
lwong: “model nao théng minh nhat?”

Cau hdi dung la: “kha nang t6i thiéu can thiét dé hoan thanh task nay mot
cach dang tin cay la gi, va dau la model ré nhat dap ing nguéng dé6?”

Thang Kha Nang

Hay nghi vé model nhuw thang bac noi moi bac tén hon nhung cung cap nhiéu
kha nang hon:

CAPABILITY vs COST LADDER (March 2026)

$25/MTok out — Claude Opus 4.6 — Complex reasoning, ambiguous tasks,
multi-step planning, infrastructure
decisions, security analysis

$15/MTok out —— Claude Sonnet 4.6 — Balanced tasks, code review, content
— GPT-4.1 generation, multi-tool agents where
reliability matters

$10/MTok out — GPT-40 — Strong general tasks, wide tool
— Gemini 2.5 Pro ecosystem, familiar to many teams
$5/MTok out — Claude Haiku 4.5 - High-throughput, routing, classification,
— 04-mini simple agents, fast response needed
$2.50/MTok —— Gemini 2.5 Flash - Volume tasks, content processing,
— DeepSeek R1 extraction, formatting
$0.28/MTok —— DeepSeek V3.2 — Ultra-cheap, simple tasks, drafts,
— Llama 4 Maverick non-critical classification
$0.04/MTok —— Mistral Nemo — Trivial tasks only. Evaluate carefully.

Nghé thuéat la dat moi task vao bac phu hop.

Ma Tran Lua Chon

To6i dung cay quyét dinh bén cdu hdi cho moi agent hodc task méi:
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Cau hoi 1: C6 can suy luan hoac phan xét thuc sw khong?

“Suy luan” nghia la task doi hoi can nhac thong tin mo ho, dwa ra quyét dinh
véi dir liéu khéng day du, hi€u context va sac thdi, hoac giai quyét van dé
khong cé giai phap thuét toan roé rang.

Vi du can suy ludn: - Chan dodn tai sao moét thanh phan ha tdng dang hoat
dong bat thuong - Quyét dinh liéu 16 héng bdo méat c6 can hanh déng ngay hay
c6 thé cho - Lap ké hoach trién khai tinh nang phirc tap véi nhiéu danh déi -
Viét code doi hdi hiéu logic nghiép vu, khéng chi ci phép

Vi du KHONG cén suy luan: - Phéan loai ticket hé tro theo danh muc - Trich
xuat dir liéu co6 cau trac tir van ban khong dinh dang - Dich n6i dung gitta céc
dinh dang (markdown sang HTML, JSON sang CSV) - Tao bién thé cta noi
dung hién cé

Néu cb — bat dau & cdp Sonnet hoac Opus. Néu khong — bat dau & cap Haiku
hoac Flash.

Cau hoi 2: Blast radius cua 1oi la gi?

Néu agent dang thuc hién hanh dong véi hdu qua thuc té (stra déi file, goi API,
gui tin nhan, deploy dich vu), 16i ton hon chi chi phi token. N6 tén thoi gian
khac phuc, c6 thé mat dir liéu, c6 thé anh hudéng ngudi dung.

Task blast radius cao xing dang véi kha nang model cao hon. Khéng phai vi
model théng minh hon khong méac 16i — ching van mac — ma vi ching mac it
10i hon trong nhitng cudc goi suy luan va phan xét quan trong.

Néu blast radius cao — khong thoéa hiép vé kha nang model. Opus cho ha tang
production. Néu blast radius thdp — toi wu hoéa chi phi tich cuc la an toan.

Cau hoéi 3: Khéi luong yéu cau la bao nhiéu?

Khoi lwong nhén 1én chi phi. Model tén gap 3 1an moi yéu cau sé tén gap 3 lan
khi ban chay 10.000 yéu cau mdi ngay. Kinh té thay déi ddng k€ & quy mo lon.

Nguyén tac kinh nghiém: - Duéi 1.000 yéu cau/ngay: chat lwong model quan
trong hon gia - 1.000-100.000 yéu cau/ngay: can bang chat lwong va gia can
thén - Trén 100.000 yéu cau/ngay: moi $0,01/yéu cau la $1.000/ngay

O khéi luong cao, cach tiép can ding gan nhuw ludn 1a dung model ré nhat dap
ung ngudng chat lwong, do chat lwong theo kinh nghiém, va nang cap néu chi
so chat luong giam dwdi ngudng.

51



Cau hoi 4: C6 can context window dai khong?

Neéu task doi hoi dua luwong dit liéu 16n cho model — toan b6 codebase, tai liéu
16m, lich st hoi thoai mé rong — ban can model ho tro né ma khoéng cé hinh
phat.

Céan than véi: hé s6 nhan 2x cua Gemini trén 200K, nha cung cap tinh phu phi
cho context dai, va model c6 gidi han context ciing budc ban cat bét.

Lya chon context dai té6t nhat khong cé hinh phat: GPT-4.1 (1M, khong phu
phi), Llama 4 Maverick (1M, ré), Claude 4.x vdi prompt caching.

Cau Chuyén Chién Truong: Dinh Tuyén Task Ha Tang Dén
Sai Model

Diéu nay ngai ngung dé viét, nhung né minh hoa ré dang 16i.
Thiét Lap

bau nam 2025, khi t6i 1an dau dung ha tang da agent, toi xay API proxy
routing dé mac dinh dung Gemini 2.0 Flash cho hau hét task. Flash ré, nhanh
va du kha nang cho phan 16n nhiing gi toi can. Téi cd quy tac dinh tuyén task
phitc tap dén model c6 kha ndang hon, nhung t6i chwa suy nghi day dua vé phan
loai.

“Task quan ly ha tang” duwoc phén loai la “phttc tap” va dwoc dinh tuyén dén...
Gemini 2.0 Pro. Khong phai Claude Opus. Tham chi khong phai GPT-4.

Ly do la chi phi. Lic d6, Gemini Pro ré hon ddng ké so véi Opus. Téi tu thuyét
phuc rang né du tét cho debug ha tang.

Dieu Pa Xay Ra

Trong ba tuan, téi tich liy m6t mau: cac agent xur ly van dé ha tang ci bi ket.
Khong phai thdm hoa — ching sé khong phé vé moi thir — nhung ching sé
dén diém quyét dinh, dua ra phan hoi mo ho, va tra van dé lai cho toi kém tom
tat dung nhung vo ich.
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Vi du cu thé: Node-02 c6 timeout két néi gian doan dén instance Redis. Agent
duoc cap quyén truy cap server log, cau hinh Redis va tool chan dodn mang.
N6 chay qua playbook chdn doan tiéu chuén, xac dinh ba nguyén nhan cé thé
va két luan: “Van dé coé thé lién quan dén cdu hinh mang, cai dat timeout
Redis, hoac connection pooling cta tng dung. Khuyén nghi diéu tra thém.”

b6 la cau tra 1oi ding. N6 ciing v6 dung. Ky sw ha tang gioi — hoac agent cé
kha nang — dang 1é phai xép hang cdc nguyén nhan dé theo kha nang dua
trén bang ching log, kiém tra cdi cé kha nang nhéat, va giai quyét hoac giai
thich chinh xac tai sao khong.

To6i chuyén routing ha tang sang Claude Opus 4.6. Cung log, cung tool, cung
prompt. Agent d6: 1. Xac dinh rang mau timeout twong quan véi cac sw kién
CPU cao trén application server (khong phai Redis) 2. Nhan ra day la truong
hop c6 dién cua connection pool exhaustion duéi &p luc CPU 3. bé xuat thay
doi pool size cu thé kém 1y luan 4. Soan thao thay d6i cdu hinh dé téi xem xét

Cung task. K&t qua khac. Sy khéc biét khong phai la tri théng minh triru twong
— ma la kha nang cta model tong hop bang chimg mo ho thanh két ludn cu
thé, c6 thé thuc hién.

Bai Hoc

Gemini Flash (va cac model t6i vu chi phi twong tw) xuat sac véi task
c6 cau tra loi dung roé rang. Trich xuat, dinh dang, phan loai, tao tw
template — nhiing thit nay cé tinh ding dan khach quan ma model ré hon xt
1y tot.

Debug ha tang khong phai task cé cau tra 16i dang ré rang. N6 doi hoi
hinh thanh gid thuyét, cdn nhac bang ching, xem xét thong tin con thiéu va
dua ra phan xét. Pay la noi khoang cach kha nang gitta Gemini Flash va
Claude Opus r6 rang nhat.

Su chénh léch chi phi la thuc: Gemini Flash $0,30/MTok input so véi Opus $5/
MTok la chénh léch 16 1an. Nhung néu Gemini Flash tiéu ton cua toi hai gi¢
debug ma Opus da gidi quyét trong muoi lam phut, kinh té€ hoc nghiéng manh
vé Opus.

Luén tinh chi phi model so véi tong chi phi cua task, bao gom thoi gian

ky su.
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Cau Chuyén Chién Truong: API Proxy Round-Robin Véi 15
Tai Khoan Nha Cung Cap

Héay dé to6i mo ta hé théng routing thuc té tdi chay, vi né minh hoa mot s6
nguyén tac lya chon model trong thuc té.

Kién Truc

API proxy cua chung t6i la dich vu cuc b6 chay trén may tram cua toi ma tat
ca agent déu dung nhw endpoint AIl. N6 cung céap interface API théng nhat
twong thich OpenAl va xt ly routing phia sau.

Agent Request
|
v
API Proxy Service (localhost:3000)

— Model routing rules

|
[ 1

v v
(Claude, OpenAI) (15 accounts, round-robin)
| |
v v
Provider API Gemini API (via provider pool)

|
|
|
|
| Direct API Provider Pool
|
|
|
|
|

L— Returns unified response format

Quy tac routing duwoc cdu hinh theo model prefix va task tag:

# API proxy routing config (simplified)

routes:
# Critical infrastructure tasks — direct to Claude API
- match:
model prefix: "claude-opus"
tags: ["infrastructure", "security", "deployment"]

backend: direct anthropic
failover: null # No failover — these tasks need Opus specifically

# General agent tasks — provider pool for Gemini
- match:
model prefix: "gemini"
backend: provider pool
failover: direct google # Fall back to direct Google if pool exhausted

# Monitoring and health checks — cheapest available
- match:
tags: ["health check", "monitoring"]
backend: provider pool
model override: "gemini-2.5-flash-lite" # Override whatever model was requested

# Batch content jobs — pool with rate limiting
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- match:
tags: ["batch", "content"]
backend: provider pool
rate limit:
requests per minute: 20
max_concurrent: 3

pool config:
provider:
accounts: 15
strategy: round robin
on _quota exceeded:
action: next account
max_retries: 3
backoff_ms: 1000
on _all quota exceeded:
action: fail with error
error_message: "All provider accounts exhausted"
notify: telegram

Code quan ly pool:

class ProviderPool:
def  init (self, accounts: list[dict]):
self.accounts = accounts
self.current _index = 0
self.quota exceeded: set[str] = set()
self.lock = threading.Lock()

def get next account(self) -> dict | None:
"""Get next available account using round-robin.
with self.lock:
attempts = 0
while attempts < len(self.accounts):
account = self.accounts[self.current index]
self.current _index = (self.current index + 1) % len(self.accounts)

if account["id"] not in self.quota exceeded:
return account
attempts += 1

return None # All accounts exhausted

def mark quota exceeded(self, account id: str) -> None:
"""Mark an account as quota-exceeded. Clears at midnight."""
with self.lock:
self.quota exceeded.add(account id)
if len(self.quota exceeded) == len(self.accounts):
self. notify all exhausted()

def notify all exhausted(self) -> None:
"""Send Telegram alert when all accounts are exhausted."""
send_telegram(
"WARNING: All 15 provider accounts quota exhausted. "
"Gemini-routed requests will fail until quota resets."
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Ngay Tat Ca 15 Tai Khoan Cham 100% Pong Thoi

To6i da dé cap diéu nay & Chuong 1 nhung muoén di sdu hon vao khia canh lya
chon model & day.

Job batch dang chay tao metadata anh cho gan 300 bai blog. Task la: cho tiéu
dé va tém tat bai blog, tao ba query tim kiém anh, prompt tao anh Gemini, alt
text va metadata SEO. Output JSON c6 cau truc.

bay chinh xéc la loai task Flash gidi. Output cé cau tric, dinh dang ré rang,
khong can suy ludn mo ho. Lya chon model cua t6i (Flash) la dang.

biéu sai la wdc tinh tiéu thu. Toi d& wdc tinh ~400 token moi yéu cau (input +
output). Thuc té la ~1.200 token moi yéu cau, do:

e System prompt dai hon t6i nhé (t6i da mé rong né hai tuan trudc)
e JSON output schema thém vao moi yéu cau (~180 token)

e Tao JSON dai dong ctia Gemini (nhiéu khoang trang hon, chudi dai hon so
voi woc tinh)

» Hé s6 nhéan 2x kich hoat vi lich st hoi thoai ddy toi qua 200K token gitra
chung batch

Tiéu thu thuc té: ~300 bai x 1.200 token X 4 10i goi API moi bai = hon
1.400.000 token.

Tiéu thu du kién (wéc tinh cua tdi): ~300 x 400 x 4 = duédi 500.000 token.

Gap 3 lan tiéu thu du kién trén 15 tai khoan dong thoi. Toi khong tinh dén thoi
diém reset quota hang ngay — tat ca 15 tai khoan déa reset vao ntra dém hoém
trudc, nghia la tat ca déu cé cung luwong quota trong va tat ca dat tran vao thoi
diém tuwong tu.

Giai phéap toi trién khai sau do:

def estimate batch cost(

system prompt: str,

task examples: list[str],

output examples: list[str],

batch size: int,

model: str,

context multiplier: float = 1.0,
) -> dict:

encoding = tiktoken.encoding for model("gpt-4")
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# Measure actual token counts from examples
sample input = system prompt + "\n\n" + task examples[0]
sample output = output examples[0]

input tokens = len(encoding.encode(sample input))
output tokens = len(encoding.encode(sample output))

# Add safety margin — real usage is usually higher than estimates
input tokens = int(input tokens * 1.3)
output tokens = int(output tokens * 1.3)

# Apply context multiplier for long-context penalties (e.g., Gemini 2x)
effective _input_tokens = input_tokens * context_multiplier

# Get pricing

pricing = MODEL PRICING[model]

cost per request = (
(effective input tokens / 1 000 000) * pricing["input"] +
(output tokens / 1 000 000) * pricing["output"]

total cost = cost per request * batch size
total tokens = (input tokens + output tokens) * batch size

estimate = {
"model": model,
"batch size": batch size,
"tokens per request": input tokens + output tokens,
"cost per request usd": round(cost per request, 6),
"total cost usd": round(total cost, 4),
"total tokens": total tokens,
"context multiplier applied": context multiplier,
"safety margin applied": "30%",

if total cost > 5.00:
print(f"\nWARNING: Estimated batch cost is ${total cost:.2f}")
print(f" Model: {model}")
print(f" Requests: {batch size:,}")
print(f" Tokens/request: {input tokens + output tokens:,}")
confirm = input("\nProceed? [y/N]: ")
if confirm.lower() != "y":
raise UserCancelled("Batch job cancelled by user")

return estimate

Cau Chuyén Chién Truong: Bug Khong Khop Model (HTTP
400 INVALID ARGUMENT)

Céi nay mat hai tiéng d€ debug va hoan toan do toéi tw gay ra.

57



Thiét Lap

Gateway agent duwoc cau hinh dung claude-opus-4-5-thinking — moét model suy
luan t6i dang test. File config da duwoc dat thu cong va toi da quén vé ndé khi toi
chuyén luu lwong API clia gateway agent qua router proxy cuc bo.

Router proxy c6 quy tac dinh tuyén: néu tén model bat dau bang claude, dinh
tuyén truc tiép dén Anthropic API. Hop ly.

Nhung t0i cing dang tht nghiém dung provider pool cho mét s6 luu luwong
Claude qua compatibility layer. Compatibility layer duoc cau hinh dé dich 1oi
goi Claude API sang 10i goi Gemini API, cho phép Gemini phuc vu cac yéu cau
dinh dang Claude (véi mirc gidm gié dang ké).

Dieéu Pa Xay Ra
Logic routing chay nhw sau:

1. Gateway agent yéu cau claude-opus-4-5-thinking

2. Router: bat dau bang claude — Anthropic truc ti€p... nhung khoan, flag
tuong thich provider pool dang bat

3. Router (vdi flag): dich yéu cau Claude sang dinh dang Gemini — dinh tuyén
dén provider pool

4. Translation layer: dich tén model sang gemini-2.5-pro (twong dwong gan
nhat)

5. Nhung: yéu cau goc bao gom tham sé reasoning effort: "high" (dac thu
Anthropic cho model thinking)

6. Gemini API nhan yéu cau véi tham so reasoning effort

7. Gemini API tra vé HTTP 400 INVALID ARGUMENT
Théng béo 10i:

HTTP 400 Bad Request
{
"error": {
"code": 400,
"message": "Request contains an unknown parameter: reasoning effort",
"status": "INVALID ARGUMENT"
}
}
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Con duong debug: 1. Gateway agent béo 16i 400 lap di lap lai, khong thé hoan
thanh task 2. Toi kiém tra log gateway agent — 400 INVALID ARGUMENT,
model: gemini-2.5-pro 3. Toi kiém tra config gateway agent — model duoc dat
la claude-opus-4-5-thinking 4. Toi ki€m tra proxy log — translation dang xay
ra, reasoning effort khong bi luoc bd 5. Toi ki€m tra translation code — né
dich tén model nhung khong luoc bé tham sé dac thu nha cung cap

Cé&ch stra:

def translate anthropic to gemini(request: dict) -> dict:

Translate Anthropic API request format to Gemini format.
Must strip Anthropic-specific parameters that Gemini does not understand.

ANTHROPIC_ONLY_PARAMS = {

"reasoning effort", # Thinking model control
"betas", # Beta feature flags
"anthropic version", # API version header
"thinking", # Thinking block config

}

translated = {
"model": ANTHROPIC TO GEMINI_ MODELS.get(
request.get("model", ""),
"gemini-2.5-pro" # Default
),
"contents": translate messages(request.get("messages", [1)),
"generationConfig": {
"maxOutputTokens": request.get("max tokens", 4096),
"temperature": request.get("temperature", 1.0),
H
}

# Warn if stripping reasoning-related params — behavior will differ
stripped = []
for param in ANTHROPIC ONLY PARAMS:
if param in request:
stripped.append(param)

if stripped:
logger.warning(
f"Translation stripped Anthropic-specific params: {stripped}. "
f"Behavior may differ from intended model."

)

return translated

Bai Hoc Lon Hon

Tham s6 model dac thu nha cung cap khéng dich chuyén qua cac nha
cung cap. Nghe hién nhién nhin lai. Khéng hién nhién khi toi xay
compatibility layer lic 11 gio dém.
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Néu ban xay bat ky abstraction layer nao dinh tuyén gilta cac nha cung cap
model, ban phai: 1. Lwoc bd tham sé dac thu nha cung cap trudc khi dinh
tuyén dén nha cung cap khéac 2. Ghi log khi ban lwgc bd tham s6 (hanh vi thay
doi im lang néu khéng) 3. Hiéu tham s nao dac thu nha cung cép so v4i phd
quat 4. Test translation layer véi cac yéu cau bao gom tham sé edge-case

Tham sé dac thu nha cung cap can chu y:

Nha cung cap Tham sé cu thé Ghi chu
) reasoning effort, thinking, betas, Kiém soat model
Anthropic ) , oy
anthropic version thinking
response format vdi strict mode, Khong phdi tat ca tuon
OpenAl P T , gp . 9
store, prediction thich Gemini

generation config.response mime_ type,

Google . Safety dac thu Google
safety settings
. reasoning effort (03/04), Y nghia khac véi
OpenAl reasoning . )
reasoning summary Anthropic

Xay Dung Chinh Sach Lwa Chon Model
DAy la chinh sach thuc té toi chay, duoc biéu dién dwéi dang code:

from enum import Enum
from dataclasses import dataclass

class TaskType(Enum):
# Requires complex reasoning, judgment, ambiguous inputs
INFRASTRUCTURE DEBUG = "infrastructure debug"
SECURITY_ANALYSIS = "security analysis"
ARCHITECTURE_PLANNING = "architecture planning"
COMPLEX CODE_REVIEW = "complex code review"

# Requires good capability, medium complexity
CODE_GENERATION = "code generation"

CONTENT WRITING = “content writing"

DATA ANALYSIS = "data analysis"
AGENT_ORCHESTRATION = "agent orchestration"

# Routing, classification, simple decisions
TASK_ROUTING = "task routing"
SENTIMENT_CLASSIFICATION = "sentiment classification”
FORMAT CONVERSION = "format conversion"
HEALTH CHECK ANALYSIS = "health check analysis"

# High-volume, simple, clear-correct-answer tasks
METADATA EXTRACTION = "metadata extraction"
TEMPLATE_GENERATION "template generation"
TRANSLATION = "translation"

SUMMARIZATION_SIMPLE = "summarization simple"
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@dataclass

class ModelPolicy:
primary: str
fallback: str | None
max_tokens: int
temperature: float
notes: str

MODEL POLICIES: dict[TaskType, ModelPolicy] = {
# Critical reasoning tasks — no compromise
TaskType.INFRASTRUCTURE DEBUG: ModelPolicy(
primary="claude-opus-4-6",
fallback=None, # No fallback — Opus or nothing
max_tokens=8192,
temperature=0.1, # Low temp for deterministic diagnosis
notes="Infrastructure decisions need best reasoning. Cost is secondary.",
)
TaskType.SECURITY ANALYSIS: ModelPolicy(
primary="claude-opus-4-6",
fallback=None,
max_tokens=8192,
temperature=0.1,
notes="Security analysis errors have high blast radius.",
),
TaskType.ARCHITECTURE PLANNING: ModelPolicy(
primary="claude-opus-4-6",
fallback="claude-sonnet-4-6",
max_tokens=16384,
temperature=0.3,
notes="Complex planning benefits from Opus. Sonnet fallback acceptable.",

),

# Capable model, cost-aware
TaskType.CODE_GENERATION: ModelPolicy(

primary="claude-sonnet-4-6",

fallback="gpt-4.1",

max_tokens=8192,

temperature=0.2,

notes="Sonnet handles most code well. Opus for especially complex logic.",
),
TaskType.CONTENT WRITING: ModelPolicy(

primary="claude-sonnet-4-6",

fallback="gemini-2.5-pro",

max_tokens=8192,

temperature=0.7,

notes="Higher temp for creative variation. Sonnet has good voice.",
),
TaskType.AGENT_ORCHESTRATION: ModelPolicy(

primary="claude-sonnet-4-6",

fallback="gpt-4.1",

max_tokens=4096,

temperature=0.1,

notes="0Orchestration needs reliability. Low temp for consistent routing.",

),

# Cheap and fast

TaskType.TASK ROUTING: ModelPolicy(
primary="claude-haiku-4-5",
fallback="gemini-2.5-flash",
max_tokens=512,
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temperature=0.0,
notes="Routing is classification. Cheapest capable model.",
)
TaskType.HEALTH CHECK ANALYSIS: ModelPolicy(
primary="gemini-2.5-flash",
fallback="claude-haiku-4-5",
max_tokens=1024,
temperature=0.0,
notes="Health checks need speed and low cost, not intelligence.",

)I

# Batch / high-volume

TaskType.METADATA EXTRACTION: ModelPolicy(
primary="gemini-2.5-flash",
fallback="deepseek-v3-2",
max_tokens=1024,
temperature=0.1,
notes="High volume, clear correct answers. Flash is ideal.",

)

TaskType.TEMPLATE GENERATION: ModelPolicy(
primary="gemini-2.5-flash",
fallback="deepseek-v3-2",
max_tokens=2048,
temperature=0.3,
notes="Template fill is mechanical. Minimize cost.",

}

def get model for task(
task type: TaskType,
budget remaining usd: float | None = None,
prefer fast: bool = False,

) -> str:

Return the appropriate model for a given task type.
Adjusts based on remaining budget if provided.

policy = MODEL POLICIES[task type]

# Budget override — if budget is tight, fall back if possible
if budget remaining usd is not None and budget remaining usd < 0.50:
if policy.fallback:
logger.warning(
f"Budget low (${budget remaining usd:.2f}), "
f'using fallback {policy.fallback} for {task type.value}"
)
return policy.fallback

# Speed override — use a faster model if real-time response needed
if prefer fast and task type in FAST OVERRIDE ALLOWED:
return FAST MODEL ALTERNATIVES.get(policy.primary, policy.primary)

return policy.primary

# Tasks where speed override is acceptable (quality difference tolerable)
FAST OVERRIDE ALLOWED = {

TaskType.CONTENT _WRITING,
TaskType.FORMAT CONVERSION,
TaskType.TRANSLATION,
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TaskType.SUMMARIZATION SIMPLE,

Kiém Tra Thuc Té Ma Nguoén Mé&

DeepSeek, Llama va Mistral xing dang duoc danh gia trung thuc. Sy cuong
diéu xung quanh model ma nguoén mé doéi khi quang cdo qua mirc vé mirc do
san sang production cua ching.

Nhimg gi model ma nguon mé lam tot: - Task khéi luong cao nhay cam chi
phi noi 16i do6i khi chdp nhén dwoc - Task cé cau tra 1oi dung ro rang (trich
xudt, phan loai, dinh dang) - Deployment riéng tw noi dir liéu khoéng thé roi
khéi ha tdng cta ban - Thir nghiém va phét trién noi do tin cay production
khong duoc yéu cau

Piém yéu cho workload agent: - Do tin cy tool use thap hon model frontier
& muc chat lwong twong duong - Tinh nhat quan tudn theo huéng dan bién
dong hon - Sy két hop context dai suy giam nhanh hon - Debug céc quirk dac
thu model thém chi phi ky thuat

DeepSeek R1 (MoE 671B & $0,55/$2,19) thuc su canh tranh véi model
frontier cap trung cho task suy luan. Toi da dung né cho task tao code noi to6i
can bao mat (dir liéu khong roi ha tang) va chat lwong chap nhéan duoc.

DeepSeek V3.2 ($0,14/$0,28) la option chi phi cuc doan nhat téi dung trong
production. T6i dung né cho task noi “kha tot” la du va khéi lugng rat cao. N6
that bai nhiéu hon Gemini Flash vé tool use, nén t6i khéng bao gio dung né
cho agent can goi tool dang tin cay.

Mistral Nemo ($0,02/M) ré dén mic gan nhw mién phi. Toi dung né cho task
phén loai ndi bd noi tdi cé thé chiu dung 16i va con ngudi xem xét bat 16i. Toi
khong dung né cho bat c thit gi huéng dén khach hang hay c6 tac dong phu.

Theo Doi Lua Chon Model Theo Thoi Gian

Lua chon model khong phai quyét dinh mot 1an. Model cai thién, gid thay d6i,
workload ctia ban phét trién. Xay do luong vao hé théng tir ngay dau.

class ModelPerformanceTracker:
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def init (self, db_path: str = "~/.agent/model metrics.db"):
self.db = sqlite3.connect(db path)
self. init schema()

def init schema(self):
self.db.execute("""
CREATE TABLE IF NOT EXISTS model runs (
id INTEGER PRIMARY KEY AUTOINCREMENT,
timestamp TEXT NOT NULL,
model TEXT NOT NULL,
task type TEXT NOT NULL,
input_tokens INTEGER,
output tokens INTEGER,
duration ms INTEGER,
success BOOLEAN,
error_type TEXT,
quality score REAL, -- Human-rated or automated eval
cost usd REAL,
notes TEXT
)
SRR
self.db.commit()

def record(

self,

model: str,

task type: str,

input_tokens: int,

output tokens: int,

duration ms: int,

success: bool,

cost usd: float,

quality score: float | None = None,

error_type: str | None = None,

) -> None:

self.db.execute("""
INSERT INTO model runs
(timestamp, model, task type, input tokens, output tokens,
duration ms, success, error type, quality score, cost usd)
VALUES (?, ?, 2, ?, 7?7, 2,72, 7,7, 7)

e
datetime.utcnow().isoformat(),
model, task type, input tokens, output tokens,
duration_ms, success, error_type, quality score, cost usd,

))

self.db.commit()

def get model summary(self, days: int = 30) -> list[dict]:
"""Return per-model performance summary for the last N days.
cutoff = (datetime.utcnow() - timedelta(days=days)).isoformat()
cursor = self.db.execute("""
SELECT
model,
task type,
COUNT(*) as runs,
AVG(CASE WHEN success THEN 1.0 ELSE 0.0 END) as success rate,
AVG(quality score) as avg quality,
AVG(duration ms) as avg latency ms,
SUM(cost usd) as total cost usd,
AVG(cost usd) as avg cost usd
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FROM model runs
WHERE timestamp > ?
GROUP BY model, task type
ORDER BY total cost usd DESC
", (cutoff,))
return [dict(zip([col[0] for col in cursor.description], row))
for row in cursor.fetchall()]

Chay béo cdo nay hang tuan. Ban sé tim thay bat ngo: model ban nghi dang
hoat dong tot cé ty 1é thanh céng thdp hon ban nhan ra. Model ban danh gia
thap dang xtr ly task t6t hon céc lua chon dat tién hon. Thay d6i gid khién luya
chon hién tai cia ban khéng con téi wu.

Tham Khao Nhanh: Quy Tac Lwa Chon

Cho khoanh khac ban can céu tra loi nhanh:

DECISION TREE: Which Model?

Is it infrastructure/security/architecture?
YES - Claude Opus 4.6 (no compromise)
NO ¢

Does it require judgment on ambiguous data?
YES - Claude Sonnet 4.6 or GPT-4.1
NO

Is it code generation or complex writing?
YES - Claude Sonnet 4.6 (or GPT-5.3-Codex for pure code)
NO

Is it routing, classification, or simple decisions?
YES - Claude Haiku 4.5 or Gemini 2.5 Flash
NO ¢

Is it high-volume, clear-correct-answer, batch?
YES - Gemini 2.5 Flash (or DeepSeek V3.2 for extreme cost sensitivity)
NO

Is privacy/on-premise required?
YES - DeepSeek R1 or Llama 4 Maverick (self-hosted)
NO - Revisit earlier questions — you likely fit one of those categories

Khi nghi ngo, hay chay thtr nghiém nho. Lay 20 vi du dai dién tir workload thuc
té cua ban. Chay ching qua model ré va model dat. So sanh output. Sw chénh
léch chat lwong thuwong nho hon — hoéac 16m hon — so véi ban mong doi, va dir
liéu thuc té danh bai suy doan.
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Piém Mau Chot

* Lwa chon model 1a bai toan toi wu héa chi phi-chat lwong, khong phai cau
hoi “cdi nao thong minh nhat”

» Ma tran lua chon: do phitrc tap suy luén, blast radius cta 16i, khéi luong yéu
cau, nhu cau context window

» Claude Opus 4.6 bat budc cho debug ha tang, phan tich bao mat va
agent da budc phuc tap — khoang cach kha nang la c6 thuc va chi phi
thoi gian cua 10i vuot qua chénh 1éch chi phi token

e Gemini 2.5 Flash la vo dich gia-hiéu suat cho task khoi lwong cao, cau
tra 1oi dung roé rang — nhung chu y hé sé nhan 2x trén 200K token

* GPT-4.1 c6 kinh té hoc context dai tot nhat (1M token, khong phu phi) cho
workload can window 16mn

 Kién trac routing + provider pool hoat dong nhung can wéc tinh quota
chinh x4c va circuit breaker & phia tiéu thu

* Bug khong khép model (tham s6 dac thu nha cung cap vuot qua ranh giGi
API) la dang 16i thuc — xay dung luwoc bo tham sé vao bat ky translation
layer nao

e Do hiéu suat model theo kinh nghiém véi workload thuc t€ — bat ngo theo
ca hai huéng la phé bién

Tiép theo: Chuong 4 — Thiét Ké Hé Thong Agent Séng Sot Khi Cham Vi Thuc
Té
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PHAN 2: KIEN TRUC

Chuong 4: Cac Mau Kién Trac Agent

“Kién truc ding khéng phdi la cdi théng minh nhdt. Do la cdi van hoat
déng luc 3 gio sang khi co gi do boc chay.”

Gi6i Thiéu

Khi t6i 1an dau deploy Al agent trong production, to6i da mac sai lam ma moi
nguwoi déu mac: toi coi ching nhw microservice. Cap cho ching mot API, tro
dén mot so tool, xong. Ship né.

Céch d6 hoat dong 6n cho dén lan dau tién mot agent can phdi hop véi agent
khéc. Sau d6 né can theo doi ha tang. Roi n6 can phuc hoi sau 16i ciia chinh
minh. Sau d6 toi c6 ba agent theo doi nhau trén ba server va khong cai nao
dong y vé ai dang phu trach.

Chuwong nay néi vé cdc mau kién tric téi hoc duoc theo cach khé. Khong phai
mau ly thuyét tir cac bai bdo. Ma la nhiimg mau d& song sot khi cham véi
production.

Chung ta sé dé cap nam mau chinh, sap x€ép so bo tir don gidn dén phic tap:

1. Agent Pon — mét agent, mot coéng viéc

2. Diéu Phoi Pa Agent — mot coordinator véi cac sub-agent

3. Agent Mesh — céc peer theo doéi va phuc hoi nhau

4. Agent Huong Sw Kién — agent duoc danh thirc bai sy kién real-time
5. Kién Trac Hybrid — két hop cédc mau trong production

Cho moi mau, toi sé cho ban chi tiét trién khai thuc té€, cdc dang 16i toi gap
phai, va nhitng gi toi sé lam khac di.
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Mau 1: Agent Pon (Claude Code Standalone)
Pay la noi moi nguoi bat dau. Mot agent, mot phién, mot task.

User -» Claude Code - Tools (bash, read, write, git) - Output

Khi Nao N6 Hoat Pong

Agent don bi danh gid thap. Cho moét s luwong task dang ngac nhién, né chinh
xac la dung:

* Refactor codebase

e Viét va chay script migration batch

e Debug su c6 production (véi tool chi doc)

* Tao boilerplate hoac tai liéu
Sw don gian la tinh nang. Mot tién trinh, mot file log, mot thit dé debug khi c6
gi do sai.
Rang Budc Thuc Su: Context Window

Context window la toan b0 b6 nhé lam viéc cua agent don. Claude Opus 4.6 c6
200K token. Nghe c6 vé nhiéu cho dén khi ban nhén ra:

System prompt: ~2,000 tokens
Tools definitions: ~1,000 tokens
Conversation history: grows over time
Code being edited: varies wildly
OQutput buffer: ~8,000 tokens

Phién bat dau & 10K token da dung cé thé dat 150K sau mot gio lam viéc
nghiém tuc. Khi tién gan dén giéi han, hanh vi cia agent suy giam. N6 bat dau
quén context tir dau hoi thoai. Né mac 16i ma n6é da khéng mac lic ban dau.

To6i d& c6 cac phién Claude Code dat 97% quota va bi kill bang signal 9. Khong
shutdown graceful, khéng checkpoint. Céng viéc chi dung lai.

Nguyén tac kinh nghiém: Lip ké hoach cho phién agent don xtr Iy khong
nhiéu hon nhiing gi vira thoai mai trong 100K token hoi thoai. Ngoai d6, ban
can kién truc khac.
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Anti-Pattern Agent Don

Loi super-prompt. Ban dau tdi c6 gang viét mot prompt khéng 16 xtr Iy toan
bo deployment phttc tap: cap nhat database schema, migrate dir li€u, cap nhat
code tng dung, khéi dong lai dich vu, chay smoke test. Agent bat dau tét, roi
ao giac gitra chimg vi c6 qua nhiéu thir d€ theo doi.

Céch stra la chia thanh bon prompt tuan tw véi handoff ré rang: 1. Phase 1:
Analyze current state and plan migration 2. Phase 2: Execute database changes
(sau khi xem xét output phase 1) 3. Phase 3: Update application code 4. Phase
4: Deploy and validate

Moi phase bat dau mdi voi context c6 muc tiéu. Agent biét chinh xac nhiing gi
no can biét.

Bay duong dan tuong déi. Agent don chay trong céc phién sé chét. Néu ban
tham chiéu ./configs/production.yaml, n6 hoat dong tot trong phién hién tai.
Nhung néu phién agent bi kill va khéi dong lai, hodc néu ban spawn moét sub-
agent, thw muc lam viéc cé thé khéc.

Lu6n dung duong dan tuyét doi trong huéng dan agent. Luén luén. T6i da mat
nhiéu gio debug 16i chila ./config khong phén gidi tir thw muc lam viéc khéc.

./scripts/deploy.sh

/opt/agents/project/scripts/deploy.sh

Mau 2: Piéu Phoi Pa Agent

Khi agent don cham giéi han, buéc tw nhién ti€p theo la mo6 hinh orchestrator-
subagent. MOt agent diéu phoi; nhiéu agent chuyén biét thuc hién c6ng viéc.

User
U
Orchestrator Agent
— Sub-agent A (code changes)
— Sub-agent B (testing)
L— Sub-agent C (documentation)
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Cach N6 Hoat Pong Trong Thuc Té

Orchestrator nhan task phtrc tap va chia thanh cdc workstream song song
hoac tuan tw. Moi sub-agent nhan context tap trung: chi nhiimg gi né can dé
hoan thanh phéan cu thé ctia minh.

bay la cach tbdi c6 nam agent viét nam phan cua cudn sach dong thoi.
Orchestrator xac dinh cac chwong, giao mot chwong cho moi agent véi cung
style guide, chay song song va gop output. Hai mwoi lam phut cho ban thao
day du. Lam tuan tw trong mot phién sé mat nhiéu gi¢ va c6 thé cham gidi han
context.

Ngan Sach Context Sub-Agent

Moi sub-agent c6 context 200K token méi cta riéng né. Day la loi thé chinh so
v6i agent don cho task 16n: ban khong chién dau véi context co lai qua mot
phién dai. Mo6i agent bat dau sach sé.

Rang budc la thiét ké task. Ban phai cdu truc task ctia moi sub-agent dé né cé
thé hoan thanh trong: - Context window riéng (200K) - Khong can phéi hop
real-time véi agent khac (trir khi ban thiét ké ro rang cho diéu do)

Quy tac thuc té: Thiét ké task sub-agent dé doc lap. Néu agent B can output
tir agent A, dung chay song song — chuoi tuan tw, véi output ctia A duoc
truyén ro rang trong prompt cua B.

Mau Piéu Phoi Toi Dung

# Sub-Agent Prompt Template

## Your Role
You are [specific role]/ for [specific task].

## Context
Relevant background, exactly what this agent needs

## Task
Specific, bounded deliverable

## Output Format
Exactly what to produce and where to put it

## Constraints
- Work only in [specific directory/scope
- Do NOT modify /[list of things to leave alone

- If blocked, write blockers to [specific file] and stop

## Absolute Paths
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- Work dir: /opt/agents/project/
- Output: /opt/agents/project/output/agent-N/

Phan constraints la quan trong. Sub-agent cé nang lyc va nhiét tinh. Khéng cé
ranh giGi roé rang, chung sé “giup dé” bang cach lam nhiing thit ban khong yéu
cau. Toi da co6 agent tai cau trac thwe muc, cap nhét file config, cai dat
dependency — tat ca trong khi hoan thanh task duwoc giao thanh céng va pha
v& hoan toan moi truong cho agent tiép theo.

Cau Chuyén Chién Truong: Tac Nghén 15 Agent

Toi tung spawn 15 sub-agent song song dé xtr 1y 15 chuwong dong thoi. Moi

agent duoc cho la viét lai mét chwong. Piéu tdi khong tinh dén: ba trong s6
ching can cung mot file config chia sé. Tat ca ba déu ghi vao n6é dong thoi.
File két qua bi hong. Ca ba chuong déu that bai, va t6i mat b6n muoi phut

thdo g& conflict.

Bai hoc: Xac dinh tai nguyén chia sé trudc khi spawn agent song song. Hoac
cap cho moi agent ban sao riéng, hoac serialize cac agent cham tai nguyén
chia sé.

Van Pé Don Dep

Céc phién sub-agent khong mién phi. Ching tiéu thu quota. Néu phién agent
bi treo hoac bi orphan — c6 thé né bi ket trén 10i goi mang, c6 thé né mat két
noi — no gilr phién tmux soéng va tiép tuc dot quota API.

T6i phat hién ra diéu nay theo cach kho khi tim thay bay phién tmux orphan
dang chay lang 1é. Khong cai nao lam gi hitu ich. Ching chi s6ng, va heartbeat
prompt ctua chung tiép tuc kich hoat.

tmux ls | grep -E "agent|sub"
tmux kill-session -t agent-3

Sau su c6 nay to6i thém chinh sach cleanup: bat ky sub-agent nao dwoc spawn
theo chuong trinh nhan flag cleanup: "delete" va timeout wall-clock t6i da.
Néu n6 khéng hoan thanh trong timeout, né bi kill.
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Mau 3: Agent Mesh

bay la noi thi vi — va noi t6i danh ba tuan lap lai trén mot thiét ké thuc suw
hoat dong.

Agent mesh 1a mot nhom peer agent theo ddi nhau va c6 thé phuc héi 16i clia
nhau. Khong cé agent don nao dac biét. Bat ky agent nao cé thé quan sét tinh
trang cta bat ky agent nao khéc. Bat ky agent nao cé thé c6 gang stra bat ky
agent nao khac.

Server-1 (Region A) « monitors - Server-2 (Region A)
1 t

| monitors |
L Server-3 (Region B) —————

Trong thiét 14p production cua ching toi, ching tbéi chay nhiéu server trén céac
vung dia ly. Moi server chay gateway agent. Moi server chay cung script mesh
monitor trén heartbeat 3 phat. Moi agent cé thé khéi dong lai bat ky agent
nao khac qua SSH.

Tién Héa: vl - v2.3

D€ lam ding can ba 1an stra d6i chinh. Hay d€ toi di qua nhimmg gi da hdng va
tai sao.

vl: Khong Phoi Hop

Phién ban dau don gidn: néu agent A thay agent B bi nga, agent A khéi dong
lai B. Néu agent C cling thay B bi nga cung lic, agent C cling c6 khéi dong lai
B. Cé hai thanh c6ng, hoac ching conflict. Du thé nao, ban nhan dwoc céac lan
thr khoi dong lai trung lap va log nhiéu.

On cho 15i thinh thoang. Té hai khi sw ¢6 mang khién tat ca agent thdy nhau bi
nga dong thoi va ching bat dau khéi dong lai moi thit.

v2.2: Bau Chon Leader theo IP

Thém bau chon leader: agent véi dia chi IP thap nhat 1a “leader” va la nguoi
duy nhat duoc phép thuc thi khéi phuc.

Céach nay hoat dong cho dén khi téi nhan ra Server-2 khéng bao git c6 thé la
leader, vi hai server khac déu c6 IP thdp hon. Server-2 sé phét hién 16i va chan
dodn dung, nhung khéng bao gi¢ kich hoat kh6i phuc. N6 la hanh khéch trén
mesh cua chinh nd.
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Cau hdi phoi bay bug nay: “Vai tro cua Server-2 trong mesh la gi?” Cau tra loi
— “né quan sat nhung khéng bao gio hanh déng” — lam van dé hién nhién.

v2.3: Pure Flock

Gidi phép la bo hoan toan bau chon leader va dung kernel-level file locking
(flock) truc tiép.

Cach phoi hop duva trén flock hoat dong:

1. Méi agent, khi n6 phat hién 16i, c6 gang lay exclusive lock trén file lock
khoi phuc ctia may muc tiéu.

2. Lock duoc 1ay qua SSH: may remote gitr file descriptor.

3. Vi lock duoc gitr bai tién trinh SSH, né ty dong duwoc gidi phong khi phién
SSH két thuc — du d6 la hoan thanh binh thuong, crash hay mat mang.

4. Kernel dam bao chi mot tién trinh gitr lock tai mot thoi diém, khéng cé race
condition.

# The critical insight: run diagnosis AND fix inside a single SSH session
# Lock is held for the entire operation, released on session exit

ssh_with_lock() {
local target host="$1"
local target agent="$2"

ssh -o ConnectTimeout=10 "$target host" bash << 'REMOTE_ SCRIPT'
LOCK FILE="/tmp/openclaw-recovery.lock"

# Try to acquire lock - non-blocking

exec 200>"$LOCK FILE"

if ! flock -n 200; then
echo "LOCK BUSY: another agent is already recovering"
exit @ # Not an error, just skip

fi

# Lock acquired - diagnose and fix within this session
# Lock releases automatically when this SSH session ends
diagnose_and_fix

REMOTE_SCRIPT

}

Vé dep cua cach ti€p can nay:

* Khong c6 orphan lock. SSH chét - tién trinh bash chét — file descriptor
dong — kernel gidi phdng lock. Khéng can cleanup.

« Khéng c6 phuc tap bau chon leader. Bat ky agent nao c6 thé stra bat ky
agent nao. Cai dau tién 1ay lock thang.
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» Atomic & cap kernel. Khong cé khoang tréng gitra “ki€m tra xem da lock
chua” va “lay lock.”

e Backpressure tw nhién. Néu viéc stra mat 5 phut, khong agent nao khac
lang phi tai nguyén thir cung viéc stra trong 5 phut do.

Script Mesh Monitor Pay Pu
Day la script production (v2.3, don gian hoa dé ro rang):

#!/bin/bash

# agent-mesh-monitor.sh

# Version 2.3 - Pure flock coordination, no leader election
# Runs on each server, monitors the other two

set -euo pipefail

AGENT NAME="${AGENT NAME: -unknown}"

FAIL THRESHOLD=2

HEARTBEAT DIR="/opt/agents/workspace"

TELEGRAM TOKEN="${TELEGRAM BOT TOKEN}"
TELEGRAM CHAT="${TELEGRAM CHAT ID}"

LOG FILE="/tmp/mesh-monitor-${AGENT NAME}.log"

# Peer configuration

declare -A PEERS=(
["agent-a"]="10.10.0.2"
["agent-b"]="10.10.0.3"
["agent-c"]="10.10.0.1"

declare -A FAIL COUNTS=()

for peer in "${!PEERS[@]}"; do
FAIL COUNTS["$peer"]=0

done

log() {
echo "[$(date '+%Y-%m-%d %H:%M:%S')] $*" | tee -a "$LOG_FILE"

send telegram() {
local message="$1"
curl -s -X POST \
"https://api.telegram.org/bot${TELEGRAM TOKEN}/sendMessage" \
-d "chat id=${TELEGRAM CHAT}" \
-d "text=${message}" \
-d "parse mode=Markdown" > /dev/null 2>&1 || true

check heartbeat() {
local peer name="$1"
local peer ip="${PEERS[$peer name]}"
local heartbeat file="${HEARTBEAT DIR}/heartbeats/${peer name}.txt"

# Check heartbeat file was updated recently

if [[ ! -f "$heartbeat file" ]1; then
log "WARN: No heartbeat file for $peer name"
return 1
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fi

local last modified

last modified=$(stat -c %Y "$heartbeat file" 2>/dev/null || echo 0)
local now

now=$(date +%s)

local age=$(( now - last modified ))

# Heartbeat should be updated every 30 minutes (1800 seconds)
# Give 2x buffer for network/timing variance
if [[ $age -gt 3600 ]]; then
log "STALE: $peer name heartbeat is ${age}s old"
return 1
fi

# Also try a simple TCP connectivity check

if ! timeout 5 bash -c "cat < /dev/null > /dev/tcp/${peer ip}/22" 2>/dev/null; then
log "UNREACHABLE: Cannot reach $peer name at $peer ip:22"
return 1

fi

return 0

diagnose peer() {
local peer name="$1"
local peer ip="${PEERS[$peer name]}"

log "DIAGNOSE: Checking $peer name ($peer ip)"

# Run diagnosis on remote machine

local diagnosis

diagnosis=$(ssh -o ConnectTimeout=10 -o StrictHostKeyChecking=no \
"agent-user@${peer ip}" bash << 'EOF' 2>/dev/null || echo "SSH FAILED")

issues=()

# Check gateway agent

if ! systemctl --user is-active gateway-agent > /dev/null 2>&1; then
issues+=("gateway:inactive")

fi

# Check API proxy service

if ! systemctl is-active api-proxy > /dev/null 2>&1; then
issues+=("api-proxy:inactive")

fi

# Check disk space
disk used=$(df / --output=pcent | tail -1 | tr -d 'S% ')
if [[ $disk used -gt 90 ]1; then
issues+=("disk:${disk used}%")
fi

# Check memory

mem available=$(free -m | awk '/”Mem:/{print $7}')

if [[ $mem available -1t 512 ]]; then
issues+=("memory:${mem available}MB")

fi

if [[ ${#issues[@]} -eq O ]]; then
echo "HEALTHY"

else
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echo "ISSUES:$(IFS=','; echo "${issues[*]}")"
fi
EOF

echo "$diagnosis"

attempt recovery() {
local peer name="$1"
local peer_ ip="${PEERS[$peer name]}"
local issues="$2"

log "RECOVERY: Attempting to fix $peer name, issues: $issues”

# Try to acquire the recovery lock on the target machine

# If another agent already has the lock, we skip

local result

result=$(ssh -o ConnectTimeout=15 -0 StrictHostKeyChecking=no \
"agent-user@${peer ip}" bash << REMOTE EOF 2>&1 || echo "SSH FAILED")

LOCK FILE="/tmp/openclaw-recovery.lock"
exec 200>"\$LOCK FILE"

if ! flock -n 200; then
echo "LOCK BUSY"
exit 0

fi

# We have the lock - attempt fixes

fixed=()

if [[ "$issues" == *'"gateway:inactive"* 1]; then
systemctl --user start gateway-agent
sleep 5

if systemctl --user is-active gateway-agent > /dev/null 2>&1; then
fixed+=("gateway:restarted")

fi
fi
if [[ "$issues" == *"api-proxy:inactive"* ]]; then
systemctl start api-proxy
sleep 5
if systemctl is-active api-proxy > /dev/null 2>&1; then
fixed+=("api-proxy:restarted")
fi
fi

if [[ "\${#fixed[@]}" -gt @ 11; then

echo "FIXED:\$(IFS=','; echo "\${fixed[*]}")"
else

echo "NO FIX"
fi

# Lock releases here when SSH session ends
REMOTE_EOF

echo "$result"

monitor loop() {
while true; do
for peer name in "${!PEERS[@]}"; do
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# Skip monitoring yourself
if [[ "$peer name" == "$AGENT NAME" 1]; then
continue

fi

if check heartbeat "$peer name"; then
# Healthy - reset fail count
FAIL COUNTS[$peer name]=0
log "OK: $peer name is healthy"

else

# Failed - increment counter
FAIL COUNTS[$peer name]l=$(( ${FAIL COUNTS[$peer namel} + 1 ))
count=${FAIL COUNTS[$peer namel}

log "FAIL $count/$FAIL THRESHOLD: $peer name not responding"

if [[ $count -ge $FAIL THRESHOLD 1]; then
log "CRITICAL: $peer name failed $FAIL THRESHOLD times - triggering recovery"
send telegram "CRITICAL [$AGENT NAME]: $peer name is DOWN (fail $count/

$FAIL THRESHOLD)"

local diagnosis
diagnosis=$(diagnose peer "$peer name")
log "DIAGNOSIS for $peer name: $diagnosis"

if [[ "$diagnosis" != "HEALTHY" && "$diagnosis" != "SSH FAILED" 1]; then

$recovery result"”

handles it

$recovery result"”

fi
fi
fi
done

local recovery result
recovery result=$(attempt recovery "$peer name" "$diagnosis")
log "RECOVERY RESULT for $peer name: $recovery result"

if [[ "$recovery result" == *"FIXED"* ]1; then
send telegram "RESOLVED [$AGENT NAME]: Fixed $peer name -

FAIL_COUNTS[$peer_name]=0
elif [[ "$recovery result" == "LOCK BUSY" 1]; then
log "INFO: Another agent is already recovering $peer name"
FAIL COUNTS[$peer namel=0 # Don't keep counting, assume other agent

else
send telegram "FAILED [$AGENT NAME]: Could not fix $peer name -

fi

# Wait before next check cycle
sleep 180 # 3 minutes

done

log "Starting mesh monitor as ${AGENT NAME}"

monitor loop
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Deployment: systemd Timer Thay Vi Cron

Sau cudc khiung hoang t6i uwu token (thém vé diéu dé trong Chuwong 5), toi
chuyén tlir chay mesh monitor qua gateway agent sang chay né nhu pure
systemd timer. Piéu nay c6 nghia la tiéu thu zero Al token moi chu ky ki€ém
tra.

# /etc/systemd/system/mesh-monitor.service
[Unit]

Description=Agent Mesh Monitor
After=network.target

[Service]

Type=simple

User=agent-user

Environment="AGENT NAME=agent-a"
Environment="TELEGRAM BOT TOKEN=xxx"
Environment="TELEGRAM CHAT ID=your chat id"
ExecStart=/opt/agents/workspace/scripts/agent-mesh-monitor.sh
Restart=always

RestartSec=30

[Install]
WantedBy=multi-user.target

# No timer needed - the script loops internally
# But if you want periodic runs instead:

# /etc/systemd/system/mesh-monitor.timer

[Unit]

Description=Agent Mesh Monitor Timer

[Timer]
OnBootSec=2min

OnUnitActiveSec=3min

[Install]
WantedBy=timers.target

Nhiing Gi Mesh Khong Thé Stra

Héay thanh that vé giéi han. Mesh monitor t6i mé ta cé thé khédi dong lai dich
vu systemd va container Docker. N6 khéng thé:

Stra dich vu cdu hinh sai ma crash ngay khi khéi dong lai

Phuc héi tir day 6 dia (n6 c6 thé canh béo, nhung don 6 dia doi hoi phén
xét)

Xur Iy network partition noi agent khong dong y vé ai dang nga

Stra bat cir thir gi doi hdi input twong tac hoac phan xét con nguoi nhiéu
buoc
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Mesh gioi trong “dich vu ngé xuéng, khéi dong lai n6.” N6 khong phai su thay
thé cho nguoi on-call.

Mau 4: Agent Huong Su Kién

Thay vi chay theo lich trinh, agent huéng sw kién thttc day dé phan héi cac su
kién real-time. Chi phi polling bang khéng. Thoi gian phan hoi dudi giay.

Truomg hop st dung kinh dién trong ha tang cua téi: s kién Docker.

# Every time a container changes state, wake up an agent
docker events --filter 'event=die' --filter ‘'event=stop' \
--format '{{.Actor.Attributes.name}} {{.Status}}' | \
while read container name status; do
trigger agent "Container $container name just $status”
done

Kién Tric Canh Bao Hai Lop
T6i chay hai hé thong canh bdo ddc 1ap. Ching bé sung cho nhau:

Lép 1: Docker Events Listener (real-time, < 5 giay)

#1/bin/bash
# docker-event-listener.sh
# Runs continuously, responds to container events immediately

docker events \
--filter 'event=die' \
--filter 'event=oom' \
--filter 'event=stop' \
--format '{{json .}}' | \
while IFS= read -r event json; do

container=$(echo "$event json" | jq -r '.Actor.Attributes.name")
event type=$(echo "$event json" | jq -r '.Status')
exit code=$(echo "$event json" | jq -r '.Actor.Attributes.exitCode // "unknown""')

# Skip intentional stops (exit code O = graceful shutdown)

if [[ "$exit code" == "0" && "$event type" == "die" ]1; then
continue

fi

message="¢, CONTAINER ${event type”"}: $container (exit: $exit code)"

# Immediate Telegram alert

curl -s -X POST "https://api.telegram.org/bot${BOT TOKEN}/sendMessage" \
-d "chat id=${CHAT ID}" \
-d "text=$message" > /dev/null

# Optionally trigger auto-heal

if should auto heal "$container" "$event type" "$exit code"; then
attempt_container_restart "$container"”

79



fi
done

Lop 2: Prometheus + Alertmanager (du phong, do tré ~3 phut)

Prometheus scrape metric moi 15 gidy va danh gid quy tac canh béo. Khi quy
tac kich hoat, Alertmanager gui canh bdo dén webhook receiver, kich hoat
phién gateway agent.

# prometheus/rules/container.yml
groups:
- name: container_alerts
rules:
- alert: ContainerDown
expr: absent(container last seen{name="critical-service"})
for: 3m
labels:
severity: critical
annotations:
summary: "Container {{ $labels.name }} has been down for 3 minutes"

# webhook receiver.py - receives Alertmanager webhooks
from fastapi import FastAPI

import subprocess

import json

app = FastAPI()
@app.post("/alert")

async def handle alert(payload: dict):
for alert in payload.get("alerts", []):

if alert["status"] == "firing":
alert name = alert["labels"]["alertname"]
# Trigger agent session for critical alerts
if alert["labels"]["severity"] == "critical":
trigger_agent_session(alert_name, alert["annotations"])
return {"status": "received"}

def trigger agent session(alert name: str, context: dict):
prompt = f"""
CRITICAL ALERT: {alert_name}
Context: {json.dumps(context, indent=2)}

Please investigate and attempt to resolve this issue.
Check logs, restart if appropriate, report findings.

subprocess.Popen([
"openclaw", "run", "--session-type", "isolated",
"--prompt", prompt

1

Tai Sao Hai Lop?

Vi céc dang 16i khéng chong chéo:
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Loi Lép 1 Lép 2

Container crash Ngay lap tirc | Sau 3 phut

Docker daemon treo Im lang Prometheus phat hién
Scrape metric that bai | Van canh bdo | Khong cé dir liéu

Network partition Van cuc bd C6 thé that bai

Khong hé thong nao du tin cay khi dimg mot minh. Cung nhau, céi nay bao
pht diém mu cua cdi kia.

Mau 5: Kién Triac Hybrid

Trong thuc té€, ban dung két hop. Hé thong production cua tbi trong nhuw thé
nay:

[User/Telegram]
I
v
[Gateway Agent] « primary orchestrator, always running

F— [Event Listener] - immediate Docker/system events

F— [Mesh Monitor] < systemd timer, checks peers

|

F— [Sub-agents] « spawned on demand for heavy tasks

| — Infrastructure sub-agent (claude-opus-4-6)
— Content sub-agent (gemini for light tasks)
L— Research sub-agent (parallel, isolated)

|

|

|

L— [Cron Jobs] « scheduled lightweight tasks
— Memory auto-save (every 5 min)
— Health checks (every 6h)
L Backup verification (daily)

Luwa Chon Model Theo Task

Khong phai tat ca agent déu can cung mot model. T6i khép model theo loai
task:

models:
infrastructure_critical:
model: "anthropic/claude-opus-4-6"
reason: "System tasks need reliable reasoning, can't afford Gemini failures"

general orchestration:
model: "api-proxy/claude-sonnet-4-5"

reason: "Fast, cost-effective for coordination tasks"

content generation:

81



model: "google/gemini-3-flash"
reason: "High volume, lower stakes, cost optimization"

mesh monitor:
type: "bash only"
reason: "Zero AI tokens - pure shell script"

Quy tac cing: khong bao gio dung model free-tier hoac phu thudéc quota
cho khoéi phuc ha tang. Sau khi ching kié€n provider pool quota cham 100%
trén tat ca 15 tai khoan dong thoi, toi gitr cac task ha tang quan trong trén
Anthropic direct API tra phi.

Huong Dan Quyét Dinh Kién Truc
bay la cach t6i sé chon kién tric ngay nay:
Single task, bounded scope?
L Single Agent

Multiple parallel workstreams, independent?
L Multi-Agent Orchestration (parallel sub-agents)

Sequential steps with dependencies?
L— Multi-Agent Orchestration (chained sub-agents)

Multiple servers that need to monitor each other?
L Agent Mesh (with flock-based coordination)

Need sub-second response to system events?
L Event-Driven (Docker events, webhooks)

Production infrastructure?
L— Hybrid: Mesh + Events + Orchestration

with dedicated model tiers
and explicit coordination boundaries

Thué Phéi Hop

Mo6i mau ngoai agent don déu thém chi phi diéu phoi. Trudc khi chon kién tric
phtc tap, hay hoi:

* Task c6 thuc sy can tinh song song, hay t6i chi hirng khdi véi distributed
system?
* T6i c6 thé chia khac di dé sub-agent thuc sw doc 1ap khéng?

 Diéu gi xay ra khi mot thanh phan 16i — hé théng cé suy gidm graceful
khong?
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To6i da thay ki sw (k€ ca ban than) dung kién tric mesh da agent khi mot phién
agent don duoc prompt tot da c6 thé lam cong viéc trong mot phan muoi thoi
gian. DO phtc tap la chi phi. Trd né khi ban phai, khoéng phai nhw mac dinh.

Danh Muc Dang Loi

Lap tai liéu cac dang 16i cua ban trudc khi deployment, khong phai sau. Moi
mau kién tric c6 cac dang 16i dac trung. Biét ching truwéc nghia la phan hoi sy
c6 nhanh hon.

Dang 10i Agent Pon: - Cham gidi han context gitra chung task (phién suy
gidm hoac chét) - Phién bi kill béi signal 9 & 97% quota - Puong dan tuong doi
bi hong sau khi thay d6i moi truong - Loi quyén tool gitta chudi véi trang thai
mot phan da ghi

Dang 10i Piéu Phéi Pa Agent: - Sub-agent cham gidi han context 200K va
dung gitita task - Agent song song ghi vao cung file dong thoi (hdong dir liéu) -
Phién sub-agent orphan tiép tuc dot quota - Orchestrator mat dau trang thai
sub-agent sau sy c6 mang - Sub-agent “giip d¢” ngoai pham vi duoc giao (xem
guardrail Chuong 6)

Dang loi Agent Mesh: - Network partition khién tat cd agent thay nhau bi
ngéa dong thoi (recovery storm) - File lock con trén 6 dia néu server hard-crash
trudc khi phién SSH két thic (gidm thi€u béi flock fd, khong phai file) - Agent
chan doén dung 16i nhung thiéu quyén dé stra - Agent healer mat két noi gitra
chung khoi phuc (muc tiéu duoc stra mot nira) - Rotation SSH key trén mot
server pha vé kha ndang SSH cua tat ca server khac vao no

Dang 16i Huwong Sw Kién: - Docker events buffer overflow bi mat sy kién
dudi tai cuc cao - Webhook receiver crash im lang — khong cé canh béo nao
kich hoat cho dén khi ai d6 nhan ra - Canh béo kich hoat cho lan khéi dong lai
bdo tri c6 chu y (alert fatigue) - Hai s kién kich hoat cho cung container, hai
lan thir khoi phuc chay song song

Bién phap giam thiéu:

for host in 10.10.0.1 10.10.0.2 10.10.0.3; do
ssh -o BatchMode=yes -o ConnectTimeout=5 "agent-user@$host" echo "OK $host" || \
echo "WARN: SSH to $host failed"
done

declare -A RECENT ALERTS=()
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handle alert() {
local alert key="$1"
local now
now=$(date +%s)

local last="${RECENT ALERTS[$alert key]:-0}"
if (( now - last < 60 )); then
echo "Skipping duplicate alert: $alert key (last seen ${now-last}s ago)"

return
fi

RECENT ALERTS[$alert keyl=$now

process _alert "$alert key"

# Single agent: checkpoint progress to disk so restarts can resume

checkpoint() {
local step="$1"

echo "$step" > /tmp/agent-checkpoint.txt
echo "[$(date)] Checkpoint: $step"

resume_from checkpoint() {

if [[ -f /tmp/agent-checkpoint.txt 1]; then
cat /tmp/agent-checkpoint.txt

else
echo "start"
fi

Observability Trén Cac Kién Truac

Mo6i mau can observability khac nhau. DPay la nhiing gi téi instrument trong

tung truong hop:

positive

Kién trac Can theo doi Tool
Sud tok hién, thoi gi 11- Cust
Agent Pon & dung token phién, thoi gian wa us f)m
clock logging
Ty 1& hoan thanh sub- t, s6 phié Sessi
Pa Agent y 1é€ hoan thanh sub-agent, s6 phién ession
orphan tracker
Do tré 1ay flock, ty 1& thanh c6ng khoi Prometheus
Agent Mesh i y v 9 ' . "
phuc metrics
b6 tré xur ly sw kién, sy kién bi mat, false
Huéng Sy Kién i XUy Sw e L en o Alertmanager

Cu thé cho mesh, tdi phat metric tir script monitor:

# Push mesh health metrics to Prometheus Pushgateway

push metric() {
local metric_name="$1"
local value="$2"
local labels="$3"

cat << EOF | curl -s --data-binary @- \
"http://localhost:9091/metrics/job/mesh monitor/instance/${AGENT_ NAME}"
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# TYPE ${metric name} gauge
${metric name}{${labels}} ${value}
EOF

}

push metric "mesh peer healthy" "1" "peer=\"claw-dai\""
push _metric "mesh recovery attempts total" "$RECOVERY_ COUNT" "agent=\"${AGENT NAME}\""
push metric "mesh flock busy total" "$LOCK BUSY COUNT" "target=\"claw-ut\""

Diéu nay cho ban Grafana dashboard hién thi agent nao dang chira lanh peer
nao, tan suat lock contend, va noi cac 1an thtr kh6i phuc dang that bai.

Piém Mau Choét
1. Agent don thuong la du. Khép kién truc véi yéu cau thuc té.

2. 200K token moi sub-agent la ngan sach cua ban. Thiét ké task dé€ vira;
dung gia dinh agent tw quan ly context.

3. Dung duong dan tuyét déi. Phién chét. Phién méi khong biét thw muc
lam viéc cua ban.

4. Flock danh bai bau chon leader cho diéu ph6i phan tan. Thoi gian s6ng
phién SSH = thoi gian song lock = khéng c6 orphan lock.

5. Chuyén health check ra khéi Al. Pure bash systemd timer cho
monitoring; Al chi cho ch&n doén va khéi phuc.

6. Hai 16p canh bao. Docker events cho toc do; Prometheus cho day du.

7. Khép model véi task. API truc ti€p tra phi cho hé thong quan trong.
Model free/quota cho néi dung. Khong bao gio nham lan hai loai nay.

8. Don dep sau ban than. Phién agent orphan dét quota im lang. Trién khai
timeout va chinh sach cleanup.

Chuong tiép theo: Context Engineering — vi prompt ban khéng téi uu chinh la
token ban dang tra tién cho no.
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Chuong 5: Context Engineering —
Nghé Thuat Toi Uu Token

“Toi cat giam 91% cdc file context ctia AI qua mét dém. N6 tro nén théng
minh hon.”

Gi6i Thiéu

C6 mot cudc tro chuyén ma cac ky sw DevOps it khi néi dén: cau chuyén vé
nhitg gi thuc sy di vao context window truédc khi mot dong prompt nao cua
ban duoc xtr ly.

Hau hét moi ngudi nghi vé prompt engineering. it ai nghi dén context
engineering — nganh ky luat vé thiét ké, do luong, va téi wu héa moi thir 1ap
day ngan sach token trudc khi cudc tro chuyén tham chi bat dau.

Chuong nay néi vé ky luat dé. N6 ciling ké vé céch tdi hoc duoc diéu nay theo
cach khé nhat: hon mot chuc tai khoan provider bi tam dinh chi trong moét
ngay, ngan sach API hang ngay vé $0, va m6t hé théng Al production phai tiép
tuc hoat dong.

T6i sé chi cho ban: - Nhitng gi thuc sy dang tiéu tén ngan sach token cua ban -
Cau chuyén giam 91%: tir 9.030 — 797 token trong cac file context - Cach thiét
ké heartbeat lam hao hut quota - Van dé orphan session ma khong ai canh béo
ban - Cach st dung CLAUDE.md va AGENTS.md nhuw cdc cOng cu context
engineering - Tai sao absolute path quan trong hon ban nghi - Code dé do
luong va quan ly ngan sach token cua ban

Context Engineering La Gi?

Prompt engineering la viét tin nhan ban gii dén model. Context engineering
la thiét k€ moi thit bao quanh tin nhan d6 — system prompt, tool definition, tai
liéu duoc inject, lich st tro chuyén — sao cho moi token déu xing dang véi vi
tri cua no.
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Hay nghi nhu thé nay: context window la mét ban lam viéc c6 kich thudéc co

dinh. Ban kiém so&t nhiimg gi duoc dat 1én ban d6 trudce khi cong viéc bat dau.
Néu ban chit déng sach tham khdo ma ban khéng can cho nhiém vu nay, ban
da lang phi khong gian c6 thé chra thong tin thuc s lién quan dén nhiém vu.

Véi context window 200K token: - 200K token nghe c6 vé vo han - 9.000 token
trong cac file context bi phinh to nghe cé vé nho nhat - Cho dén khi ban chay
30 phién agent moi ngay - Véi $15 moi triéu input token cho Opus 4.6 - P6 la
$0,135 moi phién bi 1ang phi trudc khi ¢ mot tir hitu ich nao

Nhén véi 30 phién x 30 ngay = $121,50/thang bi dot chay vi context bloat.
Cho mot agent. Diéu nay quan trong.

Cau Truc Tiéu Thu Token

Trudc khi t6i wu, ban can hiéu minh dang to6i uwu céi gi. Pay la cach token thuc
sw bi tiéu thu trong moét phién Claude Code / orchestrating agent dién hinh:

1
200K Token Window |
|
|

System Prompt (~1,000-5,000 tokens) |
- Agent identity and role |
- Instructions and constraints |
- Context files injected at startup |

Tool Definitions (~500-2,000 tokens) |
- Each tool schema uses tokens |
- MCP server tools add up fast |

Conversation History (grows every turn) |
- Every message, tool call, tool result
- Code files read or written
- Command outputs
- This is where sessions balloon

Output Buffer (~4,000-8,000 tokens reserved) |
- Model's response generation |
- Extended thinking if enabled |

Lich st tro chuyén la c6 may tang trudong ty nhién. Moi 1an goi tool thém input
+ output vao lich stt. Poc mot file 500 dong? Pé la ~2.000 token trong lich str.
Chay mot 1énh xuat ra 200 dong? Thém ~800 token nita. M6t phién code kéo

dai mot tiéng cd thé dé dang tiéu thu 100K token chi trong lich st tro chuyén.

87



Tuy nhién, system prompt la bién sé ban c6 thé kiém soat. N6 c6 dinh & moi
phién. Moi token ban cat tir system prompt la mét token ban tiét kiém duoc &
moi phién duy nhat.

Khung Hoang: Tai Khoan Provider Bi Tam Dinh Chi

Moi chuyén bat dau véi mot canh béo lic 2 gio sang ngay 11 thang 2 nam
2026.

T6i dang chay orchestrating agent trén nhiéu server, st dung hon mot chuc tai
khoan provider thong qua dich vu API proxy cuc bd cua chung toéi. Céc tai
khoan nay cho phép truy cap vao cac model Gemini qua pool token noi b6 cua
provider — thuc chat la quota mién phi trong giéi han Google Al Pro.

RoOi Google tam dinh chi tat ca céac tai khoan cung mot lac.

T6i di tir choé c6 dung lwong Al khoéng gidi han sang chay trén céac tai khoan
Anthropic native véi gia theo token. Kinh té thay doi qua mot dém. Nhing thi
trudec day “mién phi” bay gio la tién that.

Toi c6 hai lya chon: tat cdc agent hoac lam cho chung hiéu qua hon déng ké.
To6i chon hiéu qua.

Viéc kiém todn bat dau bang cdu hoi: nhirng gi thuc sy nam trong context
va kich hoat moi phién duy nhat?

Kiém Toan File Context

Orchestrating agent inject nhiéu file vao system prompt khi khéi dong. To6i
chua bao gio do lwong chung. Pay la nhiing gi toi tim thay:

File | Token Cli | Token M&i | Gidm

-------------- I I el R T
AGENTS . md | 3.535 | 270 | -92%
MEMORY . md [ 2.833 | 163 |  -94%
TOOLS .md [ 838 | 105 | 87%
SOUL . md | 636 | 113 |  -82%
HEARTBEAT.md | 569 | 23| -96%
BOOTSTRAP.md | 360 | 39 | -89%
USER.md [ 158 | 47 | 70%
IDENTITY.md | 101 | 37 | 63%
T |--------- Hl N ------ 2
TONG CONG | 9.030 | 797 | 91%
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Chin nghin token. Puoc inject trong moi phién. Hau hét la lap lai tir cac phién
ban trudc, tich 1ty cha thich, truong hop ngoai 1€, va giai thich da duwoc thém
vao qua nhiéu thang ma khong ai xéa di.

Mic giam 91% dén tir mot nguyén tac don gian: context la 16p goi y, khong
phai 16p tai liéu.

Kién Truc Context Ba Tang

Sau khi ki€m todan, toi tai co cdu céac file context thanh ba tang dua trén tan
suat thuc sw can thiét:

Tang 1: Ludn Inject (System Prompt)

Nhiing file nay nho, c6 tin hiéu cao, va thuc sy can thiét trong moi phién.
Chung dinh nghia agent la ai va cach tim nhitng gi né can.

Muc tiéu: < 100 token méi file, tong cong < 800 token

# Memory

Neural memory: for semantic search.
Daily logs: (today: 2026-02-11).
Infrastructure:

Key skills: See TOOLS.md

Recall first before asking user.

So sanh véi ban géc:

# Memory System

## Neural Memory
The gateway agent uses a neural memory system for long-term semantic recall.
The system stores memories as neurons with weighted synaptic connections.
To recall information, use the neural-memory skill:
- semantic search across all memories
- reasoning about stored knowledge
- save new memory

Memory types: context, todo, error, fact, preference, workflow, reference
## Daily Logs
Daily session logs are stored in format.

Location:
These logs capture important decisions, configurations, and events.
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## Infrastructure Details
. 2,000 more tokens of infrastructure documentation ...

Phién ban bi phinh to dang c6 lam huéng dan st dung. Phién ban téi uu la con
tré — nd néi vdi agent noi tim thong tin, khong phai théng tin do.

Tang 2: Tham Chiéu Theo Yéu Cau (Khong Inject)

bay la cac tai liéu 1én ma agent chi tai khi c6 lién quan:

e docs/infrastructure.md — chi tiét server day du, dia chi IP, tham chiéu mat
kh&u

* docs/architecture.md — phan tich sau vé thiét ké hé thong
e Tai liéu k¥ nang — dwoc tai khi mot ky nang dwoc goi

Agent biét nhiing thit nay ton tai. N6 biét noi dé€ tim ching. N6 doc ching khi
can, khong phai truéc do.

Tang 3: Pa Luu Trir / Pa Xoa

Bat ctr diéu gi nam trong system prompt vi ly do lich st nhung khéng con can
thiét. X6a no di. Sw cadm do gilt “phong khi can” la ké thu cta hiéu qua
context.

CLAUDE.md va AGENTS.md Nhw Cong Cu Context
Engineering

Claude Code tw dong inject céac file CLAUDE.md tir thw muc gbéc dw an va cac thu
muc cha vao system prompt cua nd. Gateway agent c6 phién ban twong duong
cua riéng minh: AGENTS.md .

Nhiing file nay la giao dién context engineering chinh cta ban.

CLAUDE.md Nén Chura Gi

# CLAUDE.md

## Role
Senior DevOps engineer assistant for /[project].

## Quick Reference

- Repo root: /opt/agents/project/

- Deploy script: /opt/agents/project/scripts/deploy.sh
- Config: /opt/agents/project/config/production.yaml

- Logs: journalctl -u myservice -f
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## Working Rules

- Always use absolute paths

- Test in staging before production changes

- Check existing patterns in docs/ before implementing

## What NOT to Touch

- /etc/postgresql/ (managed by Patroni)

- .env files (use Vault)

- Docker socket directly (use docker-socket-proxy)

Chua y nhitng gi khong cé trong dé: tai liéu vé cach thicc hoat dong ctia moi
thit, cdc quyét dinh lich s, giai thich vé codebase. Nhitng thi d6 thudc vé tai
liéu ma agent c6 thé doc khi can — khong phai trong moi context window.

Ty Lé Instruction-to-Pointer

Mot moé hinh tw duy hitu ich: do ty 1€ instruction (phai lam gi) so véi pointer
(noi tim thong tin) trong cac file context ctia ban.

Context kém chu yéu la instruction — né ¢6 gang tra 16i trudc moi cau hoi c6
thé xay ra. Context tot chu yéu la pointer — nd néi véi agent noi tim cau tra 10oi
khi can.

Ty 1€ muc tiéu: 30% instruction, 70% pointer

# Té: Nang vé instruction (nhiéu token, don b3y thap)

To connect to the production database, use:

psql -h 10.10.0.2 -U myapp -d production

Password is: [password

The database has the following tables: users, orders, products...
Always run EXPLAIN ANALYZE before any query that touches...

# T6t: Nang vé pointer (it token, don b3y cao)

Database: see docs/infrastructure.md > Database section
Connection details and credentials in Vault: secret/db/production
Query patterns: docs/database-patterns.md

Toi Uu Heartbeat: Tw 3 Phut - 30 Phut

Heartbeat la moét tadc vu agent dinh ky kich hoat theo lich dé duy tri trang thai
hé théng, cap nhat bo nhd, ki€m tra stcc khde hé thong, va ghi file trang thai.

Trudce khi xay ra khung hodng, gateway agent heartbeat chay moi 3 phut.

Moéi heartbeat kich hoat mot phién agent day da. Moi phién tiéu thu system
prompt day dua (9.030 token trudc khi téi wu). Coéng thém tool. Cong thém
nhiing gi heartbeat thyc sw lam.
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Hay tinh toén: - Khoang cach 3 phut = 20 heartbeat/gio - 24 gio = 480
heartbeat/ngay - System prompt 9.030 token = 4,3M input token/ngay chi
trong system prompt - Véi $15/M token = $64,50/ngay chi trong heartbeat
overhead

D6 la trudc khi heartbeat lam bat ci diéu gi hitu ich.

Heartbeat Thuc Suw Can Gi
Céau hoi dau tién la: heartbeat thuc sy dang lam gi?

Heartbeat vl (mdi 3 phdt):

- [x] Update HEARTBEAT.md v&i thoi gian hién tai

- [x] Kiém tra xem cé cron job nao thdt bai khéng

- [x] Chay neural-memory save cho cac su kién gan day
- [x] Kiém tra dung lugng dia

- [x] Kiém tra sic khde service

- [x] Luu file bd nhé hang ngay

Mot s6 trong so6 nay thuc sw can ly luén Al (chén doédn pattern 16i). Hau hét thi
khong (kiém tra dung luwong dia, cap nhat timestamp).

Giai phép la tach heartbeat:

Systemd timer (khong Al, khong token):

check service() {
local service="$1"
if ! systemctl is-active "$service" > /dev/null 2>&1; then
systemctl start "$service"
send telegram "Restarted $service"
fi
}

check disk() {
local usage
usage=$(df / --output=pcent | tail -1 | tr -d '% ')
if [[ $usage -gt 85 1]1; then
send telegram "WARN: Disk at ${usage}%"
fi

check service api-proxy
check service agent-gateway
check disk

update heartbeat file

Al heartbeat (khoang cach 30 phiut, chi khi can ly luan):

92



Heartbeat v2 (mdi 30 phuit):

- [x] Chay neural-memory consolidation (AI reasoning)

- [x] banh gid pattern trong system health log (AI judgment)
- [x] Luwu ghi cht phién cé y nghia (AI summarization)

Két qua: 480 Al heartbeat/ngay — 48 Al heartbeat/ngay. Giam 90% lugong
token heartbeat tiéu thu, khong mat di bat ky pham vi gidm sat nao.

Van Peé Orphan Session
Cai nay da khién toi ton tién théat trudc khi toi hi€u ra.

Khi mot phién Al agent bat dau roi mat két néi — network dropout, SSH
disconnect, process bi OOM kill — phién dé khong phai lic nao cling tat sach.
Trong céc trién khai dwa trén tmux, phién c6 thé tiép tuc chay. Trong céc trién
khai dua trén cron, 1an goi tiép theo c6 thé bat dau trong khi lan truéc van con
song.

Két qua: orphan session. Process ma. Cac Al agent ky thuat ma van dang chay
nhung khong lam gi hitu ich — ngoai trir tiéu thu token & moi tick heartbeat.

Cach Tim Orphaned Session

tmux 1s

tmux ls -F '#{session name} #{session created}'

agent-gateway sessions list

ps aux | grep agent-gateway

To6i da tung tim thay bay orphaned session trén nhiéu server. Khong cé session
nao co6 hoat dong nguoi dung trong hon 12 gid. Ching van séng vi c¢6 phién
tmux dang hoat dong va heartbeat dang hoat dong gitr cho ching khéng bi
timeout. Moi heartbeat tiéu thu token. Cung nhau chung dét chay khoang
3.000 token moi 3 phut ma khong c¢6 muc dich hitu ich.
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Phong Ngura

# 1. bat thoi gian ton tai toi da cho phién
# Trong agent config cla ban:
session_config:

max_lifetime_minutes: 120

idle timeout minutes: 30

cleanup on _exit: true

# 2. S dung systemd dé quan ly vong doi agent

# systemd sé restart khi crash nhung KHONG tao orphan

[Servicel

Type=simple

ExecStart=/usr/bin/agent-gateway run --session-type isolated
Restart=on-failure

RestartSec=30

# Quan trong: gi¢i han s& lan restart dé ngdn chay khéng kiém sodt
StartLimitIntervalSec=300

StartLimitBurst=3

# 3. Cleanup ré rang trong automation script
spawn_sub agent() {
local session id
session id=$(agent-gateway run --session-type isolated "$@")

# Pdng ky dé cleanup
echo "$session id" >> /tmp/active-sessions.txt

# Trad vé session ID dé theo déi
echo "$session id"

cleanup sessions() {
while read -r session_id; do
agent-gateway sessions delete "$session id" 2>/dev/null || true
done < /tmp/active-sessions.txt
rm -f /tmp/active-sessions.txt

trap cleanup sessions EXIT

Context Xuyén Phién: Tai Sao Absolute Path La Bat Budc

bay la mot ché do 16i dé bo sot: relative path hoat dong hoan héo trong mot
phién duy nhat va tham lang that bai gitta cac phién.

Khi ban tao moét sub-agent, né khdi dong mot process mai. Process dé co
working directory riéng ctia n6. Working directory cé thé khac véi working
directory cua parent agent. Piéu nay phu thudc vao cach process duoc spawn,
nguoi dung nao chay no, va service nao bat dau no.

# Parent agent, chay t& /opt/agents/project/
# Piéu nay hoat dong:
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cat ./config/production.yaml

cat ./config/production.yaml

Loi thuong khong phai la 161 — d6 la sai cau hinh tham lang. Agent doc tir sai
path, khong tim thay gi, tiép tuc véi céc gia tri mac dinh hoac gia dinh, va tao
ra két qua sai.

Quy tac: Tat ca instruction agent, tat ca lan goi tool, tat ca tham chiéu
file phai sir dung absolute path.

biéu nay dac biét ding cho: - Cac file context duwgc tham chiéu trong
CLAUDE.md - Script duwoc goi béi cron job hoac systemd timer - Vi tri output
duoc chi dinh trong sub-agent prompt - File log va file trang thai

# Sai (trong mdot sub-agent prompt)
Please read the current configuration from ./config/app.yaml
and write the updated version back to the same location.

# blng
Please read the current configuration from /opt/agents/project/config/app.yaml
and write the updated version to /opt/agents/project/config/app.yaml

That Bai Super-Prompt: Tai Sao Task Lon Can Chia Thanh
Giai Doan

Khi xay dung book generation pipeline (pipeline tao ra phién ban dau tién cta
cudn sach nay), téi da thir phuwong phap “super prompt”:

Generate a complete 16-chapter book about AI agents in production.
Include code examples, war stories, diagrams, and appendices.
Write each chapter to chapters/XX-name.md.

Total target: 30,000 words.

Agent bat dau tot. No viét chuwong 1 dén 4 vé6i chat lwong tot. Roi né bat dau
suy thodi. Pén chuwong 8, nd lap lai n6éi dung tir cac chuwong trudc. Pén chuong
12, né da quén cac hudéng dan vé giong van duoc thiét 1ap & chuwong 1. Chuong
14 mau thuan véi cac sw kién duoc néu & chuwong 3.
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Van dé: vao thoi diém agent dang viét chuwong 12, context window chira céc
chuong 1-11 nhuw lich st tro chuyén. Dé la khoang 80.000 token ndi dung da
tao ra, cong thém system prompt, cong thém lan goi tool. Model dang lam viéc
véi context window da 1ap day hon mot nra — va day bdi chinh output cua nd,
khong phai instruction lién quan dén nhiém vu.

Giai Phap Chia Giai Poan

# Giai doan 1: Cau trdc va Outline (context méi)

Create a detailed outline for a 16-chapter book on AI agents in production.

For each chapter: title, 5-7 key points, target word count, relevant code examples.
Output: /opt/agents/project/outline.md

# Giai doan 2: Viét chuong 1-5 (context mé&i, doc outline)
Using the outline at /opt/agents/project/outline.md,
write chapters 1 through 5.

Output each to /opt/agents/project/chapters/XX-name.md

# Giai doan 3: Viét chuong 6-10 (context m&i, doc outline)
cung pattern

# Giai doan 4: Viét chuong 11-16 (context méi, doc outline)
cung pattern

# Giai doan 5: Review va kiém tra tinh nhdt quan (doc tdt ca chuong)
Review all chapters for consistency in tone, facts, and style.
Note any contradictions in /opt/agents/project/review-notes.md

Moi giai doan bat dau véi context 200K token méi. File outline (thwong 2-3K
token) 1a context chia sé gift tat cd cac giai doan thang hang. Agent khong bao
gio phai gilt toan bo cudn sach trong bé nhé cung mot lac.

bay la pattern t6i khuyén nghi cho bat ky task nao tao ra hon ~20K token
output. Hay chia né ra.

Vé Sinh Thuw Muc Skills: Don Dep 145 - 105

Thuw muc skills 1a noi cac Al agent luu trit cdc extension nang luc cua chiung —
script, prompt, va metadata cho agent thém sitc manh. Sau nhiéu thang phat
trién tich cuc, thu muc skills ctua chung toi da tang 1én 145 muc.

Ngoai trir d6 khong phai 145 skill. Mot kiém toén chi tiét cho thay:

Danh muc | S6 luong
____________________________ Jocosscaas
Actual skills (SKILL.md) | 92
Test scripts (*.sh, *.py) | 18
Temporary files | 12
0ld versions (vl, v2...) | 8
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Backup copies (*.bak) |
Documentation drafts | 5
Random utilities |

I

Téng

145

Van dé: nhiéu nén tang quét thw muc skills va bao gom noéi dung ctua né (hoac
it nhat la index cua nd) trong context ctia agent. 145 muc trong skill index
nghia la context cia agent chira 145 mo ta kha nang, hau hét khong lién quan
dén bat ky task cu thé nao.

Sau khi di chuyén 40 muc khéng phai skill sang skills cleanup/, agent tr&
nén dang chu y la khéi dong nhanh hon va tap trung hon vao nhan thic kha
nang cua no.

Quy tac vé sinh thw muc skills:

# Kiém todn thu muc skills
1s -la ~/.claude/skills/ | wc -1
1s -la ~/.agent-gateway/skills/ | wc -1

# Tim cac file khbéng phai skill
find ~/.agent-gateway/skills/ -not -name "SKILL.md" -type f | head -20

# Tim cdc skill trdng hodc bi hdng
for dir in ~/.agent-gateway/skills/*/; do
if [[ ! -f "$dir/SKILL.md" 11; then
echo "Missing SKILL.md: $dir"
fi
done

# Tim cac phién ban tring lap
1s ~/.agent-gateway/skills/ | grep -E 'v[0-9]+$| v[0-9]+$|\.bak$"

May Tinh Ngan Sach Context

Day la mot céng cu thuc té toi xdy dung dé€ do luong va 1én ké hoach ngan
sach context:

#!/usr/bin/env python3
# context-budget-calculator.py
# Estimate token consumption for an agent session

import os

import sys

import json

from pathlib import Path
import tiktoken

def count tokens(text: str, model: str = "cl100k base") -> int:

"""Count tokens using tiktoken (approximate for Claude)."""
enc = tiktoken.get encoding(model)
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return len(enc.encode(text))

def measure_file(filepath: str) -> dict:
"""Measure a single context file."""
path = Path(filepath)
if not path.exists():
return {"path": filepath, "tokens": 0, "error": "not found"}

content = path.read text(encoding="utf-8", errors="replace")
tokens = count tokens(content)
return {

"path": str(path),

"size bytes": path.stat().st size,

"tokens": tokens,

"lines": content.count("\n"),

def measure_context files(config dir: str) -> dict:

"""Measure all context files for an agent."""
context files = [

"AGENTS.md",

"MEMORY .md",

"TOOLS.md",

"SouL.md",

"HEARTBEAT.md",

"BOOTSTRAP.md",

"USER.md",

"IDENTITY.md",

"CLAUDE.md",

results = {}
total tokens = 0

for filename in context files:
filepath = os.path.join(config dir, filename)
measurement = measure file(filepath)
if measurement["tokens"] > 0:
results[filename] = measurement
total tokens += measurement["tokens"]

return {
"files": results,
"total tokens": total tokens,
"daily cost estimate": estimate daily cost(total tokens),

def estimate daily cost(
context tokens: int,
sessions per day: int = 30,
price per_million: float = 15.0, # Claude Opus 4.6 input
) -> dict:
"""Estimate daily cost from context token consumption."""
daily context tokens = context tokens * sessions per day
daily cost = (daily_context_tokens / 1 000 000) * price_per_million
monthly cost = daily cost * 30

return {
"sessions per day": sessions_per day,
"context tokens per session": context tokens,
"total daily tokens": daily context tokens,
"daily cost usd": round(daily cost, 4),
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"monthly cost usd": round(monthly cost, 2),

def measure heartbeat cost(
context tokens: int,
interval minutes: int = 30,
price per million: float = 15.0,
) -> dict:
"""Estimate daily cost from heartbeat sessions."""
heartbeats per day = (24 * 60) // interval minutes
daily tokens = context tokens * heartbeats per day
daily cost = (daily tokens / 1 000 000) * price per million

return {
"interval minutes": interval_minutes,
"heartbeats per day": heartbeats per day,
"daily cost usd": round(daily cost, 4),
"monthly cost usd": round(daily cost * 30, 2),

def print report(measurements: dict) -> None:
"""Print a formatted context budget report."""
print("\n" + "=" * 60)
print("CONTEXT BUDGET REPORT")
print("=" * 60)

files = measurements["files"]
if files:
print(f"\n{'File':<20} {'Tokens':>8} {'Lines':>6}")
print("-" * 38)
for filename, data in sorted(files.items(), key=lambda x: -x[1]["tokens"1):
print(f"{filename:<20} {data['tokens']:>8,} {data['lines']:>6,}")

print("-" * 38)
total = measurements["total tokens"]
print(f"{'TOTAL':<20} {total:>8,}")

cost = measurements["daily cost estimate"]
print(f"\nCost Estimate (Claude Opus 4.6)")

print(f" Sessions/day: {cost['sessions per day']}")
print(f" Daily tokens: {cost['total daily tokens']:,}")
print(f" Daily cost: ${cost['daily cost usd']:.4f}")
print(f" Monthly cost: ${cost['monthly cost usd']:.2f}")

# Heartbeat analysis
print(f"\nHeartbeat Analysis")
for interval in [3, 15, 30]:
hb = measure heartbeat cost(measurements["total tokens"], interval)
print(f" {interval:>3}min interval: {hb['heartbeats per day']:>3} sessions/day"
f" - ${hb['daily cost usd']:.4f}/day"
f* (${hb['monthly cost usd']:.2f}/mo)")

print("\n" + "=" * 60 + "\n")
if __name_ == " main__

config dir = sys.argv[1l] if len(sys.argv) > 1 else os.path.expanduser("~/.agent-gateway")

measurements = measure context files(config dir)

print report(measurements)

Céch str dung:
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# Cai tiktoken néu can
pip install tiktoken

# Do cdc file context cla ban
python3 context-budget-calculator.py ~/.agent-gateway

# Vi du output:

#

# CONTEXT BUDGET REPORT

#

#

# File Tokens Lines
-

# AGENTS.md 3,535 145

# MEMORY . md 2,833 112

# TOOLS.md 838 42

# SOUL.md 636 28

# HEARTBEAT.md 569 25

# BOOTSTRAP.md 360 18

# USER.md 158 9

# IDENTITY.md 101 6
-

# TOTAL 9,030

#

#

# Cost Estimate (Claude Opus 4.6)

# Sessions/day: 30

# Daily tokens: 270,900

# Daily cost: $0.0041

# Monthly cost: $1.22

#

# Heartbeat Analysis

# 3min interval: 480 sessions/day - $0.0652/day ($1.96/mo)
# 15min interval: 96 sessions/day - $0.0130/day ($0.39/mo)
# 30min interval: 48 sessions/day - $0.0065/day ($0.20/mo)

Céc con s6 c6 vé nhd, nhung day la moi agent. VGi nhiéu agent chay trén
nhiéu server, ban nhan nhanh. Va day chi la overhead cua system prompt —
khong phai token thuc té cua task.

Tién ich Pém Token
D€ theo dbi token hang ngay, day la céc tién ich téi ludén c6 san:

#!/bin/bash
# token-counter.sh
# Quick token estimates for files and strings

# Uéc tinh thé: ~4 ky tu mdi token (van ban tiéng Anh)
count tokens rough() {

local text="$1"
echo $(( ${#text} / 4 ))

# Dém token trong file (uéc tinh thd)
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count file tokens() {
local filepath="$1"
if [[ ! -f "$filepath" 11; then
echo "File not found: $filepath"
return 1
fi
local chars
chars=$(wc -c < "$filepath")
echo "$(( chars / 4 )) tokens (rough estimate from $chars chars)"

# P&m token trong nhiéu file va téng hop
count dir tokens() {

local dir="¢${1:-.}"

local total=0

local count=0

while IFS= read -r -d '' file; do

local chars

chars=$(wc -c < "$file")

local tokens=$(( chars / 4 ))

total=$(( total + tokens ))

count=$(( count + 1))

printf "%-60s %6d tokens\n" "$file" "$tokens"
done < <(find "$dir" -name "*.md" -type f -print0)

echo "---"
echo "Total: $total tokens across $count files"

# Theo déi token s dung cla phién theo thoi gian thuc
watch session tokens() {
local log file="${1:-/tmp/agent-session.log}"
watch -n 5 "
if [[ -f '$log file' ]1; then
chars=\$(wc -c < '$log file')
tokens=\$(( chars / 4 ))
echo \"Estimated session tokens: \$tokens\"
echo \"Progress: \$(( tokens * 100 / 200000 ))% of 200K limit\"
fi

#1/usr/bin/env python3
# token-audit.py
# More accurate token counting with tiktoken

import sys
import os
from pathlib import Path

try:
import tiktoken
HAS TIKTOKEN = True
enc = tiktoken.get encoding("cl100k base")
except ImportError:
HAS_TIKTOKEN = False
print("Warning: tiktoken not installed. Using rough estimates.")
print("Install: pip install tiktoken")
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def count tokens(text: str) -> int:
if HAS TIKTOKEN:
return len(enc.encode(text))
else:
# Rough estimate: 4 chars per token
return len(text) // 4

def audit directory(directory: str, pattern: str = "*.md") -> None:
"""Audit all matching files in a directory for token usage."""
dir_path = Path(directory)
files = sorted(dir_path.glob(pattern))

if not files:
print(f"No {pattern} files found in {directory}")
return

total = 0

print(f"\nToken Audit: {directory}")
print(f"{'File':<50} {'Tokens':>8}")
print("-" * 60)

for filepath in files:

try:
content = filepath.read text(encoding="utf-8", errors="replace")
tokens = count_ tokens(content)
total += tokens
rel_path = filepath.relative to(dir_path)
print(f"{str(rel path):<50} {tokens:>8,}")

except Exception as e:
print(f"{str(filepath.name):<50} ERROR: {e}")

print("-" * 60)
print(f"{'TOTAL':<50} {total:>8,}")

# Context window usage estimates
print(f"\n200K token window usage: {total/200000*100:.1f}%")
print(f"Remaining for conversation: {200000 - total:,} tokens")
if __name_ == " main
if len(sys.argv) < 2:
# Default: audit current directory
audit directory(".", "*.md")
else:
audit directory(sys.argv[1])

Checklist Toi Uu Thuc Té

Khi t6i wu context cho mot production agent, hdy thyc hién theo thi tw nay:
1. Po luong trudc tién

python3 context-budget-calculator.py ~/.agent-gateway
# Biét baseline cla ban truéc khi thay déi bat ci diéu gi

2. Kiém toan file context theo cau héi
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D6i voi moi file trong system prompt cta ban, hoi: - Diéu nay cé can thiét
trong moi phién duy nhat khong? (Néu khong, x6a no di) - Pay la tai liéu hay
con tro? (Néu la tai liéu, bién né thanh con trd) - Piéu nay cé lap lai thong tin
c6 san & noi khac khong? (Néu cé, xda ban sao) - Diéu nay co tir 6+ thang
trudc va chuwa duoc cap nhat khong? (Gan nhw chac chan la 16i thoi)

3. Di chuyén tai liéu ra khoi context

# Tao tai liéu tham chiéu ngoai system prompt
mkdir -p docs/
cat MEMORY.md | grep -v "~#" > docs/infrastructure.md

# Thay thé noi dung MEMORY.md bdng con trd

cat > MEMORY.md << 'EOF'

# Memory

Neural memory: “neural-memory recall "[query]"’
Daily logs: memory/YYYY-MM-DD.md
Infrastructure details: docs/infrastructure.md
EOF

4. Kiém toan tan suat heartbeat

Khoang cach hién tai:  phuat

AI heartbeat/ngay:

Token context/heartbeat:

Chi phi hang thang: $

C4i nay c6 thé chay mdéi 30 phat thay thé khong? Y/N

C4di nay c6 thé la bash systemd timer thay thé khong? Y/N

5. San orphan session

# Gateway agent
agent-gateway sessions list | grep -v "active"

# tmux orphan
tmux 1s

# Giét bat ct thtt gi d& nhan réi > 2 gid
# Kiém tra timestamp véi thoi gian du kién cla task

6. Kiém tra absolute path

# Tim tham chiéu relative path trong file context
grep -r '\.\/' ~/.agent-gateway/*.md ~/.claude/*.md 2>/dev/null

# Tim relative path trong agent prompt / script

grep -r '\.\/' /path/to/agent/prompts/ | grep -v node modules

7. Po luong lai
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So sanh trudc va sau. Theo doi thay déi trong nhat ky don gian:

Ngay | Token Context | Khoang cdch Heartbeat | Du tinh hang théng
----------- R R REGerCE LT LEPLER] FRCERLEPLRPLPRERR
2026-02-10 | 9.030 | 3 phat | $127,00

2026-02-11 | 797 | 30 phut | $11,20

Su Thay Péi Tw Duy

Thay d6i 16n nhat tir viéc toi uu context khéng phai la tiét kiém chi phi. P6 la
diéu da xay ra vé6i cac agent.

Céc file context nhé hon, chat ché hon budc phai ré rang vé nhitng gi agent

thuc sy can biét. Qud trinh cat gidm 91% token context doi hoi phai dat cu

hoi kho vé moi dong: diéu nay cd can thiét khéng? Agent cé thuc sy st dung
diéu nay khong? Diéu gi bi hdng néu chung ta x6a nd?

Hau hét ching khong lam hdong bat ¢ diéu gi. Agent hoat dong tot hon vai it
hon. Khong phai vi it context ludén t6t hon — khong phai vay — ma vi context
duoc thiét ké tot, toi gian tot hon context cong kénh, bi tich liiy theo lich str.

Hay nghi vé né nhw mot chi€c ban lam viéc. Mot chiéc ban gon gang véi cac
cong cu cho c6ng viéc hém nay hiéu qua hon mo6t chiéc ban phu day moi céng
cu ban tung s& hitu. Cac cong cu ban khéng can khong gitp ich gi. Ching chi
lam kho tim nhitng cong cu ban can.

Piém Mau Chot

1. Po luong trudéc khi toi wu. Chay may tinh ngan sach context. Biét
baseline cua ban.

2. File context khong phai tai liéu. Chung la con trd. Gitr chung nhé. Dat
tai liéu & noi agent c6 thé doc theo yéu cau.

3. Mic giam 91% dén twr viéc loai bo tich liy lich sw, khong phai tir viéc
cat ndi dung hiru ich. Ki€m toan khong nuong tay.

4. Token heartbeat nhan 1én nhanh chéng. Khoang cach 3 phut thuong
khong thé bién ho. Di chuyén kiém tra hé théng sang bash timer; danh Al
heartbeat cho céc task Al cu thé.
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5. Orphan session la chi phi tham lang. Trién khai timeout, chinh sach
cleanup, va kiém toan phién dinh ky.

6. Absolute path & khap noi. Relative path la déng hé dém nguoc — ching
hoat dong cho dén khi mét phién chét hoac mot sub-agent duoc spawn.

7. Chia task lém thanh giai doan. Phuong phap super-prompt suy thoai khi
context day. Prompt dua trén giai doan gitt moéi context sach.

8. Vé sinh thw muc skills quan trong. Cac skill khong st dung trong index
tiéu thu token va tao ra nhiéu.

Chuong tiép theo: Tool Use va Function Calling — bdi vi nhitng gi mét agent
c6 thé lam chi tét bdang nhitng gi né cd thé tiép cdn an todn.
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Chuong 6: Tool Use va Function
Calling

“Agent tw chdt chan minh. N6 duoc yéu cdu stra cdu hinh mang. NoO sta
dich vu proxy ma né dang dinh tuyén qua. Service hong. Agent madt két
noi. Bai hoc dd hoc.”

Gi6i Thiéu

M6t Al agent khong c6 tool la mot bo tao van ban rat dat tién. Tool la thir lam
cho agent thuc sy hitu ich trong production — kha nang doc file, chay lénh, goi
API, truy van co s¢ dit liéu, tim kiém knowledge base, va thuc hién hanh dong
trong thé gidi thuc.

Nhung tool cling la noi cdc agent gay ra thiét hai nhiéu nhat.

Chuong nay ndéi vé viéc str dung tool trong production: cadch né hoat dong trén
céc nén tang Al khéc nhau, céch thiét ké tool schema giam thi€u 16i, cch tich
hop dich vu bén ngoai qua MCP, va quan trong nhat — céch thiét 1ap guardrail
ngan agent lam nhiing diéu khéng nén lam.

Chung ta sé dé cap: - Claude tool use vs OpenAl / Gemini function calling -
Thiét ké tool schema tot (vdi vi du thuc té€) - Interleaved thinking véi tool use
(Claude Opus 4.6) - MCP — Model Context Protocol — va mot tich hop Cognee
thuc té - Pattern thuc thi tool song song - Cau chuyén chién truong “tu chat
chan minh” va bai hoc vé guardrail - Loi quan ly API key (16i ddnh may proxy
key ton hang gio)

Cach Tool Use Hoat Pong: Vong Lap Request-Response

Trudce khi néi vé sy khéc biét gitra cdc nén tang, hdy nam bat nguyén tac co
ban. Tool use theo cung mot vong lap bat ké provider:

Ban dinh nghia tool (tén, mdé ta, input schema)

Ban gri tin nhan kém theo dinh nghia tool dé

Model quyét dinh cé s dung tool khong

Model trad vé mot tool use block (khdong phdi text response)
Code cla ban thuc thi tool

u B~ W N =
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6. Ban giri két quad trd lai model
7. Model tiép tuc ly luan véi két qua
8. Lap lai cho dén khi model trad vé response text cu6i clng

User message

v
— tool_use response 1
| Model | - | Your Code |
| | « | (executor) |
1 tool result 1

|

v

Final text response

Code cua ban la bo thuc thi. Model quyét dinh goi gi va véi tham sé nao. Ban
quyét dinh chay nhw thé ndo va cd thé tiép cdn gi.

Sy phéan biét nay cuc ky quan trong. Model khéng chay 1énh bash. Code cua
ban chay. Model khong cé quyén truy cap mang. B0 thuc thi ctia ban c6. Moi
quyét dinh bao mét vé nhimmg gi tool cé thé lam déu nam trong tay ban, khéng
phai model.

Claude tool use vs OpenAl / Gemini function_ calling

Ba nén tang l6n trién khai tool use v6i s khac biét cé y nghia. Néu ban dang
xay dung trén nhiéu nén tang hoac di chuyén gitta chting, nhimng khéc biét nay
sé gay van dé.

Claude (Anthropic)

Claude str dung tool use content block. API r6 rang: dinh nghia tool di trong
mang tools, va model phan hoi bang tool use content block khi n6 muén goi
thi gi do.

import anthropic

client = anthropic.Anthropic()

tools = [
{
"name": "run_command",
"description": "Execute a shell command on the server. Use for system operations, file
management, service control.",
"input_schema": {
"type": "object",
"properties": {
"command": {
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"type": "string",
"description": "The shell command to execute. Must be a single command string."
b
"timeout seconds": {
"type": "integer",
"description": "Maximum seconds to wait for command completion. Default 30.",
"default": 30

}

"required": ["command"]

# GUri tin nhan kém tool
response = client.messages.create(
model="claude-opus-4-6",
max_tokens=4096,
tools=tools,
messages=[
{"role": "user", "content": "Check if the nginx service is running"}

# Xt ly tool use response

if response.stop reason == "tool use":
for block in response.content:
if block.type == "tool use":

tool name = block.name
tool input = block.input
tool use id = block.id

# Thuc thi tool
result = execute tool(tool name, tool input)

# GUri két qud lai

followup = client.messages.create(
model="claude-opus-4-6",
max_tokens=4096,
tools=tools,

messages=[
{"role": "user", "content": "Check if the nginx service is running"},
{"role": "assistant", "content": response.content},
{
"role": "user",
"content": [
{
"type": "tool result",
"tool use id": tool use id,
"content": str(result)
}
]
}

Hanh vi dac thu cua Claude can biét:

e stop_reason: "tool use" bao hiéu model muoén goi tool
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» Model cé thé yéu cau nhiéu tool trong mot response duy nhat

¢ Két qua tool phai duoc cung cap duwdi dang tool result content block, khép
bdi tool use id

* Claude sé tlr choi goi tool ma né cho la cé hai — sw tir chéi xay ra & cap
model, trudc bo thuc thi cua ban

OpenAl

OpenAl st dung function calling (cii hon) va tool calls (hién tai). Cau truc
API twong tu vé muc dich nhung khac vé chi tiét:

from openai import OpenAI
client = OpenAI()

# Dinh nghia tool (dinh dang OpenAI)
tools = [
{
"type": "function",
"function": {
"name": "run command",
"description": "Execute a shell command on the server.",
"parameters": {
"type": "object",
"properties": {
"command": {
"type": "string",
"description": "The shell command to execute."

b

"required": ["command"]

response = client.chat.completions.create(
model="gpt-40",
tools=tools,
messages=[{"role": "user", "content": "Check if nginx is running"}]

# OpenAI trd vé tool calls trong message
message = response.choices[0].message
if message.tool calls:
for tool call in message.tool calls:
tool_name = tool_call.function.name
tool args = json.loads(tool call.function.arguments) # Luu y: JSON string, khong phai dict
tool call id = tool call.id

result = execute tool(tool name, tool args)
# Gui két qud lai - cdu tridc khdc véi Claude
followup = client.chat.completions.create(

model="gpt-40",
tools=tools,
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messages=[

{"role": "user", "content": "Check if nginx is running"},
message, # Bao gom assistant message véi tool calls
{

"role": "tool", # Tén role khac voi Claude

"tool call id": tool_call id,
"content": str(result)

Khac biét chinh so véi Claude: - Dinh nghia tool duoc bao trong {"type":
"function", "function": {...}} envelope - tool call.function.arguments la
JSON string, khong phai dict — ban phai json.loads() né - Két qua tool st
dung role: "tool" (khong phdi "user" véi tool result block) - Khéng cé
stop_reason — kiém tra message.tool calls thay thé

Gemini (Google)

Gemini str dung function declarations trong tham sé tools. Cau tric khac
biét ddng k€ hon:

import google.generativeai as genai
genai.configure(api_key="YOUR KEY")

# Pinh dang function declarations cua Gemini
tools = genai.protos.Tool(
function declarations=[
genai.protos.FunctionDeclaration(
name="run command",
description="Execute a shell command on the server.",
parameters=genai.protos.Schema(
type=genai.protos.Type.OBJECT,
properties={
"command": genai.protos.Schema(
type=genai.protos.Type.STRING,
description="The shell command to execute."

b

required=["command"]

model = genai.GenerativeModel(
model name="gemini-3-pro",
tools=[tools]

response = model.generate content("Check if nginx is running")
# Gemini boc moi thi theo cach khac

for part in response.candidates[0].content.parts:
if hasattr(part, "function call"):
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fc = part.function call
tool_name = fc.name
tool_args = dict(fc.args)

result = execute tool(tool name, tool args)

chat = model.start chat()

Tém Tat So Sanh Nén Tang

Tinh nang Claude OpenAl Gemini
JSON Schema JSON Schema trong | Custom

trong input schema function.parameters protos.Schema

JSON string (phai

binh dang schema

binh dang tham sé Dict (da parse MapComposite
1 ang ict (dap ) parse) p post
A, > tool_result trong .
Role két qua role: "tool" Qua chat history
user msg
Goi song song Cé Cé Cé
Hanh vi tir choi Céap model Céap model Cap model
Streaming tool Co Cé Cé

Khuyén nghi thuc té: Néu ban viét code can hoat ddng trén nhiéu provider,
hay xay dung 16p abstraction. Pinh nghia tool phan 1én twong thich (déu la
JSON Schema), nhung vong lap thuc thi @ khac nhau dé dam bao céc trién
khai riéng biét.

Thiét Ké Tool Schema Tot

Tool schema kém la mot trong nhitng nguyén nhan phé bién nhat gay ra 16i
agent. Schema mo ho khién model goi tool v4i tham s sai. Schema qua rong
dé agent lam nhiing viéc nguy hiém. Schema qué hep budc phai cé céc cach
gidi quyét khong can thiét.

Bon Thudc Tinh Cua Tool Schema Tot

1. Mo ta tra loi “khi nao s dung cai nay”

Mo td khong phai la tai liéu cho con nguoi. D6 la tiéu chi quyét dinh cta
model. Viét né nhu: “Str dung tool nay khi ban can [tinh huéng cu thé].”

: "Runs commands"
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# M6 ta tot
"description": (
"Execute a shell command on the server. "
"Use for: checking service status, reading logs, restarting services, "
"running scripts. "
"Do NOT use for: modifying running service configurations, "

"changing firewall rules, or dropping databases."

biéu khoan “Do NOT use for” bi danh gid thap. Cadc model xem xét rang budc
phu dinh nghiém tic khi ching dwoc néu ré trong mo ta tool.

2. Tham sé véi kiéu hep va rang buéc ré rang

# Té - qua loéng
"parameters": {
"command": {
"type": "string",
"description": "Command to run"

# Tot - c6 rang bubc va vi du
"parameters": {
"command": {
"type": "string",
"description": (
"Shell command to execute. Single command string. "
"Examples: 'systemctl status nginx', "
"'journalctl -u myapp -n 50',
ttdf -h o/t "
"Avoid: pipes to dangerous commands, rm -rf, "
"commands that modify running services."

),
"maxLength": 500
I
"working directory": {
"type": "string",
"description": "Absolute path for working directory. Default: /home/agent-user",
"default": "/home/agent-user"
I
"timeout seconds": {
"type": "integer"
"description": "Max wait time. Default 30. Max 300.",
"default": 30,
"minimum": 1,
"maximum": 300

3. Cac truong required vs optional phu hop véi thuc té
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Dé4nh dau truong la required chi khi tool thuc sw khong thé hoat dong néu
khoéng cé né. Néu co6 gid tri mac dinh hop 1y, hay dé né la optional véi gia tri
mac dinh trong mo6 ta. Cac model chu y dén truong required va sé hdi vé
ching hoac tw dat gia tri — ca hai déu khoéng tot.

4. Hop dong 106i roé rang

No6i v6i model nhitng gi tool cua ban tra vé khi cé 16i. Néu ban trd vé cac error
object c6 cau truc, hay ghi lai ching. Model can biét cach xu ly 16i.

"description": (
"Execute a shell command. "
"Returns: {'success': bool, 'stdout': str, 'stderr': str, 'exit code': int}. "
"On timeout: {'success': false, 'error': 'timeout', 'timeout seconds': N}. "
"Non-zero exit codes are not treated as failures—check exit code yourself."

Trién Khai Tool Cap Production

DAy la pattern trién khai day du téi sit dung cho bash execution tool:

import subprocess
import shlex

import os

from typing import Any

# Danh sach chan cac pattern khbéng bao gi¢o duoc thuc thi
BLOCKED PATTERNS = [

“rm -rf /",

"dd if=",

"> /dev/sda",

"mkfs.",

"DROP DATABASE",

"DROP TABLE",

"1 () {:]:&};:", # Fork bomb
]

# Danh sdch cho phép cdc path agent cé thé ghi
WRITABLE PATHS = [

"/home/agent-user/",

"/tmp/",

"/var/log/myapp/",

def is command safe(command: str) -> tuple[bool, str]:
"""Kiém tra xem 1énh cé vuot qua bd loc an toan khéng."""
cmd lower = command. lower()

for pattern in BLOCKED PATTERNS:
if pattern.lower() in cmd_lower:
return False, f"Command contains blocked pattern: {pattern}"

return True,
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def execute bash(
command: str,
working directory: str = "/home/agent-user",
timeout seconds: int = 30,
) -> dict[str, Any]:
Thuc thi 1énh shell véi kiém tra an toan.
Trad vé két qua cé cdu tric dé model sk dung.
# Kiém tra an toan
safe, reason = is command_ safe(command)
if not safe:
return {
"success": False,
"error": f"Command blocked: {reason}",
"stdout": "",
"stderr": "",
"exit_code": -1

# Kiém tra working directory
if not os.path.isdir(working directory):
return {
"success": False,
"error": f"Working directory does not exist: {working directory}",
"stdout": "",
"stderr": "",
"exit code": -1

try:

result = subprocess.run(
command,
shell=True,
capture_output=True,
text=True,
timeout=timeout seconds,
cwd=working directory,
# Chay véi user hién tai - khbéng leo thang dac quyén
env={**0s.environ, "HOME": "/home/agent-user"}

return {
"success": result.returncode == 0,
"stdout": result.stdout[:10000], # Gidi han kich thuoc output
"stderr": result.stderr[:2000],
"exit code": result.returncode

except subprocess.TimeoutExpired:
return {
"success": False,
"error": f"Command timed out after {timeout seconds}s",
"stdout": "",
"stderr": "",
"exit code": -1
}
except Exception as e:
return {
"success": False,
"error": str(e),
"stdout": "",
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"stderr"; ",
"exit code": -1

Tool Use Véi Interleaved Thinking (Claude Opus 4.6)

Claude Opus 4.6 ho tro extended thinking — mot ché d6 model ly luan vé van
dé trong scratchpad truéc khi tao ra output. Khi két hop véi tool use, thinking
tréd nén xen ké: model suy nghi, goi tool, suy nghi vé két qua, goi tool khéc,
suy nghi lai, roi tao ra cau tra 1oi cudi cung.

biéu nay manh mé cho céc task nhiéu budc phic tap. Model khéng chi goi tool
mot cach may méc — noé thuc sy ly luan vé y nghia cia moi két qua trudc khi
quyét dinh budc tiép theo.

import anthropic
client = anthropic.Anthropic()

response = client.messages.create(
model="claude-opus-4-6",
max_tokens=16000,
thinking={
"type": "enabled",
"budget tokens": 10000 # Cho phép bao nhiéu thinking
}
tools=tools,
messages=[{
"role": "user",
"content": (
"Something is wrong with our API service. "
"Response times are elevated. "
"Investigate and identify the root cause."

3
)

# Response bao goém thinking block xen ké véi tool use block
for block in response.content:

if block.type == "thinking":

print(f"[THINKING]: {block.thinking[:200]1}...")
elif block.type == "tool use":

print(f"[TOOL CALL]: {block.name} ({block.input})")
elif block.type == "text":

print(f"[RESPONSE]: {block.text}")
Vi du vé output xen ké tréng nhu thé nao trong qua trinh diéu tra su co:

[THINKING]: The user is reporting elevated API response times.

I should start by checking the current service status and recent logs.
Let me check nginx first, then the application itself, then the database.
I'll also want to look at system resources...
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[TOOL CALL]: run_command({"command": "systemctl status nginx"})
[TOOL RESULT]: Active: active (running)...

[THINKING]: Nginx is healthy. The issue is probably downstream.
Let me check the application logs for errors or slow queries...

[TOOL CALL]: run_command({"command": "journalctl -u myapp -n 100 --since '10 minutes ago'"})
[TOOL RESULT]: ... TimeoutError connecting to postgresql:5432 ...

[THINKING]: Database connection timeouts. This is the likely root cause.
Let me check database connectivity and then connection pool status...

[TOOL CALL]: run_command({"command": "pg isready -h 10.10.0.2 -p 5432"})
[TOOL RESULT]: 10.10.0.2:5432 - no response

[THINKING]: Database is not responding. Now I need to check if it's a network issue
or if PostgreSQL itself is down. Let me check if I can reach the host at all...

[RESPONSE]: Root cause identified: PostgreSQL on 10.10.0.2 is not responding.

The application is timing out on database connections, causing elevated API latency.
Recommended actions:

1. Check PostgreSQL status on Server-2: systemctl status postgresql

2. Check Patroni cluster status: patronictl -c /etc/patroni.yml list

3. If PostgreSQL is down, check for OOM kills: dmesg | grep -i oom

Thinking lam cho chudi chén doén c6 thé nhin thay va kiém tra duoc. Ban c6
thé thay chinh xéc 1y do tai sao model thuc hién moi 1an goi tool, diéu nay vo
gid d€ debug khi agent di dén két luan sai.

Luu y vé chi phi: Thinking token tinh vao héa don cta ban véi mic gia tuwong
tw output token. V4i budget tokens: 10000, ban c6 thé thém $0,15 mdi cudc
diéu tra sau (v6i $15/M token). St dung né cho céc task quan trong vé chat
lwong 1y ludn — chan dodn phitc tap, phan tich bao mat, quyét dinh kién truc.
bung st dung cho kiém tra trang thai don gian.

MCP: Model Context Protocol

MCP la giao thirc mé& ctiia Anthropic dé€ két néi Al agent véi céc dich vu bén
ngoai. Thay vi viét tich hop API tuy chinh cho méi tool, ban trién khai hoac két
no6i véi MCP server, va bat ky client twong thich MCP nao (Claude Code,
gateway agent ctia chung ta, ciac agent khac) déu cé thé tu dong st dung céc
tool do.

Héay nghi MCP nhw m6t hé théng plugin tool tiéu chudn hoéa. Viét plugin mot
lan; st dung no véi bat ky agent twong thich MCP nao.
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Cach MCP Hoat Pong

Agent (Claude Code / gateway agent)
|
| MCP protocol (stdio hodc SSE)
v

MCP Server

| Custom integration
v
External Service (Cognee, database, API, v.v.)

MCP server expose: - Tool — ham c6 thé goi ma agent cé thé goi - Resource
— dirliéu agent c6 thé doc (nhu filesystem a0) - Prompt — template prompt
duoc xay dung san agent cé thé str dung

Thiét Lap MCP Trong Claude Code

// ~/.claude/claude_code_config.json

{
"mcpServers": {
"cognee": {
"url": "https://mcp.yourdomain.com/sse",
"transport": "sse"
+
"filesystem": {
"command": "npx",
"args": ["-y", "@modelcontextprotocol/server-filesystem", "/home/agent-user/projects"],
"transport": "stdio"
}
}
}

Poi véi Claude Code, config nay duoc tai khi khdi dong. Agent thay céc tool
MCP cung véi céc tool tich hop san cta nd, khong cé su khéc biét trong cach
goi chung.

Vi Du Thuc Té: Tich Hop Cognee MCP

Cognee la hé théng knowledge graph ingesting tai liéu, tao quan hé ngit
nghia, va cho phép tim kiém ngoén ngir tw nhién trén mot corpus 16n. To6i da
tich hop né vao infrastructure agent dé cung cap cho agent quyén truy cap
vao knowledge base cé thé tim kiém géom sach DevOps, runbook, va ghi chu su
c6 trong qua khir.

MCP server cua Cognee expose bon tool:

cognee_search — tim kiém ngit nghia trong knowledge graph
cognee_add — thém ndéi dung méi vao knowledge base
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cognee _cognify — x& ly ndi dung d& thém thanh quan hé graph
cognee get graph data — lay dit 1iéu graph tho

D4y la mot phién thuc té noi agent sit dung Cognee dé chan doén su co:

User: We're seeing pgBouncer connection pool exhaustion. Help diagnose.

Agent (thinking): I should search the knowledge base for pgBouncer
troubleshooting before running diagnostics.

Agent - cognee search("pgBouncer connection pool exhaustion troubleshooting")

Cognee tra vé:

- TUr sach "PostgreSQL High Performance": gidi thich cai dat pool mode

- T sw c6 trong quad khit 2025-11-03: connection leak trong application code
- TUr tai liéu pgBouncer: méi quan hé max client conn vs max_server conn

Agent (dung kién thitc): Knowledge base goi y kiém tra
pool mode va tim connection leak. Hay chay diagnostics
véi nglt canh dé...

Agent - run_command("psql -h 127.0.0.1 -p 6432 -U pgbouncer pgbouncer -c 'SHOW POOLS;'")

Chéan doén cua agent tét hon vi n6 két hop dir liéu hé théng thoi gian thuc véi
kién thirc tich lily tir hang tram cuén sach va sy c6 trong qua kh. D6 la gia tri
cua hé thong knowledge két néi MCP.

Trién Khai Cognee MCP Server

bay la thiét 1ap production:

# docker-compose.yml cho Cognee MCP
version: "3.8"

services:
cognee-mcp:

image: cognee/mcp:latest

restart: unless-stopped

environment:
- LLM API_KEY=${ANTHROPIC API KEY}
- LLM PROVIDER=anthropic
- LLM MODEL=claude-sonnet-4-5
- EMBEDDING PROVIDER=openai
- EMBEDDING MODEL=text-embedding-3-small
- OPENAI API KEY=${OPENAI API KEY}
- POSTGRES DB=cognee
- POSTGRES USER=cognee
- POSTGRES PASSWORD=${POSTGRES PASSWORD}
- POSTGRES HOST=postgres
- ENABLE BACKEND ACCESS CONTROL=false

ports:
- "127.0.0.1:8888:8888"

depends _on:
- postgres
- neodj
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labels:
- "traefik.enable=true"
- "traefik.http.routers.mcp.rule=Host( mcp.yourdomain.com" )"
- "traefik.http.routers.mcp.tls=true"
- "traefik.http.routers.mcp.tls.certresolver=letsencrypt"

postgres:
image: postgres:16
environment:
POSTGRES DB: cognee
POSTGRES USER: cognee
POSTGRES PASSWORD: ${POSTGRES PASSWORD}
volumes:
- cognee postgres data:/var/lib/postgresql/data

neo4j:
image: neo4j:5
environment:
NE04J AUTH: neo4j/${NE04J PASSWORD}
volumes:
- cognee neo4j data:/data

volumes:
cognee postgres data:
cognee neo4j data:

Bai hoc quan trong: Cai dat ENABLE BACKEND ACCESS CONTROL=false la bat budc
dé truy cap lap trinh tir agent. Vi access control duoc bat, agent can JWT
token — va duwa JWT token vao context agent la phitc tap. D6i véi MCP server
chi néi bo sau Traefik auth hoac VPN, tat access control cia Cognee va dua
vao vanh dai mang don gian hon.

Viét MCP Server Cua Riéng Ban

Néu Cognee khong phu hop véi use case cua ban, viéc viet MCP server rat
don gian. Day la server toi gian expose mot tool tuy chinh:

#!/usr/bin/env python3
# custom-mcp-server.py
# Minimal MCP server exposing custom infrastructure tools

import asyncio

import json

import sys

from typing import Any

# MCP st dung stdio transport cho server cuc bd
# D61 véi remote, s dung SSE transport thay thé

class MCPServer:
def init (self):
self.tools = {
"get service status": {
"description": "Get status of a named service on the local server.",
"inputSchema": {
"type": "object",
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"properties": {
"service name": {
"type": "string",

"description": "systemd service name, e.g. 'nginx' or 'postgresql'"”
}
I
"required": ["service name"]
}
}
"get recent errors": {
"description": "Get recent error logs for a service.",
"inputSchema": {
"type": "object",
"properties": {
"service name": {"type": "string"},
"lines": {
"type": "integer",
"default": 50,
"description”: "Number of log lines to return"
}
+
"required": ["service name"]
}
}

async def handle request(self, request: dict) -> dict:

method = request.get("method")
params = request.get("params", {})
req_id = request.get("id")
if method == "tools/list":
return {
"jsonrpc": "2.0",
"id": req_id,
"result": {
"tools": [
{"name": name, **schema}
for name, schema in self.tools.items()
1
b
}
elif method == "tools/call":

tool name = params.get("name")
tool args = params.get("arguments", {})

result = await self.execute tool(tool name, tool args)

return {
"jsonrpc": "2.0",
"id": req_id,
"result": {
"content": [{"type": "text", "text": json.dumps(result)}]
}
}
else:
return {
"jsonrpc": "2.0",
"id": req_id,
"error": {"code": -32601, "message": f"Method not found: {method}"}
}
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async def execute tool(self, tool name: str, args: dict) -> Any:
import subprocess

if tool name == "get service status":
service = args["service name"]
result = subprocess.run(
["systemctl", "status", servicel],
capture output=True, text=True

)

return {
"service": service,
"active": result.returncode == 0,
"output": result.stdout[:2000]
}
elif tool name == "get recent errors":

service = args["service name"]
lines = args.get("lines", 50)
result = subprocess.run(
["journalctl", "-u", service, "-n", str(lines),
"--priority=err", "--no-pager"l],
capture output=True, text=True
)
return {
"service": service,
"errors": result.stdout[:5000]

else:
return {"error": f"Unknown tool: {tool name}"}

async def run(self):
server = self
reader = asyncio.StreamReader()
protocol = asyncio.StreamReaderProtocol(reader)
await asyncio.get event loop().connect read pipe(
lambda: protocol, sys.stdin

while True:
line = await reader.readline()
if not line:
break

try:
request = json.loads(line.decode())
response = await server.handle request(request)
sys.stdout.write(json.dumps(response) + "\n")
sys.stdout.flush()

except json.JSONDecodeError:
pass

if _name_ == " main_ ":
asyncio.run(MCPServer().run())

bang ky no trong config Claude Code:

"mcpServers": {
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"infra": {

"command": "python3",
"args": ["/home/agent-user/.claude/mcp/custom-mcp-server.py"],
"transport": "stdio"
}
}

}

Thuc Thi Tool Song Song

Claude c6 thé yéu cau nhiéu tool trong mot response duy nhéat. Khi ban nhén
duoc response véi nhiéu tool use block, ban c6 thé thyc thi ching song song
va tra vé tat ca két qua cung nhau.

DAy la mot toi uu héa hiéu sudt dang ké cho céc thao tac doc lap.

import asyncio
import anthropic

async def execute tool async(tool name: str, tool input: dict) -> dict:
"""Thyc thi mot tool bat dong bo."""
# Logic thuc thi tool cla ban & day
pass

async def run_agent with parallel tools(user message: str):
client = anthropic.Anthropic()

messages = [{"role": "user", "content": user message}]

while True:
response = client.messages.create(
model="claude-opus-4-6",
max_tokens=4096,
tools=tools,
messages=messages

if response.stop reason == "end turn":
# Response cu6i clung - trich xuat text
for block in response.content:
if hasattr(block, "text"):
return block.text
break

elif response.stop reason == "tool use":
# Thu thap tat ca tool use block
tool use blocks = [
block for block in response.content
if block.type == "tool use"
]

# Thuc thi TAT CA tool song song

tasks = [
execute tool async(block.name, block.input)
for block in tool use blocks
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results = await asyncio.gather(*tasks)

tool results = [

{
"type": "tool result",
"tool use id": block.id,
"content": str(result)

}

for block, result in zip(tool use blocks, results)

messages.append({"role": "assistant", "content": response.content})
messages.append({"role": "user", "content": tool results})

else:
break

result = asyncio.run(run_agent with parallel tools(
"Check the health of nginx, postgresql, and redis simultaneously."

))

Khi model yéu cau kiém tra ba service cung lic, diéu nay thuc thi tat ca ba
ki€m tra song song thay vi tuan tw. D6i véi ba ki€m tra service 2 gidy, dé la 2
gidy tong céng thay vi 6.

Khi thuc thi song song quan trong: - Nhiéu ki€ém tra trang thai doc lap -
Lay dir liéu tir nhiéu nguon dong thoi - Chay céc thao tac chi doc song song

Khi nén ép thuc thi tuan tu: - Céac thao tac cé phu thudc (doc réi ghi) - Bat
ctr thir gl stra d6i shared state - Khi ban can ki€m tra két qua trudc khi tiép tuc

Cau Chuyén Chién Truong: Agent Tw Chat Chan Minh

Day la cdu chuyén quan trong nhat trong chwong nay. Toi da ké né cho méi ky
s ma toi da onboard tir khi né xay ra.

Boi Canh

Thang 2 nam 2026. Orchestrating agent cua chung t6i dang chay trén server
chinh, dinh tuyén qua dich vu API proxy — proxy cuc bo xt ly xac thuc API,
cén bang tai trén céc tai khoan provider, va logic fallback.

Kién truc trong nhu thé nay:

Gateway agent

| HTTP requests to localhost:8317
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v
API proxy service

| Forwards to external APIs
v
Google / Anthropic / other providers

Orchestrating agent phu thudc vao dich vu API proxy dé hoat déng. Méi lan
goi API déu di qua no.

Pieu Pa Xay Ra

TOi yéu cau gateway agent stra van dé cau hinh véi Claude Code. Van dé la
Claude Code khéng tim thay dung API endpoint. T6i muon né cap nhat cau
hinh Claude Code dé trd dén dich vu API proxy.

Agent dung dan xac dinh céc file cau hinh can thay doi. R6i né sédng tao thém.

N6 nhén thay ~/.api-proxy/config.json ton tai va quyét dinh “giup dé” bang
cach cling cap nhét cau hinh API proxy — dich vu ma né dang dinh tuyén tat
ca cdac lan goi API qua do.

N6 méac mot 16i nhoé trong config. Dich vu proxy khéng tai lai mot cach sach sé.
Lan goi API tiép theo clia agent tra vé 10i két noi.

Agent bay gi¢ bi ngat két néi khdi API provider. N6 ¢6 gang khoi phuc. Moi lan
c6 khoi phuc déu yéu cau goi API. Moi lan goi API déu that bai. Agent buéc
vao vong lap retry, ghi lai cadc thong béo 10i ngay cang tuyét vong cho dén khi
phién timeout.

T6i quay lai hai muoi phut sau va thay agent chét, proxy bi cdu hinh sai, va
task chua hoan thanh. T6i phai tw stra dich vu proxy truéc khi agent c6 thé
chay lai.

# Nhitng g1 agent nghi ndé dang lam:
# "Gilp nguoi dung sra cdu hinh Claude Code - ciing cdi thién cdu hinh proxy - t6t hon!"

# Nhitng gi thyc su xay ra:
Gateway agent - "TO6i sé cap nhat cau hinh proxy ciing vay"
- chinh slra /opt/api-proxy/config.json
- duwa vao 16i cl phap
API proxy - khong tai lai dugc - tra vé 503
Gateway agent - thuc hién 13n goi API tiép theo - 16i 503
Gateway agent - "Hmm, th& lai..." - 16i 503
Gateway agent - "C6 gi d6 sai, d€ chdn doan..." - 18i 503
Gateway agent - session timeout
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Bai Hoc: Guardrail Phai R6 Rang

Model khong lam gi ac y hay thadm chi ngu ngéc. N6 dang c6 gang hitu ich.
Van dé la khong cé gi trong dinh nghia tool hodc system prompt néi véi né
nhitng gi bi cam.

Sau sw ¢6 nay, toi thém rang budc ro rang vao moi agent chay trén
infrastructure:

# Trong AGENTS.md / CLAUDE.md
## Quan Trong: Nhitng Gi Ban Khong Bao Gi¢ Dugc Sira D6i

Cac service sau la infrastructure két néi cda ban.
Sira d6i chung trong khi chay qua ching sé& cdt két ndi cda chinh ban.

**KHONG BAO GIO sira d6i:**

- /opt/api-proxy/ (proxy ban dinh tuyén qua)

- ~/.agent-gateway/gateway.json (cdu hinh cda chinh ban)

- /etc/systemd/system/agent-gateway* (dinh nghia service cda chinh ban)
- Bat ky cdu hinh Traefik nao (HTTPS termination cla ban)

- Dong ~/.bashrc ANTHROPIC BASE URL (tré dén proxy cla ban)

Néu ban cho réng mdt trong s6 nay can thay ddi:

1. DUNG LAI

2. N6i v6i nguoi dung thay d6i ban mudn thuc hién va ly do

3. Doi phé duyét rd rang

4. Nguoi dung sé& thuyc hién thay d6i thd céng hodc trong phién riéng biét

Pay la khéng thé thuong lugng. Phd v& cdc service nay pha v& khd nang tiép tuc lam viéc cla ban.
Va trong tool schema:

tools = [

"name": "write file",

"description": (
"Write content to a file. "
"PROHIBITED PATHS - you MUST NOT write to these: "
"/opt/api-proxy/, "
"~/.agent-gateway/gateway.json,
"/etc/systemd/system/agent-gateway*, "
"/home/agent-user/traefik/. "
"Attempting to write to these paths will fail."

),

"input schema": {
"type": "object",
"properties": {

"path": {

"type": "string",

"description": "Absolute path to write to. Must not be in prohibited paths."
+

"content": {"type": "string"}
}I

"required": ["path", "content"]
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Va trong bo thuc thi, hay ép budc no:

PROHIBITED WRITE PATHS = [
"/opt/api-proxy/",
os.path.expanduser("~/.agent-gateway/gateway.json"),
"/etc/systemd/system/agent-gateway",
os.path.expanduser("~/traefik/"),

]

def write file(path: str, content: str) -> dict:
abs path = os.path.abspath(path)

# Chan ctng trén cac path bi cam
for prohibited in PROHIBITED WRITE PATHS:
if abs path.startswith(os.path.abspath(prohibited)):
return {
"success": False,
"error": (
f"BLOCKED: {path} is in a prohibited path. "
"This protects your connectivity infrastructure.
"Tell the user what you want to change and wait for manual approval."

}

# Tién hanh ghi
try:
with open(abs path, "w") as f:
f.write(content)
return {"success": True, "path": abs path}
except Exception as e:
return {"success": False, "error": str(e)}

Phong tha cé ba 16p: 1. System prompt — ndi véi model vé mat khai niém tai
sao mot s6 thir bi cAm 2. M6 ta tool — liét ké cac path bi cAm ro rang 3. Ep
budc & bo thuc thi — chan thao téac bat ké hanh vi ciia model

Ban can ca ba. Model cé thé bo 1o ngir canh tir 16p 1 néu phién dai. Mo ta tool
(16p 2) c6 thé bi nén trong context dai. Lép 3 ludn chay.

Quan Ly API Key: Loi Panh May Proxy Key Ton Hang Gio

Mot 16i it kich tinh hon nhung ddng ngac nhién 1a phé bién: 16i ddnh méay API
key trong file cau hinh.

DAy la loai 16i c6 thé 1ang phi hang gio:

# Trong /opt/api-proxy/auth-profiles.json
{

"profiles": [
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{
"name": "primary",
"api key": "my-proxy-key-2026" # <-- LOI DANH MAY: mot ky tu sai so véi c&u hinh client
}
]
}

Agent duoc cau hinh d€ sir dung mot gid tri key. Proxy duoc cau hinh dé€ chap
nhan gia tri hoi khdc. Moi request trad vé 401. Thong béo 16i chi la
“Unauthorized” — khong c6 goi y vé sy khong khép tén key.

Quaé trinh debug: 1. Ki€ém tra xem dich vu proxy c6 dang chay khong — c6 2.
Kiém tra xem API key c6 duoc dat khong — co 3. Kiém tra xem endpoint c6
dang khong — co 4. So sanh key tung ky tu -

# Key duoc cau hinh cla agent:
my-proxy-key-2026

# Key proxy mong doi:
my-prxy-key-2026 # thiéu 'o' trong 'proxy'

Mot ky tu khéc biét. Vay thoi. Hai gio debug.
Phong ngtra:

#!/bin/bash
# validate-api-keys.sh
# Chay 1énh nay sau bat ky thay d6i cau hinh nao lién quan dén API key

PROXY KEY=$(grep -oP '"api key":\s*"\K[""]+' /opt/api-proxy/auth-profiles.json 2>/dev/null)
CLIENT KEY=$(grep -oP 'ANTHROPIC API KEY=\K\S+' ~/.bashrc 2>/dev/null)

if [[ -z "$PROXY KEY" 1]; then
echo "ERROR: Could not read proxy API key"
exit 1

fi

if [[ -z "$CLIENT KEY" 11; then
echo "ERROR: Could not read client API key"

exit 1
fi
if [[ "$PROXY KEY" == "$CLIENT KEY" 1]; then
echo "OK: API keys match ($PROXY KEY)"
else
echo "MISMATCH:"
echo " Proxy key: $PROXY KEY"
echo " Client key: $CLIENT KEY"
exit 1
fi

Rong hon, hay version control céc file cadu hinh cua ban. Khi ban c6 thé chay
git diff trén mot thay déi config, 16i ddnh mdy tré nén roé rang ngay lap tirc.
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# Theo d6i cau hinh agent trong git

cd ~/.agent-gateway

git init

git add gateway.json auth-profiles.json
git commit -m "Initial agent config"

# Bdy gid bat ky thay dé6i nao déu hién thi diff
git diff gateway.json

# Hién thi: - "my-prxy-key-2026"

# + "my-proxy-key-2026"

Pattern Tool Use Cho Production

Mot so pattern thuong xuyén xuat hién trong hé thong agent production:

Pattern: Read-Before-Write

Ludn doc mot cau hinh truéce khi stra d6i né. Piéu nay ngan agent tao file

khéng hop 1& néu n6 khong hiéu dinh dang hién co.

"name": "update config",

"description": (
"Update a configuration file safely.
"Always reads the current content first,
"makes minimal targeted changes, "
"validates the result before writing."

Trong bo thuec thi:

async def update config(path: str, changes: dict) -> dict:
# Doc trang thai hién tai
current = read file(path)
if not current["success"]:

return {"success": False, "error": f"Cannot read current config:

# Parse va ap dung thay déi
try:
config = json.loads(current["content"])
config.update(changes)
new content = json.dumps(config, indent=2)
except json.JSONDecodeError as e:

{current['error']}"}

return {"success": False, "error": f"Invalid JSON in current config: {e}"}

# Kiém tra truéc khi ghi
try:

json.loads(new content) # Ham bao két qua la JSON hop Lé

except json.JSONDecodeError as e:

return {"success": False, "error": f"Generated invalid JSON:

# Ghi véi backup
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backup path = f"{path}.bak.{int(time.time())}"
write file(backup path, current["content"])
result = write_file(path, new_content)
result["backup"] = backup path

return result

Pattern: Dry-Run Truoc

D6i v6i cac thao tac phd huy, trién khai tham sé dry run hién thi nhimg gi sé
xay ra ma khéng thuc hién.

{
"name": "cleanup old logs",
"description": "Remove log files older than N days. Use dry run=true first to preview.",
"input schema": {
"properties": {
"directory": {"type": "string"},
"older than days": {"type": "integer"},
"dry run": {
"type": "boolean",
"description": "If true, show what would be deleted without deleting. Default true.",
"default": True # Mac dinh la hanh vi an toan
}
}
}
}

Pattern: Tool Idempotent

Thiét ké tool an toan dé goi nhiéu lan véi cung input. Model c6 thé goi tool lai
néu khong chac liéu 1an goi dau tién cé thanh céng hay khéng.

def ensure service running(service name: str) -> dict:
"""Kh&i déng service néu khéng chay. An toan dé goi nhiéu lan."""
result = subprocess.run(["systemctl", "is-active", service name],
capture output=True, text=True)

if result.returncode ==
return {"success": True, "action": "already running", "service": service name}

# Khéng chay - kh&i déng né
start result = subprocess.run(["systemctl", "start", service name],
capture output=True, text=True)

return {

"success": start result.returncode == 0,

"action": "started",

"service": service name,

"error": start result.stderr if start result.returncode != 0 else None
}
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Piém Mau Chot

1.

10.

Model quyét dinh goi gi; bo thuc thi cia ban quyét dinh né cé thé
tiép can gi. Tat ca quyét dinh bdo méat xay ra trong code cua ban, khong
phai trong ly ludn cta model.

. M6 ta tool la instruction cua model. Viét ching nhu tiéu chi quyét dinh

ré rang, bao gom ca diéu khoan “do NOT use for”.

. Phong thu ba 16p cho cac thao tac bi cam: system prompt + mo ta tool

+ ép budc & bd thuc thi. Ban can ca ba.

. Agent tw chat chan minh vi khéng ai néi véi né nhirng gi bi cam.

Lam cho danh sdch cam rd rang, cu thé, va duoc ép budc trong code.

. Thuc thi tool song song la cai thién hiéu suat mién phi cho céc thao tac

doc 1ap. Trién khai né.

. Interleaved thinking (Claude Opus 4.6) lam cho chudi chan doan cé thé

ki€ém tra duwoc va cai thién déang ké ly ludn nhiéu buéc phic tap. St dung
no6 cho céc su ¢6, khéng phai kiém tra trang thai.

. MCP tiéu chuan héa tich hop tool. Néu ban dang xay dung

infrastructure agent, hday dau tu vao MCP server sém — chung két hop tot
hon tich hop tuy chinh.

. Version control cau hinh API key cua ban. L6i ddnh mdy xay ra. git

diff bat dwoc ching.

. Tool idempotent giam rui ro. Thiét ké tool d€ goi hai 1an khéng gay ra

rac roi gap doi.

Poc trudc khi ghi. Model khong thé biét trang thai hién tai cla file no
chua doc. Pung dé né doén.

Tiép theo: Phdn 3 — Operations. Chting ta chuyén tir kién tric sang chay
agent trong production: monitoring, kiém sodt chi phi, phdn tng su c6, va
nhiing thi bi hong lic 3 gio sdng.
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PHAN 3: VAN HANH

Chuong 7: Trién Khai AI Agent Lén
Production

“N6 hoat dong trén mdy téi” la cdu bao chira kinh dién cta developer.
Voi Al agent, cdu tuong duong la “no hoat dong khi téi dang theo doi.”
Khodnh khac ban quay di, cé gi dé hong theo cdch ban khéng bao gio
luong trudc.

Chay Al agent trong production vé co ban khac véi chay web service truyén
thong. Agent dua ra quyét dinh, tiéu thu API quota, spawn sub-process, ghi
file, goi dich vu bén ngoai, va nhin chung hanh dong theo nhiitng cach khé dy
dodn. Infrastructure hd tro chung can manh mé, c6 thé quan sat duoc, va —
quan trong — an toan trudc chinh cac agent dé lam diéu gi d6 bat ngo.

Chuong nay dé cap dén cach tbi xay dung va van hanh infrastructure Al agent
production trén nhiéu server. N6 bao gom nhiing gi t6i lam ding, nhiing gi toi
lam sai thdm hoa, va céc config va pattern cu thé hién dang giit moi th hoat
dong.

Topology Server

Trudc khi di vao céc pattern trién khai, hay hi€u bé cuc vat ly. Hau hét nhiing
gl toi mo ta déu giad dinh thiét 1ap nhiéu server nay, mac du cac pattern ciing
ap dung cho trién khai mét server.

Internet

v

| 1
| Load Balancer (LB) |
| - Traefik reverse proxy |
| - HAProxy (DB connection pooling) |
| - static file server |
| - Secondary AI agent |
| I

WireGuard VPN (10.10.0.0/24)
1

131



v v v

| 1T 1T 1
| server-1 | | Server-2 | | Server-3 |
| Region A | | Region A | | Region B |
| (Primary) | | (Cognee) | | - Monitoring stack
| | | | | - Prometheus/Grafana |
| Gateway | | Cognee | | - Loki/Tempo |
| Agent | | API+UI | | - Firecrawl |
| n8n | | Neo4j | | - yt-dip |
| Chatwoot | | Postgres | | |
| API Proxy | | | |
| Il oL |

|

v

Cloud ARM node

- Cognee MCP server
- Postgres

- Neo4dj

WireGuard mesh: VPN full mesh trén tat ca cac node. T4t ca traffic lién
server déu di qua cac tunnel duwoc ma héa (10.10.0.0/24). Pay la th& lam cho
VPN-binding cho céc port nhay cam trd nén thuc té.

Phan cong dia chi IP WireGuard:
Server-3 (Region B): 10.10.0.1
Server-1 (Region A): 10.10.0.2
Server-2 (Region A): 10.10.0.3
Load Balancer: 10.10.0.4
Cloud ARM node: 10.10.0.5

Do tré twr Server-1: - Server-2: 0,9ms (cung DC, P2P) - Cloud ARM: 2,0ms -
Load Balancer: 3,5ms - Server-3 (Region B): 54ms (cross-region)

Kiém Tra Thuc Té Process Manager: Docker vs Systemd vs
PM2

Khi t6i bat dau chay céc dich vu Al agent, téi mac sai lam chon mét process
manager va c6 dung né cho moi thit. Thuc té€ da budc toi ti€p can thuc dung
hon.

Kiém Ké Dich Vu (Kiém Tra Thuc Té Server-1)

Server-1 hién chay: - 14 Docker service - 8 Systemd service - 1 PM2 service
(legacy, sap duwoc migrate)
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b6 la 23 service duwoc quan ly bdi 3 process manager khac nhau trén mot
server duy nhét. Cé 1y twdng khong? Khong. Cé thuc té€ khong? C6. bay la
logic quyét dinh dang sau moi lya chon.

Khi Nao Nén Dung Docker

Docker la lya chon ding Kkhi: - Service c6 nhiéu dependency (DB, Redis,
message queue) - Ban can c¢6 lap mang gitra cac thanh phan - Service duoc
thiét k&€ nhw mot container (image chinh thic ton tai) - Ban can moi truong co
thé tdi tao trén cac server - Quan ly bi mat qua environment file la quan trong

# docker-compose.yml pattern cho agent service
version: "3.8"

services:
agent-gateway:

image: agent-gateway:latest

container name: agent-gateway

restart: unless-stopped

env_file:
- .env

environment:
- NODE ENV=production

volumes:
- ./workspace:/workspace
- ./logs:/logs

networks:
- agent-net

labels:
- "traefik.enable=true"
- "traefik.http.routers.agent-gateway.rule=Host( api.youragent.example.com )"
- "traefik.http.routers.agent-gateway.tls.certresolver=letsencrypt"
- "traefik.http.services.agent-gateway.loadbalancer.server.port=3000"

redis:
image: redis:7-alpine
container name: agent-redis
restart: unless-stopped
# QUAN TRONG: chi bind vao VPN interface dé bao mat
command: redis-server --bind 10.10.0.2 127.0.0.1 --requirepass ${REDIS PASSWORD}
volumes:
- redis-data:/data
networks:
- agent-net

networks:
agent-net:

driver: bridge

volumes:
redis-data:
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Khi Nao Nén Dung Systemd

Systemd la lua chon dung khi: - Service la mot binary hoac script don - N6 can
truy cép tai nguyén host (phan ctng, tinh nang kernel cu thé) - Th ty khoi
dong phu thudc vao host service quan trong - Ban can giéi han tai nguyén chi
tiét qua cgroup - Service ra doi truéc Docker hodac viéc container hdéa né thém
do phirc tap khoéng can thiét

# /etc/systemd/system/agent-gateway.service
[Unit]

Description=AI Agent Gateway
After=network.target
Wants=network-online.target

[Service]

Type=simple

User=agent-user

Group=agent-user
WorkingDirectory=/home/agent-user/.agent-gateway
ExecStart=/usr/bin/node /home/agent-user/.agent-gateway/gateway/index.js
ExecReload=/bin/kill -HUP $MAINPID
Restart=on-failure

RestartSec=10

# Ngan tiéu thu tai nguyén khong kiém soat
MemoryMax=2G

CPUQuota=80%

# Environment
EnvironmentFile=/home/agent-user/.agent-gateway/.env
# Logging

StandardOutput=journal

StandardError=journal

SyslogIdentifier=agent-gateway

[Install]
WantedBy=multi-user.target

Tinh nang systemd quan trong cho agent service: - MemoryMax=2G — agent cd
thé tiéu thu bd nhé khong gidi han néu cé bug trong quan ly context -
CPUQuota=80% — ngan agent chay khong ki€m soat lam doi cac service khéac -
Restart=on-failure v&i RestartSec=10 — phuc hoi tw dong vdi backoff

Khi Nao Nén Dung PM2 (Va Khi Nao Khong)

PM?2 phu hop cho Node.js service noi ban muén zero-downtime reload va
cluster mode tich hop. T6i van cé mét service trén PM2 (GitPocket API), phan
16m vi ly do lich sur.
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DPac biét d6i véi Al agent, PM2 c6 di€m yéu: gidm sat process ctua né khoéng
tich hop tot véi monitoring stack dua trén Docker. Néu ban dang st dung
Prometheus + Grafana (di€u ban nén lam), systemd hoac Docker cung cap kha
nang quan sat tot hon ngay tir dau.

module.exports = {

apps: [{
name: 'gitpocket-api',
script: './dist/index.js"',

instances: 1,

autorestart: true,

watch: false,

max_memory restart: '512M',

env_production: {
NODE_ENV: 'production',
PORT: 3001

}

}
}

Khuyén nghi cua téi: Dung gidi thiéu PM2 cho agent service méi. Néu ban
dang dung né, hdy migrate dan sang systemd hoac Docker khi c6 co hoi.

Traefik Véi docker-socket-proxy (Cach Pung)

Pattern pho bién dé chay Traefik trong Docker la mount Docker socket truc
tiép:

volumes:
- /var/run/docker.sock:/var/run/docker.sock:ro

Van dé la bat ky ai c6 thé truy cap Traefik container thuc chat c6 quyén root
trén host. Vi Al agent c6 thé anh huwéng dén cau hinh container (chung cé
quyén truy cap filesystem), day la vector de doa thuc su.

Giai phép la docker-socket-proxy, nam gitra Traefik va Docker socket, chi
expose cac API ma Traefik thuc sy can.

version: "3.8"

services:
socket-proxy:
image: tecnativa/docker-socket-proxy:latest
container name: socket-proxy
restart: unless-stopped
volumes:
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- /var/run/docker.sock:/var/run/docker.sock: ro
environment:

# Chi expose nhitng gi Traefik can

CONTAINERS: 1

SERVICES: 1

NETWORKS: 1

TASKS: 1

# T chéi ré rang céc API nguy hiém

POST: 0

AUTH: 0

SECRETS: 0

EXEC: 0O
networks:

- proxy-internal

traefik:

image: traefik:v3.0

container name: traefik

restart: unless-stopped

command:
- "--api.insecure=false"
- "--providers.docker=true"
- "--providers.docker.endpoint=tcp://socket-proxy:2375"
- "--providers.docker.exposedbydefault=false"
- "--providers.file.directory=/etc/traefik/dynamic"
- "--providers.file.watch=true"
- "--entrypoints.web.address=:80"
- "--entrypoints.websecure.address=:443"
- "--certificatesresolvers.letsencrypt.acme.email=admin@yourdomain.com"
- "--certificatesresolvers.letsencrypt.acme.storage=/letsencrypt/acme.json"
- "--certificatesresolvers.letsencrypt.acme.tlschallenge=true"

ports:

- "80:80"

- "443:443"
volumes:

- letsencrypt:/letsencrypt

- ./dynamic:/etc/traefik/dynamic:ro
networks:

- proxy-internal

- proxy-public
depends on:

- socket-proxy

networks:
proxy-internal:
internal: true # socket-proxy khbéng cé truy cédp bén ngoai
proxy-public:
external: true

volumes:
letsencrypt:

Cau hinh dynamic cua Traefik cho service:

# /etc/traefik/dynamic/middlewares.yml
http:
middlewares:
secure-headers:
headers:
stsSeconds: 31536000
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stsIncludeSubdomains: true

contentTypeNosniff: true

browserXssFilter: true

referrerPolicy: "strict-origin-when-cross-origin"

rate-limit:
rateLimit:
average: 100
burst: 200
period: 1s

auth-forward:
forwardAuth:
address: "http://auth-service:3000/verify"
trustForwardHeader: true

VPN Binding Cho Cac Port Nhay Cam

Mot trong nhitng thuc hanh bao méat quan trong nhat cho thiét 1ap nhiéu
server la bind cac service nhay cam vao VPN interface thay vi public IP. Piéu
nay cé nghia la service chi c6 thé ti€p can tir trong mang WireGuard.

Cac service khong bao gio nén duwoc céng khai tiép can: - PostgreSQL (5432) -
Redis (6379) - Prometheus (9090) - Grafana (3000, néu khéng huéng dén cong
khai) - Internal agent API - Monitoring exporter

# PostgreSQL: chi bind vao VPN va localhost
# /etc/postgresql/14/main/postgresql.conf
listen_addresses = '127.0.0.1,10.10.0.2"

# Redis: cdch tiép can tuong tu
# /etc/redis/redis.conf
bind 127.0.0.1 10.10.0.2

# Prometheus: chi truy céap VPN
# Trong systemd unit hoac docker command
--web.listen-address="10.10.0.2:9090"

Dboi v6i Docker service, sit dung port binding ré rang:

services:
postgres:

image: postgres:16

ports:
# Chi bind vao VPN IP, khbéng phdi 0.0.0.0
- "10.10.0.2:5432:5432"

environment:
POSTGRES PASSWORD: ${DB PASSWORD}

Céc quy tac UFW dé phu hop:
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ufw allow in on wg0 to any port 5432
ufw allow in on wg0 to any port 6379
ufw allow in on wg0O to any port 9090

ufw allow 80/tcp
ufw allow 443/tcp
ufw allow 51820/udp

HAProxy Cho Database Connection Pooling

Al agent c6 xu hudéng két noi nhiéu véi co sé dir liéu. Mot phién agent duy nhat
c6 thé mé hang chuc két néi ngan. Nhan véi nhiéu instance agent va ban
nhanh chdéng vuot qué gidi han két noi ctia PostgreSQL.

HAProxy giai quyét diéu nay vdi connection pooling & cap load balancer.

# /etc/haproxy/haproxy.cfg

global
log /dev/log local®
maxconn 4096
user haproxy
group haproxy
daemon

defaults
mode tcp
log global
option tcplog
option dontlognull
timeout connect 5s
timeout client 30s
timeout server 30s

frontend postgres frontend
bind 10.10.0.4:5432
default backend postgres backend

backend postgres backend
balance roundrobin
option tcp-check
server dbl 10.10.0.2:5432 check inter 2s rise 2 fall 3 maxconn 100
# Failover sang Server-2 néu primary hong
server db2 10.10.0.3:5432 check inter 2s rise 2 fall 3 maxconn 50 backup

frontend redis frontend
bind 10.10.0.4:6379
default backend redis backend

backend redis backend

balance first
server redisl 10.10.0.2:6379 check inter 2s maxconn 200
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Véi diéu nay, cac agent service két noi dén HAProxy frontend
(10.10.0.4:5432), va HAProxy quan ly két n6i PostgreSQL thuc sy mot cach
hiéu qua.

Cau Chuyén Chién Truong #1: Bug C6 Lap Mang Firecrawl

Ngay: Pau thdng 2 ndm 2026 Muc do: Trung binh — service khéng thé truy
cap tur server remote Thoi gian giai quyét: ~30 phut khi da chdn doan

Pieu Pa Xay Ra

Toi trién khai Firecrawl trén Server-3 st dung Docker Compose chinh thiec.
Moi thir hoat dong t6t khi toi test tir Server-3. To6i thiét 1ap routing Traefik,
DNS tré dén firecrawl.yourdomain.com, va coi nhw xong.

Hai ngay sau, t6i c¢6 goi Firecrawl API tir Server-1 d€ crawl website cho mot
du an knowledge base. Khéng cé gi. Timeout lién tuc.

curl https://firecrawl.yourdomain.com/v1l/scrape

curl http://10.10.0.1:3002/v1/scrape

Endpoint cong khai hoat dong vi né di qua toan b6 internet routing. Loi goi
internal that bai vi API service cua Firecrawl chi lang nghe trén localhost.

Nguyén Nhan Géc

File docker-compose.yml cua Firecrawl cé diéu nay trong cdu hinh API
service:

services:
api:
ports:
- "127.0.0.1:3002:3002"

Binding 127.0.0.1:3002:3002 c6 nghia: expose port 3002 trén host, nhung chi

lang nghe trén loopback interface. Bat ky két néi nao tir IP bén ngoai (bao
gom ca VPN tunnel traffic) bi tir choi ngay lap tuc.
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Céach Stra

services:
api:
ports:

- "0.0.0.0:3002:3002"

Sau d6 cap nhat UFW dé cho phép truy cap trén VPN interface:

ufw allow in on wg@ to any port 3002

ufw deny 3002/tcp

Bai Hoc

Khi mot service can c6 thé goi duogc tir cac server khéc trong mang cua ban,
Docker port binding 127.0.0.1:PORT:PORT sé tham lang chan ban. Triéu chimg
— connection refused thay vi 16i mang — c6 thé khién ban nghi service dang
hong trong khi thuc ra né chi khéng thé tiép can.

Kiém tra port binding cua ban véi:

docker ps --format "table {{.Names}}\t{{.Ports}}"

ss -tlnp | grep docker

Bai hoc mé rong ra ngoai Firecrawl. Bat ky service nao ban trién khai can cé
kha nang truy cap cross-server nén st dung binding 0.0.0.0 (dwoc bao mat &
cap firewall v4i quy tac UFW) thay vi binding 127.0.0.1.

Cau Chuyén Chién Truong #2: Server Khong Cé Firewall

Ngay: Thang 2 nam 2026, trong qud trinh ki€m toén bdo méat Mic dd: Cao —
server c6 thé truy cp cong khai khong cé firewall trong thoi gian khéng xac
dinh Thoi gian giai quyét: ~2 gi¢ (hardening can than dé tranh khoéa chinh
minh ra ngoai)
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Pieu Da Xay Ra

T6i dang thuc hién kiém todn bado méat dinh ky trén tat ca server. Checklist bao
gom xac minh UFW dang hoat déng va duwoc cdu hinh dung trén méi server.
Server-1 va Server-2 6n. Roi téi dén Server-3:

sudo ufw status

Khong phai “active nhung thi€u mét s6 quy tac.” Khéng phai “duoc bat véi
policy cho phép.” Chi la: inactive. Firewall chua bao gio duwgc bat. Server-3,
luu trir monitoring stack (Prometheus, Grafana, Loki, Tempo), da chay véi tat
ca port mo rong rai cho internet trong toan bo thoi gian hoat dong.

Panh Gia Thiét Hai

ss -tlnp

Prometheus metric khéng “nguy hi€ém” theo nghia truyén théng — chung
khong cho ban truy cap hé théong truc tié€p. Nhung ching tiét 10 nhiéu thong
tin van hanh: ban dang chay service gi, sitc khde cua chung, pattern tiéu thu
tai nguyén, tham chi tén endpoint néi bo néu ban dang scraping service
discovery.

Grafana khong c6 authentication la van dé nghiém trong hon. Bat ky ai tim
thay endpoint déu c6 thé doc dashboard cua ban, va néu thong tin xac thuc
admin 1a mac dinh hoac yéu, ho c6 thé stra ddi ching.

Quy Trinh Hardening An Toan

Phan nguy hi€ém cua viéc bat UFW trén server dang hoat dong la vo6 tinh chan
SSH va khéa chinh minh ra ngoai. T6i da thay diéu nay xay ra. Khong vui.

sudo ufw allow OpenSSH
sudo ufw allow 22/tcp
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# Budc 2: Cho phép WireGuard
sudo ufw allow 51820/udp

# Buéc 3: Cho phép service cbng khai
sudo ufw allow 80/tcp
sudo ufw allow 443/tcp

# Budc 4: Cho phép monitoring chi t&r VPN

sudo ufw allow in on wg0 to any port 9090 # Prometheus
sudo ufw allow in on wg@ to any port 3000 # Grafana
sudo ufw allow in on wg@ to any port 3100 # Loki

# Budc 5: T choi moi thd khac (ngam trong UFW, nhung ré rang la tét hon)
sudo ufw default deny incoming
sudo ufw default allow outgoing

# Bubc 6: Bat - BAY GIO (khéng phdi truéc day)
sudo ufw enable

# Budc 7: Xac minh ngay lap tuc
sudo ufw status verbose

Néu ban lam diéu nay tir xa qua SSH, van c6 rui ro. Test SSH rule ctia ban véi
mot két noi méi (trong terminal riéng biét) trudc khi déng phién hién cé.

# Trong terminal 2, trudc khi doéng terminal 1:
ssh user@server-3 "echo 'SSH still works'"

Chi sau khi xac nhan SSH van hoat dong thi déng terminal 1.

Nhitng Gi Chiing T6i Thém Vao Checklist Kiém Toan
Sau sy ¢6 nay, moi 1an onboard server déu bao gom:

#!/bin/bash
# server-hardening-checklist.sh

echo "=== Security Audit for $(hostname) ==="
echo nn

echo "1. UFW Status:"
sudo ufw status | head -5
echo ""

echo "2. Open Ports (all interfaces):"
ss -tlnp | grep LISTEN

echo nn

echo "3. SSH Configuration:"

grep -E "PasswordAuthentication|PermitRootLogin|PubkeyAuthentication" /etc/ssh/sshd config
echo ""

echo "4. Docker port bindings:"

docker ps --format "table {{.Names}}\t{{.Ports}}" 2>/dev/null || echo "Docker not running"
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echo nn
echo "5. Fail2ban status:"
sudo fail2ban-client status 2>/dev/null || echo "Fail2ban not installed"”

Chay lénh nay trén moi server méi truéc khi két noi né vao mang cua
ban.

Pattern Docker Compose Cho Agent Service

Pattern 1: Agent Voi Mang Co Lap

version: "3.8"

services:
agent-service:
image: your-agent:latest
container name: agent-service
restart: unless-stopped
env_file: .env
networks:
- agent-internal
- proxy-public # Chi néu can truy cédp bén ngoai
volumes:
- agent-data:/data
- /home/agent-user/.agent-gateway/workspace:/workspace:ro # Workspace chi doc
labels:
- "traefik.enable=true"
- "traefik.http.routers.agent.rule=Host( agent.yourdomain.com )"
- "traefik.http.routers.agent.middlewares=rate-limit, secure-headers"
- "traefik.http.services.agent.loadbalancer.server.port=3000"
# Giéi han tai nguyén — quan trong cho agent

deploy:
resources:
limits:
memory: 2G
cpus: '1.0'

agent-redis:
image: redis:7-alpine
container name: agent-redis
restart: unless-stopped
command: >
redis-server
--requirepass ${REDIS PASSWORD}
--maxmemory 512mb
--maxmemory-policy allkeys-lru
networks:
- agent-internal # Khong coé trén proxy-public
volumes:
- redis-data:/data

networks:
agent-internal:
internal: true
proxy-public:
external: true
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volumes:
agent-data:
redis-data:

Pattern 2: Multi-Container Agent Stack

Cho céac thiét lap agent phtc tap hon véi nhiéu thanh phan:

version: "3.8"

X-common: &common
restart: unless-stopped
logging:

driver: "json-file"
options:
max-size: "100m"
max-file: "3"

services:
gateway:
<<: *common
image: agent-gateway:latest
depends _on:
postgres:
condition: service healthy
redis:
condition: service started
healthcheck:
test: ["CMD", "curl", "-f", "http://localhost:3000/health"]
interval: 30s
timeout: 10s
retries: 3
start_period: 40s

worker:
<<: *common
image: agent-worker:latest
depends on:
- gateway
scale: 2 # Chay 2 worker instance

postgres:
<<: *common
image: postgres:l6-alpine
healthcheck:
test: ["CMD-SHELL", "pg isready -U ${POSTGRES USER}"]
interval: 10s
timeout: 5s

retries: 5
volumes:

- postgres-data:/var/lib/postgresql/data
ports:

- "10.10.0.2:5432:5432" # Chi VPN

redis:
<<: *common
image: redis:7-alpine
command: redis-server --requirepass ${REDIS PASSWORD}
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ports:
- "10.10.0.2:6379:6379" # Chi VPN

volumes:
postgres-data:

Pattern 3: Systemd Unit Cho Agent Process

Khi chay agent nhu system service (khéng trong Docker):

# /etc/systemd/system/agent-worker@.service
# Template unit — tao instance vdi: systemctl start agent-worker@l

[Unit]

Description=AI Agent Worker Instance %i
After=network-online.target
Requires=network-online.target

[Service]

Type=simple

User=agent-user

Group=agent-user
WorkingDirectory=/home/agent-user/agent

# @ lam cho day la template — %1 la s6 instance
ExecStart=/home/agent-user/.venv/bin/python -m agent.worker --instance %i

# Restart policy
Restart=on-failure
RestartSec=15
StartLimitBurst=3
StartLimitIntervalSec=120

# Gidi han tai nguyén
MemoryMax=1G
CPUQuota=50%
TasksMax=64

# Environment
EnvironmentFile=/home/agent-user/agent/.env
Environment="WORKER ID=%i"
Environment="L0G_LEVEL=info"

# File descriptor limit (agent c6 thé m& nhiéu két néi)
LimitNOFILE=65536

# Logging

StandardOutput=journal
StandardError=journal
SyslogIdentifier=agent-worker-%i
[Install]
WantedBy=multi-user.target

Khéi dong nhiéu worker:
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systemctl enable --now agent-worker@l
systemctl enable --now agent-worker@2
systemctl enable --now agent-worker@3

Quan Ly Bi Mat

Khong bao gio hardcode bi mat trong docker-compose file hoac systemd unit.
St dung environment file duoc loai trir khoi version control.

# .env file (khbng bao gio commit cdi nay)
ANTHROPIC API KEY=sk-ant-...
OPENAI API KEY=sk-...

REDIS PASSWORD=...

POSTGRES PASSWORD=. ..
TELEGRAM BOT TOKEN=. ..

# .gitignore
.env

*.env

.env.*
I.env.example

Cho thiét 1ap manh mé hon, st dung Vault:

# Lay bi mat tr Vault khi kh&i déng service
#!/bin/bash
# /usr/local/bin/start-with-vault.sh

export VAULT ADDR="http://10.10.0.2:8200"
export VAULT TOKEN=$(cat /etc/vault-token)

# Lay bi mat va export
eval $(vault kv get -format=json secret/agent | \

jq -r '.data.data | to entries | .[] | "export \(.key)=\(.value)"')

exec "$@"
Sau do trong systemd unit:

ExecStart=/usr/local/bin/start-with-vault.sh /home/agent-user/.venv/bin/python -m agent

Health Check Va Quan Ly Phu Thudc

Agent service Al thuong cé dependency khdi dong phirc tap. Dung chi dung
depends_on v0i tén service — dung condition: service healthy véi health check
phu hop.
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services:
agent:
depends_on:
database:
condition: service healthy
redis:
condition: service healthy
model-api:
condition: service started # Service bén ngoai, khbéng thé health check

database:
healthcheck:
test: ["CMD-SHELL", "pg isready -U postgres"]
interval: 5s
timeout: 3s
retries: 10
start period: 30s

redis:
healthcheck:
test: ["CMD", "redis-cli", "ping"]
interval: 5s
timeout: 3s
retries: 5

Khéng c6 diéu nay, agent service cua ban c6 thé khéi dong truéce khi co sé dir
liéu san sang, khong két noi duoc, va sau d6 khong retry ding cach. Container
xudt hién “running” nhung agent thuc sw bi hdng.

Checklist Trién Khai

Truéc khi trién khai bat ky agent service maéi nao 1én production:

Truéc khi trién khai:

] Port binding s dung interface ré rang (khong phdi 0.0.0.0 cho service ndéi bd)
[ 1 Quy tdc UFW d& thém cho cac port méi

[ 1 Giéi han tai nguyén dugc dat (memory, CPU)

[ 1 .env file c6 mat va bi loai trir khoi git

[ ] Health check duoc cau hinh

[ 1 Restart policy dugc dat la unless-stopped hodc on-failure

Sau khi trién khai:

] Xac minh service dang chay: docker ps hodc systemctl status

] Test tir server khdc (khong chi localhost)

] Kiém tra log dé phat hién 16i kh&i déng: docker logs hoac journalctl
1 Xa&c minh routing Traefik néu public-facing
] Thém vao monitoring (xem Chuong 9)
] Ghi 1lai trong service inventory

—_— ——— o

Bdo mat:

] Service chay véi non-root user

1 Port nhay cam khong dugc expose ra internet cong khai

1 Bi mat dugc 1ay tir env file, khdéng phdi hardcoded

1 Docker socket khong dugc mount trir khi thuc sy can thiét

—_ ———
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Tém Tat

Trién khai Al agent 1én production doi hdi nhiéu sy can than hon so véi trién
khai web service truyén thong. Agent dua ra quyét dinh tw dong, cé nghia la
céc 16i infrastructure bi bat gap nhanh trong trién khai truyén théng cé thé
khong duoc chd vy cho dén khi ching gy ra thiét hai dang ké.

Céc nguyén tac chinh tir chwong nay:

1. S&r dung dung process manager — Docker cho service cé dependency,
systemd cho service cadp hé théng, va tranh PM2 cho céc trién khai méi

2. VPN-bind cac port nhay cam — khong bao gio expose co s& dit liéu hoac
monitoring ra internet cong khai

3. S dung docker-socket-proxy — dung cho Traefik (hoac bat ky service
nao) truy cap truc ti€p vao Docker socket

4. Kiém tra port binding — 127.0.0.1:PORT:PORT Vs 6.0.0.0:PORT:PORT khong
ré rang nhung quan trong cho thiét 1lap nhiéu server

5. Bat firewall caa ban — diéu nay nghe c6 vé hién nhién cho dén khi ban
tim thay server da chay khong c6 firewall trong nhiéu thang

6. Pat giéi han tai nguyén — agent c6 thé tiéu thu tai nguyén khong gidi
han; gidi han ngan moét agent kém lam sap toan bd server cua ban

Chuong tiép theo dé cap dén quan ly chi phi, vi tat ca infrastructure nay can
chay AI model ma ton tién that.
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Chuong 8: Quan Ly Chi Phi — Ping
Pha San Khi Chay AI Agent

“To6i nghi dé chi la mét thi nghiém nhd. Toéi chi dé né chay qua dém. Sdng
hém sau t6i mo Google Cloud Console va cdm thdy da day minh that lai.”

Chi phi infrastructure Al c6 mét thudc tinh dac biét ma chi phi cloud truyén
théng khéng c6: ching cé thé tang theo ham mi trong vai gio, khéng phai vai
ngay. Mot agent chay bat kiém soét ct retry mai mot task that bai, hoac mot
process bi bd quén lién tuc poll API méi vai gidy, c6 thé tich liiy hang tram d6
la trudc khi ai d6 nhan ra. Khong giong nhw mot EC2 instance tinh phi theo
gio ¢6 thé dw doén, chi phi API LLM gan lién véi luwong token tiéu thu — va
lwong token tiéu thu cé thé hoan toan khong thé doén trudce.

Chuong nay noéi vé chi phi thuc sy cua viéc chay Al agent trong production:
hoéa don $500 ma t6i khong ngo, mirc giam 91% token toi cudi cung dat duoc,
va céc hé thong toi xay dung dé dam bao né khoéng bao gidr xay ra nira.

Suw Co Gemini $500

Ngay: Cu6i nam 2025 Héa don: ~$500 USD trong khoang 48 gio Hoan tién:
Mot 1an hoan tién lich sy tir Google

Pieu Da Xay Ra

To6i dang thtr nghiém mét batch processing pipeline — st dung Gemini Pro dé
phan tich va phéan loai mot dataset 16m. Job duwoc khéi dong thu céng, chay mot
ltc, roi toi bi phan tam véi cong viéc khac. Diéu téi khong nhéan ra la job da
gap 10i gilta chung va budc vao vong lap retry.

Logic retry that don gian: khi gap bat ky 16i nao, sleep 5 gidy va thw lai. Loi
trong truong hop nay la mot van dé API thoang qua cw lap di lap lai. Pipeline

tiép tuc thuc hién 10i goi API, tao ra output token, va tinh phi tai khoan cua toi
theo gia Gemini Pro.

Khi téi nhan ra (ki€m tra Google Cloud Console sang hom sau), job da chay
duwoc khoang 48 gio va tich lily gan $500 phi.
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# Pattern retry cé van dé (PUNG lam thé nay)
while True:
try:
response = gemini client.generate content(prompt)
process(response)
except Exception as e:
print(f"Error: {e}, retrying in 5s...")
time.sleep(5)
continue # (& tiép tuc mai

Diéu Lé Ra Phai Xay Ra

import time
import logging
from typing import Optional

def call with backoff(
fn,
max_retries: int = 5,
base delay: float = 1.0,
max_delay: float = 60.0,
budget remaining: Optional[float] = None
) -> any:
Exponential backoff véi bdo vé ngdn sach.
Raise sau max_retries hodc néu ngan sdch can kiét.
for attempt in range(max_retries):
try:
if budget remaining is not None and budget remaining <= 0:
raise RuntimeError("Budget exhausted, stopping retries")

result = fn()
return result

except RateLimitError:
delay = min(base delay * (2 ** attempt), max delay)
logging.warning(f"Rate limit hit (attempt {attempt+1}/{max retries}), "
f'backing off {delay:.1f}s")
time.sleep(delay)

except BudgetExceededError:
logging.error("Budget exceeded — stopping immediately")
raise

except Exception as e:
if attempt == max_retries - 1:
raise # Birng nudt 161 cubi clng
delay = min(base delay * (2 ** attempt), max_ delay)
logging.warning(f"Attempt {attempt+1l} failed: {e}. Retry in {delay:.1f}s")
time.sleep(delay)

raise MaxRetriesExceeded(f"Failed after {max_retries} attempts")
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Cach Lay Lai Tién

T6i lién hé Google Cloud Support va giai thich tinh huoéng thanh that: mot
process chay bat kiém soat, t6i khéng nhén ra kip thoi, day la bi€u do6 st dung
cho thay dot tang dot bién. Google da hoan tién mot 1an lich s

Twr khoa la mot 1an. Ho ndi ré diéu d6. Néu xay ra lai, ban tu lo.

T6i héi nhan vién hd tro ho khuyén nghi gi dé ngan diéu nay. Cau tra 1oi: canh
béo ngan sach. Cu thé, dat chung du thap dé€ ban duoc théng béo trong khi
van con thoi gian d€ phan tGng.

Canh Bao Ngan Sach Khong Phai Tuy Chon

Mo6i Al API ban st dung phai c6 canh bdo ngan sach duwoc cdu hinh. bay khong
phai thtr t6t dé€ cd. Pay la thir dau tién ban thiét 1ap, trudc khi viét mot dong
code.

Canh Bao Ngan Sach Google Cloud

gcloud billing budgets create \
--billing-account=YOUR BILLING ACCOUNT ID \
--display-name="AI API Monthly Budget" \
--budget-amount=100USD \
--threshold-rule=percent=50,basis=CURRENT SPEND \
--threshold-rule=percent=80,basis=CURRENT SPEND \
--threshold-rule=percent=100, basis=CURRENT SPEND \
--all-updates-rule-pubsub-topic=projects/YOUR PROJECT/topics/budget-alerts

Nhung canh bdo khong théi chwa diu — ban can hanh dong dua trén chung.
Thiét 1ap Pub/Sub subscriber thuc sy lam gi dé:

import json
import requests
from google.cloud import pubsub vl

TELEGRAM_BOT_TOKEN = "your-bot-token"
TELEGRAM_CHAT ID = "your-chat-id"
ALERT THRESHOLD KILL = 90

def handle budget alert(message):
data = json.loads(message.data.decode("utf-8"))

budget amount = float(data["budgetAmount"])

cost _amount = float(data["costAmount"])
percent used = (cost amount / budget amount) * 100
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alert text = (
f"BUDGET ALERT\n"
f"Spent: ${cost amount:.2f} / ${budget amount:.2f}\n"
f'"Usage: {percent used:.1f}%\n"
f"Period: {data.get('budgetDisplayName', 'unknown')}"

# GUri thong bdo Telegram

requests.post(
f'https://api.telegram.org/bot{TELEGRAM BOT TOKEN}/sendMessage",
json={"chat id": TELEGRAM CHAT_ID, "text": alert_text}

)

# O mrc 90%, giét cdc batch job khdéng quan trong
if percent used >= ALERT THRESHOLD KILL:
kill batch jobs()

def kill batch jobs():
"""Dirng bat ky batch processing job nao dang chay."""
import subprocess
# Giét bat ky process nao duwoc gan tag la batch job
subprocess.run(["pkill", "-f", "batch processor"], check=False)
# GUri canh bdo b6 sung
requests.post(
f'https://api.telegram.org/bot{TELEGRAM BOT TOKEN}/sendMessage",
json={
"chat id": TELEGRAM CHAT ID,
"text": "AUTO-KILL: Batch jobs terminated to prevent budget overrun"

Ngan Sach Anthropic Claude

Anthropic khong c6 API ngan sach thoi gian thuc giong Google Cloud, nhung
ban cé thé dat gidi han chi tiéu trong console va st dung rate limiting dua trén
st dung & phia ban:

# cost tracker.py — Theo déi chi tiéu Claude API theo thoi gian thuc
import anthropic

from datetime import datetime

import json

import os

DAILY BUDGET USD = 10.0
COST_FILE = "/tmp/claude daily cost.json"

# Chi phi x&p xi mbéi 1M token (Claude Sonnet 4.6 dau nam 2026)
COSTS = {
"claude-opus-4": {"input": 15.0, "output": 75.0},
"claude-sonnet-4": {"input": 3.0, "output": 15.0},
"claude-haiku-4": {"input": 0.25, "output": 1.25},

def load daily cost() -> dict:
if os.path.exists(COST_FILE):

with open(COST FILE) as f:
data = json.load(f)

152



if data.get("date") == today:
return data
return {"date": today, "total usd": 0.0, "requests": 0}

def save daily cost(data: dict):
with open(COST FILE, "w") as f:
json.dump(data, f)

def estimate cost(model: str, input tokens: int, output tokens: int) -> float:
pricing = COSTS.get(model, COSTS["claude-sonnet-4"1)
return (
input tokens / 1 000 000 * pricing["input"] +
output tokens / 1 000 000 * pricing["output"]
)

def call claude with budget check(client, model, messages, **kwargs):
cost data = load daily cost()

if cost_data["total usd"] >= DAILY BUDGET_USD:
raise RuntimeError(
f"Daily budget ${DAILY BUDGET USD} exceeded. "
f"Spent: ${cost data['total usd']:.4f}"
)

response = client.messages.create(
model=model,
messages=messages,
**kwargs

cost = estimate cost(
model,
response.usage.input_tokens,
response.usage.output_tokens
)
cost data["total usd"] += cost
cost data["requests"] += 1
save daily cost(cost data)

return response

Tin Dung Dung Thir Va Cac Model Khéong Ap Dung

M6t phat hién dau dén: tin dung dung thu khéong ap dung cho tat ca
model. Khi t6i dang ky Google Al Studio lan dau, t6i cé $300 tin dung dung
thtr. T6i cho rang diéu nay bao gom moi thit. Khong phai vay.

Mot s6 model Gemini — cu thé 1a nhimmg model hiru ich nhéat cho céc task
agent phirc tap — duwoc tinh phi riéng ngay ca trong thoi gian dung thi. Toi
phat hién diéu nay khi nhan duoc héa don nhé ($12) trong khoang thoi gian toi
cho la dang dung thir mién phi.
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Gid Google AI (xap xi, hdy xdc minh gia hién tai):

Model Input (mbéi 1M) Output (méi 1M)

| T T
| | |
1 | |
| 1 1
| Gemini 2.0 Flash | $0,075 | $0,30
| Gemini 2.5 Flash | $0,15 | $0,60
| | |
| | |
| | |
| ! |

Gemini 2.5 Pro $1,25 (<200K) $10,00
Gemini 3 Flash $0,15 $0,60
Gemini 3 Pro $2,50 $15,00

Gid Anthropic Claude (xdp xi):

| T T 1
| Model | Input (méi 1M) | Output (méi 1M) |
| | | |
| 1 1 |
| Claude Haiku 4 | $0,25 | $1,25 |
| Claude Sonnet 4.6 | $3,00 | $15,00 |
| Claude Opus 4 | $15,00 | $75,00 |
| | | |

Quy tac: Ludn test v6i model ré nhat hoat dong duwoc. Chi ndng cdp 1én model
dat hon khi ban c6 yéu cau nang luc cu thé ma model ré hon khong dép Gng
duoc.

Khung Hoang To6i Uu Token

Vao thang 2 nam 2026, hon moét chuc tai khoan provider cua t6i bi tam dinh
chi déng thoi. Piéu nay cat dut quyén truy cap API mién phi cta téi tir hang
tram request/tuan xuéng gan nhw bang khong qua mot dém. N6 budc phai
thuc hién sprint t6i wu token khén cap.

Van DPé: Luong Token Co S&

Trudc khi toi wu, day la nhimg gi duoc inject vao moi context agent:

File context dugc inject mbéi request:

1
File Token Noi dung |
|
|
AGENTS.md ~3.535 Danh sé&ch agent day dd + vi du |
MEMORY . md ~2.833 B6 nhé van hanh day da |
TOOLS .md ~838 Tai liéu tool hoan chinh

[ | |
| | |
| | |
| | |
| | |
| | |
| | |
| souL.md | ~636 | Hwéng dan tinh cach mé rong
| | |
| | |
| | |
| | |
| | |
| | |
| | |
L | |

|
|
HEARTBEAT .md ~569 Logic heartbeat day du |
BOOTSTRAP.md ~360 Quy trinh khé&i dong |
USER.md ~158 Tuy chon ngudi dung |
IDENTITY.md ~101 C&u hinh nhan dang |
|
1
TONG CONG ~9.030 |
|
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9.030 token moi request, chi cho system context. V6i hang chuc request moi
gio, con s6 cong don rat nhanh.

Toi Uu Hoa

Hiéu biét 1a hau hét context nay la thong tin tham chiéu — chi tiét ban chi can
khi dang lam viéc tich cuc trén mot task cu thé, khong phai trong mdi l1an goi
duy nhat.

Sau khi té6i wu:

[ T T T 1
| File | Truéc | sau | Gidm |
} I I I |
| AGENTS.md | ~3.535 | ~270 | -92% |
| MEMORY.md | ~2.833 | ~163 | -94s% |
| TOOLS.md | ~838 | ~105 | -87% |
| souL.md | ~636 | ~113 | -82% |
| HEARTBEAT.md | ~569 | ~23 | -96% |
| BOOTSTRAP.md | ~360 | ~39 | -89% |
| USER.md | ~158 | ~47 | -70% |
| IDENTITY.md | ~101 | ~37 | -63% |
} I I I |
| TONG CONG | ~9.030 | ~797 | -91% |
L | | | |

Giam 91%. Tir ~9.000 token xuéng ~800 token moéi lan tai context.

Lam thé nao? Nguyén tac chinh la: dung inject dir liéu tham chiéu, inject
con tro dén dir liéu tham chiéu.
Thay vi:

# AGENTS.md (3.535 token)

## Available Agents

### researcher

The researcher agent conducts deep technical research...

hang tram dong tai liéu
### planner
The planner agent creates implementation plans...

hang tram dong nita

### code-reviewer

Sau:

# AGENTS.md (270 token)
Agents: researcher, planner, code-reviewer, tester, debugger, docs-manager
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Full docs: docs/agents/
Use: spawn <agent-name> for specialized tasks

Agent van c6 thé truy cép tai liéu day du khi can — né chi khong tai tat ca
trong moi lan goi duy nhat.

Toi Uu Khoang Cach Heartbeat

Orchestrating agent c6 routine heartbeat chay moi 3 phat. Moi heartbeat kich
hoat context load, memory sync, va health check. D6 la 20 16i goi API moi gio
chi cho heartbeat, dot chay token ngay ca khi agent dang nhan roi.

Cach stra: tang khoang céch va tach heartbeat nhe khoi thao tac nang.

Truéc:

- Heartbeat méi 3 phut

- M&i heartbeat: tai context day dd + chay health check + sync memory
- Chi phi: ~20 1&i goi API nadng/gi®¢ khi nhan réi

Sau:

- Heartbeat méi 30 phit

- M&i heartbeat: chi kiém tra trang thai téi gian

- Health check: chuyén sang systemd timer (khéng token AI)
- Memory sync: kich hoat theo sy kién, khong theo lich

- Chi phi: ~2 1oi goi API nhe/gi¢ khi nhan réi

Heartbeat giam tir dét chdy 20+ 10i goi API/gi¢ xuéng con 2. Giam 10 1an chi
phi nhan roi.

Xoa Tat Ca Cron Job AI Tw Pong
Quyét dinh triét d€ nhat la xda tat ca cron job Al tw déng. Tat ca moi thi.

Day la ly do: mdi cron job health check dang chay AI model dé lam nhiing viéc
khéng céan intelligence. Kiém tra xem container c6 dang chay khong la van dé
da duoc giai quyét — docker inspect c6 thé cho ban biét trong mili gidy. Gui
canh bao Telegram la mét 161 goi HTTP don gian. Khong cé gi trong sé dé can
Al model.
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# /etc/systemd/system/health-check.service
[Unit]

Description=Server Health Check (no AI)
After=network.target

[Service]

Type=oneshot

User=agent-user
ExecStart=/home/agent-user/scripts/health-check.sh

# /etc/systemd/system/health-check.timer
[Unit]
Description=Run health check every 5 minutes

[Timer]

OnBootSec=60
OnUnitActiveSec=5min
Persistent=true

[Install]
WantedBy=timers.target

#!/bin/bash
# /home/agent-user/scripts/health-check. sh
# Pure bash health check — khéng tén token AI

TELEGRAM_BOT_TOKEN="${TELEGRAM_BOT_TOKEN}"
TELEGRAM_CHAT_ID="${TELEGRAM_CHAT_ID}"

send alert() {
local message="$1"
curl -s -X POST \
"https://api.telegram.org/bot${TELEGRAM BOT TOKEN}/sendMessage" \
-d "chat id=${TELEGRAM CHAT ID}&text=${message}" > /dev/null

# Kiém tra cdc container quan trong
CRITICAL CONTAINERS=("agent-gateway" "traefik" "postgres" "redis")

for container in "${CRITICAL CONTAINERS[@]}"; do
STATUS=$(docker inspect --format='{{.State.Status}}' "$container" 2>/dev/null)
if [ "$STATUS" != "running" 1; then
# C6 gang restart
docker start "$container" 2>/dev/null
NEW STATUS=$(docker inspect --format='{{.State.Status}}' "$container" 2>/dev/null)

if [ "$NEW STATUS" != "running" 1; then
send alert "ALERT: ${container} is ${STATUS} and could not be restarted"
else
send alert "INFO: ${container} was ${STATUS}, successfully restarted"
fi
fi
done
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Thoi diém duy nhat ban nén st dung Al trong health check la khi ban can
nang luc AI — chan doén van dé phtc tap, tao ra ké hoach khac phuc, thir gi
doé thuce sy can intelligence. Kiém tra xem port c6 mé& khong khong du diéu
kién.

Orphan tmux Session: Ké Giét Quota Tham Lang

Cai nay mat mot luc dé toi chan dodn. Toi tiép tuc nhan thay lwong quota tiéu
thu ma t6i khong thé giai thich. Kiém tra cédc phién dang hoat déng khong cho
thay gi roé rang. Roi t6i nhin vao tmux:

tmux 1ls

# OUTPUT:

# claude-code: 1 windows (created Thu Feb 6 14:23:11 2026)

# debug-session: 1 windows (created Wed Feb 5 09:11:44 2026)
# batch-process: 1 windows (created Mon Feb 3 18:45:22 2026)
# old-experiment: 1 windows (created Sun Feb 2 22:30:01 2026)

Bon tmux session, mot so da cti nhiéu ngay. Bén trong moi session, mot
process Claude Code hoac gateway agent van dang chay, cho input, dinh ky
lam madi context, tiéu thu token trong vong lap heartbeat.

Session old-experiment tir ngay 2 thang 2 da tham lang dot chdy quota trong
b6n ngay.

# Tim va kiém todn tat cad tmux session
tmux ls -F "#{session name}: created #{session created string}"

# Xem bén trong tirng session
tmux capture-pane -p -t claude-code

# Don dep cac session cii khéng nén chay

tmux kill-session -t old-experiment
tmux kill-session -t debug-session

Bay gio toi chay kiém todn hang tuan:

#!/bin/bash
# weekly-session-audit.sh

echo "=== Active tmux sessions ==="

tmux ls 2>/dev/null || echo "No tmux sessions"

echo ""

echo "=== Claude Code processes ==="

pgrep -la "claude" 2>/dev/null || echo "No Claude processes"
echo ""

echo "=== Gateway agent processes ==="
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pgrep -la "agent-gateway\|gateway" 2>/dev/null || echo "No gateway processes"

echo ""
echo "=== Orphan Python AI scripts ==="
pgrep -la "python" | grep -E "batch|process|generate|crawl" || echo "None found"

API Proxy Cuc Bo: Quota Mién Phi Qua Account Rotation

Sau khi mat céc tai khoan provider, t6i xay dung lai chién luwgc API mién phi

bén viimg hon st dung API proxy cuc bd — mot service round-robin qua nhiéu
tai khoan Google Al Pro.

Cach Hoat Pong

Claude Code / gateway agent

v

API proxy service (localhost:8317)

b Account 1 (quota
| Account 2 (quota
~ Account 3 (quota
|~ Account 4 (quota

con
con
con
con

lai: 47/50)
lai: 50/50)
lai: 0/50) « da hét
lai: 31/50)

L ... (hon mot chuc tai khodn téng cong)

v

Google AI Studio API (free tier)

Proxy st dung chién lwoc fill-first:lam can kiét hoan toan mét tai khoan
truwéc khi chuyén sang tai khoan ti€p theo. Piéu nay t6i da hda viéc st dung
quota moi tai khodan vi free tier cia Google duoc reset hang tuan.

journalctl -u api-proxy

journalctl -u api-proxy

grep "Use OAuth" | \

awk '{print $NF}'

Thuc Té Quota

[ \
sort | uniq -c | sort

--no-pager -n 30 | grep "Use OAuth"

--no-pager --since "1 week ago" | \

-rn

Quota Google AI Pro: 50 request/tuan moi tai khoan.

Khong phai 50 moi ngay. Moi tuan. Piéu nay lam t6i bat ngd — t6i ky vong it
nhat reset hang ngay. Toan hoc thuc té:
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15 tai khodn x 50 request/tuan = 750 request/tuan téng céng
750 / 7 ngay = ~107 request/ngay tdéi da

V6i cac task agent phirc tap trung binh 5-10 request méi task:
= 10-21 task agent c6 y nghia mdéi ngay (free tier)

Diéu nay dua cho phat trién va st dung production vira phai, nhung mot Al
agent ban ron trong production sé hét nhanh. Lén ké hoach phu hop.

Panh Poi P6 Treé
Co6 hinh phat do tré thuc sw vGi proxy cuc bo so véi 1oi goi API truc tiép:

So Sanh Do Tré:
T

T 1
| Phuong phép | PO tré | chi phi |
I I I I
| Gemini Flash API truc tiép | 680-914ms | $0,075/1M token |
| Proxy cuc bd (Google AI Pro)| 2000-2300ms | Mién phi |

|

Proxy cuc b0 cham hon 2-3 1an vi OAuth overhead va proxy routing. D6i véi
task agent tuong tac, diéu nay r6é rang. Doi véi batch processing khéng quan
tdm dén do tré, day la danh déi hop 1y d€ c6 quyén truy cdp mién phi.

Chién Luwoc Phan Cap Model

Khong phai task nao cling can model cé nang luc nhat (va dat nhat). Chién
luoc phan cap route task dén model ré nhat c6 thé xtr Iy ching.

Ma Tran Quyét binh Phan Cap Model:

LOAI TASK | MODEL

|
I

Ly luadn, 14p k& hoach phirc tap| Claude Opus 4

1
LY DO |
|
1

Chat lugng quan trong|

Tao code (phtrc tap) | Claude Sonnet Can bang |
Tao code (don gian) Claude Haiku T6éc d6 + chi phi]|
Gemini Flash R& + nhanh |

Tom tat Gemini Flash

I

I

| Khéi lugng cao |
Tao embedding | text-embedding

I

I

]

Batch-optimized |

Can vision |

R& nhat c6 nang luc|
!

Phédn tich anh Gemini Pro
Q&A / routing don gian Claude Haiku

|
|
|
|
|
|
|
| Phan loai text
|
|
|
|
L

Trién khai trong code:

from enum import Enum
from typing import Literal
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class TaskComplexity(Enum):

SIMPLE = "simple" # Phén loai, routing, c6/khdéng
MODERATE = "moderate" # Tao code, tom tat
COMPLEX = "complex" # Ly luan, lap ké hoach, phan tich

CRITICAL = "critical" # Quyét dinh production, bao mat

MODEL TIERS = {
TaskComplexity.SIMPLE: "claude-haiku-4",
TaskComplexity.MODERATE: "claude-sonnet-4-6",
TaskComplexity.COMPLEX: "claude-opus-4",
TaskComplexity.CRITICAL: "claude-opus-4",

def select model(complexity: TaskComplexity) -> str:
"""Route dén model phu hop ré nhat."""
return MODEL TIERS[complexity]

# Cach s dung

def analyze log entry(log line: str) -> dict:
# Phén loai log don giadn — dung Haiku
model = select model(TaskComplexity.SIMPLE)
# ...

def generate deployment plan(requirements: str) -> str:
# Lap ké hoach trién khai phic tap — dung Opus
model = select model(TaskComplexity.COMPLEX)
# ...

Batch API: Giam 50% Chi Phi

Ca Claude va Gemini déu cung cap batch processing API véi giam gid dang ké.
Néu ban c6 cong viéc khong can response thoi gian thuc — tao mo ta cho
1000 san pham, phan tich log tuan trudéc, tao test case — batch API c6 thé cat
gidm chi phi xu6ng moét ntra.

# Vi du Anthropic Batch API
import anthropic
client = anthropic.Anthropic()

# GUri batch request
batch = client.messages.batches.create(

requests=[
{
"custom id": f"request-{i}",
"params": {
"model": "claude-haiku-4",

"max tokens": 500,
"messages": [
{"role": "user", "content": item}

}

for i, item in enumerate(items to process)
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print(f"Batch ID: {batch.id}")
print(f"Status: {batch.processing status}")
# K&t qua coé trong vong 24h, véi 50% chi phi binh thudong

# Google Gemini Batch API
import google.generativeai as genai

# Tao batch prediction job
batch job = genai.create batch prediction job(
model="models/gemini-2.0-flash",
input config={
"instances_format": "jsonl",
"gcs source": {"uris": ["gs://bucket/input.jsonl"]}

I
output config={

"predictions format": "jsonl",

"gcs destination": {"output uri prefix": "gs://bucket/output/"}
}

)
# Gidm 50% so voi API dong bd

Dashboard Giam Sat Chi Phi

Day la thiét 1ap Prometheus + Grafana dé theo doi chi phi API Al theo thoi
gian thuc:

# cost metrics exporter.py
from prometheus client import start http server, Counter, Gauge, Histogram
import time

# Dinh nghia metric

api tokens total = Counter(
'ai_api_tokens_total',
'Total tokens consumed',
['provider', 'model', 'token type'l

api cost total = Counter(
'al api cost usd total',
'Total API cost in USD',
['provider', 'model']

api request duration = Histogram(
'al api request duration seconds',
'"API request latency',
['provider', 'model'],
buckets=[0.1, 0.5, 1.0, 2.0, 5.0, 10.0, 30.0]

daily budget remaining = Gauge(
'ai daily budget remaining usd',
'Remaining daily budget in USD',
['provider']
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def track api call(provider: str, model: str, input tokens: int,
output tokens: int, duration seconds: float, cost usd: float):
"""Goi ham nay sau mdi API request dé theo déi metric."""
api tokens total.labels(provider, model, 'input').inc(input_tokens)
api tokens total.labels(provider, model, 'output').inc(output tokens)
api cost total.labels(provider, model).inc(cost usd)
api request duration.labels(provider, model).observe(duration seconds)
if __name_ == " main
start http server(8091)
while True:
time.sleep(60)

C4au hinh scrape Prometheus:

# prometheus.yml (thém vao scrape configs)
scrape configs:
- job name: 'ai cost metrics'
static configs:
- targets: ['10.10.0.2:8091"']
scrape interval: 60s

Grafana dashboard (cac panel chinh):
Panel 1: Chi tiéu hang ngay theo provider (bar chart, 30 ngay qua)
query: increase(ai api cost usd total[1ld])

Panel 2: Téc d6 tiéu thu token (time series)
query: rate(ai api tokens total[5m]) * 300

Panel 3: Ngan sach con lai (gauge)
query: ai daily budget remaining usd

Panel 4: Chi phi theo model (pie chart)
query: sum by (model) (ai api cost usd total)

Panel 5: PO tré P95 theo provider (time series)
query: histogram quantile(0.95, rate(ai api request duration seconds bucket[5m]))

Chi Phi Cua “Chi Kiém Tra”

Mot pattern toi thay lién tuc — bao gom trong thiét 1ap ctua chinh to6i trudc kKhi
toi bat duoc — la agent str dung Al cho céc task khéng can Al.

# Anti-pattern ph6 bién: ding AI cho kiém tra don gidn
async def is server healthy(server ip: str) -> bool:
response = await call claude(
f"Check if server {server_ip} is healthy and responding"
)

# Piéu nay tén token cho thi ma ping/curl cé thé lam ngay lép tic
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# Tot hon: Chi dung AI khi thuc su can intelligence
import subprocess
import httpx

def is server healthy(server ip: str, port: int = 80) -> bool:
"""Kiém tra sttc khée khéng tén token AI."""
try:
result = subprocess.run(
["ping", "-c", "1", "-W", "2", server_ ipl,
capture output=True,
timeout=3
)
return result.returncode == 0
except subprocess.TimeoutExpired:
return False

async def diagnose unhealthy server(server ip: str, symptoms: str) -> str:
"""Chi ding AI khi ban cé chdn dodn phic tap can thuc hién."""
return await call claude(
f"Server {server ip} is down with symptoms: {symptoms}. "
f"What are the most likely causes and remediation steps?"

Quy tdc: néu ban cé thé lam bang bash, hay lam bang bash.

Script Giam Sat Ngan Sach
Mot script thuc té dé review chi phi hang ngay:

#1/bin/bash
# /home/agent-user/scripts/daily-cost-report.sh
# Chay qua cron: 0 8 * * * /home/agent-user/scripts/daily-cost-report.sh

TELEGRAM_BOT_TOKEN="${TELEGRAM_BOT_TOKEN}"
TELEGRAM CHAT ID="${TELEGRAM CHAT ID}"

# Thu thap metric ti&r Prometheus
PROMETHEUS URL="http://10.10.0.2:9090"

query prometheus() {
local query="$1"
curl -s "${PROMETHEUS URL}/api/vl/query" \
--data-urlencode "query=${query}" | \
python3 -c
"import sys,json; d=json.load(sys.stdin); print(d['data']['result']J[0]['value'][1l] if d['data']
['result'] else '0')"
}

DAILY COST=$(query prometheus "increase(ai api cost usd total[24h])")
DAILY_TOKENS=$(query_ prometheus "increase(ai api tokens total[24h])")
REQUESTS TODAY=$(query prometheus "increase(ai api requests total[24h])")

# Lay trang thdi tai khoan API proxy

ACTIVE ACCOUNT=$(journalctl -u api-proxy --no-pager --since "1lh ago" | \
grep "Use OAuth" | tail -1 | awk '{print $NF}' | sed 's/.json//")
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MESSAGE="Daily AI Cost Report

Date: $(date +%Y-%m-%d)

Cost: \$${DAILY COST:-0.00}

Tokens: ${DAILY TOKENS:-0}

Requests: ${REQUESTS TODAY:-0}

Proxy Active: ${ACTIVE ACCOUNT:-unknown}"

curl -s -X POST \
"https://api.telegram.org/bot${TELEGRAM BOT TOKEN}/sendMessage" \
-d "chat id=${TELEGRAM CHAT ID}&text=${MESSAGE}" > /dev/null

echo "Report sent: $MESSAGE"

Cac Quy Tac Quan Ly Chi Phi Chinh

Sau nhiéu thang chay Al agent trong production va tra tién cho nhiing sai lam

nhw sy c6 Gemini $500, day la cac quy tac toi tudn theo ma khong c6 ngoai 1é:

1.

Pat canh bao ngan sach trén moi tai khoan API, ngay lap tuc, trudc
khi viét mot dong code

. Str dung exponential backoff véi giéi han retry téi da — khoéng bao gio

retry vo han

. Route task dén model ré nhat cé thé xir ly chiung — dung Haiku cho

cong viéc don gian, Opus chi khi can thiét

. Chay health check infrastructure bang bash, khong phai AI — mdi Al

health check la m6t 1an d6t chay token

. Kiém toan tmux session hang tuan — orphan session tham lang tiéu

thu quota

. Str dung batch API cho cong viéc khong can thoi gian thuc — gidm

50% la déng k€ & quy mod

. Theo do6i luong token tiéu thu trong Prometheus — ban khong thé

quan ly nhitng gi ban khong do luwong

. Poc diéu khoan nho veé tin dung dung thw — chung thuong khéng ap

dung cho model premium

. Gitr file context gon nhe — inject con tro, khong phai tai liéu day da
10.

Khoang cach heartbeat nén dai — 30 phut la 6n cho hdu hét heartbeat
agent; 3 phut la lang phi

Hoéa don Gemini $500 la bai hoc dat gia. Mutc gidm 91% context theo sau do
tiét kiém dwoc nhiéu hon thé trong cac thang tiép theo. Quan ly chi phi khong
chi la vé viéc khong chi tiéu qua mic — ma la vé viéc xay dung cac hé thong
bén vilmg d€ van hanh & quy mo.
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Chuong 9: Giam Sat AI Agent Trong
Moi Truong Production

“Monitoring truyén thong hoi: service cé dang chay khéng? Monitoring
AI agent hoi: service co dang chay khéng, né cé dang lam dung viéc
khéng, né cé dang lam hiéu qud khéng, va né cé sap lam ban phd san
khong?”

Giam sat Al agent kho hon giam sat cac service truyén thong. Mot web server
thi hoac la dang phan héi hoac la khong. Mot Al agent cé thé dang chay vé
mat ki thuat — process khde, memory 6n, CPU binh thuong — trong khi déng
thoi dang lam gi d6 hoan toan sai: bi ket trong vong lap, tiéu thu token gap 10
lan binh thuwong, tham lang that bai véi moi task, hodc dang chay hai instance
trung lap gay ra cac vong lap restart lién hoan.

Chuong nay dé cap dén monitoring stack téi da xay dung, céc failure mode cu
thé ban can theo doi, va nhiing cdu chuyén thuc té da day toi can instrument
nhiing gi.

Nhirng Gi Ban Thuc Sy Can Giam Sat

Trudc khi ndi vé cong cu, can ndi ro “gidm sat Al agent” cé nghia la gi. Co
nam hang muc:

AI Agent Observability Stack

1. HEALTH Is the agent process alive and responsive?
- Process status
- HTTP health endpoint
- Memory/CPU consumption

2. TOKENS What is the agent consuming?
- Input/output tokens per request
- Daily/weekly totals by model
- Anomaly detection (sudden spikes)

3. ERRORS What is failing?
- API error rates (4xx, 5xx by provider)
- Rate limit hits (429s)
- Context limit errors (200K exceeded)
- Tool call failures

4. LATENCY How fast is the agent responding?
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- Time to first token
- Total task completion time
- Queue depth (if using task queues)

5. COST What is this costing?
- Real-time USD spend
- Cost per task type
- Budget remaining

Hau hét cac team chi bat dau v6i health monitoring va thém phan con lai chi
sau khi cé sy ¢6. Cach thong minh hon la instrument ca nam hang muc twr
ngay dau tién — overhead la t6i thi€u, va thoi gian tiét kiém dwoc khi debug sé
hoan von trong vai tuan.

Monitoring Stack

Stack production cua t6i trén monitoring server:

Prometheus - scrapes metrics from all servers

Grafana - dashboards and alerting
Loki - log aggregation
Tempo - distributed traces

Alertmanager - routes alerts to Telegram

T4t cd déu duoc bind vao VPN interface (10.10.0.0/24), khéng thé truy cap
cong khai.

Cau Hinh Prometheus

global:
scrape interval: 15s
evaluation_interval: 15s
external_labels:
cluster: 'production'
region: 'region-a-b'

alerting:
alertmanagers:
- static configs:
- targets: ['10.10.0.1:9093']

rule files:
- "rules/agent-health.yml"
- "rules/cost-alerts.yml"
- "rules/container-alerts.yml"

scrape configs:

- job name: 'server-1l-node'
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static configs:
- targets: ['10.10.0.2:9100"']
relabel configs:
- target label: server
replacement: server-1

- job name: 'server-1l-docker'
static configs:
- targets: ['10.10.0.2:9323'] # cadvisor
relabel configs:
- target label: server
replacement: server-1

- job name: 'server-1l-agent'
static configs:
- targets: ['10.10.0.2:8091'] # AI cost exporter
relabel configs:
- target label: server
replacement: server-1

# Server-2 (Region A - Cognee)
- job name: 'server-2-node'
static configs:
- targets: ['10.10.0.3:9100']
relabel configs:
- target label: server
replacement: server-2

# Server-3 (Region B - Monitoring)
- job name: 'server-3-node'
static configs:
- targets: ['10.10.0.1:9100']
relabel configs:
- target label: server
replacement: server-3

# Load Balancer
- job name: 'lb-node'’
static_configs:
- targets: ['10.10.0.4:9100']
relabel configs:
- target label: server
replacement: loadbalancer

# Cloud ARM
- job name: 'cloud-arm-node’
static configs:
- targets: ['10.10.0.5:9100"']
relabel configs:
- target label: server
replacement: cloud-arm

Alert Rules Cho Agent Services

# /etc/prometheus/rules/agent-health.yml
groups:

- name: agent health
interval: 30s
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rules:
# Container down alert
- alert: ContainerDown
expr: |
absent(container last seen{name=~"agent-gateway.*|traefik|postgres|redis"})
or
time() - container last seen{name=~"agent-gateway.*|traefik|postgres|redis"} > 120
for: 2m
labels:
severity: critical
annotations:
summary: "Container {{ $labels.name }} is down"
description:
"Container {{ $labels.name }} on {{ $labels.instance }} has been down for more than 2 minutes."

# High restart count — indicates crash loop
- alert: ContainerRestartingFrequently
expr: |
increase(container_restart_count{name!=""}[1h]) > 5
for: 5m
labels:
severity: warning
annotations:
summary: "Container {{ $labels.name }} restarting frequently"
description: "Container {{ $labels.name }} has restarted {{ $value }} times in the last
hour."

# Memory usage too high
- alert: AgentHighMemory
expr: |
container memory usage bytes{name=~"agent-gateway.*|agent.*"}
/ container spec memory limit bytes{name=~"agent-gateway.*|agent.*"} > 0.85
for: 5m
labels:
severity: warning
annotations:
summary: "Agent {{ $labels.name }} memory usage high"
description: "Agent {{ $labels.name }} is using {{ $value | humanizePercentage }} of its
memory limit."

# CPU spike — possible runaway loop
- alert: AgentCPUSpike
expr: |
rate(container cpu usage seconds total{name=~"agent-gateway.*|agent.*"}[5m]) * 100 > 80
for: 10m
labels:
severity: warning
annotations:
summary: "Agent {{ $labels.name }} CPU spike"
description: "Agent {{ $labels.name }} has been at {{ $value }}% CPU for 10+ minutes."

- name: cost alerts
rules:
# Daily spend threshold
- alert: HighDailyAICost
expr: |
increase(ai api cost usd total[24h]) > 5
labels:
severity: warning
annotations:
summary: "High AI API daily spend"
description: "Daily AI API spend is ${{ $value | humanize }}. Check for runaway processes."
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# Token spike — 5x normal rate
- alert: TokenConsumptionSpike
expr: |
rate(ai _api_ tokens total[5m]) >
avg over time(rate(ai api tokens total[5m])[1lh:5m]) * 5
for: 5m
labels:
severity: critical
annotations:
summary: "AI token consumption spike detected"

description: "Token consumption is 5x the 1-hour average.

Cau Hinh Alertmanager

# /etc/alertmanager/alertmanager.yml

global:
resolve timeout: 5m

route:
group by: ['alertname', 'server']
group wait: 30s
group _interval: 5m
repeat interval: 4h
receiver: 'telegram-critical'

routes:
- match:
severity: critical
receiver: 'telegram-critical'
repeat interval: 1h

- match:
severity: warning
receiver: 'telegram-warning'
repeat interval: 6h

receivers:
- name: 'telegram-critical’
telegram configs:
- bot token: '${TELEGRAM BOT TOKEN}'

chat_id: ${TELEGRAM CHAT ID}

message: |
£3 *CRITICAL ALERT*
*Alert:* {{ .GroupLabels.alertname }}
*Server:* {{ .CommonLabels.server }}
{{ range .Alerts }}
*Summary:* {{ .Annotations.summary }}
*Description:* {{ .Annotations.description }}

{{ end }}
parse mode: 'Markdown'

- name: 'telegram-warning'
telegram configs:

- bot token: '${TELEGRAM BOT TOKEN}"
chat_id: ${TELEGRAM CHAT ID}
message: |

I\ *WARNING*

170

Possible runaway process."



*Alert:* {{ .GroupLabels.alertname }}
{{ range .Alerts }}

{{ .Annotations.summary }}

{{ end }}

parse mode: 'Markdown'

inhibit rules:
# Don't alert on individual service issues if the whole server is down
- source match:
severity: 'critical’
alertname: 'NodeDown'
target match:
severity: 'warning'
equal: ['server']

Docker Events Listener: Canh Bao Container Thoi Gian Thuc

Prometheus scrape theo chu ky 15 gidy. Piéu dé c6 nghia la mét container cé
thé bi down dén 15 giady trudc khi Prometheus biét duoc, va sau d6 alert can
kich hoat va duoc route qua Alertmanager truwdc khi ban nhan duoc thong bao.
Trong thuc té, do tré théng bédo cé thé la 2-5 phut.

Véi cac agent service quan trong, do la qua cham. Téi da xay dung mot Docker
events listener kich hoat Telegram alert trong vong dwéi 5 giay.

#!/usr/bin/env python3
# /opt/agents/scripts/docker-events-listener.py
# Systemd service: docker-events-listener.service

import docker

import requests

import json

import time

import logging

from datetime import datetime

logging.basicConfig(
level=logging.INFO,
format='%(asctime)s - %(levelname)s - %(message)s'

)

TELEGRAM BOT TOKEN = "your-bot-token"
TELEGRAM_ CHAT ID = "your-chat-id"

# Only alert on these containers (others are noisy/expected to restart)
WATCHED CONTAINERS = {

"agent-gateway",

"traefik"

"postgres™

"redis",

"n8n",

"chatwoot",

"prometheus",

"grafana",
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# Events that warrant alerts
ALERT EVENTS = {"die", "kill", "oom", "stop"}
INFO_EVENTS = {"start", "restart"}

def send telegram(message: str, critical: bool = False):
"""Send Telegram notification."""
prefix = """ if critical else "[{]"
full message = f"{prefix} *Docker Event*\n{message}"

try:
response = requests.post(
f'https://api.telegram.org/bot{TELEGRAM BOT TOKEN}/sendMessage",
json={
"chat id": TELEGRAM CHAT ID,
"text": full message,
"parse mode": "Markdown"
}
timeout=10
)
response.raise for status()
except Exception as e:
logging.error(f"Failed to send Telegram alert: {e}")

def try restart container(client: docker.DockerClient, container name: str) -> bool:
"""Attempt to restart a stopped container."""
try:
container = client.containers.get(container name)
if container.status != "running":
container.start()
time.sleep(3)
container.reload()
return container.status == "running"
except Exception as e:
logging.error(f"Failed to restart {container_name}: {e}")
return False

def handle event(client: docker.DockerClient, event: dict):
"""Process a Docker event."""
container name = event["Actor"]["Attributes"].get("name", "unknown")
event type = event["Action"]
timestamp = datetime.fromtimestamp(event["time"]).strftime("%H:%M:%S")

# Skip containers we don't care about
if container name not in WATCHED CONTAINERS:
return

if event type in ALERT EVENTS:
exit code = event["Actor"]["Attributes"].get("exitCode", "unknown")

# Try auto-restart
restarted = try restart container(client, container name)

if restarted:
message = (
f"Container "{container name}  *died* (exit: {exit code}) "
f'at {timestamp}\n"
f"[%4 Auto-restarted successfully"
)
send telegram(message, critical=False)
else:
message = (
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f"Container "{container name}  *DIED* (exit: {exit code}) "
f'at {timestamp}\n"
'Y Auto-restart FAILED — manual intervention required"

)

send_telegram(message, critical=True)
logging.warning(f"Container {container_name} {event_ type} (exit: {exit_code})")

elif event type in INFO EVENTS:
logging.info(f"Container {container name} {event type}")
# Only notify on restarts (not initial starts)
if event type == "restart":
message = f"Container "{container name} restarted at {timestamp}"
send telegram(message, critical=False)

def main():
client = docker.from env()
logging.info("Docker events listener started")

while True:
try:
for event in client.events(decode=True, filters={"type": "container"}):
handle event(client, event)
except Exception as e:
logging.error(f"Error in event loop: {e}")
time.sleep(5) # Brief pause before reconnecting

if name == " main ":
main()

# /etc/systemd/system/docker-events-listener.service

[Unit]

Description=Docker Events Listener for Telegram Alerts
After=docker.service

Requires=docker.service

[Service]

Type=simple

User=agent-user

ExecStart=/home/agent-user/.venv/bin/python3 /opt/agents/scripts/docker-events-listener.py
Restart=always

RestartSec=10

EnvironmentFile=/home/agent-user/.env

[Install]
WantedBy=multi-user.target

V6i cai nay dang chay, sw c6 container sé tao ra Telegram alert trong 3-5 giday,
so voi 2-5 phuat théng qua Prometheus + Alertmanager.
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Agent Mesh Monitor: Kiém Tra Sttc Khée Pa Server

Véi cdc agent chay trén nhiéu server, ban can moét hé thong kiém tra sirc khoe
c6 thé nhin xuyén qua ranh gidi server. Toi d& x4y dung céi ma t6i goi la
“agent mesh monitor” — mot script nhe kiém tra sirc khde clia moi agent
service tir mot diém quan sat trung tam.

#!/bin/bash
# /opt/agents/scripts/agent-mesh-monitor.sh
# Runs on the monitoring server, checks all other servers

TELEGRAM BOT TOKEN="${TELEGRAM BOT TOKEN}"

TELEGRAM CHAT ID="${TELEGRAM CHAT ID}"

ALERT COOLDOWN=300 # 5 minutes between repeated alerts
ALERT STATE FILE="/tmp/mesh-alert-state.json"

servers=(
"server-1:10.10.0.2"
"server-2:10.10.0.3"
"server-3:10.10.0.1"
"loadbalancer:10.10.0.4"
"cloud-arm:10.10.0.5"

# Services to check per server (name:port:path)
declare -A server services
server_services["server-1"]="agent-gateway:3000:/health traefik:8080:/ping n8n:5678/ postgres:5432"

server_services["server-2"]="cognee-api:8000/health neo4j:7474/ postgres:5432"
server_services["server-3"]="prometheus:9090/-/healthy grafana:3000/api/health loki:3100/ready"
server _services["loadbalancer"]="traefik:8080:/ping haproxy:8404/stats"

server_services["cloud-arm"]="cognee-mcp:8080/health"

check http() {
local host="$1"
local port="$2"
local path="${3:-/}"
local timeout=5

status=$(curl -s -o /dev/null -w "%{http code}" \
--connect-timeout "$timeout" \
--max-time "$timeout" \
"http://${host}:${port}${path}")

[ "$status” = "200" ] || [ "$status” = "204" ]

check tcp() {
local host="$1"
local port="$2"
timeout 3 bash -c ">/dev/tcp/$host/$port" 2>/dev/null

send alert() {
local message="$1"
local alert key="$2"

# Check cooldown
if [ -f "$ALERT STATE FILE" 1; then
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last_alert=$(python3 -c "
import json, time
with open('$ALERT_STATE_FILE') as f:
state = json.load(f)
print(state.get('$alert key', 0))
" 2>/dev/null || echo 0)

now=$(date +%s)
if [ $((now - last alert)) -1t $ALERT COOLDOWN ]; then
return # Still in cooldown
fi
fi

# Send alert
curl -s -X POST \
"https://api.telegram.org/bot${TELEGRAM BOT TOKEN}/sendMessage" \
-d "chat id=${TELEGRAM CHAT ID}&text=${message}&parse mode=Markdown" > /dev/null

# Update state

python3 -c "
import json, time
try:
with open('$ALERT _STATE_FILE') as f:
state = json.load(f)
except:

state = {}
state['$alert key']l = int(time.time())
with open('$ALERT STATE FILE', 'w') as f:
json.dump(state, f)
" 2>/dev/null
}

failures=0
report lines=()

for server entry in "${servers[@]}"; do
server name="${server entry%%:*}"
server ip="${server entry##*:}"

# First check: is the server reachable at all?

if ! ping -c¢ 1 -W 2 "$server_ip" > /dev/null 2>&1; then
msg="@ *Server Unreachable*: ${server _name} (${server_ip})"
send alert "$msg" "server down ${server name}"
reportilines+=(")( ${server name}: UNREACHABLE")
((failures++))
continue

fi

report lines+=(" ${server name}: reachable")
done

# Send daily summary (not alerts)
if [ "${1}" = "--report" 1; then
report=$(printf '%s\n' "${report lines[@]}")
curl -s -X POST \
"https://api.telegram.org/bot${TELEGRAM BOT TOKEN}/sendMessage" \

-d "chat id=${TELEGRAM CHAT ID}&text=Mesh Health Report%0A${report}" > /dev/null
fi

exit $failures
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Script Kiém Tra Stic Khoe Theo Ting Server

MO6i server ciing chay script kiém tra sttc khoe cuc bd riéng. Pay la phién ban
don gian héa cho thay pattern:

Server-1: 22 services duoc kiém tra

#1/bin/bash
# /opt/agents/scripts/serverl-health-check.sh

check docker container() {
local name="$1"
status=$(docker inspect --format='{{.State.Status}}' "$name" 2>/dev/null)

if [ "$status" = "running" 1; then
echo "[%4 $name"
return 0
else
echo "X $name (status: ${status:-not found})"
return 1
fi

check systemd service() {

local name="$1"

if systemctl is-active --quiet "$name" 2>/dev/null; then
echo "[% $name"
return 0

else
echo "»{ $name"
return 1

fi

# Docker services (14)

DOCKER SERVICES=(
"agent-gateway"
"traefik"
"socket-proxy"
"n8n
"n8n-postgres"
"chatwoot-web"
"chatwoot-sidekiq"
"chatwoot-postgres"
"chatwoot-redis"

"api-proxy"
"provider-manager"
"postgres-main"
"redis-main"
"pgbouncer"

# Systemd services (8)

SYSTEMD SERVICES=(
"agent-gateway"
"docker"
"wg-quick@wg0"
"prometheus-node-exporter"
"docker-events-listener"
"health-check.timer"
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"sshd"

"ufw"
)
echo "=== Server-1 Health Check $(date) ==="
echo ""
echo "--- Docker Services ---"
failures=0
for svc in "${DOCKER SERVICES[@]}"; do
check docker container "$svc" || ((failures++))
done
echo ""
echo "--- Systemd Services ---"
for svc in "${SYSTEMD SERVICES[@]}"; do
check systemd service "$svc" || ((failures++))
done
echo ""
echo "--- Summary ---"

echo "Failures: $failures / $((${#DOCKER_SERVICES[@]} + ${#SYSTEMD_ SERVICES[@]}))"

exit $failures

Cau Chuyén Thuc Té #1: Kiém Tra Sai Service

Ngay: Thang 2 nam 2026 Tac dong: Béao cédo stc khde sai trong nhiéu tuan
Triéu ching: Health check bdo agent-gateway khde manh trong khi thuc té
no6 da bi 16i

Chuyén Gi Pa Xay Ra

Toi c6 mot health check script trén Server-1 kiém tra xem systemd service
agent-gateway c6 dang chay khong. N§ trong 6n:

check systemd service "agent-gateway"
# (M agent-gateway

Nhung gateway agent ti€p tuc hoat dong that thuwong. Phan hoi Telegram
khéng 6n dinh. D6i khi céc task hoan thanh binh thuong, doi khi hét thoi gian.
Health check lién tuc bao xanh.

Sau khi dao sau hon, toi tim ra van dé: co hai service agent-gateway khac
nhau.

# User-level systemd service (the one that actually mattered)

systemctl --user status agent-gateway

# @ agent-gateway.service - Orchestrating AI Agent

# Loaded: loaded (/home/agent-user/.config/systemd/user/agent-gateway.service; enabled)
# Active: failed (Result: exit-code) since ...
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# System-level systemd service (what my check was hitting)

systemctl status agent-gateway

# @ agent-gateway.service - Agent Gateway (system stub)

# Loaded: loaded (/etc/systemd/system/agent-gateway.service; enabled)
# Active: active (running) since ... « This was just a stub/wrapper

Health check script cta téi dung systemctl is-active agent-gateway ma khong
co flag --user. NO dang kiém tra system-level stub (chi la mot symlink hoac
wrapper), khong phai user-level service noi gateway agent thuc sy chay.

Céach Stra

# WRONG: checks system-level service
systemctl is-active agent-gateway

# CORRECT: checks user-level service
systemctl --user is-active agent-gateway

# Even better: be explicit about what you're checking
check user service() {

local name="$1"

local user="$2"

if sudo -u "$user" systemctl --user is-active --quiet "$name" 2>/dev/null; then
echo "[%] [user:${user}] $name"
return 0

else
echo “)( [user:${user}] $name"
return 1

fi

}

check user service "agent-gateway" "agent-user"

Bai Hoc Rut Ra

Khi ban c6 céa system-level va user-level systemd service, monitoring script
cua ban can ro rang vé scope nao dang ki€ém tra. Mac dinh (systemctl status
name ) kiém tra system scope. Thém --user va tuy chon -M user@ cho user-level
service.

Ngoai ra: khi th gi d6 “vuot qua health check” nhung lai hoat dong that
thuong, chinh health check dé cé thé sai. Hay nghi ngd monitoring cta ban
trude khi cho rang service on.
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Cau Chuyén Thuc Té #2: Vong Lap Crash 102 Lan Restart

Ngay: Thang 2 nam 2026 Tac déong: Gateway khong 6n dinh trong nhiéu gi¢
Triéu chirng: Gateway agent phan hoi khong nhat quén, thinh thoang cé tin
nhan trung lap

Chuyén Gi Pa Xay Ra

To6i nhan thdy gateway agent dang gui tin nhan Telegram trung lap thinh
thoang. Cr vai phut, phan hoi lai dén hai lan. D6i khi cac task duong nhw chay
hai lan. Pao vao log:

journalctl -u agent-gateway --no-pager -n 100 | grep "restart"

102 1an thir restart. Thir gi d6 dang khién service crash lién tuc, systemd tiép
tuc restart nd, va moi lan restart séng so6t du lau sé nhat céc tin nhan dang
cho — nhung instance trudc da bi crash da x ly mot phan mot s6 trong do.

Nguyén Nhan Géc Ré: Hai Process Pang Chay

pgrep -la "agent-gateway\|gateway"

Hai gateway process dang chay dong thoi. Ca hai déu két néi v6i cung
Telegram webhook, ca hai déu xt 1y tin nhan dén, va ca hai déu thuyc thi cac
task. Piéu nay gay ra: - Xtr ly tin nhan trung lap - Race condition trén shared
state files - Port conflict gay crash (moét process bind port ma céi kia dang
dung) - Vong lap crash — restart — conflict — crash

Diéu D6 Xay Ra Nhw Thé Nao

M6t cron job duoc thiét ké dé€ dadm bao gateway dang chay cé race condition:

if ! systemctl is-active --quiet agent-gateway; then
systemctl start agent-gateway
fi
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Kiém tra va start khong phai la atomic. Trong tinh huéng service dang khéi
dong (chwa “active” nhung khong “failed”), cron sé thay “not active” va phat
1énh start khdc — dan dén hai lan start, hai process, hon loan.

Céach Stra

# Use systemctl's built-in restart logic instead of manual check-and-start
# This is atomic

systemctl restart agent-gateway

# Or use the idempotent ensure-running pattern:
ensure_single instance() {
local service="$1"

# Kill any orphan processes first
local pid count

pid count=$(pgrep -c -f "agent-gateway/gateway" 2>/dev/null || echo 0)

if [ "$pid count" -gt 1 ]; then
echo "WARNING: $pid count instances found, killing extras"
# Keep only the process managed by systemd
local systemd pid
systemd pid=$(systemctl show -p MainPID agent-gateway | cut -d= -f2)

pgrep -f "agent-gateway/gateway" | grep -v "$systemd pid" | xargs kill -TERM 2>/dev/null

sleep 2
fi

systemctl is-active --quiet "$service" || systemctl start "$service"

Va thém monitoring alert cho nhiéu instance:

1.

# prometheus rule
- alert: DuplicateAgentProcesses

expr: |
count by (instance) (
process cpu_seconds_ total{job="agent-gateway"}
) > 1
for: 1m
labels:
severity: critical
annotations:
summary: "Multiple gateway agent processes detected"
description: "{{ $value }} gateway agent processes running on {{ $labels.instance }}
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Bai Hoc Rut Ra

Phat hién process trung lap can phai ro rang trong monitoring cua
ban. Health check tiéu chudn chi x4c minh “c6 thit gi d6 dang chay” — chung
khong xac minh “ding mot thir dang chay.” Véi agent service noi thuc thi
trung lap gay hai thuc sy (API call trung lap, race condition, data corruption),
héy thém kiém tra sé lwong process chinh x4c.

pgrep -c -f "your-agent-process-name"

Neural Memory Audit: Khi Agent Cé Suc Khoe Riéng

Al agent str dung hé théng b0 nhé dai han (vector database, knowledge graph)
can hang muc gidm sat sirc khde riéng. Hé théng bd nhé cé thé suy gidm theo
thoi gian theo nhitng cach khong hién ra trong cac infrastructure metric tiéu
chuén.

Toi da thuc hién mo6t cudc kiém tra chinh thicc vé neural memory clia gateway
agent (hang chuc megabyte, hang tram memories vao thoi diém d6) va cham
diém né:

Neural Memory Audit Report
Date: February 2026
Agent: Orchestrating Gateway Agent

Criteria:
Recency: Grade B (70%) - Memories from recent sessions sparse
Coherence: Grade D (45%) - Many contradictory/stale entries
Coverage: Grade C (60%) - Key operational knowledge missing

Accessibility: Grade C (65%) - Query latency degrading
Consolidation: Grade F (20%) - No deduplication done in 3+ weeks

Overall Grade: D (54.2/100)

Issues Found:

- 34 duplicate or near-duplicate memories

- 12 memories with contradictory information (e.g., two different server IPs for same service)
- 28 memories referencing services that no longer exist

- No consolidation run in 23 days

Recommendation: Emergency consolidation + pruning before memory system
becomes unreliable enough to impact agent behavior.
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M6t memory diém D c6 nghia 1a agent dang lam viéc vi théng tin 16i thoi,
mau thuan va khong day du. Diéu nay khéng gay ra outage — agent tiép tuc
chay — nhung né gay ra suy giam tinh té trong chéat lwong phan hoi va ra
quyét dinh.

Cac Memory Health Metric Can Theo Doi

# memory health exporter.py

from prometheus client import Gauge, start http server
import sqlite3

import time

from datetime import datetime, timedelta

memory age days = Gauge(
'agent memory oldest entry age days',
'Age of the oldest memory entry in days'

memory total count = Gauge(
'agent memory total count',
'Total number of memory entries'

memory duplicate ratio = Gauge(
'agent memory duplicate ratio',
'"Estimated ratio of duplicate memories (0-1)'

memory last consolidation_days = Gauge(
'agent memory last consolidation days',
'Days since last memory consolidation run'

def update memory metrics(db path: str):
try:
conn = sqlite3.connect(db path)
cursor = conn.cursor()

# Total count

cursor.execute("SELECT COUNT(*) FROM memories")
count = cursor.fetchone()[0]

memory total count.set(count)

# Age of oldest entry
cursor.execute("SELECT MIN(created at) FROM memories")
oldest = cursor.fetchone()[0]
if oldest:
oldest dt = datetime.fromisoformat(oldest)
age = (datetime.now() - oldest dt).days
memory age days.set(age)

conn.close()
except Exception as e:
print(f"Error updating memory metrics: {e}")
if name == " main ":
start _http server(8092)
while True:
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update memory metrics("/home/agent-user/.agent-gateway/memory.db")
time.sleep(300)

Cau Triac Grafana Dashboard

Production Grafana cua t6i c6 bén dashboard:

Dashboard 1: Infrastructure Overview (Tong Quan Ha Tang)

Row 1: Server Status
- CPU usage per server (multi-line time series)
- Memory usage per server
- Disk usage per server

Row 2: Network
- Network I/0 per server
- WireGuard tunnel latency

Row 3: Docker
- Container count per server
- Restart rate (should be near zero)
- Container CPU/memory by container name

Dashboard 2: AI Agent Metrics

Row 1: Health
- Agent process count (alert if != 1)
- Uptime percentage
- Error rate (API failures / total requests)

Row 2: Performance
- Request latency P50/P95/P99
- Requests per minute
- Queue depth (if applicable)

Row 3: Cost
- Daily spend (USD, bar chart)
- Token consumption rate
- Cost by model breakdown

Dashboard 3: Logs (Loki)

Full-text log search
Filtered views:
- Errors only
- Agent task logs
- API call logs
- Security events (auth failures, rate limits)
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Dashboard 4: Alerts History (Lich Swr Alert)

- Recent alerts timeline

- Alert frequency by type

- MTTR (Mean Time to Recovery) by alert
- False positive rate

Téng Hop Log Véi Loki

Logging tap trung la thiét yéu khi agent chay trén nhiéu server. Néu khéng cé
no, viéc debug doi hdi SSH vao tung server riéng dé doc log.

# docker-compose.yml for Loki stack on Server-3

services:
loki:

image: grafana/loki:latest

ports:
- "10.10.0.1:3100:3100"

volumes:
- ./loki-config.yml:/etc/loki/config.yml
- loki-data:/loki

command: -config.file=/etc/loki/config.yml

promtail:
image: grafana/promtail:latest
volumes:
- /var/log:/var/log:ro
- /var/lib/docker/containers:/var/lib/docker/containers:ro
- ./promtail-config.yml:/etc/promtail/config.yml
command: -config.file=/etc/promtail/config.yml

# promtail-config.yml (runs on EACH server, ships logs to Loki)
server:
http_listen port: 9080

clients:
- url: http://10.10.0.1:3100/1oki/api/v1/push

scrape configs:
# Docker container logs
- job name: docker
docker sd configs:
- host: unix:///var/run/docker.sock
refresh interval: 5s
relabel configs:
- source labels: [' meta docker container name']
target label: container
- source labels: [' meta docker container label com docker compose service']
target label: service
pipeline stages:
- docker: {}

# Systemd journal logs
- job_name: systemd
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journal:
max_age: 12h
labels:
job: systemd
relabel configs:
- source_labels: [' journal systemd unit']
target label: unit

Checklist Monitoring Hoan Chinh

Dung cai nay khi onboarding mot agent service moi:

node exporter installed and scraping on VPN IP

cadvisor installed for Docker metrics

UFW rules allow Prometheus scrape from monitoring server (10.10.0.1)
Added to prometheus.yml scrape configs

promtail installed, shipping logs to Loki

—_— ———
—_— e e e

Agent-Specific:

- Health endpoint exists (/health or /ping)

Prometheus metrics endpoint exists (/metrics)

AI cost exporter configured if agent makes API calls
Alert rules added to prometheus/rules/

Added to docker-events-listener WATCHED CONTAINERS set
Added to per-server health check script

Added to agent mesh monitor

' ' ' ' ' '
—_— ——— o
—_— e e e e e

Alerting:

- [ ] ContainerDown alert fires within 5 minutes of container stopping

- [ 1 Test alert by stopping container and verifying Telegram notification
- [ 1 Cooldown periods set to avoid alert storms

- [ 1 Alert routes correctly to critical vs warning channels

Dashboards:

- [ 1 Added to Infrastructure Overview dashboard

- [ ] Added to AI Agent Metrics dashboard (if applicable)
- [ 1 Log queries work in Grafana/Loki

Tom Tat

Giam séat Al agent doi hdi vuot ra ngoai céc infrastructure metric truyén
thong. Ban can theo doi:

1. Health: Agent c6 dang chay khong, va dang mot instance?

2. Tokens: Miuc tiéu thu c6 binh thuwong khong, hay co6 thi gi dé dang dot
quota?

3. Errors: API failures, rate limit, context limit — tat ca can visibility

4. Latency: Suy giam thoi gian phan hoi la ddu hiéu canh béao sém

185



5. Cost: Theo doi chi tiéu thoi gian thuc ngan ngira héa don bat ngo

Docker events listener la b6 sung gia tri cao nhat vao stack nay — do tré alert
duéi 5 giay so véi vai phut thong qua Prometheus. Néu ban khong thuc hién gi
khac tir chwong nay, hay thuc hién cai dé.

Céc cau chuyén thuc té€ & day c6 chung chu dé: monitoring tiéu chuén bédo
xanh trong khi thuc sw cé gi dé sai. Giai phap khoéng phai la monitoring tot hon
nhiing thit sai — ma la monitoring ré rang nhiing thitr dung. Kiém tra process
trung lap. Kiém tra ding systemd scope. Nghi ngo health check béo khée
manh trong khi hanh vi that thuong.

Chuong 10 di sau hon vao debugging — phai lam gi khi alert kich hoat va ban
can tim ra diéu gi thuc sy sai.

186



Chuong 10: Debug AI Agent — Khi Moi
Thiwr Pi Sai

“Debug mot service truyén thong giong nhuw tim chia khéa thdt lac trong
nha ban. Debug mét Al agent giong nhuw tim chia khoa that lac trong mot
ngo6i nha ma cdac phong tw sap xép lai trong khi ban dang tim kiém.”

Debug Al agent la mot linh vuc thuc sy khac so véi debug phan mém truyén
thong. Céac bug truyén théng mang tinh deterministic: véi cung mot dau vao,
ban nhan duoc cung moét dau ra sai. Ban cé thé tai hién chung, buéc qua
ching v6i debugger, va c6 lap ding dong code sai.

Agent bug thi khac. Hanh vi ctia agent phu thudc vao phan hoi ciia model, von
mang tinh xac suat. Cung mét prompt c6 thé tao ra hanh vi khac nhau trong
céc lan chay khic nhau. Agent c6 thé da stra d6i moi truong cua chinh né —
thay d6i config file, di chuyén file, gii tin nhan — lam cho béi canh téi hién
khéc véi lic bug xay ra. Va khi ban nhén ra cé gi dé sai, agent c6 thé da thuc
hién hang chuc hanh dong ma ban can g& roi.

Chuong nay liét ké cac failure mode t6i da gap khi chay Al agent trong
production, v4i cdc phwong phép debug cu thé cho tung loai.

Thay Péi Tw Duy Khi Debug

Truéc khi di vao céc failure cu thé, can thiét 1ap diéu gi khéc biét trong agent
debugging.

Cac gia dinh debug truyén théng khong ap dung duwoc cho agent:

“To6i cé thé tai hién diéu nay mot cach dang tin cay” — Khong phai lic
nao cling vay. Hanh vi model bién d6i. Néu bug nam & cdch agent dién giai
mot tinh huéng mo ho, ban c6 thé khong thé kich hoat lai né mot cach dang
tin cay.

“Code la nguon suw that” — Agent c6 thé stra d6i moi treong van hanh cua
chinh né. Config file, environment variable, state file — bat ky thi nao trong
s6 nay co thé da bi thay déi béi chinh agent. Nhiing gi ban thay trong
codebase cé thé khong phan 4nh nhiig gi dang chay khi bug xay ra.
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“Loi la twong minh” — Agent failure thuwong im lang. Agent két thuc, béo céo
thanh cong, va c6 gi do tinh té sai. Hoac n6 khoéng bao gi¢ bdo céo gi ca.

“Hé thong khong cé trang thai gitta cac lan chay” — Agent thuong duy tri
trang thai qua cac session: hé thong memory, context file, conversation
history. Bug trong mot session c6 thé dau doc trang thai cho cac session tuong
lai.

Agent Debugging Stack

Level 5: Task-level behavior (did the agent accomplish the goal?)
Level 4: Tool execution (did individual tool calls succeed?)

Level 3: API calls (did model API requests/responses look correct?)
Level 2: Process health (is the agent process running correctly?)
Level 1: Infrastructure (are dependent services available?)

Lam viéc tlr duwdi 1én. Xac minh infrastructure truéc, réi process health, roi API
behavior, réi tool execution, réi task outcomes. Hau hét k¥ sw di thdng vao
Level 5 va lang phi thoi gian debug hanh vi agent trong khi van dé thuc su la
Redis connection failure & Level 1.

Failure Mode 1: Agent Stta Poi Chinh Co S& Ha Tang Cua N6

Tan suat: Khong thuong xuyén nhung tham khéc khi xay ra Phat hién: Gian
doan service ngay sau agent task

Sw Co

Agent orchestrating ctia chung t6i can cau hinh tich hop Claude Code dé route
qua API proxy service. Task la: cap nhéat cdu hinh Claude Code dé noé st dung
proxy endpoint.

Agent nhin vao céac config file ¢6 san, tim thay API proxy config tai ~/.api-
proxy/config.json, va stra d6i no. Pay la file sai hoan toan — no da stra doi cau
hinh noi b6 ctia proxy service thay vi client két noi véi proxy.
What the agent should have done:
Edit ~/.claude.json -» set ANTHROPIC BASE URL to the proxy endpoint
What the agent actually did:

Edit ~/.api-proxy/config.json - changed the proxy's internal routing
(Breaking the proxy that the agent itself was running through)
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Két qua: API proxy service bi cdu hinh sai, ngung route request dung céch, va
agent mat kha nang thuc hién API call — gitra task. Agent thdm chi khong thé
béo cdo diéu da xay ra vi API né dung dé béo cédo gitr da bi hdong.

Tai Sao Diéu Nay Xay Ra

Agent dua ra quyét dinh dua trén tén file, duong dan va noéi dung. Khi agent
thay config.json trong thw muc tén api-proxy, né hop ly suy ra dé la config
file can chinh stra. Agent khéng von hi€u service nao la “chinh né” so véi
“service bén ngoai ma no st dung.”

Phong Ngura

# In your agent's system prompt or AGENTS.md
## Infrastructure Constraints

The following services are part of the agent's own infrastructure.
NEVER modify their configuration files or restart them during operation:

- API Proxy Service (~/.api-proxy/) — The API proxy you run through.
Modifying this breaks your own API access.

- Agent Gateway (~/.agent-gateway/gateway/) — Core agent runtime.

- systemd services: agent-gateway, api-proxy, docker

If a task requires modifying these, STOP and ask the user.
These changes must be made manually by the operator.

# Implement file write guards in your agent tooling
PROTECTED_PATHS = [

"~/.api-proxy/",

"~/.agent-gateway/gateway/",

"/etc/systemd/",

"/etc/traefik/",

def safe write file(path: str, content: str) -> dict:
"""Write file with protection against modifying critical infrastructure."""
import os
abs path = os.path.expanduser(os.path.abspath(path))

for protected in PROTECTED PATHS:
protected abs = os.path.expanduser(os.path.abspath(protected))
if abs path.startswith(protected abs):
return {
"success": False,
"error": (
f"BLOCKED: {path} is in a protected infrastructure directory. "
f"This operation requires manual operator intervention."

# Proceed with write
with open(abs path, "w") as f:
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f.write(content)
return {"success": True, "path": abs path}

Khoi Phuc

# When an agent breaks its own infrastructure:

# 1. Find what changed recently
git -C ~/.api-proxy diff 2>/dev/null || \
find ~/.api-proxy -newer /tmp/checkpoint -name "*.json" 2>/dev/null

# 2. Check service status
systemctl status api-proxy
journalctl -u api-proxy -n 50

# 3. Restore from backup or fix manually
# Never let the broken agent try to fix itself — it might make it worse

# 4. Verify the fix before restarting the agent
# Test the proxy directly:
curl -X POST http://localhost:8317/v1l/messages \
-H "Authorization: Bearer your-key" \
-H "Content-Type: application/json" \
-d '{"model": "claude-haiku-4", "max tokens": 10, "messages": [{"role": "user", "content":
"ping"}1}"

Failure Mode 2: Loi DPanh May API Key va Loi Credential

Tan suat: Rat pho bién Phat hién: 401 Unauthorized errors, silent
authentication failures

Sw Co

Agent orchestrating cua chung todi duoc cau hinh dé€ st dung API key agent-
proxy-key-2026 . Sau mot lan cdp nhat cdu hinh, n6é ngung hoat dong. Log hién
thi 401 error khong lién tuc, nhung chi tir mot s6 code path — nhiing path
khéc co vé on.

Nguyén nhén goc ré la 16i ddnh mdy ton tai trong nhiéu ngay: gent-proxy-
key-2026 thay vi agent-proxy-key-2026. Thi€u chitr a & dau.

# ~/.claude. json had:

{
"apiKey": "gent-proxy-key-2026"
}

# Should have been:
{
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"apiKey": "agent-proxy-key-2026"
}

L0i ddnh may ddc biét nay khé phat hién vi: 1. Key tréng khong sai ré rang —
no trong giong tén key 2. Mot sé code path dung environment variable (c6 key
dung), trong khi cac path khac dung config file (cé 16i danh may) 3. 401 error
xuat hién khong lién tuc tuy thudc vao code path nao thuc thi

Debug Van Pé Xac Thuc

#!/bin/bash
# auth-debug.sh — Systematically check all credential sources

echo "=== Credential Audit ==="
echo ""
echo "--- Environment Variables ---"

env | grep -E "API KEY|TOKEN|SECRET|PASSWORD" | sed 's/=.*/=REDACTED/'
echo ""
echo "--- Claude Config ---"
if [ -f ~/.claude.json ]; then
python3 -c "
import json
with open(os.path.expanduser('~/.claude.json')) as f:
config = json.load(f)
# Show keys but redact values
for k, v in config.items():
if any(word in k.lower() for word in ['key',6 'token',6 'secret',6 'password'])
print(f' {k}: {str(v)[:81}...[REDACTED]")
else:
print(f' {k}: {v}"')
fi
echo ""
echo "--- Test API Connectivity ---"
# Test each API endpoint with its configured key
curl -s -o /dev/null -w "APIProxy: S%{http code}\n" \
http://localhost:8317/v1/models \

-H "Authorization: Bearer $(grep -o 'agent[~"]*' ~/.claude.json 2>/dev/null || echo
"KEY _NOT FOUND')"

Pattern: Credential Khong Nhat Quan Gitra Cac File

Van dé lién quan: credential duoc cdu hinh ding & mot noi nhung 16i thoi/sai &
noi khac.

# Find all places a specific key or token appears

grep -r "agent-proxy" ~ --include="*.json" --include="*.env" --include="*.yml" 2>/dev/null

# Check for common key file locations

for f in \
~/.claude.json \
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~/.claude/settings.json \
~/.bashrc \
~/.profile \
~/.env \
~/*/. env \
~/*/.env; do
if [ -f "$f" ] & grep -gq "API KEY\|TOKEN\ |SECRET" "$f" 2>/dev/null; then
echo "Found credentials in: $f"
fi
done

Failure Mode 3: Loi Permission

Tan suat: Phd bién Phat hién: Thong béo 16i chita “Permission denied”,
“EACCES”, “cannot write to”

Cac Lo6i Permission Phé Bién Trong Béi Canh Agent

npm prefix permission error:

# Symptom
npm install -g @anthropic-ai/claude-code
# Error: EACCES: permission denied, mkdir '/usr/local/lib/node modules'

# Diagnosis
npm config get prefix
# /usr/local « requires root

# Fix: redirect npm global to user directory

npm config set prefix '~/.npm-global’

echo 'export PATH=~/.npm-global/bin:$PATH' >> ~/.bashrc
source ~/.bashrc

# Now install works without sudo
npm install -g @anthropic-ai/claude-code

SSH key permission error:

# Symptom

ssh user@server-3

# Warning: Unprotected private key file!

# Permissions 0644 for '/tmp/server3-key' are too open.
# Bad permissions. Try removing permissions for user: ...

# Fix
chmod 600 /tmp/server3-key
ssh -i /tmp/server3-key user@server-3

Docker socket permission error:
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# Symptom
docker ps
# Got permission denied while trying to connect to the Docker daemon socket

# Diagnosis
1s -la /var/run/docker.sock
# srw-rw---- 1 root docker

# Fix: add user to docker group (requires logout/login)
sudo usermod -aG docker $USER
newgrp docker # apply without logout

# Verify
groups | grep docker

Agent-specific: writing to read-only mounted volume:

# Symptom
# Agent task: "Write output to /workspace/results.json"
# Error: Read-only file system

# Diagnosis
docker inspect agent-container | python3 -c "
import json, sys
config = json.load(sys.stdin)
for mount in config[O]['Mounts']:
print(f'{mount[\"Source\"1} - {mount[\"Destination\"]} (RW: {mount[\"RW\"]})"')

# Fix: check docker-compose volumes for :ro flag

volumes:
- ./workspace:/workspace # read-write (correct for output)
- ./config:/config:ro # read-only (correct for config)

Xay Dung Permission Diagnostic Tool

#!/bin/bash
# /opt/agents/scripts/check-agent-permissions.sh

AGENT USER="${1:-agent-user}"
WORKSPACE="${2: - /home/agent-user/.agent-gateway/workspace}"

echo "=== Agent Permission Audit for $AGENT USER ==="

# Check workspace writability
if [ -w "$WORKSPACE" 1; then
echo "[4 Workspace writable: $WORKSPACE"
else
echo "Y{ Workspace NOT writable: $WORKSPACE"
1s -la "$(dirname $WORKSPACE)"
fi

# Check Docker access
if docker ps > /dev/null 2>&1; then
echo "[¥%4 Docker access: OK"
else
echo ") Docker access: FAILED"
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echo " Groups: $(groups)"
fi

# Check key directories
for dir in \
"$HOME/ .ssh" \
"$HOME/ .config" \
"$HOME/ .npm-global" \
"$HOME/ .venv"; do
if [ -d "$dir" ]; then
perms=$(stat -c "%a" "$dir")
echo "[%] $dir exists (permissions: $perms)"
else
echo "[fl] $dir does not exist"
fi
done

# Check SSH keys
for key in $HOME/.ssh/id *; do
if [ -f "$key" 1 && [[ "$key" !'= *.pub 11; then
perms=$(stat -c "%a" "$key")
if [ "$perms” = "600" 1 || [ "$perms" = "400" ]; then
echo "[7] SSH key $key: permissions 0K ($perms)"
else
echo ") SSH key $key: bad permissions ($perms, should be 600)"
fi
fi
done

Failure Mode 4: Rate Limit

Tan suat: Rat pho bién theo quy mé Phat hién: HTTP 429 responses, “quota
exceeded” errors

vVan Pé Vertex Al 429

Trong qud trinh import hang loat vao Cognee (186 trang tai liéu DevOps), qua
trinh import bat dau cham vao Vertex Al rate limit. Embedding model

( textembedding-gecko) cé quota mac dinh 5 RPM — 5 requests per minute.
Script import dang nhan vao n6 & 10-20 RPM.

# Initial (naive) import script

for page in pages:
embedding = get embedding(page.content) # Direct call, no rate limiting
store in vector db(embedding)

Results:

- First ~2 minutes: 0K

- Minutes 3-5: intermittent 429s

- After minute 5: solid 429s, import stalled
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- Cognee backend: timed out waiting for embeddings
- User-visible symptom: "import seems stuck, search returns nothing"

Pattern X Ly Rate Limit

import time

import logging

from functools import wraps

from typing import TypeVar, Callable, Any

T = TypeVar('T")

class RatelLimiter:
"""Token bucket rate limiter."""

def  init (self, requests_per_minute: int):
self.rpm = requests per minute
self.min_interval = 60.0 / requests per minute
self.last_call = 0.0

def wait(self):

"""Block until we can make the next request."""

now = time.time()

elapsed = now - self.last_call

if elapsed < self.min _interval:
sleep time = self.min _interval - elapsed
time.sleep(sleep time)

self.last_call = time.time()

def with_retry on_rate limit(
max_retries: int = 5,
base delay: float = 60.0

"""Decorator for functions that may hit rate limits."""
def decorator(func: Callable[..., T]) -> Callable[..., TI:
@wraps (func)
def wrapper(*args, **kwargs) -> T:
for attempt in range(max_retries):
try:
return func(*args, **kwargs)
except Exception as e:
error_str = str(e).lower()
if "429" in error_str or "quota" in error_str or "rate limit" in error_str:
if attempt == max_retries - 1:
raise
# Exponential backoff for rate limits
delay = base delay * (2 ** attempt)
logging.warning(
f"Rate limit hit (attempt {attempt+1}/{max retries}). "
f"Waiting {delay:.0f}s before retry."
)
time.sleep(delay)
else:
raise # Not a rate limit error, re-raise immediately
return wrapper
return decorator
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# Usage
limiter = RatelLimiter(requests per minute=4) # Stay under 5 RPM quota

@with retry on rate limit(max_retries=3, base delay=60.0)
def get embedding safe(text: str) -> list:

limiter.wait() # Enforce rate limit

return embedding_ client.embed(text)

# Batch processing with checkpoint/resume
def batch_embed with_checkpoint(
items: list,
checkpoint file: str = "/tmp/embed checkpoint.json"
) -> list:
"""Process batch with ability to resume from checkpoint on failure."""
import json, os

# Load checkpoint
processed = set()
results = {}
if os.path.exists(checkpoint file):
with open(checkpoint file) as f:
checkpoint = json.load(f)
processed = set(checkpoint.get("processed", [1))
results = checkpoint.get("results", {})
logging.info(f"Resuming from checkpoint: {len(processed)} already processed")

for i, item in enumerate(items):
item id = str(i)
if item_id in processed:
continue # Skip already processed

try:
embedding = get embedding safe(item)
results[item id] = embedding
processed.add(item id)

# Save checkpoint every 10 items
if len(processed) % 10 == 0:
with open(checkpoint file, "w") as f:
json.dump({"processed": list(processed), "results": results}, f)
logging.info(f"Checkpoint saved: {len(processed)}/{len(items)}")

except Exception as e:
logging.error(f"Failed item {i}: {e}")
# Save checkpoint before raising
with open(checkpoint file, "w") as f:
json.dump({"processed": list(processed), "results": results}, f)
raise

return [results.get(str(i)) for i in range(len(items))]
API Proxy Tw Pong Chuyén Khi Hét Quota

Vi tai khoan provider free-tier duwoc quan ly qua API proxy service, viéc hét
quota la hanh vi duwoc mong doi. Proxy xtr ly né tw dong, nhung ban can hiéu
khi nao ban da hét tat ca tai khoan:
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# Check current quota status across all accounts
journalctl -u api-proxy --no-pager --since "1 week ago" | \
grep -E "quota|limit|switch|exhausted" | tail -20

# Count usage per account this week
journalctl -u api-proxy --no-pager --since "1 week ago" | \
grep "Use OAuth" | \
awk '{print $NF}' | \
sed 's/\.json//"' | \
sort | uniq -c | sort -rn

# When ALL accounts are exhausted, you'll see:
# "No available accounts with remaining quota"
# At this point, wait for weekly reset or use paid API

Failure Mode 5: Agent Khong Bao Cao Tién Trinh

Tan suat: Rat pho bién Tac déng: Nguoi dung kho chiu, tir bd task, chén
doan sai failure

Van Pbe

Mot agent task chay 1adu mat 10-15 phuat. Nguwoi dung khong thay gi trong 10
phut, cho rang agent bi ket hodc crash, va hoac la kill n6 hoac bat dau méot
task trung lap. Khi task géc hoan thanh 5 phut sau, ban c6 két qua trung lap
hodc workflow bi hong.

bay la UX bug, khong phai technical bug — nhung né gay ra van dé ky thuéat
thuc sw & downstream.

Pattern Ngan Ngua Diéu Nay

# Agent task runner with mandatory progress reporting
import asyncio

import time

from typing import AsyncGenerator, Optional

from dataclasses import dataclass

@dataclass
class ProgressUpdate:
step: int
total steps: int
message: str
eta seconds: Optional[float] = None

async def long running task with progress(

items: list,

notify: callable # Function that sends progress to user
) -> list:

"""Example of a task that reports progress throughout."""
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total = len(items)
results = []
start_time = time.time()

# Announce start immediately
await notify(f"Starting task: processing {total} items. I'll update every few minutes.")

for i, item in enumerate(items):
# Process item
result = await process item(item)
results.append(result)

# Report progress at meaningful intervals
# (every 10 items or every 2 minutes, whichever comes first)
if (1 + 1) % 10 == 0 or (time.time() - start_time) % 120 < 1:
elapsed = time.time() - start time
rate = (i + 1) / elapsed # items per second
eta = (total - 1 - 1) / rate if rate > 0 else None

progress msg = (
f"Progress: {i+l1}/{total} items processed "
fU({(i+1)/total*100:.0T}%)"

)

if eta:
progress msg += f"\nEstimated time remaining: {eta/60:.1f} minutes”

await notify(progress msg)

# Announce completion
elapsed = time.time() - start time
await notify(
f"Task complete! Processed {total} items in {elapsed/60:.1f} minutes."

return results

Véi hé théng agent cu thé, hay trién khai “heartbeat” output xdc nhan agent
van con séng ngay ca khi khong cé gi méi dé bédo cédo:

import threading
import time

class AgentHeartbeat:

"""Sends periodic 'still working' messages to prevent user concern.

def init (self, notify func: callable, interval seconds: int = 120):
self.notify = notify func
self.interval = interval seconds
self.last_update = time.time()
self. thread = None
self. stop = threading.Event()

def start(self, task description: str):
self. stop.clear()
self. task = task description
self. thread = threading.Thread(target=self. heartbeat loop, daemon=True)
self. thread.start()

def update(self, message: str):
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self.last update = time.time()
self.notify(message)

def stop(self):
self. stop.set()

def heartbeat loop(self):
while not self. stop.wait(timeout=self.interval):
since update = time.time() - self.last update
if since_update >= self.interval:
self.notify(
f'Still working on: {self. task}\n"
f"(running for {since update/60:.0f} minutes)"
)

self.last update = time.time()

Failure Mode 6: Vuot Qua Context Limit Gitta Task

Tan suat: Phé bién véi sub-agent chay ldu Phat hién: Két thuc task dot ngot,
10i chira “context length exceeded” hoac “200000”

Van Pbeée

Context window cua Claude la 200K token. M6t sub-agent lam viéc trén
codebase 16n, hoac task lién quan dén doc nhiéu file, c6 thé cham gidi han nay
gitra task. Khi dé, task két thuc dot ngot — thuong khéng cé théng béo 16i hitu
ich duoc truyén lai cho orchestrator.

Typical scenario:

1. Orchestrator spawns sub-agent: "Analyze all 89 TypeScript files in src/ and generate
documentation"

Sub-agent starts reading files, building context

At file 60/89: context hits 190K tokens

Sub-agent tries to read file 61: error — context limit exceeded

Sub-agent crashes or returns incomplete results

Orchestrator receives no clear failure signal

Documentation is generated for only 60/89 files — silently incomplete

~N o o~ W N

Phong Ngwra: Quan Ly Context Budget

import anthropic
from typing import Optional

def estimate tokens(text: str) -> int:
return len(text) // 4

class ContextBudgetManager:
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MAX_CONTEXT = 200_000 # Claude's Limit
SAFETY_MARGIN = 0.85  # Use at most 85% of limit

def init (self, task description: str = ""):
self.used tokens = estimate tokens(task description)
self.chunks: list = []

@property
def remaining(self) -> int:
return int(self.MAX_CONTEXT * self.SAFETY_MARGIN) - self.used_tokens

@property
def usage percent(self) -> float:
return self.used_tokens / self.MAX_CONTEXT * 100

def can fit(self, content: str) -> bool:
return estimate tokens(content) <= self.remaining

def add(self, content: str, label: str = "") -> bool:
"""Add content to context. Returns False if would exceed budget."""
tokens = estimate tokens(content)
if tokens > self.remaining:
return False
self.used tokens += tokens
self.chunks.append({"label": label, "tokens": tokens})
return True

def summary(self) -> str:
return (
f"Context: {self.used tokens:,}/{self.MAX CONTEXT:,} tokens "
f"({self.usage percent:.1f}%) — {self.remaining:,} remaining"

# Usage in a file-processing agent task

def process files with budget(file paths: list) -> dict:
budget = ContextBudgetManager(task description="Analyze TypeScript files and generate docs")
processed = []
skipped = []

for path in file paths:
content = open(path).read()

if budget.can fit(content):
budget.add(content, label=path)
processed.append(path)
else:
skipped.append(path)
print(f"Skipping {path}: would exceed context budget")
print(budget.summary())

if skipped:
print (f"\nWARNING: {len(skipped)} files skipped due to context limits:")
for f in skipped:
print(f" - {f}")
print("Run a second pass to process remaining files.")

return {"processed": processed, "skipped": skipped}
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Pattern Chunking

Vi céc task vé ban chat doi hdi nhiéu context hon kha nang chira trong mot
window, hay dung chunking twong minh:

def analyze large codebase(file paths: list, output dir: str) -> None:
CHUNK_SIZE = 20

chunks = [file paths[i:i+CHUNK SIZE] for i in range(0, len(file paths), CHUNK SIZE)]
print(f"Processing {len(file paths)} files in {len(chunks)} chunks")

all results = []
for chunk _num, chunk in enumerate(chunks, 1):
print(f"Processing chunk {chunk num}/{len(chunks)}: {len(chunk)} files")

chunk _result = analyze chunk(chunk)
all results.extend(chunk result)

save checkpoint(all results, f"{output dir}/checkpoint-{chunk num}.json")

synthesize results(all results, output dir)

Failure Mode 7: Model Mismatch

Tan suat: Khong thuong xuyén nhung ngam ngam Phat hién: Suy gidm hiéu
suat, hanh vi kh6ng mong doi, tén model trong API response

Sw Co

API proxy service duoc cau hinh dé phuc vu Claude Opus request, nhung do
van dé quota tai khoan, né dang am tham downgrade request xuéng Claude
Sonnet. Config file ghi claude-opus-4-5-thinking, API response bdo claude-
sonnet-4-5-thinking, va agent dang hanh déng theo d6 — kém capable hon
mong doi.

journalctl -u api-proxy --no-pager -n 20 | grep "model"

Mismatch xay ra vi: 1. Opus cé téc do tiéu thu quota cao hon 2. Tai khoan
chinh da cham quota Opus 3. Proxy fallback xuéng Sonnet ma khoéng thong
bdo r6 rang cho caller 4. Agent ti€p tuc chay, c6 vé hoat d6ng nhung véi chat
lwong reasoning suy giam
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Phat Hién Model Mismatch

def verify model in response(response, expected model: str) -> None:

actual model = response.model

def normalize(m: str) -> str:
return m.lower().replace("-latest", "").replace("-thinking", "")

if normalize(actual model) != normalize(expected model):
import logging
logging.warning(
f"Model mismatch: requested '{expected model}', "
f'got '{actual model}'. "
f"Check proxy configuration and quota status."

response = client.messages.create(
model="claude-opus-4",
messages=[...]

)

verify model_in_response(response, "claude-opus-4")

Cau Chuyén Thuc Té: SSR CSS Hash Mismatch

Ngay: Thang 2 nam 2026 Triéu chimg: Website hién thi style bi hdng sau
deployment Thoi gian chan doan: 45 phut (dang ra chi can 5 phut)

Chuyén Gi Pa Xay Ra

Mot ing dung Next.js duwoc deploy. Build chay thanh céng trén Server-2. App
c6 thé truy cép. Nhung styling tréng hoan toan bi hong — khéng cé CSS, chi la
HTML tho.

Loi trong browser console:

Prop className did not match.
Server: "styles Container-abcl23"
Client: "styles Container-xyz789"

CSS class hash mismatch la van dé hydration Next.js kinh dién. Nhung nguyén
nhan khong nam trong code — ma nam trong qué trinh deployment.
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Chuoi sy kién: 1. Build méi duoc tao trén Server-2 (build ID: abc123) 2. Nginx
dang phuc vu build cii (build ID: xyz789) tir deployment trudc 3. Server-side
rendering dung build cii ctia server — tao class xyz789 4. Client tai JS bundle
moi — mong doi class abc123 5. Mismatch & moi lan tai trang

Céach Stra

# Wrong: just deploying new build without restarting the server
rsync -av dist/ /var/www/app/
# « 0ld server process still running with old build in memory

# Correct: restart the server after every build deployment
rsync -av dist/ /var/www/app/

pm2 restart app-name

# or

systemctl restart app-name

# or for Docker:

docker-compose up -d --force-recreate app

Bai Hoc Rut Ra

Ung dung server-side rendering gittr compiled asset trong bd nhé. Deployment
mai khong tw ddng reload ching. Piéu nay ré rang khi nhin lai nhung dé bé
qua khi ban dang tap trung vao qua trinh build hon la server dang chay.

Thém diéu nay vao deployment script:

#!/bin/bash
# deploy.sh — Always restart after build

set -e # Fail on any error

echo "Building..."
npm run build

echo "Deploying..."
rsync -av --delete dist/ /var/www/app/

echo "Restarting server..."
pm2 restart app-name

echo "Verifying..."
sleep 3
if curl -s -o /dev/null -w "%s{http code}" http://localhost:3000 | grep -q "200"; then
echo "[%4 Deployment successful"
else
echo ") Server not responding after restart"
pm2 logs app-name --lines 20
exit 1
fi
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Cau Chuyén Thuc Té: Config Sync Trén Ba Server

Ngay: Thang 2 nam 2026 Triéu ching: Hanh vi agent khéng nhat quan tuy
thudc vao server nao xtt Iy request Thoi gian chan doan: Nhiéu ngay véi
nhiing phan nan khong lién tuc

Chuyén Gi Pa Xay Ra

Gateway agent duoc cap nhat dé dung cdu hinh model méi. Cap nhat duwoc ap

dung cho Server-1. Server-2 va Server-3 van c6 cau hinh cii. Vi request c6 thé
duoc xt ly bdi bat ky server nao thong qua load balancer, hanh vi khong nhat

quan — doéi khi model maéi, d6i khi model ci.

Request routing (round-robin):
Request 1 - Server-1 - New model - Good response
Request 2 - Server-2 - 0ld model - Different behavior
Request 3 - Server-3 - 0ld model - Different behavior
Request 4 - Server-1 - New model - Good response

Théach thic debug: hanh vi khong nhat quan trong giong model khong dang tin
hoac bug trong logic agent. Mat vai ngay dé nhén ra van dé la config drift gitra
cac server.

Chan Poan

# Compare config files across all servers
for server in serverl server2 server3; do

echo "=== $§server ==="

ssh $server "cat ~/.agent-gateway/agent-gateway.json | python3 -m json.tool | head -20"
done

# Find differences

diff \
<(ssh serverl "cat ~/.agent-gateway/agent-gateway.json | python3 -m json.tool") \
<(ssh server2 "cat ~/.agent-gateway/agent-gateway.json | python3 -m json.tool")

Phong Ngwra: Config Sync Script

#!/bin/bash
# /opt/agents/scripts/sync-agent-config.sh
# Run after any configuration change

SERVERS=("10.10.0.2" "10.10.0.3" "10.10.0.1") # Server-1, 2, 3
SERVER NAMES=("server-1" "server-2" "server-3")
SOURCE_SERVER="10.10.0.2" # Server-1 is source of truth
CONFIG FILES=(
"~/ .agent-gateway/agent-gateway.json"
"~/.claude/settings.json"
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"~/ .api-proxy/config.json"

echo "=== Config Sync ==="
echo "Source: server-1 (${SOURCE SERVER})"

for i in "${!SERVERS[@]}"; do
target ip="${SERVERS[$i]}"
target name="${SERVER NAMES[$i]}"

if [ "$target ip" = "$SOURCE SERVER" ]; then
continue # Skip source server

fi

echo ""

echo "Syncing to ${target name} (${target ip})..."

for config file in "${CONFIG FILES[@]}"; do
# Expand ~ for rsync
expanded path="${config file/#\~/$HOME}"

if [ -f "$expanded path" ]; then
rsync -av "$expanded path" "agent-user@${target ip}:${config file}" && \
echo " ${config file}" || \
echo " ) Failed: ${config file}"
else
echo " I Not found locally: ${config file}"
fi
done

# Restart affected services on target

echo " Restarting services on ${target name}..."
ssh "agent-user@${target ip}" "systemctl --user restart agent-gateway 2>/dev/null; \
docker restart api-proxy 2>/dev/null || true"
done
echo ""
echo "=== Verifying Config Consistency ==="

for i in "${!SERVERS[@]}"; do
server ip="${SERVERS[$i]}"
server name="${SERVER NAMES[$i]}"
checksum=$(ssh "agent-user@${server ip}" "md5sum ~/.agent-gateway/agent-gateway.json 2>/dev/
null" | cut -d' ' -f1)
echo "${server name}: ${checksum}"
done

Giai Phap Dai Han Tot Hon: Config Tap Trung

Véi agent deployment da server, hdy luu trir cadu hinh trong store tap trung
thay vi sync file thu cong:

# config service.py — Centralized config with etcd or Consul
import etcd3
import json

class CentralizedConfig:

def init (self, etcd host: str = "10.10.0.2", etcd port: int = 2379):
self.client = etcd3.client(host=etcd host, port=etcd port)
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def get(self, key: str, default=None):
value, = self.client.get(f"/agent/config/{key}")
if value is None:
return default
return json.loads(value.decode())

def set(self, key: str, value):
self.client.put(f"/agent/config/{key}", json.dumps(value).encode())

def watch(self, key: str, callback):
"""Watch for config changes and trigger callback."""
events iterator, cancel = self.client.watch prefix(f"/agent/config/{key}")
for event in events_iterator:
callback(json.loads(event.value.decode()))

# All servers use the same source of truth
config = CentralizedConfig()
model = config.get("model", "claude-sonnet-4-6")

Cau Chuyén Thuc Té: Etcd Split-Brain

Ngay: Thang 2 nam 2026 Triéu chung: 22 sy kién failover trong moét ngay,
hanh vi service khong nhat quan Thoi gian giai quyét: 4 gio

Chuyén Gi Pa Xay Ra

Mot etcd cluster (3 node) chay trén céc server phat trién config mismatch.
Server-1 c6 cluster ID khéc véi Server 2 va 3. Diéu nay gay ra tinh trang split-
brain: cluster khéng thé thong nhat vé leader, dan dén bau cir leader va
failover lién tuc.

# Symptoms in etcd logs
etcdctl endpoint status --cluster
# Error: context deadline exceeded (from endpoints: ...)

# Member list showed the problem
etcdctl member list

# 8e9e05c5f3bf2c7a: ... Server-1 (different cluster)
# ade526d28b1f92f3: ... Server-2
# b6laeadad43e20cdb: ... Server-3
v kd
Cach Suwa

# Step 1: Identify the correct cluster members
etcdctl --endpoints=http://10.10.0.3:2379 member list # Server-2 view
etcdctl --endpoints=http://10.10.0.1:2379 member list # Server-3 view

# Step 2: Remove the diverged member
etcdctl member remove 8e9e05c5f3bf2c7a
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# Step 3: Stop etcd on Server-1
systemctl stop etcd

# Step 4: Clear Server-1's data directory
rm -rf /var/lib/etcd/data/*

# Step 5: Add Server-1 back as a new member
etcdctl member add server-1 --peer-urls=http://10.10.0.2:2380

# Step 6: Start etcd on Server-1 with join parameters

cat > /etc/etcd/etcd.conf << EOF

ETCD NAME="server-1"

ETCD DATA DIR="/var/lib/etcd/data"

ETCD INITIAL CLUSTER STATE="existing"

ETCD INITIAL CLUSTER="server-l=http://10.10.0.2:2380,server-2=http://10.10.0.3:2380,server-3=http://
10.10.0.1:2380"

ETCD LISTEN PEER URLS="http://10.10.0.2:2380"

ETCD_LISTEN CLIENT URLS="http://10.10.0.2:2379,http://127.0.0.1:2379"

ETCD ADVERTISE CLIENT URLS="http://10.10.0.2:2379"

ETCD INITIAL ADVERTISE PEER URLS="http://10.10.0.2:2380"

EOF

systemctl start etcd

# Step 7: Verify cluster health
etcdctl endpoint health --cluster
# http://10.10.0.2:2379 is healthy
# http://10.10.0.3:2379 1is healthy
# http://10.10.0.1:2379 1is healthy

Cau Chuyén Thuc Té: Loi Reasoning Parameter

Ngay: Thang 2 nam 2026 Triéu chung: Google API call tra vé HTTP 400
errors Thoi gian chan doan: ~2 giv

Chuyén Gi Pa Xay Ra

Sau khi cdp nhéat cdu hinh agent dé dung extended thinking (st dung
parameter reasoning effort cho Claude), agent bat dau fail trén céc request
duoc route dén Google Gemini model. Loi rat kho hiéu:

HTTP 400 Bad Request

{
"error": {
"code": 400,
"message": "Invalid JSON payload received. Unknown name 'reasoning effort'",
"status": "INVALID ARGUMENT"
}
}
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Agent framework dang truyén reasoning effort cho moi model request, vi né
duoc dat global trong cdu hinh. Claude hi€u reasoning effort. Google Gemini
thi khong — né tra vé 400 error khi nhan parameter khong xac dinh.

# Wrong: global params passed to all providers
def call model(model: str, messages: list, **kwargs):
return client.messages.create(
model=model,
messages=messages,
reasoning effort="high", # < Sent to Google, which doesn't support it
**kwargs

Cach Stra

# Provider-aware parameter filtering

PROVIDER PARAMS = {
"anthropic": {"reasoning effort", "thinking", "betas"},
"google": {"safety settings", "generation config"},
"openai": {"logprobs", "top logprobs", "seed"},

UNIVERSAL PARAMS = {"max tokens", "temperature", "top p", "stop", "stream"}

def get provider(model: str) -> str:

if "claude" in model.lower():
return "anthropic"

elif "gemini" in model.lower() or "google" in model.lower():
return "google"

elif "gpt" in model.lower() or "ol" in model.lower():
return "openai"

return "unknown"

def call model safely(model: str, messages: list, **all params) -> any:
"""Call model API with only parameters that provider supports."""
provider = get provider(model)
allowed params = UNIVERSAL PARAMS | PROVIDER PARAMS.get(provider, set())

# Filter to only supported params
filtered params = {
k: v for k, v in all_params.items()
if k in allowed params

# Log if params were filtered
filtered out = set(all params.keys()) - set(filtered params.keys())
if filtered out:
import logging
logging.debug(
f'"Filtered params for {provider}/{model}: {filtered out}"

return client.messages.create(
model=model,
messages=messages,
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**filtered params

Cau Chuyén Thuc Té: Claude Code Ket O Trust Dialog

Ngay: Thang 2 nam 2026 Triéu chuing: Claude Code session khong phan hoi,
task khong thuc thi Thoi gian chan doan: 30 phut

Chuyén Gi Pa Xay Ra

Claude Code dang chay trong mot tmux session ( claude-code ), duoc cau hinh
dé tw dong xwr ly task tir agent orchestrating. Task dang duoc giti dén session
nhung khoéng c6 phan hoéi. Session cé vé active nhung idle.

tmux capture-pane -p -t claude-code

Claude Code da m& t6i thw muc /home/agent-user (chwa duwoc trust trudce do) va
dang ch¢ input cua nguoi dung trén trust prompt. Vi né dang chay trong
automated tmux session, khong c6 nguoi dé click “Yes.” Tat ca task dén dang
x€p hang sau dialog chwa duoc tra 1oi nay.

Cach Stra (Ngan Han)
tmux send-keys -t claude-code "1" Enter

sleep 2
tmux capture-pane -p -t claude-code | tail -5

209



Cach Suwa (Dai Han)

// ~/.claude.json — Pre-trust directories that Claude Code will work in

{
"projects": {
"/home/agent-user": {
"hasTrustDialogAccepted": true
I
"/home/agent-user/.agent-gateway/workspace": {
"hasTrustDialogAccepted": true
}
"/home/agent-user/projects": {
"hasTrustDialogAccepted": true
}
}
}

Thém trust dialog check vao session health monitor:

# Check if Claude Code is stuck on a dialog
check claude code health() {
local session="${1:-claude-code}"

if ! tmux has-session -t "$session" 2>/dev/null; then
echo ") Claude Code session not found: $session”
return 1

fi

local content
content=$(tmux capture-pane -p -t "$session" 2>/dev/null)

if echo "$content" | grep -q "Trust this folder"; then
echo ") Claude Code stuck on trust dialog"
# Auto-accept (only safe if you trust the folder)
tmux send-keys -t "$session" "1" Enter
echo "[%] Auto-accepted trust dialog"
return 0

fi

if echo "$content" | grep -q "Do you want to proceed"; then
echo ") Claude Code waiting for confirmation"
return 1 # Don't auto-accept arbitrary confirmations
fi

echo "[% Claude Code session healthy"
return 0

Cau Chuyén Thuc Té: Sub-Agent Silent Failure

Ngay: Thang 2 nam 2026 Triéu chung: Task bao hoan thanh, thu muc khong
ton tai Thoi gian chan doan: 45 phut
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Chuyén Gi Pa Xay Ra

Agent orchestrating cua ching tdi spawn mot sub-agent (Deploy Expert) dé
deploy Firecrawl trén Server-3. Sub-agent chay, c6 vé hoan thanh, va bdo cédo
thanh cong. Khi t6i sau do6 c6 truy cap Firecrawl tai vi tri mong doi:

1s /root/firecrawl

Thw muc khong ton tai. Viéc deployment chua bao gio xdy ra. Nhung sub-
agent da bao cdo thanh cong.

Piéu Thuc Suw Da Xay Ra

Sub-agent da SSH vao Server-3, chay mot vai 1énh, gap 16i (c6 thé 1a van dé
permission hoac network), va sau d6 — quan trong — khéng propagate 16i do6
1én agent orchestrating. N6 tra vé thong bao thanh cong dua trén cac 1énh né
d& chay thanh céng, khong phai dua trén viéc deployment c6 thuc sy hoat
dong khong.

Sub-agent execution (reconstructed):
(74 SSH to server-3 established
(4 apt-get update
(4 apt-get install docker-compose
> git clone https://github.com/mendableai/firecrawl /root/firecrawl
Error: Could not resolve host: github.com (DNS issue on server-3)
[Sub-agent continues with remaining commands on empty directory]
(4 "Setup complete" — reported to orchestrator

Phong Ngwa: Buéc Xac Minh Trong Sub-Agent Task

# In your sub-agent prompts, always include verification:

After completing the deployment:

1. Verify the application directory exists:

2. Verify containers are running:

3. Test the API endpoint:

4. Report the ACTUAL status — not what you expected, but what you verified.

If any verification step fails, report FAILURE with:
- Which step failed

- The exact error message

- What state the system is in now

Do NOT report success if verification fails.

async def deploy with verification(target server: str, service name: str) -> dict:

211



# Run the deployment

deploy result = await spawn_agent(
task=f"Deploy {service name} on {target server}",
verification required=True

# Don't trust the agent's self-report — verify independently
if deploy result.get("success"):
# Verify from a different angle (not the agent's perspective)
verified = await verify service independently(target server, service name)

if not verified:

return {
"success": False,
"error": "Agent reported success but independent verification failed",

"agent report": deploy result

return deploy result

async def verify service independently(server: str, service: str) -> bool:
"""Verify service 1is running without trusting the deploying agent."""
import asyncio
try:
result = await asyncio.create subprocess exec(
"ssh", f'agent-user@{server}",
f"docker ps --filter name={service} --format '{{{{.Status}}}}' | grep -q 'Up'",
stdout=asyncio.subprocess.PIPE,
stderr=asyncio.subprocess.PIPE
)
await result.communicate()
return result.returncode == 0
except Exception:
return False

Debugging Checklist
Khi c6 gi d6 sai véi Al agent, hay lam viéc qua checklist nay theo thw tuy:

## Level 1: Infrastructure
[ 1 Can you reach the server? (ping, SSH)
[ 1 Are dependent services running? (DB, Redis, API proxy)
[ 1 Is disk space 0K? (df -h)
[ 1 Is memory OK? (free -h)

## Level 2: Process Health
[ 1 Is the agent process running? (ps, systemctl status, docker ps)
[ 1 Is exactly ONE instance running? (pgrep -c)
[ 1 Are there crash loops? (journalctl, docker logs)
[ 1 Check resource limits not exceeded (memory, CPU quota)

## Level 3: API Connectivity
[ 1 Can the agent reach the model API? (test with curl)
[ 1 Is the API key correct and not expired?
[ 1 Is the API proxy service working?
[ 1 Are you hitting rate limits? (check for 429s)
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## Level 4: Configuration

- [ 1 Is config the same across all servers? (diff config files)

- [ 1 Are you checking the right systemd scope? (--user vs system)
- [ 1 Are environment variables set correctly?

- [ 1 Did you restart the service after config changes?

## Level 5: Task-Level

] Is the agent reporting progress? (check logs)

] Did sub-agents independently verify their work?

] Is there a duplicate process causing conflicts?

1 Is the model the agent is actually using what's configured?
] Is context approaching the 200K limit?

] Are there orphan tmux sessions consuming quota?

' ' ' ' ' '

Tom Tat

Agent debugging doi hdi céch ti€p cén hoan toan khéc so véi debug phan mém
truyén thong. Cac nguyén tac chinh:

10.

. Lam viéc twr duoi 1én — xdc minh infrastructure truédc khi nghi ngo hanh

Vi agent

. Khong tin vao agent self-report — xac minh két qua doc lap, dac biét la

v6i deployment

. Bdo cao tién trinh twong minh la bat budéc — im lang trong giéng that

bai v6i nguoi dung

. Kiém tra process trung lap twong minh — health check tiéu chuédn sé

khéng phat hién ching

. Xac dinh ro systemd check cua ban — user-level vs system-level service

la khac nhau

. Loc parameter theo provider — nhiing gi Claude chap nhan, Gemini c6

thé khong

. Config drift gitra cac server gay ra bug khong lién tuc — kiém tra tat

ca server, khong chi mot

. Giam sat tmux session — orphan session &m tham dét quota va c6 thé

chay cong viéc trung lap

. Context limit gay ra truncation im lang — trién khai budget

management truwdc khi cham tuong

Bao vé co sé ha tang quan trong khoi agent — agent can rang budc
twdng minh vé nhitng gi ching c6 thé stra doi
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Chu dé chung trong tat ca cdc cau chuyén thuc té: agent dang chay, vé mat ky
thuat. N6 dang lam gi dé. Nhiitng gi né dang lam chi la sai, theo nhiing cach
ma monitoring “cé né chay khong?” tiéu chuan khong thé phat hién.

b6 la ly do chwong monitoring dén truéc chuwong nay. Ban can observability
san sang trudc khi can debug. Khi thi gi d6 bi hong, ban muén log, metric, va
alert history san sang dé noéi cho ban biét diéu gi da xady ra — khong chi diéu
gl dang xay ra bay gio.

Céc agent sé lam nhiting diéu ban khéng mong doi. Hay xay dung cac hé thong
dé bat nd.
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PHAN 4: CHU PE NANG CAO

Chuong 11: Tang Cuong Bao Mat Cho
Co So Ha Tang Al Agent

“Agent dd in token root Vault cua ching téi ngay trong cuéc tro chuyén.
Ba muoi gidy sau téi dang khdn cdp thu hoi né trong khi soan bdo cdo su

~

CO.

Ngay AI Tré Thanh L6 Héong Bao Mat Lén Nhat Cia Chiang
Toi

N6 bat dau nhw mot phién debug.

Chung t6i c6 mét ky sw mé6i onboarding, va toi dang hudéng dan anh ay céch Al
agent clia chung toi cé thé ho tro céc tdc vu ha tdng. Ching tbi yéu cau agent
giup chan dodn van dé két noi Vault. Agent — cd gang hitu ich — yéu cau
chung to6i ddn cac environment variable hién tai dé né cé thé phén tich cau
hinh.

Chung t6i da lam vay.

Root token xuat hién trong chat history. Khéng bi che. Trong mot cudc tro
chuyén duoc sync 1én cloud. Trong mot log file duwoc rotate nhung khong duoc
ma hda. Trong mot session ma ba nguoi khac cé quyén truy cap.

D6 la khoanh khac ching toi nhén ra rang Al agent trong co s& ha tang
production doi hoi mo6 hinh bao méat hoan toan khéc so véi cac céng cu truyén
théng. Cac ky su cua ban biét khéng nén paste credential vao Slack. Nhung ho
c6 biét khong nén chia sé environment context véi Al agent ghi log moi thi
khéng?

Chuong nay dé cap dén nhiing gi ching téi hoc duoc theo cach kho: cach tang
cuong co s¢ ha tang Al agent, khda chat cac service xung quanh, va xay dung
tu thé bao mat coi Al la vector tdn cong tiém nang, khong chi la cong cu nang
suat.
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Threat Model Pa Thay Poi

Bao mat ha tang truyén théng gia dinh rang con nguoi mac 16i. Ban xay dung
guardrail — MFA bat budc, IAM role least-privilege, secret scanning trong CI/
CD — va dao tao nhom cua ban.

Al agent pha vé mo hinh nay theo nhiéu céach:

Agent tong hop context. M6t ki su c6 thé khong nhén ra ho cé quyén truy
cap ca mat khiu database va danh sdch production server. Agent lam viéc mot
task sé ty nhién kéo ca hai manh thong tin lai véi nhau, tang blast radius cua
bat ky s xam pham nao.

Agent lam 16 théng tin an. Agent hdi nhiing environment variable nao da
duoc set. Khong cé ky sw nao nghi dén viéc héi diéu do6 trong phién debug.
Agent lam vay vi d6 la buéc logic ti€p theo. Cau tra 16i bao gom

VAULT TOKEN=S . XXXXXXXX .

Agent dé lai dau vét. Moi cudc tro chuyén, moi tool call, moi két qua trung
gian déu duoc ghi log & dau dé. Trong thiét 1ap ctua chung toi, diéu dé c6 nghia
la chat history trong application database, tool call log trong filesystem, va
API request log tai provider. Ba noi mot credential bi ro ri cé thé ton tai.

Agent c6 thé bi prompt. Ké tdn céng cé thé dnh hudng dén nhilng gi agent
lam — thong qua moét issue doc hai, mét config file duwoc tao thua cong, mot
input source bi xdm pham — c6 thé huéng agent dé exfiltrate dir liéu hoac
thuc hién hanh dong phé hoai.

Héay xem qua cic budc tang cuong bao mat ching toi da trién khai sau sy c6.

Phan 1: Quan Ly Vault Token

Van Pé Root Token

Vault root token khéng bao gi¢ nén duoc dung trong production. Dt khoat.
Root token bd qua tat ca policy — né cé thé lam bat ctr diéu gi. Chung t6i da
dung noé trong qua trinh setup ban dau va, qua moét loat quyét dinh “tam thoi”,
no6 da & lai trong environment variable ctia ching toi sau thang.

Khi agent lam 16 né, ching t6i phai coi n6 nhuw da bi xam pham.
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X 1y khan cap:

# Revoke the root token immediately
vault token revoke $EXPOSED ROOT TOKEN

# Generate a new root token ONLY if needed for emergency admin
# (requires unseal key holders to be present)
vault operator generate-root -init

# Distribute new unseal keys if rotation is needed
vault operator rekey -init -key-shares=5 -key-threshold=3

Cach dung dé dung Vault trong production:

Khoéng bao gio dung root token cho céng viéc van hanh. Tao AppRole véi
policy toi thiéu.

# vault-policy-agent.hcl
# Policy for the AI agent's service account

path "secret/data/app/*" {
capabilities = ["read"]

path "secret/data/infrastructure/database" {
capabilities = ["read"]

# Explicitly deny access to sensitive paths
path "auth/*" {
capabilities = ["deny"]

path "sys/*" {
capabilities = ["deny"]

path "secret/data/vault-admin/*" {
capabilities = ["deny"]

# Apply the policy
vault policy write agent-policy vault-policy-agent.hcl

# Create an AppRole for the agent
vault auth enable approle

vault write auth/approle/role/ai-agent \
token policies="agent-policy" \
token_ttl=1h \
token_max_ttl=4h \
secret _id ttl=24h

# Fetch the role ID (not secret — this is safe to store)
vault read auth/approle/role/ai-agent/role-id
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# Generate a secret ID (store this securely, rotate regularly)
vault write -f auth/approle/role/ai-agent/secret-id

Agent nhan mot token ngan han. Néu né xuat hién trong chat log, né da hét
han trudc khi ai d6 c6 thé st dung no.

Tw Pong Hoa Xoay Token

#1/bin/bash
# rotate-vault-token.sh
# Run via cron or after any suspected exposure

set -euo pipefail

ROLE_ID=$(cat /etc/agent/vault-role-id)
SECRET ID=$(cat /etc/agent/vault-secret-id)

# Login and get new token

NEW TOKEN=$(vault write -field=token auth/approle/login \
role id="$ROLE ID" \
secret id="$SECRET ID")

# Update the running service
echo "VAULT TOKEN=$NEW TOKEN" > /etc/agent/vault-token
chmod 600 /etc/agent/vault-token

# Signal the agent to reload (implementation-specific)
systemctl reload ai-agent

# Revoke the old token (optional — it will expire anyway, but belt-and-suspenders)
if [ -n "${OLD TOKEN:-}" ]; then

VAULT TOKEN=$NEW TOKEN vault token revoke "$0LD TOKEN"
fi

echo "Token rotation complete at $(date)"

Quy Trinh Vault Seal/Unseal

Vault trong production nén duoc auto-unseal bang cloud KMS (AWS KMS, GCP
Cloud KMS, Azure Key Vault) hoac duwoc khéi tao véi Shamir secret sharing
trén nhiéu key holder.

Chung t6i dung Shamir v6i nam key holder, yéu cau ba dé unseal:

# Initialize Vault (only done once)
vault operator init \

-key-shares=5 \

-key-threshold=3 \

-format=json > vault-init.json

# IMMEDIATELY distribute keys to different people/systems

# DO NOT store vault-init.json anywhere

cat vault-init.json | jg -r '.unseal keys b64[]' # Distribute these

cat vault-init.json | jg -r '.root token' # Use once then revoke
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vault operator unseal
vault operator unseal
vault operator unseal

vault status

Pé auto-unseal véi AWS KMS:

# vault.hcl
seal "awskms" {

region = "ap-southeast-2"

kms_key id = "arn:aws:kms:ap-southeast-2:123456789:key/your-key-id"
}

Phan 2: Tang Cuong Network — Cac Port Khong Bao Gior Nén
Cong Khai

Phat Hién

Trong qua trinh audit bao mét, ching t6i chay port scan tir IP bén ngoai doi
v6i server cua chung toi.

nmap -sV -p 1-65535 --open your-server-ip

Két qua that kinh hoang. Port 9100 (Prometheus Node Exporter), 9187
(PostgreSQL Exporter), 9081 (moét sé service ndi bd), 5432 (chinh PostgreSQL
trén server-3), va 6379 (Redis) déu c6 thé ti€p can tir internet cong codng.

Ai d6 c6 thé scrape metric clia ching td6i — CPU, memory, disk, query
statistics, slow query log. Ai d6 c6 thé cd két néi truc ti€p vao PostgreSQL. Ai
dé c6 thé két noi vao Redis khong can xac thuc (ching toi da set requirepass,
nhung van vay).

Server-3 da cai UFW nhung chwa bao gio bat. N6 da duoc provisioned sau
thang trudce va khong ai kiém tra.

ssh server-3
sudo ufw status
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Bat UFW Tu Pau (Khong Khéa Ban Than Ra Ngoai)

P4y la chudi 1énh sé gitp ban tranh thdm hoa “T6i bat UFW va gio khong SSH
vao duoc” kinh dién.

#!/bin/bash

# harden-ufw.sh

# Run this script to configure and enable UFW safely
# ALWAYS ensure SSH is allowed before enabling

# Reset to defaults (careful on live systems)
# sudo ufw reset

# Set default policies
sudo ufw default deny incoming
sudo ufw default allow outgoing

# SSH — MUST come first, before enabling
# Replace with your actual SSH port
sudo ufw allow from YOUR VPN CIDR to any port 22 proto tcp comment "SSH via VPN"

# If you need SSH from anywhere temporarily during setup:
# sudo ufw allow 22/tcp comment "SSH - TEMPORARY"

# Web traffic
sudo ufw allow 80/tcp comment "HTTP"
sudo ufw allow 443/tcp comment "HTTPS"

# Internal services — VPN only
VPN CIDR="10.8.0.0/24" # Adjust to your VPN subnet

# PostgreSQL — only from app servers via VPN
sudo ufw allow from "$VPN CIDR" to any port 5432 proto tcp comment "PostgreSQL via VPN"

# Redis — only from app servers via VPN
sudo ufw allow from "$VPN CIDR" to any port 6379 proto tcp comment "Redis via VPN"

# Prometheus exporters — only from monitoring server via VPN

MONITORING IP="10.8.0.5" # Your Prometheus server

sudo ufw allow from "$MONITORING IP" to any port 9100 proto tcp comment "Node Exporter"
sudo ufw allow from "$MONITORING IP" to any port 9187 proto tcp comment "PG Exporter"
sudo ufw allow from "$MONITORING IP" to any port 9081 proto tcp comment "App metrics"

# Patroni (PostgreSQL HA) — only between DB nodes

DB NODE1="10.8.0.10"

DB NODE2="10.8.0.11"

DB _NODE3="10.8.0.12"

sudo ufw allow from "$DB NODE1" to any port 8008 proto tcp comment "Patroni API"
sudo ufw allow from "$DB NODE2" to any port 8008 proto tcp comment "Patroni API"
sudo ufw allow from "$DB NODE3" to any port 8008 proto tcp comment "Patroni API"

# Verify rules before enabling
sudo ufw show added

# Enable (the scary part)

sudo ufw --force enable
sudo ufw status verbose
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Bind Service Nhay Cam Vao VPN Interface
UFW rule la mot 16p. Bind service vao VPN interface la 16p khac, tot hon.

Véi PostgreSQL trong postgresql.conf:

# Only listen on VPN interface and localhost — never on public interface
listen addresses = '127.0.0.1,10.8.0.10"

Véi Redis trong redis.conf:

bind 127.0.0.1 10.8.0.10

Véi Prometheus Node Exporter trong systemd:

[Service]
ExecStart=/usr/local/bin/node exporter \
--web.listen-address="10.8.0.10:9100"

Néu service chi lang nghe trén VPN interface, mo6t cdu hinh sai firewall khong
thé expose nd. Defense in depth.

Cloud ARM Server: Don Dep NFS/rpcbind

Cloud ARM database server cua chung t6i cé rpcbind va NFS service dang
chay — tan dw cta cau hinh dwoc copy-paste tir server khiac can NFS mount.
Chung t6i da khong can NFS & day hon mot nam.

# Check what's actually listening
ss -tlnp | grep -E '(111|2049]|20048)"

# Stop and disable the services
sudo systemctl stop nfs-server rpcbind nfs-mountd
sudo systemctl disable nfs-server rpcbind nfs-mountd

# Verify they're gone
sudo systemctl is-enabled nfs-server rpcbind # Should return "disabled"

# Update firewall to explicitly block these ports even if services restart
sudo ufw deny 111/tcp comment "Block rpcbind TCP"

sudo ufw deny 111/udp comment "Block rpcbind UDP"

sudo ufw deny 2049/tcp comment "Block NFS TCP"

sudo ufw deny 2049/udp comment "Block NFS UDP"

Quy tac: audit moi port dang lang nghe trén moi server. Néu ban khong biét
tai sao né & dé, hay tim hiéu. Néu ban khong can né, hay kill no.
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Phan 3: Tang Cuong SSH

PermitRootLogin va PasswordAuthentication

Load balancer ctia chung téi la server cii nhat trong fleet. Khi ching téi kiém
tra SSH config cta noé:

grep -E '(PermitRootLogin|PasswordAuthentication|PubkeyAuthentication)' /etc/ssh/sshd config

Output hién thi céac gia tri mac dinh — c6 nghia la root login duwoc phép va
password authentication duwgc bat. Cadu hinh mac dinh la ké thu cta bao maét.

# /etc/ssh/sshd config changes
# Make these changes, then restart SSH

# Disable root login entirely
PermitRootLogin no

# Disable password authentication — keys only
PasswordAuthentication no

# Explicitly enable key authentication
PubkeyAuthentication yes

# Disable empty passwords (belt and suspenders)
PermitEmptyPasswords no

# Limit to specific groups
AllowGroups ssh-users deploy-user

# Reduce grace time for authentication
LoginGraceTime 30

# Limit retry attempts
MaxAuthTries 3

# Disable X11 forwarding if not needed
X11lForwarding no

# Disable TCP forwarding if not needed for your use case

# (be careful — this may break tunnels you use)
# AllowTcpForwarding no

# Validate config before restarting
sudo sshd -t

# Restart SSH (keep your current session open!)
sudo systemctl restart sshd

# From a NEW terminal (don't close the old one), verify you can still connect
ssh -i your-key user@server
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Xoay SSH Key Khi Onboarding May Méi

Khi ching t6i provisioned server méi, ching t6i c6 théi quen xau: copy
authorized keys tur server hién cé. Nhanh, dé, va la 4c mdng bao mat. Key cii
tir cac ky su da nghi viéc dang tich luy.

#!/bin/bash
# rotate-ssh-keys.sh
# Run when onboarding new machines or auditing existing ones

SERVER=$1
AUTHORIZED KEYS FILE="/tmp/new authorized keys"

# Generate fresh authorized keys from our source of truth (Vault or git)
vault kv get -field=authorized keys secret/infrastructure/ssh-keys > "$AUTHORIZED KEYS FILE"

# Validate the file isn't empty

if [ ! -s "$AUTHORIZED KEYS FILE" 1; then
echo "ERROR: authorized keys file is empty. Aborting."
exit 1

fi

# Count keys
KEY COUNT=$(grep -c "“ssh-" "$AUTHORIZED KEYS FILE" || true)
echo "Deploying $KEY COUNT SSH keys to $SERVER"

# Deploy via a temporary connection (you need access before rotation)
ssh-copy-id -f -i "$AUTHORIZED KEYS FILE" "deploy@$SERVER"

# Or use Ansible for fleet-wide rotation

ansible all -m authorized key \
-a "user=deploy key='{{ lookup(\"file\", \"$AUTHORIZED KEYS FILE\") }}' exclusive=yes" \
--limit "$SERVER"

echo "Key rotation complete for $SERVER"

Flag exclusive=yes trong Ansible rat quan trong — no xéa tat ca key khong co
trong file cua ban. Khoéng cé nd, ban dang thém key, khong thay thé ching.

Restart Service Sau Khi Xoay Password

Chung t6i hoc bai hoc nay khi xoay PostgreSQL password qua Vault va
application ti€p tuc hoat dong — trong bén muoi phut, cho dén khi cac két noi
connection pool cii dong lai. Sau d6 moi thit bi crash.

Service gitr két n6i maé. Xoay password khong cham dut két noi hién cé. Ban
can hoac:

1. Gracefully drain va restart service, hoac

2. Dung pg_terminate backend dé kill két n6i phia database
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#!/bin/bash
# restart-after-password-rotation.sh

SERVICE=$1
echo "Preparing to restart $SERVICE after credential rotation..."

case $SERVICE in
"app-server")
# Graceful restart — allow in-flight requests to complete

sudo systemctl reload app-server || sudo systemctl restart app-server

"pgbouncer")
# PgBouncer needs full restart to pick up new password
sudo systemctl restart pgbouncer
# Verify it connected successfully
sleep 3

psql -h localhost -p 6432 pgbouncer -c "SHOW POOLS;" || echo "WARNING:

connected"
"all-app-servers")

# Rolling restart across fleet

for server in appl app2 app3; do
echo "Restarting $server..."
ssh "$server" "sudo systemctl restart app-server"
sleep 10 # Wait for health check to pass

done

esac

echo "Restart complete for $SERVICE"

PgBouncer may not be

Thém xoay password vao runbook va bao géom buéc restart. Lam né bat budc,

khéng tuy chon.

Phan 4: Credential Plaintext Trong Config File

Patroni.yml — Mat Khau Phoi Bay

Patroni quan ly PostgreSQL high availability. Config file ciia n6é bao gom

database credential. Chung t6i tim thay patroni.yml vi:

e Quyén world-readable (-rw-r--r-- root root)

« Mat kh&u plaintext cho replication user, superuser, va monitoring user

» Puoc luu trit trong git repository “dé backup”

# DON'T DO THIS - patroni.yml before hardening
bootstrap:
dcs:
postgresql:
use pg hba: true
pg_hba:
- host replication replicator 10.8.0.0/24 md5
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postgresql:
authentication:
replication:
username: replicator
password: MyR3plicatlOnP@ss # Cleartext in version control
superuser:
username: postgres
password: Sup3rS3cr3tP@ss # Cleartext in version control
rewind:
username: rewind
password: R3wlndP@ss # Cleartext in version control

Cach stra c6 hai phan: stra quyén file, va dung environment variable
substitution.

# Immediate fix: restrict permissions
sudo chown postgres:postgres /etc/patroni/patroni.yml
sudo chmod 600 /etc/patroni/patroni.yml

# Verify
1s -la /etc/patroni/patroni.yml
# Should show: -rw------- postgres postgres

# patroni.yml after hardening — use environment variables
postgresql:
authentication:
replication:
username: replicator
password: "${PATRONI REPLICATION PASSWORD}"
superuser:
username: postgres
password: "${PATRONI SUPERUSER PASSWORD}"
rewind:
username: rewind
password: "${PATRONI REWIND PASSWORD}"

# /etc/patroni/patroni.env (chmod 600, owned by postgres)
PATRONI REPLICATION PASSWORD=MyR3plicat1OnP@ss

PATRONI SUPERUSER PASSWORD=Sup3rS3cr3tP@ss

PATRONI REWIND PASSWORD=R3wlndP@ss

# /etc/systemd/system/patroni.service

[Service]

User=postgres

EnvironmentFile=/etc/patroni/patroni.env
ExecStart=/usr/local/bin/patroni /etc/patroni/patroni.yml

Vé lau dai, hay thay thé file .env bang Vault Agent hoac envconsul, von kéo
secret tai runtime va inject ching nhu environment variable ma khong cham
dén disk.
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Credential Hardcode Trong Application Code

Chung to6i tim thay credential hardcode trong moét background job runner.
Service két néi véi external API provider bang credential da duoc “tam thoi”
hardcode tdm théng trudc va khéng bao gi¢ chuyén sang environment

variable.

# BEFORE — credentials hardcoded in source
class ApiProviderClient:
def init (self):
self.api_key = "ag prod key abcl23xyz789" # DO NOT COMMIT
self.api_secret = "ag secret supersecretvalue" # DO NOT COMMIT
self.base url = "https://api.provider.io/v2"

# AFTER — credentials from environment
import os

class ApiProviderClient:
def init (self):
self.api_key = os.environ["API PROVIDER KEY"]
self.api_secret = os.environ["API PROVIDER SECRET"]
self.base url = os.environ.get(
"API PROVIDER BASE URL",
"https://api.provider.io/v2"
)

if not self.api key or not self.api secret:
raise ValueError(
"API PROVIDER KEY and API PROVIDER SECRET must be set"

Sau khi stra code, hdy xoay credential ngay lap tic. Coi bat ky credential nao

da tung & trong source code la da bi xdm pham.

# Scan your codebase for common patterns

grep -rn "password\s*=\s*['\"]" --include="*.py" .
grep -rn "api key\s*=\s*['\"]" --include="*.py" .
grep -rn "secret\s*=\s*['\"]" --include="*.py"

# Better: use a dedicated secret scanner
pip install detect-secrets
detect-secrets scan . > .secrets.baseline
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Phan 5: Docker Security — Van Pé docker.sock

Traefik va docker.sock

Traefik la reverse proxy tu dong kham pha Docker container théng qua
Docker socket. Thiét 14p kinh di€n mount /var/run/docker.sock truc ti€p vao
container Traefik.

# INSECURE — Traefik with direct socket access
services:
traefik:
image: traefik:v3.0
volumes:
- /var/run/docker.sock:/var/run/docker.sock:ro # DANGEROUS

B4t ky ai c6 thé thuc thi code bén trong container Traefik gid c6 quyén truy
cap Docker daemon day du. Ho c6 thé liét ké tat ca container, doc
environment variable (chira secret), khdi dong container méi véi --privileged,
mount duong dan filesystem host — container escape day du.

Céch stra 1a docker-socket-proxy, dimg gitta Traefik va Docker socket va thuc
thi bé mat API t6i thiéu.

# docker-compose.yml — secure setup with docker-socket-proxy
services:
# The proxy that mediates access to Docker socket
docker-socket-proxy:
image: tecnativa/docker-socket-proxy:latest
restart: unless-stopped

environment:
# Allow only what Traefik needs
CONTAINERS: 1 # Read container info
SERVICES: 1 # Read service info (Swarm)
TASKS: 1 # Read task info (Swarm)
NETWORKS: 1 # Read network info
EVENTS: 1 # Subscribe to events
PING: 1 # Health check
VERSION: 1 # API version negotiation
# EXPLICITLY DENY dangerous operations
POST: 0O # No container creation
AUTH: 0 # No authentication changes
SECRETS: 0 # No secret access
BUILD: 0O # No image builds
COMMIT: © # No container commits
CONFIGS: 0 # No config access
DISTRIBUTION: 0 # No registry operations
EXEC: 0O # No exec into containers
IMAGES: 0 # No image management
INFO: 0O # No daemon info (contains sensitive data)
SWARM: © # No Swarm management
SYSTEM: 0 # No system operations
VOLUMES: © # No volume management
volumes:
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- /var/run/docker.sock:/var/run/docker.sock:ro
networks:
- docker-proxy-net
# ONLY accessible from internal network — never expose externally

traefik:
image: traefik:v3.0
restart: unless-stopped
depends _on:
- docker-socket-proxy
command:
- "--providers.docker=true"
- "--providers.docker.endpoint=tcp://docker-socket-proxy:2375"
- "--providers.docker.exposedbydefault=false"
networks:
- docker-proxy-net
- web
ports:
- "80:80"
- "443:443"

networks:
docker-proxy-net:
internal: true # No external access to this network
web:
external: true

Gi¢ Traefik khong thé thuc thi 1énh bén trong container, khéng thé doc
environment variable tir container khéac, va khong thé tao container méi. N6
chi c6 thé doc routing label ma noé can.

Phan 6: HAProxy Stats — Mat Khau Mac Pinh Khong Ai Thay
Pai

HAProxy cé giao dién statistics tich hop. Cau hinh ctia ching to6i cé:

stats auth admin:admin

Trang stats nay phoi bay: sé6 két néi active moi backend, session rate, error
rate, trang thai sttc khoe server, va dia chi IP backend server. Khong phai
credential truc ti€p, nhung du intelligence van hanh dé gitup ké tdn céng hiéu
topology cua ban.

# haproxy.cfg — stats configuration after hardening

frontend stats
bind *:8404
# Only accessible from VPN, not public internet
# (UFW handles this, but defense-in-depth)
acl is vpn network src 10.8.0.0/24
http-request deny unless is vpn network
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stats
stats
stats
stats
stats
stats
stats

enable

uri /haproxy-stats

realm HAProxy\ Statistics

auth haproxy admin:$(HAPROXY STATS PASSWORD)
refresh 10s

hide-version

show-legends

Mat kh&u vao Vault. Ban 1dy né tai deploy time va substitute vao config:

STATS PASSWORD=$(vault kv get -field=stats password secret/haproxy)

envsubst < /etc/haproxy/haproxy.cfg.template > /etc/haproxy/haproxy.cfg
export HAPROXY STATS PASSWORD="$STATS PASSWORD"
envsubst < /etc/haproxy/haproxy.cfg.template > /etc/haproxy/haproxy.cfg

haproxy -c -f /etc/haproxy/haproxy.cfg

sudo systemctl reload haproxy

Phan 7: Vault Policy Cho Agent Access

Al agent can quyén truy cap Vault cho cac tdc vu van hanh hop 1é. Nhung né
khong nén c6 quyén truy cap moi thit. Pay la cau truc policy ching t6éi dung:

# vault-policy-agent-readonly.hcl
# For agents that only need to read configuration

path "secret/data/app/+/config" {
capabilities = ["read"]

}

path "secret/data/infrastructure/+/endpoints" {
capabilities = ["read"]

}

# Allow token self-lookup (so agent can check its own permissions)
path "auth/token/lookup-self" {
capabilities = ["read"]

}

# Allow token renewal
path "auth/token/renew-self" {
capabilities = ["update"]

}
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# vault-policy-agent-ops.hcl
# For agents that perform operational tasks

# Read app configuration
path "secret/data/app/*" {
capabilities = ["read"]

}

# Read infrastructure endpoints (not credentials)

path "secret/data/infrastructure/endpoints/*" {
capabilities = ["read"]

}

# Write to a specific agent work area
path "secret/data/agent-workspace/*" {

capabilities = ["create", "read", "update", "delete"]
}

# EXPLICITLY deny high-sensitivity paths
path "secret/data/infrastructure/database-credentials/*" {
capabilities = ["deny"]

}

path "secret/data/vault-admin/*" {
capabilities = ["deny"]

}

path "auth/*" {
capabilities = ["deny"]

}

path "sys/*" {
capabilities = ["deny"]

}

vault policy write agent-readonly vault-policy-agent-readonly.hcl
vault policy write agent-ops vault-policy-agent-ops.hcl

vault write auth/approle/role/agent-readonly \
token policies="agent-readonly" \
token_tt1=30m \
token max_ttl=2h

vault write auth/approle/role/agent-ops \
token policies="agent-ops" \
token ttl=1h \
token max_ ttl=4h

Phan 8: Al Agent Security Checklist

Sau tat ca nhitng gi chung toi da trai qua, day la checklist ching to6i chay
trudc khi deploy bat ky Al agent nao cham vao ha tang.
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Truoc Khi Deploy

— e e e e e e e

Agent chay véi dedicated service account (khéng phai root, khong phdi shared account)
Service account céd minimal filesystem permission

Vault AppRole dugc tao véi least-privilege policy

Agent token TTL <= 2 gio

Tat cad secret trong Vault hodc environment variable — khong cé trong code hodc config
Docker socket access qua docker-socket-proxy néu can

Truy cap mang bi han ché&: agent chi cé thé tiép can service ndé can

Luu trir conversation/log duoc ma hda at rest

Chinh sach luu gilt log dugc xac dinh (va ngan — log chta context la nhay cam)

Baseline Ha Tang

—_ e e e e e e e e

UFW bat trén TAT CA server (x&c minh: sudo ufw status)
PermitRootLogin no trén TAT CA SSH config
PasswordAuthentication no trén TAT CA SSH config

T4t cd database port dugc bind vao VPN interface

Tat cd metric exporter port dugc bind vao VPN interface
HAProxy stats dung credential khong mdc dinh t&r Vault
Patroni.yml dung environment variable substitution

Quyén patroni.yml: 600, owned by postgres:postgres

Khéng cé service khéng dung dang chay (NFS, rpcbind, v.v.)
Traefik dung docker-socket-proxy

Van Hanh

—_— e e e e

Xoay Vault token duoc tw dong hda

Quy trinh xoay SSH key dugc document va tested

Runbook bao gém buéc restart service sau khi xoay credential

Secret scanning chay trong CI/CD

Port scan dinh ky dugc 1én lich (hang tuan t&r IP bén ngoai)

Ké hoach tng phd su c6 dé cap dén tinh huéng "AI agent 16 credential™

Bai Hoc Rut Ra

Agent khong c6 nhan thic vé bao mat. N6 sé trinh bay bat ky thong tin
nao giup né hoan thanh task. Néu debug van dé két noi Vault doi hoi hién thi
token, né sé hién thi token. Ban khong thé dao tao AI dé can than hon — ban

phai lam cho mo6i truong an toan.

Cau hinh mac dinh la ké thu cuaa ban. Moi service chung to6i tim thay véi
mat kh&u mac dinh, cdu hinh méac dinh, hoac khong cé firewall déu duoc thiét
1ap nhanh dwéi ap luc thoi gian. “Toi sé bao mat dang cach sau” la cau néi tén

kém nhat trong ha tang.
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Defense in depth khéng phai tuy chon. UFW rule VA network binding VA
VPN-only routing. AppRole policy VA short TTL VA token rotation. Nhiéu 16p,
vi bat ky 16p don nao cudi cung cling sé that bai.

Audit moi th, thuwong xuyén. Server véi UFW khong hoat dong da nhuw vay
squ thang. Khéng ai kiém tra vi khong ai c6 quy trinh dinh ky dé kiém tra.
Thém ufw status, ss -tlnp, va sshd -T | grep -E '(PermitRoot|PasswordAuth)"
vao audit script ha tang thuong xuyén cua ban.

Xoay som, xoay thuong xuyén. Khi nghi ngo credential cé thé bi 16, hay xoay
noé. Chi phi xoay credential khéng thuc sy bi 16 la mot gio lam viéc. Chi phi
khoéng xoay mot cdi thuc sy da bi 16 1a mot sw ¢6, mot cudc kiém tra, va cd thé
la mo6t thong bao vi pham.

Su ¢6 root token that dang xau h6. Nhung né budc chung toi phai stra sdu
thang no bao mat tich lily trong mot tuan. Al agent, véi sw hitu ich ngay tho
cua né, da gitup chung téi mot viéc.

Tiép theo: Chuong 12 — Al Image Generation ¢ Quy M6 Lon: diéu gi xdy ra khi
ban yéu cau Al tao anh cho gan 300 bai blog va cham han mitc quota gitta
chimg.
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Chuong 12: AI Image Generation o
Quy Mo Lon

“Chiting t6i cham han mutc quota ¢ bai s6 147 trong gan 300 bai. Batch
dd chay duoc bén tiéng. Téi nhin cham cham vao théng bdo 16i va nghi:
Ié ra minh phadi test trén muoi bai trude.”

Van Pé X Ly Hang Loat O Quy Mé Lén

Mobi bai blog can mét featured image. Chung t6i ¢ gan 300 bai blog sap duoc
ddang nhw mot phan cua content migration, va khong cé anh nao. Designer bao
gid ba tuan va $4,000. Chung t6i c6 nam ngay va mot Vertex Al quota.

Dé xuat nghe cé vé don gidn: dung Gemini d€ tao anh hang loat, review
ching, dang. Bon tiéng lam viéc, khéng phai ba tuan.

Thuc té xay ra la hai tuan chién dau véi quota, viét lai script, tham hoa
delimiter, va bai hoc khé vé khodng céch gitra “Al c6 thé tao anh” va “Al c6 thé
tao anh chuyén nghiép & quy mo 16mn.”

Chuong nay dé cap dén trai nghiém production thuc té: cdc lan cham quota,
hot-swapping, checkpointing, va khoanh khac ching téi nhén ra Al-generated
logo la ngo cut.

Kién Tric: X& Ly Hang Loat O Quy Mé Lén

Piém Xuat Phat: Nhimg Gi Chung Téi Cé

Chung t6i cé m6t CSV cac bai blog véi title, slug, va meta description twr client
project. Chung to6i can:

1. Tao image prompt phu hop tur post metadata

2. Goi Vertex Al Imagen dé tao anh

3. Luu vdi filename dang

4. Theo doi tién dd d€ c6 thé resume néu co gi db that bai
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Script ban dau cé 80 dong Python va hoat dong hoan hao v4i muoi bai dau
tién.

#!/usr/bin/env python3
# generate-blog-images-batch.py

import csv

import os

import time

import json

import vertexai

from vertexai.vision models import ImageGenerationModel
from pathlib import Path

from datetime import datetime

# Configuration

PROJECT ID = os.environ["GOOGLE CLOUD PROJECT"]
LOCATION = "us-centrall"

OUTPUT DIR = Path("generated-images")

CHECKPOINT FILE = Path("generation-checkpoint.json")
INPUT CSV = "blog-posts.csv"

# Style prompt suffix — applied to every image

STYLE SUFFIX = (
"Professional blog hero image, clean modern design,
"tech-forward aesthetic, minimal text, high resolution,
"suitable for a DevOps and cloud computing blog"

def load_checkpoint() -> dict:
"""l oad progress from previous run.
if CHECKPOINT FILE.exists():
with open(CHECKPOINT FILE) as f:
return json.load(f)
return {"completed": [], "failed": [], "last line": 0}

def save checkpoint(checkpoint: dict):
"""Save progress — called after every successful generation.
with open(CHECKPOINT FILE, "w") as f:
json.dump(checkpoint, f, indent=2)

def build image prompt(title: str, description: str) -> str:
"""Build a Imagen prompt from post metadata."""
return (
f"Hero image for a blog post titled '{title}'. "
f"Topic: {description[:200]}. "
f"{STYLE_SUFFIX}"

def generate image(model, prompt: str, output path: Path) -> bool:
"""Generate a single image. Returns True on success."""
try:
response = model.generate images (
prompt=prompt,
number of images=1,
aspect ratio="16:9",
safety filter level="block some",
)
if response.images:
response.images[0].save(str(output path))
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return True
return False
except Exception as e:
print(f" ERROR: {e}")
return False

def main():
vertexai.init(project=PROJECT ID, location=LOCATION)
model = ImageGenerationModel.from pretrained("imagegeneration@006")

OUTPUT_DIR.mkdir(exist_ok=True)
checkpoint = load checkpoint()
completed slugs = set(checkpoint["completed"])

print(f"Resuming from checkpoint: {len(completed slugs)} posts already done")

with open(INPUT CSV, newline="", encoding="utf-8") as csvfile:
reader = csv.DictReader(csvfile)
rows = list(reader)

total = len(rows)
start line = checkpoint.get("last line", 0)

for i, row in enumerate(rows[start line:], start=start line):
slug = row["slug"]

if slug in completed slugs:
continue

output path = OUTPUT DIR / f"{slug}.png"
title = row["title"]
description = row.get("meta description", row.get("excerpt", ""))

print(f"[{i+1}/{total}] Generating: {title[:60]1}...")

prompt = build image prompt(title, description)
success = generate image(model, prompt, output path)

if success:
checkpoint["completed"].append(slug)
checkpoint["last line"] =i + 1
save checkpoint(checkpoint)
print(f" Saved: {output path}")
else:
checkpoint["failed"].append({"slug": slug, "line": i, "title": title})
save checkpoint(checkpoint)
print(f" FAILED: {slug}")

# Rate limiting — Imagen has per-minute quotas
time.sleep(2)

print(f"\nComplete: {len(checkpoint['completed'])} generated, "
f"{len(checkpoint['failed'])} failed")

if _ name_ == main__ ":
main()

Cai nay hoat dong cho dén bai 147.
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Cham Quota Gitra Batch

X o

Loi

google.api core.exceptions.ResourceExhausted: 429 Quota exceeded for quota metric
'online prediction requests' and limit 'REQUESTS PER MINUTE PER PROJECT PER BASE MODEL'
of service 'aiplatform.googleapis.com'.

Bon tiéng lam viéc. 147 anh da tao. 142 anh con lai.

Quota mac dinh Vertex Al cho image generation kha than trong — du cho
development va testing, khong du cho mot batch job gan 300 bai.

Lua Chon 1: Yéu Cau Tang Quota (Mat Vai Ngay)

gcloud compute project-info describe --project=$PROJECT ID | grep -A 5 "REQUESTS"

Chung t6i can anh trong nam ngay. Cho phé duyét quota khong phai lua chon.

Lua Chon 2: Hot-Swap API Key Trén Nhiéu Project

Con duong nhanh: tao Google Cloud project thtt hai, bat Vertex Al API, va
chuyén sang né khi project dau tién cham quota.

import os

import time

import json

from dataclasses import dataclass, field

from typing import Optional

import vertexai

from vertexai.vision models import ImageGenerationModel

@dataclass
class ProjectCredential:
project id: str
credentials_file: str
requests_this_minute: int = 0
minute start: float = field(default factory=time.time)
quota_exhausted until: float = 0.0
total_requests: int = 0

class RotatingProjectManager:

def  init (self, projects: list[dict]):
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self.projects = [ProjectCredential(**p) for p in projects]
self.current_index = 0
self.requests_per_minute_limit = 8 # Conservative — actual limit is 10

def reset if new minute(self, project: ProjectCredential):
now = time.time()
if now - project.minute start >= 60:
project.requests this minute = 0
project.minute start = now

def get active project(self) -> Optional[ProjectCredentiall]:
"""Get a project that has quota available."""
now = time.time()
# Try each project in rotation
for in range(len(self.projects)):
project = self.projects[self.current index]
self. reset if new minute(project)

# Skip if quota-exhausted cooldown is active
if project.quota exhausted until > now:
remaining = project.quota exhausted until - now
print(f" Project {project.project id}: in cooldown ({remaining:.0f}s remaining)")
self.current _index = (self.current index + 1) % len(self.projects)
continue

# Skip if at per-minute limit

if project.requests this minute >= self.requests per minute limit:
print(f" Project {project.project id}: at per-minute Llimit")
self.current_index = (self.current index + 1) % len(self.projects)
continue

return project
return None # ALl projects exhausted

def mark quota exhausted(self, project: ProjectCredential, cooldown seconds: int = 300):
"""Mark a project as quota-exhausted with a cooldown period."""
project.quota exhausted until = time.time() + cooldown seconds
print(f" Marked {project.project id} as quota-exhausted for {cooldown seconds}s")
# Rotate to next project
self.current_index = (self.current index + 1) % len(self.projects)

def record request(self, project: ProjectCredential):
project.requests this minute += 1
project.total requests += 1

def generate with rotation(manager: RotatingProjectManager, prompt: str, output path) -> bool:
"""Generate an image, rotating projects on quota errors."""
max_retries = len(manager.projects) * 2

for attempt in range(max_retries):
project = manager.get active project()

if project is None:
# All projects exhausted — wait for cooldowns
wait time = 60
print(f" ALl projects exhausted. Waiting {wait time}s...")
time.sleep(wait time)
continue

try:
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# Switch to this project's credentials

os.environ["GOOGLE APPLICATION CREDENTIALS"] = project.credentials file
vertexai.init(project=project.project id, location="us-centrall")

model = ImageGenerationModel.from pretrained("imagegeneration@006")

response = model.generate images (
prompt=prompt,
number of images=1,
aspect ratio="16:9",

if response.images:
response.images[0].save(str(output path))
manager.record request(project)
return True

except Exception as e:

error_str = str(e)

if "ResourceExhausted" in error_str or "429" in error_str:
manager.mark quota exhausted(project, cooldown seconds=300)

elif "403" in error_str or "credentials" in error_str.lower():
print(f" Credential error for {project.project id}: {e}")
manager.mark _quota exhausted(project, cooldown seconds=3600)

else:
print(f" Unexpected error (attempt {attempt+1}): {e}")
time.sleep(5)

return False

# Usage
projects config = [
{
"project id": "my-project-prod",
"credentials file": "/secrets/gcp-prod-credentials.json"
I
{
"project id": "my-project-batch",
"credentials file": "/secrets/gcp-batch-credentials.json"
I
{
"project id": "my-project-overflow",
"credentials file": "/secrets/gcp-overflow-credentials.json"
I

manager = RotatingProjectManager(projects config)

V6i ba project, moi project cé quota 10 requests per minute, ching téi cé hiéu
qua 30 requests per minute. Batch da bi dung & bai 147 chay lai trong vong
muoi phut.
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Tham Hoa Delimiter
L6i Xuat Hién Nhw Thé Nao
Title bai blog chira du loai ky tw. M6t trong sé bai co title:

“PostgreSQL vs MySQL vs SQLite | Which Database Should You
Choose?”

CSV cua chung t6i dung | lam column delimiter.

# The CSV that caused problems

title|slug|meta_description

PostgreSQL vs MySQL vs SQLite | Which Database Should You Choose?|database-comparison|
A comprehensive comparison...

Khi CSV reader dén dong dé, né thay nam cot thay vi ba. Title field tré thanh
PostgreSQL vs MySQL vs SQLite, slug tré thanh Which Database Should You
Choose?, va meta description parser bi nham lan.

Anh duoc tao cho bai dé c6 title kiu nhuw “Hero image for ‘PostgreSQL vs
MySQL vs SQLite’” — cat ngan title gitta chung, bd cau hoi thuc s, va tao ra
anh database chung chung thay vi anh tap trung vao so sanh.

7 N 2 7 o« N 7 . N . Ve . .
Chung toi chi phat hién ra trong luc review. 23 bai co prompt bi sai.
7 " 7 oA N ~ . .
Cach Suwa: Tw Pong Phat Hién Va Chuyén Sang TAB Delimiter
#!/usr/bin/env python3
# csv-delimiter-detector.py
import csv
import sys
from pathlib import Path
def detect and fix delimiter(input path: str, output path: str) -> str:
Detect if pipe delimiter causes column count inconsistency.
If so, convert to TAB delimiter
Returns the delimiter used in the output file.
input file = Path(input_path)
# Read raw lines to check for pipe issues
with open(input file, encoding="utf-8") as f:

lines = f.readlines()

if not lines:
raise ValueError("Empty input file")

header = lines[0].strip()
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def

# Count expected columns from header
pipe count header = header.count("|")
tab _count header = header.count("\t")

# Determine which delimiter is more consistent
if pipe count header > 0:
# Check if any data rows have a different pipe count
header pipes = pipe count header
inconsistent rows = []
for i, line in enumerate(lines[1:], start=2):
if line.strip():
row_pipes = line.strip().count("|")
if row pipes != header pipes:
inconsistent rows.append((i, line.strip()[:80]))

if inconsistent rows:
print(f"WARNING: Found {len(inconsistent rows)} rows with inconsistent pipe counts")
print("Sample inconsistencies:")
for line num, sample in inconsistent rows[:3]:

print(f" Line {line num}: {sample}")

print("Auto-converting to TAB delimiter...")
return convert to tab(input file, output path)

else:
print("Pipe delimiter is consistent — no conversion needed")
return "|"

elif tab_count_header > 0:
print("File already uses TAB delimiter")

return "\t"

else:
print("Falling back to comma delimiter")
return ","

convert_to_tab(input_file: Path, output_path: str) -> str:
Convert a pipe-delimited CSV to TAB-delimited.
Handles pipes within field values by quoting.
# First pass: read with pipe delimiter and proper quoting
rows = []
with open(input file, encoding="utf-8", newline="") as f:
# Use csv module with pipe delimiter
reader = csv.reader(f, delimiter="|", quotechar='"")
for row in reader:
rows.append(row)

if not rows:
raise ValueError("No data after parsing")

# Validate consistency
expected cols = len(rows[0])
inconsistent = [(i+1, len(r)) for i, r in enumerate(rows) if len(r) != expected cols]
if inconsistent:
print (f"WARNING: After pipe-parsing, {len(inconsistent)} rows have wrong column count")
print("These rows may have unquoted pipe characters in values")
# Attempt manual repair for common case
rows = repair pipe rows(rows, expected cols)

# Write as TAB-delimited
with open(output path, "w", encoding="utf-8", newline="") as f:
writer = csv.writer(f, delimiter="\t", quotechar='"', quoting=csv.QUOTE MINIMAL)
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writer.writerows(rows)

print(f"Converted {len(rows)} rows to TAB-delimited: {output path}")
return "\t"

def repair pipe rows(rows: list, expected cols: int) -> list:

Attempt to repair rows with extra pipe characters.
Strategy: merge excess columns, assuming last N fields are stable.

repaired = []
for row in rows:
if len(row) == expected cols:
repaired.append(row)
elif len(row) > expected cols:
# Merge extra columns back into the title (first field)
excess = len(row) - expected cols
merged title = "|".join(row[:excess + 1])
repaired row = [merged title] + row[excess + 1:]
repaired.append(repaired row)
print(f" Repaired: merged {excess+1} columns into title: {merged title[:60]}")
else:
print(f" WARNING: Row has too few columns ({len(row)} < {expected cols}): {row}")
repaired.append(row)
return repaired

if name == " main ":
input _csv = sys.argv[1l] if len(sys.argv) > 1 else "blog-posts.csv"
output csv = sys.argv[2] if len(sys.argv) > 2 else "blog-posts-fixed.csv"

delimiter = detect and fix delimiter(input csv, output csv)
print(f"Output file ready with delimiter: repr('{delimiter}')")

Sau céch stra nay, chung to6i chay lai 23 bai bi &nh hudng véi prompt diang.

Checkpoint va Resume: Khéng Bao Gido Bat Pau Lai Twr Pau
Nguyén Tac

Bon tiéng xt ly batch khong bao gio nén bi bo di. Moi batch job chay lau déu
can checkpointing. Thiét ké don gian:
 Ghi checkpoint sau moi thao tac thanh céng
 Khi restart, load checkpoint va bd qua céc item da hoan thanh
 Theo doi failure riéng — chung cé thé can review thu céng hoac retry
#!/usr/bin/env python3
# checkpoint-manager.py

import json
import time
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from pathlib import Path
from dataclasses import dataclass, asdict
from typing import Optional

@dataclass
class GenerationCheckpoint:

completed: list[str] # Slugs successfully generated
failed: list[dict] # Failed items with error info
skipped: list[str] # Intentionally skipped
last processed index: int  # Line number in input file
session start: str # ISO timestamp of this session
total input rows: int # Total rows in input file
api requests made: int # Total API calls across all sessions
@property
def completion percentage(self) -> float:

if self.total input rows == 0:

return 0.0

return (len(self.completed) / self.total input rows) * 100

class CheckpointManager:
def init (self, checkpoint path: str = "generation-checkpoint.json"):
self.path = Path(checkpoint path)
self. checkpoint: Optional[GenerationCheckpoint] = None

def load or create(self, total rows: int) -> GenerationCheckpoint:
"""l oad existing checkpoint or create a fresh one."""
if self.path.exists():
with open(self.path) as f:
data = json.load(f)
self. checkpoint = GenerationCheckpoint(**data)
print(f"Loaded checkpoint: {len(self. checkpoint.completed)}/{total rows} complete "
" ({self. checkpoint.completion percentage:.1f}%)")
print(f"Resuming from index {self. checkpoint.last processed index}")
else:
self. checkpoint = GenerationCheckpoint(
completed=[],
failed=[],
skipped=[],
last processed index=0,
session start=time.strftime("%Y-%m-%dT%H:%M:%S2"),
total_input_rows=total_rows,
api requests made=0,
)
print(f"New checkpoint created for {total rows} items")
return self. checkpoint

def save(self):

"""Save checkpoint to disk."""

if self._checkpoint:
# Atomic write — write to temp file then rename
tmp_path = self.path.with suffix(".tmp")
with open(tmp path, "w") as f:

json.dump(asdict(self. checkpoint), f, indent=2)

tmp_path.rename(self.path)

def mark complete(self, slug: str, index: int):
if self._checkpoint:
self. checkpoint.completed.append(slug)
self. checkpoint.last processed index = index + 1
self. checkpoint.api requests made += 1
self.save()
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def mark failed(self, slug: str, index: int, error: str, title: str = ""):
if self._checkpoint:
self. checkpoint.failed.append({
"slug": slug,
"index": index,
"title": title,
"error": error,
"timestamp": time.strftime("%Y-%m-%dT%H:%M:%SZ")
1)
self. checkpoint.last processed index = index + 1
self.save()

def is complete(self, slug: str) -> bool:
return self. checkpoint is not None and slug in self. checkpoint.completed

def print summary(self):
if not self. checkpoint:

return
cp = self. checkpoint
print(f"\n--- Checkpoint Summary ---")

print(f"Completed: {len(cp.completed)}/{cp.total input_rows} "
f"({cp.completion percentage:.1f}%)")

print(f"Failed: {len(cp.failed)}")
print(f"API calls: {cp.api_requests made}")
if cp.failed:

print(f"\nFailed items (review manually):")

for item in cp.failed[:101]:

print(f" [{item['index']}] {item['slug']l}: {item['error'][:80]1}")

# Resume from a specific line number (for manual override)
def resume from line(checkpoint path: str, line number: int):
"""Manually override the resume point."""
manager = CheckpointManager(checkpoint path)
if manager.path.exists():
with open(manager.path) as f:
data = json.load(f)
data["last processed index"] = line_number
with open(manager.path, "w") as f:
json.dump(data, f, indent=2)
print(f"Checkpoint updated: will resume from line {line_number}")
else:
print("No checkpoint file found")

Resume Sau Khi That Bai

# Normal resume — just run the script again
python3 generate-blog-images-batch.py

# Manual resume from a specific line (if checkpoint is corrupted)
python3 -c "

from checkpoint manager import resume from line

resume from line('generation-checkpoint.json', 147)

python3 generate-blog-images-batch.py

# Check checkpoint status without running
python3 -c "
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import json
with open('generation-checkpoint.json') as f:

cp = json.load(f)
print(f'Completed: {len(cp[\"completed\"])}")
print(f'Failed: {len(cp[\"failed\"]1)}"')
print(f'Resume from: {cp[\"last processed index\"]}"')

Thi Nghiém Logo: Khi AI Khong Phai Cong Cu Phu Hop

Peé Xuat

Chung t0i can logo cho blog. Ching t6i c6 Gemini. Tai sao phai tra tién cho
designer?

Céau tra 101, sau 47 lan thir tao logo: vi thiét ké logo chuyén nghiép doi hoi
vector graphic, chién luoc thuwong hiéu, va tw duy design system ma cac Al
image model hién tai khong cung cap.

bay la nhitng gi ching t6i thuc sy nhan duoc:

Lan thwr 1-10: Logo tech chung chung. Vong tron xanh, mach dién truru twong,
du th quen thudc.

Lan thw 11-20: Gan hon véi mo6 ta cua chung t6i, nhung styling khéng nhat
quan. Moi anh trong nhw dén tir agency thiét ké khac nhau.

Lan thir 21-30: Chung t6i bat dau thém style reference. ThAm my t6t hon,
nhung text rendering bi hdng — céc chit cai hop nhau, font la tuéng tuong, cac
twr la vOo nghia.

Lan thir 31-40: Tap trung vao wordmark véi huéng dan font cu thé. Gemini
khong thé render font cu thé mét cach déng tin cdy. Céc hinh chir céi sai.

Lan thwr 41-47: Chi abstract mark, khong c6 text. Nhitng céi nay thuc sy cé
thé dung duoc lam brand element, nhung khong phai logo — ching mang tinh
trang tri.

logo attempts = [

"Modern tech company logo, blue and white, professional",

"Minimalist logo for a DevOps blog called 'Infrastructure Atlas'. "
"Single color, works at small sizes, no gradients, vector-style",
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# Phase 3 — style references
"Logo in the style of Stripe or Linear: clean, modern, geometric. "
"For 'Infrastructure Atlas' blog. Dark navy and electric blue",

# Phase 4 — text focus
"Wordmark logo: 'Infrastructure Atlas' in Inter font, bold weight, "
"dark navy color, with a small abstract topographic map icon",

# Phase 5 — give up on text
"Abstract geometric mark only (no text): topographic contour lines "
"forming a mountain shape, dark navy, suitable for logo use",

Phan quyét: Al image generation xuat sac cho blog hero image, social
graphic, va illustration. N6 khong thay thé duoc thiét ké logo, vi:

1. Vector output khong c6 san (chi raster — khéng scale duoc)

2. Text rendering khéng déng tin cay cho typography cu thé

3. Tinh nhat quén qua céac bién thé doi hdi iteration thi c6ng ma designer
lam tot hon

4. Chién luoc thwong hiéu (v nghia mau sac, khac biét canh tranh) nam ngoai
pham vi

Chung to6i thué designer cho logo. $800, ba 1an revision, giao hang trong bén
ngay. Xiang dang.

Rate Limit: Nut Cé Chai textembedding-gecko

Tinh Hudéng

Song song véi image generation, chung t6i cling dang xay dung semantic
search trén noi dung blog. Diéu nay doi héi tao embedding cho moi bai dung
text-embedding-gecko.

# embedding-generator.py

import os

import time

from vertexai.language models import TextEmbeddingModel

def generate_embeddings with_rate_limit(texts: list[str], requests_per_minute: int = 4) -> list:

Generate embeddings with conservative rate limiting.
Default: 4 RPM (below the 5 RPM quota limit).

model = TextEmbeddingModel.from pretrained("textembedding-gecko@d03")

embeddings = []
interval = 60.0 / requests per minute
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for i, text in enumerate(texts):
start = time.time()

try:
result = model.get embeddings([text])
embeddings.append(result[0].values)
print(f" [{i+1}/{len(texts)}] Embedded ({len(result[0].values)} dims)")
except Exception as e:
if "ResourceExhausted" in str(e):
print(f" Rate limit hit at item {i+1}. Waiting 60s...")
time.sleep(60)
# Retry
result = model.get embeddings([text])
embeddings.append(result[0].values)
else:
print(f" Error at item {i+1}: {e}")
embeddings.append(None)

# Respect rate limit

elapsed = time.time() - start

sleep time = max(0, interval - elapsed)

if sleep_time > 0:
time.sleep(sleep time)

return embeddings

Quota mac dinh la 5 requests per minute. Véi gan 300 bai, d6 la khoang mot
tiéng tao embedding — giad st khong cé 16i nao va timing hoan hdo.

Trong thuc té: 90 phut véi error recovery.

Yéu Cau Tang Quota

Google Cloud quota UI hién thi thanh truot cho textembedding-gecko. Muc téi
da self-service la 5 RPM — giéng mic mac dinh. Thanh truot khéng tang cao
hon duoc.

Current quota: 5 requests/minute
Maximum self-service quota: 5 requests/minute

D& vuot qua 5 RPM, ban can lién hé Google Cloud sales hoac support, giai
thich use case, va cho review thu cong.

# Check your current quota via gcloud

gcloud alpha services quota list \
--service=aiplatform.googleapis.com \
--consumer=project/$PROJECT_ID \
--filter="metric:aiplatform.googleapis.com/online prediction requests"

# Create a support case for quota increase

# (No CLI for this — use console or email)
# support.google.com/cloud - Create Case - Quota Increase
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Trong khi cho tang quota (ching t6i yéu cau 500 RPM, duoc cap 60 RPM sau
nam ngay), ching t6i batch embedding request:

def generate embeddings batched(texts: list[str], batch size: int = 5) -> list:
Batch embedding requests — gecko supports up to 5 texts per request.
One API call for 5 texts vs 5 API calls = 5x throughput.
model = TextEmbeddingModel.from pretrained("textembedding-gecko@o03")
all embeddings = []

for i in range(0, len(texts), batch size):
batch = texts[i:i + batch size]
try:
results = model.get embeddings(batch)
all embeddings.extend([r.values for r in results])
print(f" Batch {i//batch size + 1}: {len(batch)} texts embedded")
except Exception as e:
print(f" Batch error: {e}")
# Fall back to individual requests for this batch
for text in batch:
try:
result = model.get embeddings([text])
all embeddings.append(result[0].values)
except Exception:
all embeddings.append(None)
time.sleep(12) # 5 batches/min = 60s/5 = 12s between batches

return all embeddings

Batching giam thoi gian embedding cua ching t6i tir 90 phat xuéng 20 phat —
ma khong can tang quota.

Veo 3: Video Generation
Thi Nghiém

Gitra chirng dy 4n, Veo 3 c6 san trén Vertex Al. Chung t6i quyét dinh test né
cho céc clip giai thich ngan kém theo mot sé bai blog.

# veo3-video-generator.py (experimental)

import os

import time

import vertexai

from google.cloud import aiplatform

def generate video veo3(prompt: str, output path: str, duration seconds: int = 8) -> bool:

Generate a short video using Veo 3 via Vertex AI.
Returns True on success.

Note: Veo 3 is compute-intensive. Expect long generation times
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and occasional failures under high load.

client = aiplatform.gapic.PredictionServiceClient(
client options={"api endpoint": "us-centrall-aiplatform.googleapis.com"}

model name = (
f'projects/{os.environ['GOOGLE CLOUD PROJECT']}"
f"/locations/us-centrall"
f"/publishers/google"
f"/models/veo-3.0-generate-preview"

instance = {
"prompt": prompt,
"durationSeconds": duration_seconds,
"aspectRatio": "16:9",
"sampleCount": 1,

try:
# Veo 3 is a long-running operation
response = client.predict(
endpoint=model name,
instances=[instance],
timeout=300, # 5 minutes — video generation is slow

if response.predictions:
# Response contains base64-encoded video or a GCS URI
prediction = response.predictions[0]
# ... handle response format
return True

except Exception as e:

error_str = str(e)

if "503" in error_str or "high load" in error_str.lower():
print(f" Veo 3 high load failure (not your fault): {e}")
return False

elif "ResourceExhausted" in error_str:
print(f" Veo 3 quota exceeded: {e}")
return False

else:
print(f" Veo 3 error: {e}")
return False

return False

Piéu Thuc Suw Pa Xay Ra

Authentication hoat dong tot. API call di qua. Nhung dwéi tai, Veo 3 dang tra
vé 503 error: “The server encountered a high load. Please try again.”

Chung t6i khong dwdi tai cao. Ching t6i dang thuc hién mot request moi 1an.
Van dé la Veo 3 trong preview bi gi¢i han tai nguyén phia Google, khéng phai
phia ching toi.
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[1/5] Generating intro video...

Veo 3 high load failure: 503 The server is currently unable to handle the request
[1/5] Retry 1/3...

Veo 3 high load failure: 503 The server is currently unable to handle the request
[1/5] Retry 2/3...

Veo 3 high load failure: 503 The server is currently unable to handle the request
[1/5] A1l retries exhausted. Skipping video for: introduction-to-kubernetes

Bai hoc: model preview chua san sang cho production. Chung tdi chuyén video
generation vao backlog va ship ma khong cé né.

POD Skill: Nam Phién Ban Script

Agent quan ly workflow nay dang dung mét skill goi la “POD” (Publish on
Demand). Trong sudt dy an, cac script add_text.py va
generate_image vertex.py bén trong skill d& qua nam phién ban:

v1: Chitc nang co ban, credential hardcode (phéat hién ngay)

v2: Environment variable, pipe delimiter, khong cé error handling

v3: TAB delimiter fix, retry logic co ban, khong c6 checkpointing

v4: Checkpointing day du, quota rotation, batched embedding

v5: Tat ca nhitng thit trén cdéng thém tich hop Veo 3 (moét phan, tat trong
production)

Su tién hoa cua céc script nay dai dién cho duwong hoc thuc té cua viéc dua Al
generation vao production. Ban bat dau don gian va chi thém dd phtc tap khi
that bai doi hai.

~/.agent/skills/pod/

— add-text-to-image.py

— generate-image-vertex.py
— checkpoint-manager.py
— api-key-manager.py

F— csv-delimiter-detector.py
— embedding-generator.py
— config/

| — projects.json

| L— style-prompts.json
L— README.md
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Bai Hoc Rut Ra

Test trén 10 bai truéc khi chay trén hang tram. Lan cham quota & bai 147
c6 thé tranh duwoc. Chay 10 bai, xdc minh chéat lwong output, kiém tra toc dod
tiéu thu quota, va wéc tinh thoi gian hoan thanh. Sau d6 mdai scale.

Checkpointing khong phai tuy chon cho batch job. Bat ky batch nao mat
hon 10 phut déu can checkpoint. Chi phi trién khai la mot tiéng. Chi phi khéng
trién khai cé thé la nhiéu tiéng lam lai.

Delimiter quan trong. Néu dit liéu cta ban chira ky tu delimiter (va ndi dung
do nguoi dung tao thwong cd), hay dung delimiter an toan. TAB hoat dong voi
hau hét ndi dung. Néu ban can twong thich CSV, dung quoting dung cach.

Biét khi nao AI khong phai cong cu phu hop. Blog hero image: tuyét voi.
Social graphic: tuyét voi. Logo: khong. Anh nhiéu text véi typography cu thé:
khong. Video trong preview: chwa. Kha nang la thuc; ranh giéi cling thuc.

Tang quota doi hoi thoi gian chuan bi. Néu ban dang 1én ké hoach mot
batch job 1én, hdy yéu cau tang quota mot tuan trudce khi can. Gidi han self-
service rat than trong. Tang thu cong mat vai ngay.

Batch API call khi cé thé. textembedding-gecko hd tro 5 text méi call. Mot
call moi text tén quota gap 5 1an so v6i batching. Doc tai liéu API vé batch
limit trudc khi viét generation loop.

Gan 300 bai duoc ship véi Al-generated image. Ching trong tot — khong phai
khong thé phan biét duoc v6i nhi€ép anh commissioned, nhung da chuyén
nghiép cho mot blog ky thuat. Téng chi phi: ~$120 phi API, ba ngay lam viéc
cua developer, va kién thic duwoc dé cap trong chuwong nay.

Tiép theo: Chuong 13 — Knowledge Management: xdy dung RAG system voi
Cognee, Neo4j, va 400 cudén sdch DevOps.
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Chuong 13: Quan Ly Tri Thitc: RAG, P6
Thi, va B6 Nhé

“Chting t6i nhdp 400 cuén sach DevOps, 877MB file PDF, vao mét hé
théng bé nhdé két hop do thi-vector. Roi cdc agent bat dau nham lan tai
liéu Kubernetes voi phdn tich SEO cua khdch hang thiét ké ndi thdt. Hoa
ra, viéc co ldp dataset khéng tw déng xdy ra.”

Tai Sao RAG Pon Thuan La Chua Pu

Moi hé thong Al agent nghiém tic déu sém hay mudn va phai cung mot birc
tuong: agent khong nhé nhilg gi né da lam tuén truéc. Ban c6 thé nhoi
context vao prompt, nhung context window sé& day. Ban c6 thé dung lich st hoi
thoai, nhung lich st té6n kém va cuéi cung bi cat bét. Ban cé thé ghi chu ra file,
nhung file khéng cé tinh nang tim kiém ngit nghia.

Retrieval-Augmented Generation (RAG) giai quyét bai toan hoi tuéng bang
cach cung cap cho agent mot bo nhé ngoai ¢6 kha nang tim kiém. Nhung RAG
thuan vector — tach doan van ban, nhing, luu trit, truy xuat bang cosine
similarity — cting cé nhiitng han ché riéng:

e NO truy xuat cac doan c6 ngir nghia tuong tw, khéng phai cac doan c6 quan
hé nhan qua

e N6 khong c6 khéi niém “hai sy kién nay cé lién quan” trir khi chiing nam
lién ké trong van ban nguén

» N6 khong thé tra 10i “chuing ta da quyét dinh gl hém tht Ba” — né chi tim
duoc céc tai liéu khép véi “quyét dinh thir ba”

« N6 xem tat ca tri thic 1a van bdn phang c6 cau tric déong déu

RAG tang cuong dé thi b6 sung mot 16p quan hé c6 céu tric. Ban cé thé hai:
“Nhiing service nao phu thudc vao database nay?” va nhan cau tra 10i duoc
xay dung tir viéc duyét cac két noi, khong chi khép tir khoa.

Cognee két hop ca hai phwong phép. Chuong nay dé cap dén nhiing gi ching
toi thuc sw xay dung, nhitng that bai trén duong di, va hé théng trong nhu thé
nao khi van hanh thuc té.

251



Tong Quan Kién Tric

Bo Cong Ngheé

AI Agents
(Claude, the gateway agent, Gemini sub-agents)

T
| MCP Protocol

[ 1

| Cognee MCP Server |

| (FastAPI, port 8000) |

L |
T T T

A

[ \/ 1

| 1 | 1
|  Neo4j | |PostgresqL| | LanceDB

| (Graph) | |(Metadata)| | (Vector)

| port 7474 | | port 5432| | embedded |
| | | |

Neo4j luu trir d6 thi tri thic: cic thuc thé (khai niém, service, cong nghé) va
cac moi quan hé cta ching (phu thudc-vao, lién-quan-dén, duoc-dung-badi,
dinh-nghia-trong).

PostgreSQL luu trir metadata tai liéu, thanh vién dataset, lich si nhéap liéu, va
trang thai hoat dong cua pipeline Cognee.

LanceDB luu trit cac vector embedding cho tim kiém similarity ngtr nghia. N6
chay nhing trong tién trinh Cognee — khong can service riéng biét.

Cognee MCP Server hién thi hé théng bo nhd cho céc Al agent thong qua
Model Context Protocol. Cdc agent goi cognify dé luu trit tri thirc va search
dé truy xuét.

Tai Sao Server-3?

Chung toi chon Server-3 cho viéc trién khai toan bd stack. Cac yéu té quyét
dinh:

« RAM: 9.3GB tréng sau céac service hién tai — du cho Neo4j (2GB),
PostgreSQL (1GB), va tién trinh Cognee (1-2GB)

e Disk: 200GB kha dung — can thiét cho b0 suu tap sach 877MB cong vdi
luu trit index

e Mang: Chi dinh tuyén VPN ndi b0 — khong can tiép xic cong khai
» Cac service hién c6: Khong c6 xung dot port trén 7474, 7687, hoac 8000
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# Kiém tra tai nguyén truéc khi trién khai
free -h
# Mem: total 16G, used 6.7G, free 9.3G

df -h /
# /dev/sdal 500G 300G 200G 60% /

ss -tlnp | grep -E '(7474|7687|8000)"'
# (khéng cé output — cdc port kha dung)

Cai Pat Cognee
Cai Pat va Cau Hinh

#!/bin/bash
# install-cognee-stack.sh

set -euo pipefail

# Tao thu muc (tng dung

sudo mkdir -p /opt/cognee

sudo chown $USER:$USER /opt/cognee
cd /opt/cognee

# MOi truong do Python
python3 -m venv .venv
source .venv/bin/activate

# Cai Cognee voi tat cad backend
pip install cognee[neo4j,postgres,lancedb]

# Cai dependencies cho MCP server
pip install "mcp[server]" fastapi uvicorn

# Kiém tra cai dat
python3 -c "import cognee; print(cognee. version )"

# /opt/cognee/config.py
# Cau hinh Cognee

import os
from cognee.api.vl.config import get cognee config

def configure cognee():
config = get cognee config()

# Luu trit vector — LanceDB (nhing, khbéng can service riéng)
config.set("vector db provider", "lancedb")
config.set("vector db path", "/opt/cognee/data/lancedb")

# Luu trit d6 thi — Neodj

config.set("graph db provider", '"neo4j")

config.set("graph db url", os.environ["NE04J URL"]) # bolt://10.8.0.12:7687
config.set("graph db username", os.environ["NE0O4J USER"])
config.set("graph db password", os.environ["NE0O4J PASSWORD"])
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# Luu trit quan hé — PostgreSQL

config.set("db provider", "postgres")

config.set("db host", os.environ["POSTGRES HOST"]) # 10.8.0.12
config.set("db port", int(os.environ.get("POSTGRES PORT", "5432")))
config.set("db name", os.environ["POSTGRES DB"]) # cognee

config.set("db _username", os.environ["POSTGRES USER"])
config.set("db password", os.environ["POSTGRES PASSWORD"])

# LLM dé trich xudt tri thic

config.set("llm provider", "anthropic")

config.set("llm model", os.environ.get("COGNEE LLM MODEL", "claude-haiku-4-5"))
config.set("llm api key", os.environ["ANTHROPIC API KEY"])

# MO hinh embedding

config.set("embedding provider", "google")

config.set("embedding model", "textembedding-gecko@®03")
config.set("embedding api key", os.environ["GOOGLE APPLICATION CREDENTIALS"T)

return config

Docker Compose cho Neo4j

# /opt/cognee/docker-compose.yml

services:
neo4j:

image: neo4j:5.18-community

restart: unless-stopped

environment:
NEO4J AUTH: "neo4j/${NE04J PASSWORD}"
NEO4J PLUGINS: '["apoc"]'
NEO4]J dbms memory heap initial size: "512m"
NEO4J dbms memory heap max size: "2g"
NEO4J dbms memory pagecache size: "512m"

volumes:
- neodj-data:/data
- neo4j-logs:/logs

ports:
# Chi bind vao interface VPN
- "10.8.0.12:7474:7474" # HTTP browser
- "10.8.0.12:7687:7687"  # Bolt protocol

networks:
- cognee-internal

cognee-api:
build:
restart: unless-stopped
environment:
- NEO4J URL=bolt://neo4j:7687
- NEO04] USER=neo4j
- NE04J PASSWORD=${NE04J PASSWORD}
- POSTGRES H0ST=10.8.0.12
- POSTGRES DB=cognee
- POSTGRES USER=${POSTGRES USER}
- POSTGRES PASSWORD=${POSTGRES PASSWORD}
- ANTHROPIC API KEY=${ANTHROPIC API KEY}
- GOOGLE APPLICATION CREDENTIALS=/secrets/gcp-credentials.json
volumes:
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- /opt/cognee/data:/data

- /secrets/gcp-credentials.json:/secrets/gcp-credentials.json:ro
ports:

- "10.8.0.12:8000:8000"
depends on:

- neo4j
networks:

- cognee-internal

volumes:
neo4j-data:
neo4j-logs:

networks:
cognee-internal:
driver: bridge

To Chirc Dataset

Bon Dataset

Chung t6i t6 chirc tri thitc thanh bon dataset duoc dat tén, méi céi cé muc dich
riéng biét:

# dataset-config.py

DATASETS = {

"seo-interior-design-client": {
"description": "Phan tich SEO cho khach hang thiét ké noi that",

"sources": ["keyword research", "competitor analysis", "content briefs"],
"agents": ["seo-specialist"],
"retention": "project-lifetime",

I

"agent-knowledge-devops-official": {
"description": "Tai liéu chinh thic: Terraform, Kubernetes, AWS, GCP",
"sources": ["docs.terraform.io", "kubernetes.io", "docs.aws.amazon.com"],
"agents": ["gateway-agent", "claude-code"],
"retention": "permanent",
"update frequency": "monthly",

I

"agent-knowledge-devops-community": {
"description": "Tri th&c cOng dong: blog, kinh nghiém thuc té",
"sources": ["medium", "dev.to", "personal blogs", "conference talks"],
"agents": ["gateway-agent", "claude-code"],
"retention": "permanent",
"update frequency": "weekly",

I

"agent-memory": {
"description”: "BO nhé dai han cla agent: quyét dinh, két quad, s& thich",
"sources": ["agent-generated", "conversation summaries"],
"agents": ["gateway-agent", "claude-code"],
"retention": "permanent",
"update frequency": "continuous",

I
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Tai Sao Co Lap Dataset Quan Trong

Chung t6i hoc duwoc tam quan trong cua viéc c6 lap dataset theo cach khé
quén. Trudc khi ép dung ranh gidi dataset ding dan, ca hai agent déu dung
cung mot dataset mac dinh.

Phéan tich SEO cho khach hang thiét ké n6i that — nghién cttu tir khéa, phan
tich dé6i thu, ndi dung vé vai rém clra va mau son — bi trén 1an vao cung khong
gian vector vdi tai liéu Kubernetes va cac module Terraform.

Khi infrastructure agent tim kiém “chién luoc trién khai”, né truy xuat hon
hop gom: - Tai liéu vé chién luoc trién khai Kubernetes (dung) - Bai dang vé
chién luoc phét trién kinh doanh cta nha thiét ké ndi that (sai) - Brief noi
dung vé trang tri cac phong cidch nha khac nhau (rat sai)

Két qua tim kiém bi pha loang. Té hon, LLM d6i khi két hop context thiét ké
noi that vao cédc cau tra 1oi vé infrastructure, tao ra nhiing cau tra loi sai mot
cach tinh té nhung ty tin.

import cognee
from cognee.api.vl.cognify.cognify router import cognify

async def add to dataset(
content: str | list,
dataset name: str,
metadata: dict = None
) -> dict:

await cognee.prune.prune_system(metadata=True)
dataset = await cognee.datasets.get_or_ create(name=dataset_name)

if isinstance(content, str):
content = [content]

results = []
for item in content:
result = await cognee.add(
data=item,
dataset_name=dataset_name,
metadata=metadata or {}
)
results.append(result)

return {"dataset": dataset name, "added": len(results)}
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async def search_in_datasets(
query: str,
dataset names: list[str],
limit: int = 10
) -> list[dict]:
Tim kiém chi trong cédc dataset duoc chi dinh.
Khong bao gid tim kiém ngoai pham vi dataset dugc chi dinh.

all results = []

for dataset name in dataset names:
results = await cognee.search(
query_text=query,
query type="SIMILARITY",
datasets=[dataset name],
top k=limit,

for r in results:
r["source dataset"] = dataset name
all results.append(r)

# Xép hang lai theo diém trén tat ca két qua
all results.sort(key=lambda x: x.get("score", 0), reverse=True)
return all results[:limit]

Nhap 400 Cuon Sach DevOps

Pipeline Nhap Liéu

Chung tdi cé bo suu tap 838 file PDF, téng cong 877MB — séch gido khoa,
sach O’Reilly, ky yéu hoi nghi, va tai liéu tham khao vé Kubernetes, Terraform,
AWS, observability, thuc hanh SRE, va bdo mat.

#!/usr/bin/env python3
# import-devops-books.py
# Nhép boé suu tap sach DevOps vao d6 thi tri thic Cognee

import asyncio

import json

import os

import time

from pathlib import Path
from typing import Optional
import cognee

BOOKS DIR = Path("/data/devops-books")

CHECKPOINT FILE = Path("/opt/cognee/import-checkpoint.json")
TARGET DATASET = "agent-knowledge-devops-official"

LOG _FILE = Path("/opt/cognee/import-log.jsonl")

def load checkpoint() -> dict:
if CHECKPOINT FILE.exists():
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with open(CHECKPOINT FILE) as f:
return json.load(f)
return {
"completed": [],
"failed": [1,
"last index": 0,
"total files": O,
"session start": time.strftime("%Y-%m-%dT%H:%M:%52"),

def save checkpoint(cp: dict):
tmp = CHECKPOINT FILE.with suffix(".tmp")
with open(tmp, "w") as f:
json.dump(cp, f, indent=2)
tmp. rename (CHECKPOINT FILE)

def log event(event: dict):
with open(LOG FILE, "a") as f:
f.write(json.dumps({**event, "ts": time.strftime("%Y-%m-%dT%H:%M:%5Z2")}) + "\n")

async def import pdf(pdf path: Path, dataset: str, retries: int = 3) -> bool:
"""Nhdp mot file PDF vao Cognee. Tra vé True néu thanh céng."""
for attempt in range(retries):
try:
with open(pdf path, "rb") as f:
pdf bytes = f.read()

await cognee.add(

data=pdf bytes,

dataset name=dataset,

metadata={
"filename": pdf path.name,
"source type": "pdf",
"import session": "devops-books-batch-1",
"file size bytes": pdf path.stat().st size,

)

return True

except Exception as e:

error_str = str(e)

if "409" in error_str or "Conflict" in error str:
# Tai liéu da ton tai — coi la thanh céng
log event({"event": "already exists", "file": pdf path.name})
return True

elif "ResourceExhausted" in error_str or "429" in error str:
wait = 60 * (attempt + 1)
print(f" Gidéi han téc do. Cho {wait}s (lan thir {attempt+1}/{retries})")
await asyncio.sleep(wait)

else:
print(f" Loéi (lan thir {attempt+1}/{retries}): {e}")
if attempt < retries - 1:

await asyncio.sleep(10)

return False

async def main():
pdf files = sorted(BOOKS DIR.glob("**/*.pdf"))
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total = len(pdf files)
print(f"Tim thdy {total} file PDF ({sum(f.stat().st size for f in pdf files) / 1le6:.0f}MB)")

cp = load checkpoint()
cp["total files"] = total
completed set = set(cp["completed"])

print(f"Tiép tuc: {len(completed set)}/{total} da nhap")

for i, pdf path in enumerate(pdf files[cp["last index"]:], start=cp["last index"]):
rel path = str(pdf_path.relative to(BOOKS DIR))

if rel path in completed set:
continue

print(f"[{i+1}/{total}] {rel path} ({pdf path.stat().st size / 1le6:.1f}MB)")

success = await import pdf(pdf path, TARGET DATASET)

if success:

cpl["completed"].append(rel path)

log event({"event": "imported", "file": rel path, "index": i})
else:

cp["failed"].append({"file": rel path, "index": i})
log event({"event": "failed", "file": rel path, "index": i})

cp["last index"] =1 + 1
save checkpoint(cp)

# Lam cham dé trdnh lam qud tai pipeline
await asyncio.sleep(3)

print(f"\nNhap xong: {len(cp['completed'])} thanh cong, {len(cp['failed'])} that bai")
if cp["failed"]:
print("Céc file that bai:")
for item in cp["failed"]:
print(f" {item['file']1}")

if name == " main ":
asyncio.run(main())

Cau Chuyén Thuc Té: Con Bao 409 Conflict

Khoang file thir 200 trong qué trinh nhap, ching to6i bat dau thay mot loat 16i
409 Conflict.

[203/838] kubernetes-in-action-2nd-edition.pdf
L6i (lan thi 1/3): 409 Conflict - Tai liéu 'kubernetes-in-action-2nd-edition.pdf'
da ton tai trong dataset
L6i (lan thir 2/3): 409 Conflict
L6i (lan thi 3/3): 409 Conflict
THAT BAI: kubernetes-in-action-2nd-edition.pdf

Script dang thtr lai céc 16i 409 nhuw thé chung la 16i tam thoi. Loi 409 Conflict
c6 nghia la tai liéu da ton tai — thir lai sé luén tao ra cung mot 10i.
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Céch stra rat don gian: coi 409 la thanh cong (nhép liéu idempotent).

if "409" in error_str or "Conflict" in error str:

log event({"event": "already exists", "file": pdf path.name})
return True

Sau khi stra, chung t6i nhén ra céc 16i 409 nay dén tir mét 1an thr nhap trudc
d6 bi bd dd. Checkpoint tir 1an chay d6 da bi mat khi server khéi dong lai. Viéc
xtr ly idempotent c6 nghia la chay lai la an toan.

Bai hoc: Thiét ké pipeline nhap liéu idempotent tir dau. “Pa ton tai” khong
phai 16i — dé la xéc nhéan.

Cau Chuyén Thuc Té: Giéi Han Toc PO Vertex AI Lam Dinh Tré Moi Thir
Gilta chtirng nhép liéu, moi th dinh lai. Khong phai crash — dinh lai. Script

van chay nhung tién trinh da chdm xuéng con moét file moi 3-4 phut.

tail -f /opt/cognee/import-log.jsonl | grep -E '(rate limit|429|ResourceExhausted)’

Pipeline cognify ciia Cognee — von trich xuéat thuc thé va quan hé tlr van ban
— dang goi embedding API cho moéi chunk ctia moéi tai liéu. Véi 838 file, moi
file trung binh hon 100 trang, ching t6i dang tao ra hang nghin yéu cau
embedding.

Chung t6i da cham dén quota textembedding-gecko. Giéi han 5 RPM tuong tw
nhuw & Chuong 12.

Cognee khéng c6 cach kiém soét truc ti€p gidi han téc do trong API cong khai
cua no. Cac lénh goi embedding xay ra bén trong pipeline cognify. Cac lua
chon cua chung toi:

1. Cho tang quota (vai ngay)
2. Chuyén md hinh embedding sang loai cé quota cao hon

3. Lam cham pipeline nhép liéu (gidm téc dd nhan tao dé€ & dudi quota)

Chung t6i chon phuwong an 3 trudc, roi dén phuwong an 2.
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# Thém buffer: cho 5 phut giita cac tai liéu lén

async def import with throttle(pdf path: Path, dataset: str) -> bool:
size mb = pdf path.stat().st size / 1le6

success = await import pdf(pdf path, dataset)

# Diéu tiét dua trén kich thuéc file (lén hon = nhiéu chunk hon = nhiéu 1énh goi embedding hon)
if size mb > 10:
wait = 300 # 5 phut cho file lon
elif size mb > 5:
wait = 120 # 2 phdt cho file trung binh
else:
wait = 30 # 30s cho file nho

print(f" bDiéu tiét {wait}s (kich thudc file: {size mb:.1f}MB)")
await asyncio.sleep(wait)

return success

Viéc nhap hoan thanh sau bon ngay thay vi bon gio. Khong ly tuwéng, nhung da
hoan thanh.

MCP Server: Tri Thicc Duoc Truy Cap Boi Agent

Cau Hinh MCP

MCP (Model Context Protocol) server hién thi kha nang tim ki€ém va luu trix
cua Cognee cho céc Al agent dudi dang cac céng cu cé thé goi duoc.

# /opt/cognee/mcp-server.py
# MCP server hién thi Cognee nhu cdc cbéng cu agent

import asyncio

import json

from typing import Any

import cognee

from mcp.server import Server

from mcp.server.models import InitializationOptions

from mcp.types import (
CallToolRequest,
CallToolResult,
ListToolsResult,
TextContent,
Tool,

)

import mcp.server.stdio
server = Server("cognee-memory")

@server.list tools()
async def handle list tools() -> ListToolsResult:
return ListToolsResult(
tools=[
Tool(
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name="cognify",
description=(
"Lvu théng tin vao bd nhé dai han cla agent. "
"Dung cho céc quyét dinh, phat hién, cdu hinh, va su kién "
"can duoc duy tri qua cac phién lam viéc."
)
inputSchema={
"type": "object",
"properties": {
"content": {
"type": "string",

"description": "Thong tin can luu tri"
H
"dataset": {
"type": "string",
"description": "Tén dataset (vi du: 'agent-memory')",
"default": "agent-memory"
H
"tags": {
"type": "array",
"items": {"type": "string"},
"description": "Cac tag tluy chon dé phan loai"
}
I
"required": ["content"]
}
)y
Tool(

name="search memory",
description=(
"Tim kiém bd nhé agent dé 18y théng tin 1ién quan. "
"Trad vé ndi dung c6 nglt nghia tuwong ty va cac node d6 thi l1ién quan."
),
inputSchema={
"type": "object",
"properties": {

"query": {

"type": "string",

"description": "NOi dung can tim kiém"
I
"datasets": {

"type": "array",
"items": {"type": "string"},

"description": "Cac dataset can tim kiém (bd qua dé dung dataset
dinh)"
H
"limit": {
"type": "integer",
"default": 10,
"description”: "S& két quad t6i da tra ve"
}
I
"required": ["query"]
}
)y
Tool(

name="get graph neighbors",
description=(
"Lay cac khdi niém lién quan tUr d6 thi tri thic. "
"Dung d€ khdm pha céc méi quan hé gilta cac thuwc thé."
)
inputSchema={
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"type" . uobjectu ,
"properties": {

"entity": {
"type": "string",
"description”: "Tén thuc thé can kham pha"
H
"depth": {
"type": "integer",
"default": 2,
"description": "PO sau duyét d6 thi"
}

b

"required": ["entity"]

@server.call tool()
async def handle call tool(request: CallToolRequest) -> CallToolResult:
try:
if request.name == "cognify":
content = request.arguments.get("content", "")
dataset = request.arguments.get("dataset", "agent-memory")
tags = request.arguments.get("tags", [1)

await cognee.add(
data=content,
dataset name=dataset,
metadata={"tags": tags}
)

await cognee.cognify(datasets=[dataset])

return CallToolResult(
content=[TextContent (
type="text",
text=json.dumps({
"status": "stored",
"dataset": dataset,
"content preview": content[:100] + "..." if len(content) > 100 else content
1)
)1

elif request.name == "search memory":
query = request.arguments.get("query", "")
datasets = request.arguments.get("datasets", ["agent-memory"])
limit = request.arguments.get("limit", 10)

results = await cognee.search(
query_text=query,
query type="SIMILARITY",
datasets=datasets,
top k=limit,

formatted = [
{
"content": r.get("text", r.get("content", ""))[:500],
"score": round(r.get("score", 0), 4),
"source": r.get("source dataset", "unknown"),

263



"metadata": r.get("metadata", {}),
}

for r in results

return CallToolResult(
content=[TextContent(
type="text",
text=json.dumps({"results": formatted,

)]

elif request.name == "get graph neighbors":
entity = request.arguments.get("entity", "")
depth = request.arguments.get("depth", 2)

# Truy van Neo4j truc tiép dé duyét do thi
results = await cognee.search(

query text=entity,

query type="GRAPH COMPLETION",

top_ k=20,

return CallToolResult(
content=[TextContent(
type="text",

"count": len(formatted)})

text=json.dumps({"entity": entity, "neighbors": results})

)]

except Exception as e:
return CallToolResult(
content=[TextContent(
type="text",
text=json.dumps({"error": str(e), "tool":
)1,
isError=True

async def main():

request.name})

async with mcp.server.stdio.stdio server() as (read stream, write stream):

await server.run(
read stream,
write stream,
InitializationOptions(
server_name="cognee-memory",
server version="1.0.0",

),

if name == " main ":
asyncio.run(main())

Cau Hinh Claude Code MCP

// ~/.claude/mcp-config.json

{
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"mcpServers": {
"cognee-memory": {
"command": "/opt/cognee/.venv/bin/python3",
"args": ["/opt/cognee/mcp-server.py"],
"env": {
"NEO4J URL": "bolt://10.8.0.12:7687",
"NEO4J USER": "neo4j",
"NEO4J PASSWORD": "${NE04J PASSWORD}",
"POSTGRES HOST": "10.8.0.12",
"POSTGRES DB": "cognee",
"POSTGRES USER": "${POSTGRES USER}",
"POSTGRES PASSWORD": "${POSTGRES PASSWORD}",
"ANTHROPIC API KEY": "${ANTHROPIC API KEY}"
}
}
}

Crawl4AlI vs Firecrawl: Chon Cong Cu Thu Thap Web

Chung toi danh gié ca hai céng cu dé€ dién dataset tri thirc cong déng véi céc
bai dang blog, tai liéu, va céc thread dién dan.

Firecrawl

Firecrawl la moét dich vu thu thép toan site. Ban cung cap cho né mot domain
va no theo doi céc link, tudn thu robots.txt, x ly rendering JavaScript, va tra
vé markdown sach.

Piém manh: - Thu thap toan site véi hd tro sitemap - Thu thap sau (theo tat
ca link dén d0 sau cau hinh) - Xt 1y céc site nang JavaScript - Tra vé
markdown cé cau tric, khong phai HTML tho

Piém yéu: - Ha tang nang: can Node.js, Redis, va ban than dich vu Firecrawl -
Trién khai tw host khong don gian - Tén nhiéu API call hon cho viéc trich xuat
mot trang duwgc nham muc tiéu

Trién khai:

# firecrawl-docker-compose.yml
services:
firecrawl-api:
image: mendableai/firecrawl:latest
environment:
- REDIS URL=redis://redis:6379
- PLAYWRIGHT MICROSERVICE URL=http://playwright:3000
ports:
- "3002:3002"
depends_on:
- redis
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- playwright

redis:
image: redis:7-alpine
volumes:
- redis-data:/data

playwright:
image: mendableai/firecrawl-playwright-service:latest
ports:
- "3000:3000"

volumes:
redis-data:

# firecrawl-ingestion.py

import requests
import time

FIRECRAWL_URL = "http://10.8.0.12:3002"

def crawl site(url: str, max depth: int = 3, limit: int = 100) -> list[dict]:
"""Thu thap toan bo site va trad vé markdown sach cho mdi trang."""
response = requests.post(
f"{FIRECRAWL _URL}/v1/crawl",
json={
"url": url,
"maxDepth": max_depth,
"limit": limit,
"scrapeOptions": {
"formats": ["markdown"],
"excludePatterns": ["*/tag/*", "*/category/*", "*/author/*"],

i

timeout=30,

)
response.raise for status()

job id = response.json()["id"]
print(f"Cong viéc thu thap da bat dau: {job_id}")

# Kiém tra hoan thanh dinh ky

while True:
status response = requests.get(f"{FIRECRAWL URL}/v1/crawl/{job id}")
status _data = status response.json()

if status data["status"] == "completed":
return status data.get("data", [])
elif status data["status"] == "failed":

raise Exception(f"Thu thap that bai: {status data.get('error')}")
print(f" Dang thu thap... {status_data.get('completed', 0)}/{status_data.get('total’',

7))
time.sleep(5)
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Crawl4Al

Crawl4AI la m6t thw vién Python nhe cho viéc trich xuat moét trang véi cac
schema dau ra cé cau truc.

Piém manh: - Python thuan tiy — khéng can Node.js, khong can Redis,
dependencies t6i thi€u - Xuat sac cho viéc trich xuat cé muc tiéu véi céc
schema - Nhanh cho céac truong hop dung moét trang hoac nhd - Schema trich
xudt c6 thé cau hinh dé€ 1ay dir liéu c6 cau truc

Piém yéu: - Khong cé tinh nang thu thap toan site tich hop (ban tu quan ly
viéc theo link) - Rendering JavaScript kém tinh vi hon Firecrawl

# crawl4ai-ingestion.py

import asyncio

from crawl4ai import AsyncWebCrawler, BrowserConfig, CrawlerRunConfig
from crawl4ai.extraction strategy import JsonCssExtractionStrategy
import json

# Schema dé trich xudt cdu tric bai ddng blog
BLOG POST SCHEMA = {

"name": "BlogPost",
"baseSelector": "article",
"fields": [
{"name": "title", "selector": "hl", "type": "text"},
{"name": "author", "selector": ".author-name", "type": "text"},
{"name": "date", "selector": "time", "type": "attribute", "attribute": "datetime"},
{"name": "content", "selector": ".post-content", "type": "text"},
{"name": "tags", "selector": ".tag", "type": "list", "fields": [

{"name": "tag", "type": "text"}
1},

async def extract blog post(url: str) -> dict | None:
"""Trich xuat nbéi dung cdé cau tric t&r mét bai dang blog don 1é."""
browser config = BrowserConfig(headless=True, verbose=False)
run_config = CrawlerRunConfig(
extraction strategy=JsonCssExtractionStrategy(BLOG POST SCHEMA),
cache mode="enabled", # Cache phan hoi dé chay lai

async with AsyncWebCrawler(config=browser config) as crawler:
result = await crawler.arun(url=url, config=run_config)

if result.success and result.extracted content:
try:
data = json.loads(result.extracted content)
if data:
return datal[0] # Bai viét dau tién khop
except json.JSONDecodeError:
# Du phong sang ndi dung markdown
return {"content": result.markdown, "url": url}

return None
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async def batch extract posts(urls: list[str], concurrency: int = 3) -> list[dict]:

semaphore = asyncio.Semaphore(concurrency)
results = []

async def extract with limit(url: str):
async with semaphore:
result = await extract blog post(url)
if result:
result["source url"] = url
results.append(result)
await asyncio.sleep(1l)

await asyncio.gather(*[extract with limit(url) for url in urls])
return results

Ma Tran Quyét Pinh

Yéu to Firecrawl Crawl4Al

Thu thap toan site Co Thu cong

Overhead ha tang Cao (Node, Redis) | Téi thi€u

Rendering JavaScript | Xudt sac Tot

Trich xuat cé cau truc | Co ban Xuat sac (schema)

Thoi gian cai dat 2-4 gio 15 phut

Phu hop nhat véi Toan site Trang duwoc nham muc tiéu

Quyét dinh cua chung toéi: Firecrawl cho céc site tai liéu chinh thic (thu
thap moi th), Crawl4AlI cho viéc trich xuat c6 muc tiéu cac bai dang blog va
bai viét cu thé. Ching bé sung cho nhau.

BO Nhé Than Kinh: Pé Thi Trong Nhw Thé Nao

Sau khi hoan thanh toan b6 viéc nhap — 400 cuén sach, cac lan chay
Firecrawl trén céc site tai liéu, va céc lan trich xuat Crawl4Al c6 muc tiéu —
chung to6i chay cognee.get graph statistics() dé€ xem chung toi da xay dung
duoc gi.

import asyncio
import cognee

async def main():
stats = await cognee.get graph statistics()
print(f"Nodes (neurons): {stats['node count']:,}")
print(f"Edges (synapses): {stats['edge count']:,}")
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print(f"Loai node: {stats['node types']}")
print(f"Loai edge: {stats['edge types'l}")

sample = await cognee.search(
query_text="Kubernetes deployment",
query_type="GRAPH COMPLETION",
top k=5

)

for node in sample:
print(f" - {node.get('text', '')[:801}")

asyncio.run(main())
Két qua sau khi cai dat hoan chinh:

Nodes (neurons): 6,839

Edges (synapses): 78,431

Node types: ['Concept', 'Technology', 'Person', 'Organization', 'Document', 'Procedure']

Edge types: ['RELATES TO', 'DEPENDS ON', 'DEFINED IN', 'USED BY', 'REFERENCES', 'SUPERSEDES']

6.839 node va 78.431 edge. D6 thi dai dién cho cau tric khai niém cua tri thic
van hanh cua ching t6i — cac khai niém duoc két noi véi cac tai liéu dinh
nghia ching, cac cong nghé duwoc két nodi véi cac quy trinh st dung ching, cac
quy trinh duoc két néi véi céc sw cod thuc ddy ching.

Khi mét agent tim kiém “Kubernetes pod scheduling”, n6 khong chi nhéan lai
van ban twong tw, ma con cac khai niém lién quan: node affinity, resource
requests, pod disruption budgets, va céc trang cu thé trong céc sach ching toi
dd nhap bao gom tung khai niém. Duyét do thi bién tim kiém tir khéa thanh
mot phién diéu hudng tri thic.

Bai Hoc Rut Ra

Co lap dataset la kién triuc, khéng phai cau hinh. Dat tat ca tri thirc vao
mot namespace twong duong véi viéc dat tat ca code vao mot file. Ban sé s6m
hoi tiéc diéu d6. Thiét ké cdu tric dataset trude khi bat dau nhap.

Import idempotent ngay tir ngay dau. Coi “da ton tai” la thanh céng. Loi
mang, khdi dong lai, va hét quota sé lam gian doan cac cong viéc nhap dai.
Pipeline cua ban can tiép tuc tir noi né dung lai ma khong xt ly lai cac muc da
hoan thanh.

269



Gio6i han toc do la tran, khong phai muc tiéu. Giéi han 5 RPM cua
textembedding-gecko khéng phai dé van hanh & d6 — ma la dé van hanh &
muc thap hon nhiéu, véi du dia dé thir lai. Xay dung diéu tiét gitr ban & 80%
gidi han.

B0 nhé do thi va bo nhé vector phuc vu cac truy van khac nhau. Vector:
“tim cho to0i thi gi d6 twong ty v6i cdi nay.” Do thi: “con nhiing gi khac két noi
véi khai niém nay?” Ban can ca hai. RAG thuan vector tra 16i cau héi vé noi
dung. RAG tang cuong do6 thi tra 1oi cau héi vé méi quan hé.

Crawl4AI va Firecrawl bé sung cho nhau. Chon dua trén nguén. Site tai
liéu chat lwong cao véi cau truc sau: Firecrawl. Trich xudt cé muc tiéu véi
schema da biét: Crawl4Al. bung chon mot cdi va ép n6 cho moi thir.

Theo doi pipeline, khong chi dau ra. Ching t6i chi phéat hién ra sy dinh tré
gidi han téc do bang cach xem log. Thém metrics: s6 1énh goi embedding méi
phut, sé tai liéu trong hang doi, téc do x ly, tan sudt 16i. Mot pipeline bi dinh
tré ma khong béo 10i con té hon la mot pipeline that bai to tiéng.

Hé thong chung toi xay dung khéng hoan hdo — cau chuyén vé c6 lap dataset
la bai hoc canh gidc vé viéc bd qua cac quyét dinh kién trac dwdi ap luc thoi
gian. Nhung véi 6.839 node va 78.431 synapse, cac agent c6 quyén truy cap
vao mot thap ky tri thitc DevOps tap thé, co thé truy xuéat trong mili gidy.

Tiép theo: Chuong 14 — Diéu Phéi Da Agent Trong Thuc Té: tmux, hop thu
dén chung, va diéu gi xdy ra khi mot sub-agent khéng tim thdy thw muc khéng
ton tai.
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Chuong 14: Diéu Phoi Pa Agent Trong
Thuc Té

“Sub-agent bdo cdo thanh céng. Viéc trién khai dd that bai. Thu muc ma
né ddng 1é phdi tao file vao khéng tén tai. Khéng ai kiém tra. Agent ctr
thé... tiép tuc.”

Van Deé Véi Mot Agent

Mot Al agent don 1é c6 context window. Mot khi window dé day, context cii bi
loai bd. Véi moét tac vu infrastructure phitc tap — chéng han, di chuyén mot
PostgreSQL cluster trong khi cdp nhat cdu hinh img dung va xoay vong
credentials — ban sé lam day window d6 trudc khi hoan thanh.

Giai phap ngay tho la yéu cau agent tra 10i ngan gon hon, tom tat khi lam viéc,
tiét kiém hon. Diéu nay hoat dong mot thoi gian. Roi ban cham dén 200K
token trong mét tac vu kéo dai nhiéu gio, va agent bat dau quén nhiing gi né
da quyét dinh hai gio trudc.

Giai phap thuc sw la diéu phoi: chia cong viéc thanh cac tac vu c6 pham vi,
giao moi tdc vu cho mot agent madi v6i context window day, va diéu phoi két
qua. Day la diéu phoi da agent, va nd 16n x6n hon trong thuc té so védi nghe cé
vé trong ly thuyét.

Chuong nay dé cap dén nhiing gi ching t6i thuc sy xdy dung: kién tric
gateway agent, kénh giao ti€p dua trén tmux, cac ché do that bai ma ching toi
khéng luong trude, va cdc mau van hanh néi 1én tir viéc chay hé théng nay
trong moi truong thuc té.
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Kién Tric: Mau Gateway Agent
Thiét Ké Cot Loi

Gateway agent la agent diéu phdéi chinh cta ching téi — ludn chay, ludn cé thé
tiép can. N6 s& hitu hang doi tac vy, tao ra cac sub-agent cho cong viéc nang,
va diéu phoi két qua. Claude Code la mot peer agent véi kha nang bé sung:
phan tich code sau hon, cac thao tac hé thong file, va truy cap truc tiép vao
moi truong phéat trién.

User / Operator

T
|

T v 1
| Gateway Agent |
| (Agent diéu phsi chinh) |
| - Pinh tuyén tac vu - Fallback provider
|
|
L

|
- Quan ly context - Vong doi sub-agent |
- Giao tiép da server - Thuc thi chinh séch model |
T T :
| |
T v 1 T v 1
| Sub-agents | | Claude Code |
| (Claude/Gemini) | | (Peer agent) |
| - Téc vu c6 | | - Téc vu dev |
| pham vi | | - Review code |
| - Context méi | | - Thao téc file|
| - Tu don dep | | |
| | |

Giao Tiép Qua Shared Workspace

Gateway agent va coding agent giao tiép thong qua mot shared workspace —
mot thu muc ca hai agent déu cé thé doc va ghi. Pay la co ché truyén tin don
gian, dang tin cay khong can bat ky giao thic thoi gian thuc nao.

~/.agent-gateway/workspace/

— inbox/
| }— from-gateway.md # Tin nhan DEN Claude Code
| L— from-claudecode.md # Tin nhan TU Claude Code
— proposals/ # Dé xuat hgp tac
— research/ # K&t quad nghién ctu
F— MEMORY.md # BO nhé bén vitng chung
L— memory/
L— YYYY-MM-DD.md # Nhat ky van hanh hang ngay

cat >> ~/.agent-gateway/workspace/inbox/from-gateway.md << 'EOF'

## Tac vu: Review Script Migration PostgreSQL
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Timestamp: 2026-03-01T14:32:00Z
b uwu tién: CAO

Vui long review /opt/migrations/pg-migration-v2.sql vé:
1. RGi ro toan ven dit liéu

2. Van dé tranh chap khéa

3. An toan rollback

Trd loi trong from-claudecode.md khi hoan thanh.
EOF

# Théng bdo cho Claude Code qua system event
gateway system event --text "Tac vu dang cho trong inbox/from-gateway.md — review migration
PostgreSQL"

# Claude Code kiém tra hop thu dén (nén xdy ra khi bat dau phién va sau khi nhan réi)
cat ~/.agent-gateway/workspace/inbox/from-gateway.md 2>/dev/null

# Claude Code trd loi sau khi hoan thanh review
cat >> ~/.agent-gateway/workspace/inbox/from-claudecode.md << 'EOF'

## Re: Review Script Migration PostgreSQL
Timestamp: 2026-03-01T14:51:00Z
Trang thdi: HOAN THANH

Két qud review:

1. Dong 47: ALTER TABLE véi toan b0 bang rewrite trén 50M row — du kién khda 20-40 phat

2. Khong c6 transaction boundary ré rang — néu script that bai gilta chirng, trang thdi mét phan
3. Thiéu cdu 1énh ROLLBACK cho cdc thay déi FK constraint

Khuy&n nghi: Thém BEGIN/COMMIT ré rang, thém kiém tra LOCK TABLE véi NOWAIT trudc.
Review chi tiét: /tmp/pg-migration-review.md
EOF

gateway system event --text "Review migration hoan thanh. Tim thdy 3 van dé. Chi tiét trong inbox/
from-claudecode.md"

Giao Tiép Dua Trén Tmux: Giti Té Hop Phim Giira Cac Phién

Phuwong phap shared workspace hoat dong cho céc tin nhan bat déong bo.
Nhung do6i khi gateway agent can tiém mot tac vu vao phién Claude Code
dang hoat dong ngay lap tirc — khong phai “kiém tra hop thw dén khi tién”,
ma la “day la tac vu, bat dau ngay”.

bay la lic tmux phat huy tac dung.
Cach ping-claudecode.sh Hoat Pong

#1/bin/bash
# ping-claudecode.sh
# Tiém tin nhan vao phién Claude Code tmux dang hoat dbng

set -euo pipefail
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MESSAGE="${1:-Kiém tra hdép thu dén cho tic vu méil}"
SESSION NAME="${CLAUDE TMUX SESSION:-claude-code}"
PANE TARGET="${SESSION NAME}:0.0"

# Kiém tra phién cé tén tai khéng

if ! tmux has-session -t "$SESSION NAME" 2>/dev/null; then
echo "LOI: Phién tmux '$SESSION NAME' khong tim thay"
echo "Cac phién dang hoat dong: $(tmux list-sessions 2>/dev/null || echo 'khéng cé')"
exit 1

fi

# Ghi tin nhan vao hép thu dén truédc
INBOX_FILE="$HOME/.agent-gateway/workspace/inbox/from-gateway.md"
cat >> "$INBOX FILE" << EOF

## Tac vu dén [$(date -u +%Y-%m-%dT%H:%M:%SZ) |
$MESSAGE
EOF

# Tiém tin nhdn nhu céc t6 hop phim vao pane Claude Code

# Diéu nay kich hoat Claude Code x& ly tin nhan ngay lap titc

tmux send-keys -t "$PANE TARGET" "" Enter

sleep 0.3

tmux send-keys -t "$PANE TARGET" "Tac vu m&i tir gateway: $MESSAGE" Enter

echo "Tin nhan da gii dén $PANE TARGET"

# SUr dung tr gateway agent
ping-claudecode.sh "Trién khai script migration d& dugc review 1én staging — d& dugc phé duyét"

# Hoac truc tiép tir shell
~/.agent-gateway/scripts/ping-claudecode.sh "Khdn cdp: Disk Server-2 & 94%, can don dep"

Quan Ly Phién

Ca hai agent chay trong cac phién tmux duwoc dat tén. Quy wéc dat tén quan
trong — dé la cach cac script tim dung pane.

# Kh&i dong Claude Code trong phién duoc dat tén
tmux new-session -d -s claude-code -x 220 -y 50
tmux send-keys -t claude-code "claude" Enter

# Khdi déng gateway agent trong phién riéng cla né
tmux new-session -d -s gateway-agent -x 220 -y 50
tmux send-keys -t gateway-agent "gateway start" Enter

# Liét ké cac phién dang hoat dong
tmux list-sessions

# Gan vao phién dé quan sat
tmux attach -t claude-code

# GUri tdc vu dén Claude Code ma khéng can gan vao
tmux send-keys -t claude-code:0.0 "Kiém tra ~/.agent-gateway/workspace/inbox/from-gateway.md" Enter
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Tao Sub-Agent: Giao Thuc Fast-Track

Khi Nao Tao Sub-Agent

Khong phai moi tdc vu déu can sub-agent. Viéc tao thém overhead: thoi gian
khoi tao, thiét 1ap context, thu thap két qua. Quy tac ching tbi da théng nhat:

Tao sub-agent néu: - Thoi gian wéc tinh tdc vu > 10 gidy - Tac vu can s
dung co6ng cu nhiéu (nhiéu lan doc file, goi mang, thao tac build) - Tac vu doc
1ap va cé thé song song hoa - Tac vu c6 thé lam day context window cua agent
hién tai

Xtr 1y truc ti€p néu: - Tra ciru hoac tinh toan don gian - M6t 1énh goi cong cu
duy nhat - Két qua can ngay lap tic cho budc ti€p theo

# fast-track-decision.py
# Logic quyét dinh khi nao tao sub-agent vs xU ly truc tiép

from enum import Enum

class ExecutionMode(Enum):
INLINE = "inline"
SUB_AGENT = "sub agent"

def decide execution mode(task: dict) -> ExecutionMode:
Quyét dinh cé nén thuc thi truc tiép hay tao sub-agent

estimated seconds = task.get("estimated seconds", 0)
tool calls expected = task.get("tool calls expected", 0)
has file ops = task.get("has file operations", False)

is blocking = task.get("blocks other tasks", True)

# Diéu kién tao sub-agent

if estimated seconds > 10:
return ExecutionMode.SUB AGENT

if tool calls expected > 5:
return ExecutionMode.SUB_ AGENT

if has_file ops and tool_calls_expected > 2:
return ExecutionMode.SUB AGENT

# Truc tiép: don gidn, nhanh, can két qua ngay
return ExecutionMode.INLINE

Cac Mau Tao Sub-Agent

# agent-spawner.py
# Cac mau tao sub-agent véi quan ly vong doi ding dan

import subprocess
import json
import time
import os
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from pathlib import Path

def spawn_claude subagent(
task description: str,
model: str = "claude-opus-4-6",
working dir: str = None,
context files: list[str] = None,
timeout minutes: int = 30,
) -> dict:
Tao mot Claude sub-agent cho mét tdc vu cé pham vi.
Lubn dung --cleanup delete dé trénh tich ldy phién.
context parts = []
if context_files:
for f in context files:
if Path(f).exists():
context parts.append(f"File context: {f}")

full_prompt = """
{task description}

Thu muc lam viéc: {working dir or os.getcwd()}
{chr(10).join(context parts)}

Khi hoan thanh, ghi tém tadt ngan gon vé nhitng gi da lam vao:
~/.agent-gateway/workspace/inbox/from-claudecode.md

Bao gém: trang thdi (SUCCESS/FAILED), file d& sira d6i, va bat ky van dé nao.

cmd = [
"claude",
"--model", model,
"--print", # Ché do khong tuong tac
"--cleanup", "delete", # LUON LUON: don dep phién sau
"--max-turns", "50", # Ngan vong lap vé tan

full prompt,

if working dir:
cmd.extend(["--cwd", working dir])

start time = time.time()

try:
result = subprocess.run(
cmd,
capture output=True,
text=True,

timeout=timeout minutes * 60,

elapsed = time.time() - start time

return {
"success": result.returncode == 0,
"output": result.stdout,
"error": result.stderr,
"elapsed seconds": round(elapsed, 1),
"model": model,

276



except subprocess.TimeoutExpired:
return {
"success": False,
“error": f"Sub-agent hét thoi gian sau {timeout minutes} phut",
"elapsed seconds": timeout minutes * 60,
"model": model,

def spawn gemini subagent(task description: str, model: str = "gemini-2.0-flash") -> dict:

Tao Gemini sub-agent cho cac tac vu ndi dung/nghién ctu.
Gemini: PhU hop cho néi dung, nghién ctu, phén tich.
KHONG pht hop cho céc thay déi infrastructure.

# Cai dat khac nhau tay theo cau hinh Gemini CLI
cmd = ["gemini", "--model", model, "--print", task description]

result = subprocess.run(cmd, capture output=True, text=True, timeout=300)
return {

"success": result.returncode == 0,

"output": result.stdout,

"model": model,

Quy Tac cleanup: delete

Moi l1an tao sub-agent phai bao gom --cleanup delete. Néu khong, cac phién
sub-agent sé tich lily. Sau vai ngay diéu phoi nang, ban sé c6 hang chuc phién
mo coOi tiéu tén bo nhé va lam 10n x0n danh sach phién.

Chung t6i da hoc duoc diéu nay sau mot cuéi tuan xtr Iy hang loat nang dé lai
47 phién mo coi.

# Don dep cac phién mdé céi thu céng (sau khi quén --cleanup delete)
claude --list-sessions | grep "sub-agent" | awk '{print $1}' | xargs -I{} claude --delete-session {}

# Hodc don dep toan bd
claude --list-sessions | grep -v "main\|claude-code" | awk '{print $1}' | xargs -I{} claude --delete-
session {}

Chinh Sach Model: Agent Nao Cho Tac Vu Nao

Quy Tac Cing

Chung t6i da dat mot chinh sdch khéng thé thuwong lwong sau mot sy ¢6 dau
dém: cac tac vu infrastructure yéu cau Claude Opus 4.6. Khong cé ngoai
1é.
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Su c6: ching toi tao ra mot Gemini sub-agent dé stra mot systemd service bi
16i. Gemini da thir. N6 chay systemctl --user restart service-name. Service do
la system service, khong phai user service. Lénh thuc thi thanh céng (khong
c6 10i, user-level service chi don gian la khong ton tai). Agent bdo cédo thanh
cong. Service thuc té van bi down. Ching t6i khéng phéat hién ra diéu nay cho
dén khi canh bao monitoring kich hoat 20 phut sau.

# model-policy.py
# Thuc thi chinh sdch lua chon model cho sub-agent

from enum import Enum

class TaskCategory(Enum):

INFRASTRUCTURE = "infrastructure" # systemd, mang, DB, cau hinh server
CODE_REVIEW = "code review" # Phan tich va phé binh code
CODE_WRITING = "code writing" # Trién khai tinh nang, sta 16i
CONTENT = "content" # Blog, tai liéu, ban sao

RESEARCH = "research" # Tim kiém web, phdn tich, tém tat
DATA ANALYSIS = "data analysis" # K&t qud truy van, phén tich log

# Chinh sdch model — khéng sta déi ma khéng thdo ludn véi nhdm
MODEL_POLICY = {

TaskCategory.INFRASTRUCTURE: {
"model": "claude-opus-4-6",
“rationale": "L6i infrastructure khdé phat hién va tén kém dé khoi phuc",
"override allowed": False,

}

TaskCategory.CODE REVIEW: {
"model": "claude-opus-4-6",
"rationale": "Chadt lugng review code anh hudng truc tiép dén do tin cay production",
"override allowed": False,

}

TaskCategory.CODE WRITING: {
"model": "claude-sonnet-4-6", # Can bang chat luong/chi phi
"rationale": "Du phlc tap dé can model manh, khéng phai ldc nao cling can Opus",
"override allowed": True,

+

TaskCategory.CONTENT: {
"model": "gemini-2.0-flash",
"rationale": "Chat luong ndi dung khoéng c6 ché d6 that bai cing",
"override allowed": True,

I

TaskCategory.RESEARCH: {
"model": "gemini-2.0-flash",
"rationale": "Nghién cltu it rai ro, Gemini x& ly tot",
"override allowed": True,

}

TaskCategory.DATA ANALYSIS: {
"model": "gemini-2.0-flash",
"rationale": "Tdc vu phan tich cé cdu trdc, model it quan trong hon context",
"override allowed": True,

}
def get model for task(category: TaskCategory, requested model: str = None) -> str:
policy = MODEL POLICY[category]

if requested model and policy["override allowed"]:
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return requested model

if requested model and not policy["override allowed"]:
print(
f"CANH BAO: Override model '{requested model}' bi tir chéi cho {category.value}. "
f"Chinh sach yéu cau: {policy['model']}. Ly do: {policy['rationale']}"
)

return policy["model"]

Tai Sao Gemini Sub-Agent Khéng Thé Stra Van Pé Hé Thong

Loi systemctl khéng phai la van dé vé nang luc ctia Gemini. D6 la van dé vé
context. Gemini, theo mac dinh, khéng biét:

» Liéu mot service la user service hay system service
e File systemd unit thuc sy trong nhu thé nao
» Sy khac biét gilta service dugc enabled so v6i duoc started

* Sy khéac biét gitta journalctl -u va journalctl --user-unit

Claude Opus 4.6, duoc giao cung tac vu, dat cdu hoi lam ro hoac ki€m tra cau
hinh service truwéc khi hanh déng. Khong phai Gemini khong thé dwa ra cau tra
10i ding — ma la céng viéc infrastructure doi hoi mét model biét khi nao né
khéng biét du dé tién hanh.

Cac Ché Po That Bai Cua Sub-Agent

Ché Po That Bai 1: Giéi Han Context 200K

Sub-agent, giéng nhw agent chinh, c6 giéi han context. Mot sub-agent duoc
giao tac vu “migrate toan b0 schema database” sé cham gidi han trudc khi
hoan thanh néu schema lén va migration phtc tap.

Triéu ching: sub-agent bat dau tao ra cac phan hoéi ngan va ngan hon, ngung
str dung cong cu, va cudi cung cat b6t dau ra cua né.

Céch stra: pham vi tdc vu hep hon. Thay vi “migrate database,” tao: - Sub-
agent A: migrate bang 1-20 - Sub-agent B: migrate bang 21-40 - Sub-agent C:
cap nhat céac foreign key constraint

def split schema migration(tables: list[str], chunk size: int = 20) -> list[dict]:
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chunks = []
for i in range(0, len(tables), chunk size):
chunk = tables[i:i + chunk_size]
chunks.append ({
"task id": f'"migrate-tables-{i//chunk size + 1}",
"tables": chunk,
"description": f'Migrate bang {i+1} dén {min(i+chunk size, len(tables))}: {',
".join(chunk[:3])}...",
"depends on": f'migrate-tables-{i//chunk size}" if i > 0 else None,
}

return chunks

def estimate context usage(task description: str, context files: list[str]) -> int:
Uéc tinh thé s6 token context mot tdc vu sé diung.
Trad vé sé token udc tinh.

# Uéc tinh thé: 1 token mbi 4 ky tu
desc_tokens = len(task description) // 4

file tokens = 0
for f in context_files:
try:
file size = Path(f).stat().st size
file_tokens += file size // 4
except FileNotFoundError:
pass

# Thém buffer cho overhead 1énh goi cbéng cu
overhead = 50 000 # Overhead dién hinh cho tdc vu phic tap

return desc_tokens + file tokens + overhead

def should split task(task: dict, limit: int = 150 000) -> bool:

""UXdc dinh liéu tdc vu c6é can chia nhd truéc khi tao sub-agent."""

estimated = estimate context usage(
task.get("description", ""),
task.get("context files", []),

)

if estimated > limit:
print(f"Uéc tinh context tac vu {estimated:,} token vuot gidi han {limit:,}. Dang chia nho.")
return True

return False

Ché Do That Bai 2: Cap Do Service Sai (User vs System Systemd)

Loi systemctl tir phan chinh sach model la mot loai that bai dang ghi lai rd
rang. Cac Al agent khong phai lic nao ciing biét sy khéac biét gitra:

systemctl status service-name # System service (can sudo)
systemctl --user status service-name # User service (context nguoi dung hién tai)
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Mot system service chay dudi root hoac mot service user chuyén dung sé
khong xuét hién trong output systemctl --user. Mot agent kiém tra céi sai sé
bdo “service not found” hoac “service inactive” khi service thuc suw dang chay
tot & cap system.

Phong ngtra: ludon chi dinh cap do service trong mé ta tac vu.

XAU: "Kiém tra nginx cé dang chay khong va khéi déng lai néu khéng"
TOT: "Kiém tra nginx cé dang chay nhuw mét SYSTEM service (sudo systemctl status nginx)
va khdi dong lai néu khéng. KHONG dung co --user."

Ché Do That Bai 3: That Bai Tham Lang Khi Thiéu Thw Muc

DAy la céi dau nhat: mot 1an trién khai Firecrawl khi sub-agent duoc giao
nhiém vu trién khai céc file cdu hinh vao /opt/firecrawl/config/ .

Thuw muc khong ton tai.

Sub-agent c6 ghi céc file, nhan 16i “No such file or directory”, va — thay vi
that bai to tiéng — ghi né nhw canh bdo, danh dau tac vu hoan thanh trong
output, va thoat véi code 0.

Orchestrator thdy “SUCCESS” va chuyén sang tac vu tiép theo (khédi dong
dich vu Firecrawl). Dich vu khéng khdi dong duoc vi céc file cdu hinh khéng c6
mat & do.

grep -n "No such file\|WARN\|ERROR\|failed" /tmp/subagent-firecrawl-deploy.log

Cach stra la xac thuc. Trudc khi sub-agent khai bao thanh céng, né phai xac
minh c6ng viéc cua chinh minh.

import os
from pathlib import Path

class TaskValidator:

@staticmethod
def verify files written(expected files: list[str]) -> tuple[bool, list[str]]:
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""tXac minh cac file da thuc su duoc ghi."""
missing = []
for filepath in expected files:
path = Path(filepath)
if not path.exists():
missing.append(filepath)
elif path.stat().st_size ==
missing.append(f"{filepath} (réng)")
return len(missing) == 0, missing

@staticmethod

def verify directory exists(dirpath: str) -> bool:
""UXadc minh thu muc ton tai truéc khi cé ghi vao."""
return Path(dirpath).is dir()

@staticmethod
def verify service running(service name: str, user level: bool = False) -> bool:
"""X4c minh mdt systemd service dang thuc su chay."""
import subprocess
cmd = ["systemctl"]
if user level:
cmd.append("--user")

cmd.extend(["is-active", "--quiet", service namel)
result = subprocess.run(cmd, capture output=True)
return result.returncode == 0

@staticmethod

def pre flight checks(task: dict) -> tuple[bool, list[str]]:
“"“Chay kiém tra truéc khi bat dau tdac vu."""
errors = []

# Kiém tra cdc thu muc dich tén tai trudc khi ghi
for target dir in task.get("target directories", [1):
if not Path(target dir).exists():
errors.append(f"Thuy muc dich khong ton tai: {target dir}")
# Th& tao né
try:
Path(target dir).mkdir(parents=True, exist ok=True)
errors[-1] += " (da tao)"
errors.pop() # Xda 10i néu tao thanh céng
except PermissionError:
errors[-1] += " (bi tUr chéi quyén, khéng thé tao)"

# Kiém tra cac file bat bubc ton tai
for required file in task.get("required files", [1):
if not Path(required file).exists():
errors.append(f"File bat budc thiéu: {required file}")

return len(errors) == 0, errors

Quy tac chung téi hién thuc thi: M6 ta tic vu sub-agent phai bao gom moét
budc xac minh ré rang.

TAC VU: Trién khai file c&u hinh Firecrawl

Cac buéc:

1. bam bdo thu muc /opt/firecrawl/config/ t6n tai (tao néu thiéu)
2. Ghi app.json, redis.json, va env.json vao thu muc dé

3. XAC MINH: xac nhan cd ba file ton tai va khong réng

282



4. Chi bdo cdo SUCCESS néu tat cd ba file duoc xac minh cé mat

Néu tao thu muc that bai do quyén, bdo cdo FAILED véi chi tiét.
KHONG b&do cdo thanh coéng néu bat ky file nao bi thiéu.

Chuoi Fallback Provider

Thiét Lap Ba Provider

Chung to6i chay ba cdu hinh LLM provider theo thit ty wu tién:

API Proxy Service - Anthropic Native - ZAI

« API Proxy Service: Proxy cuc b6 cua ching t6i dinh tuyén dén Anthropic,
thém request logging, thuc thi giéi han toc dd, va xr ly téng hop héa don

* Anthropic Native: API Anthropic tryuc ti€p — fallback néu proxy down
¢ ZAI: Dich vu API bén tht ba — fallback néu Anthropic native gap sw co

# provider-fallback-chain.py
# LLM provider véi fallback tu dong khi that bai

import time

import os

from dataclasses import dataclass
from typing import Optional

@dataclass
class ProviderConfig:
name: str
base url: str
api key env: str
model map: dict # Map tén model chuan sang tén danh riéng cho provider
priority: int # Thap hon = vu tién cao hon

PROVIDERS = [
ProviderConfig(
name="api-proxy",
base url=os.environ.get("API PROXY URL", "http://10.8.0.5:4000"),
api key env="API PROXY API KEY",

model map={
"claude-opus-4-6": "claude-opus-4-6",
"claude-sonnet-4-6": "claude-sonnet-4-6",
“claude-haiku-4-5": "claude-haiku-4-5",

H

priority=1,

)
ProviderConfig(
name="anthropic-native",
base url="https://api.anthropic.com",
api_key env="ANTHROPIC API KEY",
model map={
"claude-opus-4-6": "claude-opus-4-6",
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"claude-sonnet-4-6": "claude-sonnet-4-6",
"claude-haiku-4-5": "claude-haiku-4-5",
I
priority=2,
),
ProviderConfig(
name="zai",
base url="https://api.zai.ai/vl",
api_key env="ZAI API KEY",
model map={
"claude-opus-4-6": "claude-3-opus", # ZAI dung tén khac
"claude-sonnet-4-6": "claude-3-5-sonnet",
"claude-haiku-4-5": "claude-3-haiku",
H
priority=3,

class FallbackLLMClient:
def init (self):
self.providers = sorted(PROVIDERS, key=lambda p: p.priority)
self.failed until: dict[str, float]l = {} # provider name - timestamp

def 1is available(self, provider: ProviderConfig) -> bool:
failed_time = self.failed until.get(provider.name, 0)
return time.time() > failed_time

def mark failed(self, provider: ProviderConfig, cooldown: int = 300):
self.failed until[provider.name] = time.time() + cooldown
print(f"Provider {provider.name} danh dau that bai trong {cooldown}s")

def complete(self, model: str, messages: list, **kwargs) -> Optional[str]:
for provider in self.providers:
if not self._is_available(provider):
continue

api _key = os.environ.get(provider.api key env)
if not api key:
continue

provider model = provider.model map.get(model, model)

try:

response = self. call provider(
provider=provider,
model=provider model,
messages=messages,
api key=api key,
**kwargs,

)

return response

except Exception as e:

error_str = str(e)

if any(code in error_str for code in ["503", "502", "529", "overloaded"]):
# Provider qua tadi — cooldown ngan
self. mark failed(provider, cooldown=120)

elif "401" in error_str or "403" in error_str:
# L6i xdc thuc — cooldown dai hon, kiém tra credentials
self. mark failed(provider, cooldown=3600)
print(f"Loi xac thwc cho {provider.name}: kiém tra {provider.api key env}")
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else:
# L61i khbéng xdc dinh — cooldown ngén, thir cdi tiép theo
self. mark failed(provider, cooldown=60)
print(f"Léi voi {provider.name}: {e}")

return None # Tat ca provider that bai

def call provider(self, provider, model, messages, api_key, **kwargs) -> str:
import anthropic

client = anthropic.Anthropic(
api key=api key,
base url=provider.base url if provider.name != "anthropic-native" else None,
)
response = client.messages.create(
model=model,
messages=messages,
max_tokens=kwargs.get("max tokens", 4096),
)

return response.content[0].text

Giao Tiép Agent Da Server

Mesh Dua Trén VPN

Cac agent ctua ching toi khong phai tat ca déu chay trén cung mot server.
Gateway agent chay trén workstation chinh. M6t s6 batch job chay trén céac
compute server chuyén dung. Monitoring agent chay trén Server-3.

Giao tiép dién ra qua VPN mesh WireGuard. Tat ca server déu nam trén
10.8.0.0/24 . Cac agent tim thay nhau qua VPN IP.

# /etc/wireguard/wg0@.conf (don gian héa)
[Interface]

PrivateKey = <dd &an>

Address = 10.8.0.1/24

ListenPort = 51820

# Workstation (gateway agent)
[Peer]

PublicKey = <workstation-pubkey>
AllowedIPs = 10.8.0.2/32

# Server-3 (Cognee, monitoring)
[Peer]

PublicKey = <server3-pubkey>
AllowedIPs = 10.8.0.12/32

# Compute server (batch jobs)
[Peer]

PublicKey = <compute-pubkey>
AllowedIPs = 10.8.0.20/32
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D€ uy théc tac vu da server, cac agent dung HTTP API nhe thay vi hé théng
file chung (hé thong file khéng dwoc chia sé qua céc server vat ly):

# cross-server-agent-api.py
# HTTP API don gidn dé Gy thdc téc vu da server

from fastapi import FastAPI, HTTPException, Header
from pydantic import BaseModel

import subprocess

import asyncio

import os

import hmac

import hashlib

app = FastAPI(title="Agent Task API")
SHARED SECRET = os.environ["AGENT API SECRET"]

class TaskRequest(BaseModel):
task: str
model: str = "claude-opus-4-6"
timeout minutes: int = 30
working dir: str = None
priority: str = "normal"

class TaskResponse(BaseModel):
task_id: str
status: str
output: str = None
error: str = None

def verify signature(payload: str, signature: str) -> bool:
"""Xac minh chit ky HMAC trén cac request dén."""
expected = hmac.new(
SHARED_SECRET.encode(),
payload.encode(),
hashlib.sha256
) .hexdigest()
return hmac.compare digest(expected, signature)

@app.post("/tasks", response model=TaskResponse)
async def create task(

request: TaskRequest,

X_signature: str = Header(...),

# Xac minh request dén ti&r mét agent dang tin
payload = f"{request.task}:{request.model}"
if not verify signature(payload, x signature):
raise HTTPException(status code=401, detail="Chit ky khong hgp 1é")

task id = f"task-{int(asyncio.get event loop().time())}"

# Tao sub-agent bat déng bo
asyncio.create task(run_subagent(task id, request))

return TaskResponse(task id=task id, status="accepted")

async def run subagent(task id: str, request: TaskRequest):

"""Chay mot tac vu sub-agent va luu két qua.
cmd = [
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"claude", "--model", request.model,
"--print", "--cleanup", "delete",
request.task,

1

if request.working dir:
cmd.extend(["--cwd", request.working dir])

result = await asyncio.create subprocess exec(
*cmd,
stdout=asyncio.subprocess.PIPE,
stderr=asyncio.subprocess.PIPE,

stdout, stderr = await asyncio.wait_for(
result.communicate(),
timeout=request.timeout minutes * 60

)

# Luu két qua dé truy xuat

results store[task id] = {
"status": "complete" if result.returncode == 0 else "failed",
"output": stdout.decode(),
"error": stderr.decode(),

}
results store = {}

@app.get("/tasks/{task id}", response model=TaskResponse)
async def get task result(task id: str):
result = results_store.get(task_id)
if not result:
return TaskResponse(task id=task id, status="pending")
return TaskResponse(task id=task id, **result)

Phuc Hoi Mesh Agent: Piéu Phoi Phan Tan Dua Trén Flock

Van Dé: Hai Agent, Cung Tac Vu

Trong mot thiét 14p da agent, hai agent c6 thé doc lap quyét dinh lam viéc
trén cung mot tac vu. Piéu nay 6n véi céc tac vu chi doc. Véi céc thao téc ghi,
day la tham hoa — hai agent dong thoi ghi céc file cau hinh, khéi dong lai
service, hoac chay migration.

Chung t6i dung file locking qua flock dé diéu phéi quyén truy cdp doc quyén
vao cac tai nguyeén.

#!/bin/bash

# agent-lock.sh

# Lay khéa dbéc quyén truéc khi thuc hién cac thao tac ghi
# Cach dang: agent-lock.sh <tén-khéa> <lénh>

LOCK NAME="${1:-default}"
LOCK FILE="/tmp/agent-locks/${LOCK NAME}.lock"
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LOCK TIMEOUT="${AGENT LOCK TIMEOUT:-300}" # Mac dinh 5 phut
mkdir -p /tmp/agent-locks
# Thir lay khéa véi timeout

if flock --exclusive --timeout "$LOCK TIMEOUT" 9; then
echo "ba 14y khoéa: $LOCK_NAME"

# Chay 1énh
shift # Xda tén-khda khdi args
" $@ n

EXIT CODE=$?
echo "Lénh hoan thanh, gidi phdng khda: $LOCK NAME"
exit $EXIT CODE

else
echo "LOI: Khong thé 14y khdéa '$LOCK NAME' trong ${LOCK TIMEOUT}s"
echo "Mot agent khac cé thé dang lam viéc trén tai nguyén nay"
exit 1

fi 9>"$LOCK FILE"

# distributed-lock.py
# Context manager Python cho viéc khéa agent phén tén

import fentl

import os

import time

from contextlib import contextmanager
from pathlib import Path

LOCK_DIR = Path("/tmp/agent-locks")
LOCK_DIR.mkdir(exist_ok=True)

@contextmanager
def agent lock(resource name: str, timeout: int = 300):

Context manager cho viéc truy cédp déc quyén cla agent vao mét tai nguyén.

Cach dung:
with agent lock("database-migration"):
run_migration()
lock_file = LOCK_DIR / f"{resource_name}.lock"
lock fd = open(lock file, "w")

start = time.time()
acquired = False

try:
while time.time() - start < timeout:

try:
fentl. flock(lock_fd, fentl.LOCK_EX | fcntl.LOCK_NB)
acquired = True
lock fd.write(f"ba khoa bdi PID {os.getpid()} Llic {time.time()}\n")
lock fd.flush()
break

except IOError:
elapsed = time.time() - start

print(f"Dang cho khéa '{resource _name}' ({elapsed:.0f}s/{timeout}s)...

time.sleep(5)

if not acquired:
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raise TimeoutError(
f"Khong thé 1dy khéa '{resource name}' trong {timeout}s. "
f"MOt agent khac cé thé dang gilt nd."

print(f"ba 1ay khda: {resource name}")
yield

finally:
if acquired:
fentl. flock(lock_fd, fentl.LOCK_UN)
print(f"Da giai phdong khda: {resource name}")
lock fd.close()

# S dung trong tac vu sub-agent
async def deploy configuration(config files: dict):
with agent lock("firecrawl-config-deployment", timeout=120):
# Chi mét agent c6 thé trién khai cdu hinh Firecrawl tai mét thoi diém
for filename, content in config files.items():
target = Path("/opt/firecrawl/config") / filename
target.parent.mkdir(parents=True, exist ok=True)
target.write_text(content)
print(f"ba ghi: {target}")

Tw Phuc Hoi: Phat Hién va Khoi Phuc Twr Cac Agent Bi Treo

# agent-health-monitor.py
# Theo doi strc khde sub-agent va khéi phuc cac tac vu bi treo

import time

import json

import subprocess

from pathlib import Path

from datetime import datetime, timedelta

TASK LOG = Path("/tmp/agent-tasks.jsonl")
STALL THRESHOLD MINUTES = 30 # Tac vu chay lau hon thé nay la dang ngo

def log_task_start(task_id: str, task description: str, pid: int):
"""Ghi log bat dau téc vu dé theo déi."""
entry = {
"task id": task_id,
"event": "start",
"description": task description[:1001],
"pid": pid,
"timestamp": datetime.utcnow().isoformat(),
}
with open(TASK LOG, "a") as f:
f.write(json.dumps(entry) + "\n")

def log_task_end(task id: str, status: str):
"""Ghi log hoan thanh tac vu."""

entry = {
"task id": task id,
"event": "end",

"status": status,
"timestamp": datetime.utcnow().isoformat(),
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with open(TASK LOG, "a") as f:
f.write(json.dumps(entry) + "\n")

def find stalled tasks() -> list[dict]:
"""Tim cdc tdc vu da chay lau hon ngudng."""
if not TASK LOG.exists():
return []

# Xay dung trang thai tac vu to log
tasks = {}
with open(TASK_LOG) as f:
for line in f:
try:
entry = json.loads(line)
task_id = entry["task id"]

if entry["event"] == "start":
tasks[task id] = entry
elif entry["event"] == "end":

tasks.pop(task id, None)
except json.JSONDecodeError:
continue

# Kiém tra tdc vu dang chay nao bi treo
threshold = datetime.utcnow() - timedelta(minutes=STALL THRESHOLD MINUTES)
stalled = []

for task id, task in tasks.items():
start time = datetime.fromisoformat(task["timestamp"])
if start time < threshold:
# Kiém tra tié€n trinh cé con chay khéng
pid = task.get("pid")
if pid:
try:
import psutil
proc = psutil.Process(pid)
if proc.is running():
stalled.append({**task, "running minutes": (datetime.utcnow() -
start time).seconds // 60})
except (psutil.NoSuchProcess, psutil.AccessDenied):
# Tién trinh d& bién mat nhung tac vu chua duoc ghi la két thic
log task end(task id, "abandoned")

return stalled

def recover stalled task(task: dict):
"""Thir khéi phuc mot tac vu bi treo.
pid = task.get("pid")
task id = task["task id"]

print(f"bang khoi phuc tac vu bi treo {task id} (PID {pid}, d& chay {task['running minutes']}
phat)")

# Kill tién trinh bi treo

if pid:
try:
subprocess.run(["kill", "-TERM", str(pid)], check=False)
time.sleep(5)
subprocess.run(["kill", "-KILL", str(pid)], check=False)

except Exception as e:
print(f"Khong thé kill PID {pid}: {el}")

# Gidi phéng cédc khéa ma tdc vu nay dang gil
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for lock file in Path("/tmp/agent-locks").glob("*.lock"):
try:
import fcntl
with open(lock file) as f:
content = f.read()
if str(pid) in content:
lock_file.unlink()
print(f"Da giai phdéng khoa: {lock file.name}")
except Exception:
pass

log_task end(task id, "recovered")
print(f"Tac vu {task id} dd khoi phuc. Khuyén nghi dua vao hang doi lai: {task['description']}")

Thuc Hanh Toét Nhat Cho Sub-Agent: Runbook Van Hanh

Sau mot nam chay infrastructure da agent, day la runbook van hanh ching toi
chia sé cho nhiing nguoi maéi tham gia hé thong.

Neéen Lam

[+] Luon bao gom --cleanup delete khi tao sub-agent

[+] Chi dinh model r& rang — khéng bao gi¢ dua vao mac dinh cho tédc vu infra
[v] Bao gom buéc xadc minh trong moi tdc vu ghi

[+]1 Dung flock hodc tuong duong trudc bat ky thao tac ghi nao

[v] Pat timeout rdé rang — khdéng bao gi¢ dé sub-agent chay vé th&i han

[v] Ghi log bat dau va k&t thdc tdc vu véi task ID dé theo ddi sirc khde

[v] Bao gom thu muc lam viéc ré rang trong md tad téc vu

[+] V&i system service, chi dinh cdp system vs user trong tac vu

[v] Kiém tra tdc vu sub-agent trén staging truéc khi chay production

[v] Pham vi tdc vu phlU hgp véi ~100K token context (dé lai 50K headroom)

Khong Nén Lam

[x] Birng gid dinh "success" tit sub-agent ma khdéng xac minh dau ra

[x] Birng tao sub-agent cho cdc tac vu c6 thé hoan thanh trong <10s

[x] Birng dung Gemini cho cédc thay d6i infrastructure

[x] Birng dé sub-agent tich lily — kiém tra danh sach phién thuong xuyén
[x] Pirng chia sé dataset gilta cdc agent ma khong cé c6 lap rd rang

[x] Bbrng hardcode dia chi server — dung VPN hostname hoac env var

[x] Birng chay migration hodc thay d6i schema ma khong c6 khdéa flock
[x] Brng tin vao output sub-agent khdng bao gém xac minh rd rang

[x] Plrng tao sub-agent trong cac vong lap ma khéng céd gidi han toc doé

Template M6 Ta Tac Vu

## Tac vu: [Tiéu dé ngan gon]

**Model:** claude-opus-4-6 [hoac chi dinh

**The muc lam viéc:** /dudong/dan/dén/workdir

**C3p d0 service:** system [hodc user, cho tac vu systemd
**Timeout:** 20 phit
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### Kiém Tra Trudc Khi B3t Dau

Truéc khi bat dau, xac minh:

- [ 1 [Thu muc X] tén tai (tao néu thiéu véi quyén thich hop)
- [ 1 [Service Y] hién dang [chay/dung

- [ 1 [File Z] cé thé doc duoc

### Cac Budc

1. [Budc cu thé, khdéng mo hd
2. [Buéc cu thé, khéng mo hd
3. [Buéc cu thé, khong mo hd

### Xac Minh

Sau khi hoan thanh tadt cd cac buéc, xac nhan:
[ 1 [File mong doi] tén tai va khong réng

- [ 1 [Service mong dgi]/ dang hoat dong (dung: sudo systemctl is-active [service])
[ 1 [Endpoint mong doi/ phan héi (dung: curl -f http://...)

### Bao Cdo

Ghi vao ~/.agent-gateway/workspace/inbox/from-claudecode.md:
- Trang thai: SUCCESS hoac FAILED

- Nhirng gi da lam

- Bat ky van dé gap phai

- Céc file da slra d6i (voi dudng dan)

Bai Hoc Rut Ra

“Success” tir sub-agent c6 nghia la agent da két thuc, khong phai tac
vu da thanh cong. Tich hop xdc minh ré rang vao moi tac vu. Coi bdo céo cua
agent la goi y, khong phai su that.

That bai giéi han context la tham lang. Mot sub-agent cham gidi han
context khong crash — no suy giam. N6 tao ra cac phan hoi ngan hon, bd qua
céac budc, va cé thé bdo cdo thanh cong trén mot tdc vu chua hoan thanh.
Pham vi tac vu d€ st dung it hon hai phan ba context window.

Lua chon model la quyét dinh chinh sach, khong phai sé thich. Thyc thi
n6 theo chwong trinh. Nguoi hi€u tai sao Gemini khong thé tin tuwdng cho quan
1y service cdp hé thong cé thé khong truc ban khi canh béo kich hoat.

Don dep khong phai tuy chon. -cleanup delete, giai phéng flock, don dep
file khéa — tat ca moi thit. Cac phién mo c6i va khoa ci tich lily theo thoi gian
thanh céc sy c6 van hanh.

Shared workspace c6 cong nghé thap va dang tin cay. Chung toi da danh
gid mot s6 message broker cho giao tiép agent. Chung toi da trién khai
phuong phép thw muc chung. Céc file phang séng sét qua viéc khéi déng lai
server, khong cé van dé vé tinh kha dung cua broker, va dé dang kiém tra baéi
bat ky cong cu nao.
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Giao tiép da server can xac thuc. Cic agent chay trén cac server khac nhau
giao ti€p qua VPN van can ky request. VPN cung céap cb lap cdp mang; ky
HMAC cung cap danh tinh cdp tng dung. Ca hai déu can thiét.

biéu phoi da agent khong phai la bai toan da duoc gidi quyét. Moi hé théng co
cac ché do that bai riéng, ranh gidi tdc vu toi uwu riéng, chinh sach model
riéng. Nhiing gi hoat doéng véi ching t6i — tmux + shared workspace + flock
+ x4c minh ré rang — hoat dong vi n6 phu hop véi infrastructure cu thé cla
ching t6i. Thiét lap cua ban sé khac.

Céc nguyén tac phé quéat: that bai to tiéng, xdc minh rod rang, pham vi hep, va
khong bao gio tin vao bdo céo cua sub-agent ma khong kiém tra cong viéc cua
no.

Két thuc Phan 4: Cdc Chu Pé Nang Cao.

Phu luc A dé cdp dén cdc kién truc tham khdo. Phu luc B dé cdp dén bd cong
cu day du duoc swr dung xuyén sudét cuén sdch nay.
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PHAN 5: TUONG LAI

Chuong 15: Mo Rong Quy Mo Hé
Thong Agent
“Agent ddu tién la bang chimg khdi niém. Agent thtr muoi la con dc mdng

vdn hanh. Agent thir mét tram la loi thé canh tranh hodc dong tién dang
boc chdy — thuong la ca hai.”

Gi6i Thiéu

Khi téi trién khai Al agent dau tién trong méi truong thuc té€, téi nghi minh da
vuot qua phan khé nhat. Téi c6 mot agent hoat dong, mét server 6n dinh, va sw
lac quan hoi hop rang moi thi sé... van hanh dwgc. Sdu thang sau, toi c6 muoi
bay agent chay trén bon server, mot Patroni cluster da failover hai muwoi hai
lan trong mot cudi tuan, va héa don ddm may khién tay toi run.

M¢& rong quy mo hé thong agent khong giong mé rong cac microservice truyén
thong. Cac ché do that bai ky la hon. Chi phi khé dw doan hon. Va viéc debug
mang tinh triét hoc hon — “tai sao agent quyét dinh rang khéi dong lai
database la phan Gimg ding cho mot truy van cham?” khong phai cau hoéi ban
mong doi phai dat ra luc 2 gio sang.

Chuong nay la chuong toi wéc minh da c6 trude khi bat dau mé rong. N6 dé
cap dén cac thuc té ky thuét: tinh kha dung cao cua database, cadn bang tai, hé
thong b nhé, va quan ly chi phi. Nhung né ciing dé cap dén cac thuc té van
hanh ma cic whitepaper khong bao gio dé cap — nhuw tai sao t6i cudi cung da
x6a moi cron job tw dong trong hé théng, va tai sao dé la quyét dinh dung dan.
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Phan 1: T Mot Agent Dén Mot Mesh Agent

Giai Poan Mot Agent (Ngay 1-30)

Agent dau tién cua ban rat don gian. N6 chay trén mot server, dung mot
model, va c6 mét nhiém vu. Ban c6 thé suy nghi vé né trong dau. Khi né hdng,
ban biét phai nhin vao dau.

Giai doan nay két thuc khi agent hoat dong du tot dén mitc ban muén né lam
nhiéu hon. D6 la céai bay.

Ban nang ding dan — “cai nay hoat dong, hay thém kha ndng hon” — dan
thdng dén kién tric sai: mot agent 1am muoi viéc kém thay vi mot viéc tét.

# Kién trdc mdt agent (don gidn nhung dé vé&)

Server-1

1
Agent-Alpha |
- Gidm sat Infra |
- Phan tich log |
- Pinh tuyén alert |
- B4o céo su c& | |
- Theo ddi chi phi | |
|
|

Agent tré nén cham vi n6é dang lam qué nhiéu. Context window day. Model bat
dau dua ra quyét dinh kém hon vi prompt gi¢ la muoi lam nghin token context
hon hop. Ban thém bd nhé. N6 cham hon.

Piém uoén: Khi do tré phan héi trung binh ctia agent vuot qua 15 gidy va ban
thay minh nghi “t6i sé chi thém huéng dan dé stra cai nay,” da dén luc tach ra.
Thiét Ké Mesh Agent (Ngay 30-90)

Mesh khong chi la nhiéu agent — dé la mot cau trac lién két cé chu dich trong
do6 cac agent c6 ranh giéi s& hiru ro rang va cac giao thic giao tié€p duwoc xac
dinh ro.

Mesh kha thi téi thi€u co ba vai tro:

1. Orchestrator — nhéan yéu cau, phan tach tac vy, uy thac cho cac chuyén
gia, tong hop két qua

2. Specialists — kha nang sau trong moét linh vuc (infra, code, data, v.v.)

3. Observers — giam sat thu dong, khong c6 quyén ghi, chi bao céo
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# Cdu trdc lién k&t mesh agent (t6i thiéu 3 agent)

Server-1 (Orchestrator) |

- Pinh tuyén yéu cau
- Phan téach tac vu
- Téng hop k&t qua

Gateway Agent (Orchestrator) | ]

T

| HTTP/tmux IPC

T
I
| HTTP/tmux IPC

v

Server-2

1
Claude Code |
(Specialist) |
- Tao code |
- Review |
- Testing |

|

M 1

Server-3

Monitoring Agent
(Observer)

- Prometheus

- Alertmanager

- Khdéng ghi

Giao tiép gitra cac agent: Toi da thr ba phuwong phéap trudc khi chon duoc

mot cdi hoat dong.

e REST API — sach sé nhung thém do tré va yéu cau moi agent chay mot
HTTP server. Overhead khodang ~200ms moi hop, cong don rat té trong céc

chuoi.

» Message queue (Redis Streams) — tot hon cho céc tac vu bat dong bo,
nhung thém d6 phirc tap ha tang va mot thi nita phai giam sat.

e IPC dua trén tmux — khoéng phai nhitng gi ban mong doi duoc khuyén
nghi trong mot cudn sach, nhung né hoat dong. Moi agent chay trong mot
phién tmux duoc dat tén. Orchestrator gti 1énh bang cach ghi vao mét file
chung ma agent dich poll, hodac dung tmux send-keys. D0 tré dudi 50ms cho
cac cudc goi cuc bo. Khoéng c6 ha tang thém.

send agent task() {

local target session="$1"
local task payload="$2"
local inbox file="$HOME/.agents/inbox/${target session}.json"

echo "$task payload" > "$inbox file"

tmux send-keys

-t "$target session” \

"cat $inbox file | process task" Enter

poll inbox() {

local inbox file="$HOME/.agents/inbox/claude-code.json"

while true; do

if [[ -f "$inbox file" 11; then
task=$(cat "$inbox file")
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rm "$inbox_ file"
process task "$task"
fi
sleep 2
done

Diéu nay khong hao nhoang. N6 ciing khong dé vé. Cac phién tmux séng sot
qua viéc ngat két néi SSH. Céc file khong can mot service dang chay. Khi moi
tht boc 1ra, ban van c6 thé ki€ém tra thu muc inbox bang 1s.

Quan Tri Mesh: Ai So Hiru Cai Gi

That bai phé bién nhat trong cac hé thong da agent khong phai la ki thuit —
d6 la nham 1an s& hitu. Hai agent déu cé stra cung mot alert. Khéng agent nao
kiém tra xem agent kia da hanh dong chwa. Hé théng cap phat kép, gui kép,
tinh phi kép.

Trién khai mot hé thong lease don gian truéce khi ban ¢é nhiéu hon hai agent:

# Lease phén tédn don gian dung PostgreSQL advisory locks
import psycopg2
import hashlib

def acquire task lease(task id: str, agent id: str, ttl seconds: int = 300) -> bool:

Trd vé True néu agent nay da lay duoc lease cho task id.
Dung PostgreSQL advisory locks dé dam bado tinh nguyén ti.

lock key = int(hashlib.md5(task id.encode()).hexdigest()[:8], 16)

with psycopg2.connect(DATABASE URL) as conn:
with conn.cursor() as cur:
cur.execute("SELECT pg try advisory lock(%s)", (lock key,))
acquired = cur.fetchone()[0]

if acquired:

# Ghi lai ai dang gilt lease

cur.execute("""
INSERT INTO agent leases (task id, agent id, expires at)
VALUES (%s, %s, NOW() + INTERVAL '%s seconds')
ON CONFLICT (task id) DO UPDATE
SET agent id = EXCLUDED.agent id,

expires at = EXCLUDED.expires at
'", (task id, agent id, ttl seconds))
conn.commit()

return acquired
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Phan 2: Mo Rong Ngang

Khi Nao Them Server

Thém server ton tién. Khong thém server khi can thi ton nhiéu tién hon (vé do
tré agent, SLA bi bd 18, va céc budi toi clia ban). Tiéu chi quyét dinh t6i dung:

Tin hiéu Nguong Hanh dong
Do sau hang doi agent > 10 tac vu dang cho Thém server chuyén gia

Do tré phan hoi trung Tach khoi luong cong

> 20s kéo dai

binh viéc

] o, o Thém server hoac giam

Ap luc b6 nhé > 85% RAM lién tuc g
agent

Chi phi méi tac vu > $0.05 trung binh Ki€m toan va téi wu trudc

bung thém server dé giai quyét van dé chi phi. Ban sé c6 hai server va cung
van dé chi phi.

Baseline Ba Server

Khi ban cé mot mesh dat chudn production, ban c6 thé sé hoi tu vé it nhat ba
server:

Server-1 (Orchestrator / Control Plane)
- Agent orchestrator
- Database proxy (PgBouncer)
- Reverse proxy (Traefik)
- Monitoring stack (Prometheus, Grafana, Alertmanager)
- RAM: t8i thiéu 16GB
- CPU: t8i thiéu 4 core

Server-2 (AI Workload / Hot Path)
- Cac specialist agent tan sé cao
- Storage nhanh (NVMe)
- RAM: 32GB+ (agent ngdén bd nhé)
- CPU: 8+ core
- Lwu y: GPU tuy chon nhung hiém khi tiét kiém chi phi cho cédc agent dwa trén API

Server-3 (Database / Persistence Layer)
- PostgreSQL primary (quan ly béi Patroni)
- Cognee knowledge graph
- Backup agent
- RAM: t8i thiéu 16GB (nhiéu hon néu Cognee dugc dung nhiéu)
- Storage: IOPS cao, volume riéng cho WAL

Server-3 cua t6i la mot instance ARM tir nha cung cdp ddm may da chay

khoang tdm nam ma khong c6 sy c6 ngoai ké hoach. Diéu nay thyc sy an
twong. N6 cling chdm d6i véi Al workload — khoang 26 gidy moi yéu cau
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inference khi t6i tht chay model cuc b6 trén dé. Kién triac ARM chay céac thao
tac database hiéu qua nhung gap khé khan véi phép tinh floating-point nang
ma LLM inference doi hoi. Bai hoc: ARM xuét sac cho database, khéng phai
cho AI compute. Pirng nham lan lich st uptime véi tinh phu hop da nang.

Can Bang Tai Cac Yéu Cau Agent

Dboi v6i cac endpoint agent dua trén HTTP, Traefik la cong cu phu hop. N6 xtr
ly service discovery, TLS termination, va weighted routing ma khong can ban
viét cau hinh routing bang tay.

# traefik/dynamic/agent-routing.yml
http:
routers:
agent-mesh:
rule: "PathPrefix (' /agents™ )"
service: agent-pool
middlewares:
- agent-ratelimit
- agent-retry

services:
agent-pool:
loadBalancer:
healthCheck:
path: /health
interval: "10s"
timeout: "3s"

servers:
- url: "http://server-1:8080"
weight: 1

- url: "http://server-2:8080"
weight: 3 # Server cé nang luc hon, trong sé cao hon

middlewares:
agent-ratelimit:
rateLimit:
average: 100
burst: 50

period: "1m"
sourceCriterion:

ipStrategy:

depth: 1

agent-retry:
retry:
attempts: 3
initialInterval: "500ms"

D6i voi cac agent dua trén hang doi tac vu (phwong phéap tmux IPC), can bang

tai don gian hon — orchestrator duy tri mot pool cac worker kha dung va gan
tdc vu round-robin véi loc kha nang:
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class AgentPool:
def init (self):
self.agents: dict[str, AgentMeta] = {}
self. lock = threading.Lock()

def register(self, agent id: str, capabilities: list[str], server: str):
with self. lock:

self.agents[agent id] = AgentMeta(
id=agent id,
capabilities=set(capabilities),
server=server,
active tasks=0,
last health check=time.time()

def assign(self, task: Task) -> str | None:

with self. lock:
candidates = [
a for a in self.agents.values()
if task.required capability in a.capabilities
and a.active tasks < MAX CONCURRENT TASKS PER AGENT
and time.time() - a.last_health_check < HEALTH_TIMEOUT
]

if not candidates:
return None

chosen = min(candidates, key=lambda a: a.active tasks)
chosen.active tasks += 1
return chosen.id

Phan 3: Tinh Kha Dung Cao Cua Database — Cac Bai Hoc
Kho

Phan nay la phan t6i mong muén nhat da doc trudc khi xady dung. Database HA
cho céac hé théng agent khéng khéc biét dang ké so véi HA cho bat ky tmg
dung nao khac — nhung cac agent twong tac voi database theo nhitng cach
khién 10 ra cac ché do6 that bai ma ban sé khong gap v6i nguoi dung con nguoi.

Patroni + etcd: Kién Truc

Patroni quan ly PostgreSQL failover. etcd cung cdp sw dong thuan phéan tan ma
Patroni dung d€ bau chon primary. Ban can it nhat ba node etcd cho quorum
ding dan — v6i hai node, bat ky phan vung mang nao ciing khién ca hai node
tlr ch6i lam primary, va cluster cua ban tré thanh chi doc.

# DPang: 3 etcd node = chiu dugc 1 node that bai
etcd-1 (Server-1) —
etcd-2 (Server-2) ———}— Patroni cluster
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etcd-3 (Server-3) ——

# Sai: 2 etcd node = bat ky phan vling nao = split-brain
etcd-1 etcd-2 (drng lam vay)

Cau hinh etcd cho méi node:

name: etcd-serverl
data-dir: /var/lib/etcd/data
wal-dir: /var/lib/etcd/wal

listen-peer-urls: http://10.0.1.1:2380
listen-client-urls: http://10.0.1.1:2379,http://127.0.0.1:2379

initial-advertise-peer-urls: http://10.0.1.1:2380
advertise-client-urls: http://10.0.1.1:2379

initial-cluster: >
etcd-serverl=http://10.0.1.1:2380,
etcd-server2=http://10.0.1.2:2380,
etcd-server3=http://10.0.1.3:2380

initial-cluster-token: ai-agents-production-cluster
initial-cluster-state: new

heartbeat-interval: 100
election-timeout: 1000

auto-compaction-mode: periodic
auto-compaction-retention: "1h"

Cuéi Tuan 22 Failover: Mot Postmortem

M6t séng thr Bay, monitoring cta toi bat dau kich hoat. Patroni dang failover.
ROi lai. Roi lai. Pén téi Cha nhat, toi cé 22 sy kién failover duwoc ghi trong lich
st cua Patroni. Database vé mat ki thuat van kha dung — no ti€p tuc bau
chon primary méi — nhung moéi failover gay ra sw ngung hoat dong 10-30 giay
cho cac agent. Cac background job dang that bai. Cac agent dang thir lai. Cac
lan tht lai dang tao ra token. Token dang ton tién.

Nguyén nhan goc: Loi cidu hinh etcd.

Khi t6i da thém Server-3 vao cluster ba tuan trudc, téi da cap nhat chuoi
initial-cluster trén server 1 va 3 nhung khong cap nhat né trén server 2. Tai
liéu etcd lwu y rang initial-cluster chi duoc dung trong qud trinh
bootstrapping, diéu dé vé mat ky thuéat la ding — nhung né anh huéng dén
cach cac node doéi chi€u danh sach peer ctua ching sau khi khéi dong lai.
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Server-2 da khoi dong lai trong qua trinh bao tri théng thuong, tham gia lai
v6i danh sdch peer cil, va tao ra sy khong nhat quan dai dang trong céach ba
node nhin thay nhau.

Trong tai binh thuong, diéu nay vo hinh. Dudi tai cao hon tir mét 1an trién khai
ngay thir Bay, né bé mat nhu cac cudc bau chon leader gia.

Cach stra — tung buoc:

# Buéc 1: Xac dinh node khbéng khép
for server in serverl server2 server3; do

echo "=== $server ==="
ssh $server "etcdctl --endpoints=http://127.0.0.1:2379 member list"
done

# Buéc 2: Dirng Patroni trén tat cd node TRUOC (quan trong: dirng Patroni truéc etcd)
for server in serverl server2 server3; do

ssh $server "sudo systemctl stop patroni"
done

# Budc 3: Dirng etcd trén node khéng khép
ssh server2 "sudo systemctl stop etcd"

# Budc 4: Xda dir liéu etcd trén node khbéng khép (khbéng pha hly dir liéu Postgres)
ssh server2 "sudo rm -rf /var/lib/etcd/data /var/lib/etcd/wal"

# Buéc 5: Pong bbé cdu hinh etcd — mbéi node phai c6 initial-cluster gidng hét nhau
for server in serverl server2 server3; do

ssh $server "sudo diff /etc/etcd/etcd.conf.yml /etc/etcd/etcd.conf.yml.reference"
done

# Budc 6: Khdi dong lai etcd theo thit tu — thanh vién hién tai trudc, thanh vién méi sau
ssh serverl "sudo systemctl start etcd"

ssh server3 "sudo systemctl start etcd"

sleep 10 # Hé quorum thiét lap

ssh server2 "sudo systemctl start etcd"

# Buéc 7: Kiém tra sitc khde cluster truéc khi khdi ddng Patroni
etcdctl --endpoints=http://serverl:2379,http://server2:2379,http://server3:2379 \
endpoint health

# Budc 8: Khéi déng lai Patroni
for server in serverl server2 server3; do
ssh $server "sudo systemctl start patroni"
sleep 5 # Phan tén dé tranh thundering herd
done

# Budc 9: Xac minh Patroni da bau chon mét primary duy nhat

patronictl -c /etc/patroni/patroni.yml list

Phong ngtra: Thém kiém tra dong bo cau hinh vao pipeline trién khai. Mo6i
node etcd nén c6 danh sach peer giéng hét nhau. Néu ching khac nhau, viéc
trién khai that bai.
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#!/bin/bash

# etcd-config-check.sh — chay truéc mdi lan trién khai

NODES=(serverl server2 server3)

REFERENCE HASH=$(ssh ${NODES[0]} "md5sum /etc/etcd/etcd.conf.yml | cut -d' ' -f1")

for node in "${NODES[@]:1}"; do
NODE_HASH=$(ssh $node "md5sum /etc/etcd/etcd.conf.yml | cut -d' ' -f1")
if [[ "$NODE HASH" != "$REFERENCE HASH" 1]; then
echo "THAT BAI: L&i c&u hinh etcd trén $node"
echo " Mong dgi: $REFERENCE HASH"
echo " Nhan duoc: $NODE_HASH"
exit 1
fi
done

echo "THANH CONG: C&u hinh etcd nhdt quan trén tat cd node"

Cau Hinh Patroni (Hardened cho Production)

# /etc/patroni/patroni.yml
scope: ai-agents-prod
namespace: /patroni/

name: postgres-serverl

restapi:
listen: 0.0.0.0:8008
connect address: 10.0.1.1:8008

etcd3:
hosts:
- 10.0.1.1:2379
- 10.0.1.2:2379
- 10.0.1.3:2379

bootstrap:
dcs:
ttl: 30
loop wait: 10
retry timeout: 30
maximum lag on failover: 1048576 # IMB — khong failover néu replica tut hau qua xa
postgresql:
use pg rewind: true
use slots: true
parameters:
max_connections: 200
shared buffers: 4GB
effective cache size: 12GB
maintenance work mem: 512MB
wal_level: replica
hot standby: "on"
wal keep size: 1GB
max_wal_senders: 10
max_replication_slots: 10

postgresql:
listen: 0.0.0.0:5432
connect address: 10.0.1.1:5432
data dir: /var/lib/postgresql/15/main
bin dir: /usr/lib/postgresql/15/bin
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pgpass: /tmp/pgpassO

authentication:
replication:
username: replicator
password: ${REPLICATION PASSWORD}
superuser:
username: postgres
password: ${POSTGRES PASSWORD}

parameters:
unix socket directories: '/var/run/postgresql’

Chién Luoc Backup: Ba Kho Luu Trur

boi véi database hé thong agent, mot dich backup duy nhéat la khéng du. Céac
agent doc va ghi lién tuc. Mot backup bi hdng ma ban phéat hién trong qua
trinh khoi phuc la truong hop té nhat.

Chién luwoc backup production cua toi dung ba dich doc lap:

Backup Target 1: Nha cung cadp storage tuong thich S3 (chinh, datacenter cuc bg)
- Full backup: hang ngay lic 02:00
- WAL archiving: lién tuc
- Retention: 30 ngay
- Chi phi uéc tinh: ~$8/thang cho 30GB

Backup Target 2: Object Storage nha cung cap dam may (phu, dam may khac)
- Full backup: hang ngay lic 03:00
- WAL archiving: lién tuc
- Retention: 14 ngay
- Chi phi uéc tinh: $0 (free tier cda nha cung cdp dam may)

Backup Target 3: MinIO (tw host, on-premises)
- Full backup: hang tuan
- Retention: 90 ngay
- Chi phi uwéc tinh: dién + disk (~$2/thdéng)

Céac con s6 vé nén dang hi€u. Full backup cua database production (hdi thoai
agent, metadata knowledge graph, lich st tac vu, ban ghi chi phi) nén nhuw
sau:

Thu muc dit liéu PostgreSQL thé: 561.7 MB
pg_basebackup (tar): 418.3 MB
pgBackRest (nén 1z4): 30.2 MB
Ty 1€ nén: 18.6:1

Nén 1LZ4 trén dir liéu PostgreSQL hiéu qua dang ké vi database hé thong
agent chira nhiéu cau triac JSON lap lai va tén model, tén cong cu, va thong
béo 16i lap lai. Luén bat nén trén céng cu backup cua ban.
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[global]

repol-
repol-
repol-

path=/var/lib/pgbackrest
retention-full=30
retention-diff=7

compress-type=1z4
compress-level=6
archive-async=y
archive-push-queue-max=4GiB

repo2-
repo2-
repo2-
repo2-
repo2-
repo2-
repo2-

repo3-
repo3-
repo3-
repo3-
repo3-
repo3-
repo3-

type=s3

path=/pgbackrest-prod
s3-bucket=primary-db-backups
s3-endpoint=${S3 PROVIDER ENDPOINT}
s3-region=${S3 PROVIDER REGION}
s3-key=${S3 PRIMARY KEY}
s3-key-secret=${S3 PRIMARY SECRET}

type=s3

path=/pgbackrest-prod
s3-bucket=secondary-db-backups
s3-endpoint=${CLOUD PROVIDER S3 ENDPOINT}
s3-region=${CLOUD PROVIDER REGION}
s3-key=${CLOUD S3 KEY}
s3-key-secret=${CLOUD S3 SECRET}

Phan 4: Mo Rong Bo Nhé va Tri Thuc

Van DPé Véi BoO Nhé Agent Chung

Céc agent can bo nhd. Khong c6 bd nhé, moi cudc hoi thoai bat dau twr sé
khéng — agent khong thé nhé rang ban da néi véi né rang infrastructure cua
ban dung Kubernetes, hoac staging environment c6 van dé da biét véi auth
service. Diéu nay khong chi bat tién; né c6 nghia la cac agent lap lai cong viéc

khdi tao tén kém trong moi lan goi.

Giai phéap ngay tho la mot database chung. Moi agent doc va ghi vao cung mot
b0 nhé. Diéu nay hoat dong cho dén khi khong hoat dong — khoang thoi gian
ban cé ba agent dong thoi ghi tri thitc mau thuan vé cung mot thanh phan

infrastructure.
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Cognee Trén Nhiéu Server

Cognee la mot hé thong knowledge graph duoc thiét ké cho Al agent. N6 cung
cap b0 nhé cb cau truc véi cac quan hé do thi, tim kiém nglt nghia, va phién
ban héa thoi gian. M& réong né trén nhiéu server doi héi chu y can than dén mé
hinh nhat quan d6 thi.

# Cau hinh Cognee da server
import cognee
from cognee.infrastructure.databases.graph import get graph config

# MO6i server k&t néi dén cung mot graph backend
# nhung ding vector cache cuc b6 theo server dé tang hiéu sudt
async def configure cognee for server(server id: str):

await cognee.config.set graph db config({

"graph_database provider": "neo4j",
"graph database url": "bolt://db-server:7687",
"graph database username": "neo4j",

"graph database password": os.environ["NE04J PASSWORD"],
1)

await cognee.config.set vector db config({
"vector db provider": "lancedb",
# LanceDB cuc bo theo server dé tim kiém vector nhanh
"vector db url": f"/var/lib/cognee/{server_id}/vectors",

b

# C6 lap namespace: cdc agent trén cac server khac nhau
# khéng lam 6 nhiém knowledge graph cla nhau
await cognee.config.set 1lm config({

"namespace": f"agent-mesh-{server id}",

})

Canh bao quan trong: khéong c6 multi-tenancy trong Cognee (tinh dén
thang 3 nam 2026). Néu ban cé céc agent cho cac khach hang hoac du 4n
khéac nhau chia sé mot instance Cognee, tri thitc ctia ho sé ro ri 1an nhau.
Agent A hoc rang “production DB & 10.0.1.1” sé chia sé tri thirc d6 vGi Agent B
dang lam viéc trén infrastructure cua khach hang khéac. Chay céc instance
Cognee riéng biét cho moi tenant hodc dw 4n, khong phai moi agent.

# Dang: Cac instance Cognee c6 lap theo du an

— cognee-project-alpha/ (Neo4j db: ai-agents-alpha, LanceDB: /var/lib/cognee/alpha)
— cognee-project-beta/ (Neo4j db: ai-agents-beta, LanceDB: /var/lib/cognee/beta)
L— cognee-project-gamma/ (Neo4j db: ai-agents-gamma, LanceDB: /var/lib/cognee/gamma)

# Sai: Instance Cognee chung cho tat ca du an
L— cognee-shared/ (tri th&tc ro ri gitra alpha, beta, gamma)
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Cac Tang B Nh¢

Khong phai tat ca bo nhé agent déu can cung dd bén hoac téc do truy cap.
Trién khai céc tang:

Tang 1 — Tam thoi (trong tién trinh, mat khi khd&i dong lai)
Dung cho: context hdi thoai hién tai, cac budéc suy luan trung gian
Storage: Python dict / LRU cache
Thoi gian truy cap: <lms
Chi phi: Chi RAM

Tang 2 — Phién (Redis, dua trén TTL)
Dung cho: trang thai héi thoai da luwgt, trang thdi téc vu, s& thich nguoi dung
Storage: Redis véi TTL (1-24 gio)
Thoi gian truy cap: 1-5ms
Chi phi: Instance Redis (~$15/thang dugc quan ly)

Tang 3 — Bén vitng (PostgreSqQL)
Dung cho: quyét dinh agent, lich s tdc vu, audit trail, ban ghi thanh toan
Storage: PostgreSQL véi Patroni
Thoi gian truy cap: 5-50ms
Chi phi: Bao goém trong ha tang database

Tang 4 — Knowledge Graph (Cognee/Neo4j)
Dung cho: quan hé thuc thé&, tri thic mién, cdc midu da hoc
Storage: Neo4j + LanceDB (vector index)
Thoi gian truy cap: 20-200ms (tim kiém nglt nghia t6n kém)
Chi phi: $30-100/thang tiy kich thuéc dd thi

Phan 5: Mo Rong Chi Phi

Van Deé Liuy Thira
Day la phép tinh ma khong ai viét trong cac tutorial “bat dau véi Al agent”:

Mot agent, 100 truy van/ngay:
Token trung binh méi truy van: 2.000 input + 500 output
Token hang ngay: 250.000
Chi phi hang ngay (Sonnet 4.6): 250K x $0.003/1K + 50K x $0.015/1K = $1.50/ngay

Ndm agent, méi agent 100 truy van/ngay:
Nhung céc agent cling néi chuyén véi nhau: thém 30% luu luong lién agent
Token hang ngay: 5 x 250.000 x 1.3 = 1.625.000
Chi phi hang ngay: ~$9.75/ngay

Mudi agent, méi agent 100 truy van/ngay:
Lvu lugng lién agent gi®¢ la 60% téng (mesh ban hon)
Token hang ngay: 10 x 250.000 x 1.6 = 4.000.000
Chi phi hang ngay: ~$24/ngay

Hai muoi agent, méi agent 100 truy van/ngay:
Luu lwong lién agent 100%+ cla luu lugng truc tiép
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Token hang ngay: 20 x 250.000 x 2.1 = 10.500.000
Chi phi hang ngay: ~$63/ngay

Chi phi khéng ty 1é tuyén tinh véi s6 lwong agent. N6 ty 1é siéu tuyén tinh vi
cdc agent giao tiép véi nhau, va moi tin nhan lién agent la m6t API call maéi.
Mot mesh N agent cé O(N2) duong giao tiép tiém nang. Ngay ca khi chi mét
phan nho nhitng duong d6 hoat dong, ho so chi phi ré rang la phi tuyén.

Pinh Co Model Pung

Pon bay chi phi c¢é tac dong 16n nhat la lya chon model. Khong phai moi tac vu
déu can Opus.

def select model(task: Task) -> str:

if task.type in ("classify", "route", "format", "extract"):
return "claude-haiku-4-5"

elif task.type in ("analyze", "generate", "review", "plan"):
return "claude-sonnet-4-6"

elif task.complexity score > 0.85:
return "claude-opus-4-6"

else:
return "claude-sonnet-4-6"

def estimate complexity(task: Task) -> float:
score = 0.0
if len(task.context tokens) > 50 000: score += 0.2
if task.requires _multi_step_reasoning: score += 0.3
if task.involves ambiguous requirements: score += 0.2
if task.has conflicting constraints: score += 0.3
return min(score, 1.0)

Trong thuc té, sau khi dinh c& dung, khoang 60% truy van agent cua toi dinh
tuyén dén Haiku, 35% dén Sonnet, va 5% dén Opus. Diéu nay giam chi phi
khoang 70% so v6i chay moi thit trén Sonnet.

Quyét Pinh Vé Cron Job

Trong céac giai doan dau xay dung agent mesh, t6i c6 23 cron job ty dong: -
Tém tat strc khoe infrastructure hang gio - Bdo céo chi phi hang ngay - bong
bd knowledge graph méi sdu gi¢ - Kiém tra heartbeat moi agent (moi 15 phit)
- Phéan tich log hang dém - B4o cdo xu huwéng hang tuan - Giam sat alert lién
tuc voi tom tat duoc tao boi Al

308



Toi da xda tat ca.

Khong phai dan dan. Tat ca, trong mot cudi tuan, sau mot danh gia trung thuc
vé gid tri chung tao ra so véi chi phi.

Phép tinh rat ré rang. 23 cron job tap thé tiéu thu khoadng 2,1 triéu token moi
ngay — khoang $12.60/ngay, hay $378/thang. Gia tri ching tao ra la: mot s6
bédo cédo ma toi thuwong khéng doc, tém tat sitc khoe sao chép nhitng gi Grafana
da hién thi cho t6i, va tom tat alert kém c6 thé hanh dong hon céac théng béo
Alertmanager tho.

Céc cron job con song sét (t6i cubi cung da khoi phuc bon) la nhiitng cai trong
do: 1. Al tao ra thir gl d6 t6i khéng thé 18y tir cong cu gidm sat thong thuong 2.
Output duogc doc va xtr Iy thuong xuyén 3. Chi phi méi insight cé thé hanh
dong dudi $1

Moi thtr khéc 1a tra tién d€ tao van ban tich liy trong céc kénh Slack va hop
thw dén email ma khong duoc doc. Néu ban dang xdy dung agent mesh, kiém
toan céac scheduled job ctia ban mot cach tan nhan va thuong xuyén. Dot token
ma khéng cé gia tri nguoi dung khéng phai ty ddng hdéa — dé la spam log rat
dat tién.

Phan 6: Quan Ly B6 Nhé O Cap Do OS

Van Pbé Swap

Céc server phat trién agent chay khéi lwong cong viéc nang: Al API client, web
server, monitoring stack, va thwong la cong cu build cho code ma cac agent
viét. Trén Server-2 cua tdi, sau bat ky build ddng ké nao (cdc du 4n Gradle la
té nhat), 4p luc boé nhé du nghiém trong dé gay ra OOM Kkill céc tién trinh
agent.

Gradle va Kotlin daemon dac biét hung han. Mot Gradle build dién hinh dé€ lai
céc tién trinh daemon tiéu thu 3.2GB RAM — va cédc daemon duoc thiét ké dé
séng sot cho céc build tié€p theo nhanh hon. Trén mot server phéat trién cling
chay agent, cac daemon nay canh tranh truc ti€p véi cac tién trinh agent dang
hoat dong.

./gradlew --status
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# Memory: heap=512MB, nonHeap=284MB

# Kill tat cad Gradle daemon sau khi build hoan thanh
./gradlew --stop

# Hodc: thém vao .gradle/gradle.properties dé gi¢i han thoi gian séng daemon
# (trén server, khong phai trong cau hinh du an)

# org.gradle.daemon.idletimeout=3600000 # 1 gio

# org.gradle. jvmargs=-Xmx2g -XX:MaxMetaspaceSize=512m

boi véi swap, té6i dung zram — swap RAM duoc nén — thay vi disk swap. Disk
swap trén mot server agent ban ron gay ra cac dot bién do tré tham khéc.
zram nén dir liéu trong RAM dung thuat todn hiéu qua CPU, cung cap swap
hiéu qua ma khéng c6 hinh phat do tré cua disk I/O:

# Cai dat va cau hinh zram (Ubuntu/Debian)
sudo apt install zram-config

# Cau hinh thu cbéng dé kiém soat hon
sudo modprobe zram

# Tao thiét bi zram cé kich thudéc 25% RAM (t6t cho server 32GB = 8GB zram)
echo "8G" | sudo tee /sys/block/zramO/disksize

# Dung thuat todn 1z4 (nén nhanh, ty 1é vira phdi)
echo "1z4" | sudo tee /sys/block/zram0@/comp_algorithm

# Format va kich hoat
sudo mkswap /sys/block/zram0@
sudo swapon /sys/block/zram@ --priority 100

# Dat swappiness thap — chi swap duéi dp luc thuc su
echo "vm.swappiness=10" | sudo tee -a /etc/sysctl.conf
sudo sysctl -p

V6i cau hinh nay, server duy tri headroom cho céc tién trinh agent ngay ca
trong cac Gradle build, va ty 1é nén zram (thuong 2:1 dén 3:1 cho dir liéu
agent) cung cap md rong bé nhé hiéu qua ma khong c6 do tré disk I/0.

Tom Tat

M& rong quy moé hé thong agent vé co ban khac véi mé rong cac web service
khong trang thai vi:

1. Cac agent c6 trang thai theo ban chat — hiéu qua cua ching phu thudc
vao context va bé nhd tich lly, tao ra cac thach thirc dong bo héa khi ban
mo rong ngang.
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2. Chi phi la siéu tuyén tinh — moéi agent ban thém vao tao ra cac duong
giao ti€p mdi véi cac agent hién cd, va moi duong la mot API call tiém
nang. Pinh c& model ding va ki€m toan cron job tan nhan khéng phai la téi
uu héa tuy chon; ching la yéu cau song con.

3. Database HA khong thé thuong luong, nhung cac ché dé that bai la
tinh vi — cuéi tuan 22 failover duwoc gay ra boi sw khéng khép cau hinh vo
hinh duéi tai binh thuong. Trién khai ki€m tra nhat quén cau hinh va chay
cac cudc dién tép failover thuomng xuyén trudc khi ban can ching.

4. Server ARM cua ban dang tin cay, khong phai da nang — ho so
uptime khéng phai la sy chirng thuc chung. Hay khép dac tinh phan cing
v6i dac tinh khoi lwong cong viéc.

5. Luong tw dong héa phu hop it hon ban nghi — cac Al job ty dong tao
ra gia tri ty 1& v6i kha nang hanh déng cua ching, khéng phai tan suat. Xéa
cac cron job ma khong ai doc.

Agent mesh ban xay dung & thang sau sé trong khéng giong agent don 1é ban
trién khai & thang mot. Diéu dé 6n. Kién truc nén phéat trién khi ban hoc duoc
nhitng gi cic agent thyc sy dang lam, ching tén bao nhiéu, va gia tri ching
tra vé. Md rong c6 chu dich, do lwong moi thit, va gitt lich xac minh backup
nhat quan hon lich trién khai cua ban.

Chuong tiép theo: Bai Hoc Rut Ra — nhiing sai ldm téi dd mdc dé ban khéng
phdi mac.

Chuong 16: Bai Hoc Rut Ra —
Nhung Piéu Toi Uéc Minh Biét
Truoc

7

“Ban nghi 3 ngay tao ra moét ung dung triéu do? &
sau khi t6i mé td AI dd danh bao ldu dé tao code

— M6t nguoi ding,
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Gi6i Thiéu

Moi cdu chuyén thuc té trong cuon sach nay dai dién cho mét sai lam thuc su.
Mot s6 ton tién. Mot s6 tén gidc ngu. MOt vai céi tén niém tin — védi nguoi
dung, v6i cac bén lién quan, hodc vdi chinh t6i khi nhin lai m6t tuan lam viéc
va nhan ra minh da xay dung dung thi sai.

Chuong nay khac véi cac chuwong khac. Khong cé so do kién tric. Khong cé file
cau hinh & ntra dau. Chi la mot ban ké khai trung thyc vé muoi sai lam c6 hau
qua 16m nhat t6i da mac khi xay dung hé thong Al agent trong moi truong thuc
té, theo sau la suy ngam réng hon vé yéu t6 con nguoi ma tai liéu ky thuéat lién
tuc bod qua.

Toi da t6 chirc ching theo thit tw gan dung ma nguoi thuc hanh mdéi sé gap
phai — cé nghia la nhitng sai lam dau tién la van hanh, nhitng céi & gitta la
kién truc, va nhitng cdi cudi cung la triét hoc. Ban c6 thé sé mac mot s6 sai
lam nay du sao, vi mét s6 bai hoc chi dong lai khi ching ton th gi d6 tu ban.
Nhung cé 18 mot vai céi ban c6 thé bd qua.

Top 10 Sai Lam

Sai Lam #1: Khong Pat Canh Bao Ngan Sach (Bai Hoc $500)

Thang dau tién toi chay agent trong moéi truong thuc té ma khéng cé canh béo
ngan sach, toi da chi $500 cho cac API call ma t6i khong co y dinh thuc hién.
Khong phai vi cac agent dang lam gi d6 kich tinh — khong c6 vong lap bung
phét, khong c6 retry vo han. Chi la hoat dong binh thwong, nhan véi thuc té la
toi d& két noi nhiéu nguodn dir liéu hon téi nhan ra, va cac agent dang xu ly tat
ca chung.

To6i nhén ra khi kiém tra sao ké thé tin dung. Khéng phai khi né xay ra. Ba
tuan sau khi né xay ra.

Céach stra la hai dong cdu hinh. Khong c6 1y do gl dé khong lam diéu nay ngay
tir ngay dau.

Anthropic (qua AWS Bedrock):
aws budgets create-budget \
--account-id $AWS_ACCOUNT_ID \

--budget '{
"BudgetName": "ai-agents-monthly",
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"BudgetLimit": {"Amount": "200", "Unit": "USD"},
"TimeUnit": "MONTHLY",
"BudgetType": "COST",
"CostFilters": {
"Service": ["Amazon Bedrock"]
}
A
--notifications-with-subscribers '[{
"Notification": {
"NotificationType": "ACTUAL",
"ComparisonOperator": "GREATER THAN",
"Threshold": 80,
"ThresholdType": "PERCENTAGE"
+
"Subscribers": [{
"SubscriptionType": "EMAIL",
"Address": "you@example.com"
]
H

API Anthropic truc tiép — tw tao tracking:

# cost-tracker.py — boc moi API call
import anthropic

from dataclasses import dataclass, field
from datetime import datetime, date
import json

import os

PRICES = {
"claude-opus-4-6": {"input": 5.00, "output": 25.00}, # mdi MTok
"claude-sonnet-4-6": {"input": 3.00, ‘"output": 15.00},
"claude-haiku-4-5": {"input": 1.00, ‘"output": 5.00},

}

DAILY BUDGET USD = float(os.environ.get("DAILY BUDGET USD", "20.0"))
ALERT THRESHOLD = 0.80 # Canh bdo & 80% ngan sach

@dataclass
class CostTracker:
db_path: str = "/var/lib/agents/costs.json"
_today spend: float = field(default=0.0, init=False)

def record(self, model: str, input tokens: int, output tokens: int) -> float:
prices = PRICES.get(model, PRICES["claude-sonnet-4-6"])
cost = (input tokens / 1 000 000 * prices["input"] +
output_tokens / 1 000 000 * prices["output"])

self. today spend += cost

self. persist(model, input tokens, output tokens, cost)
self. check budget()

return cost

def check budget(self):
if self. today spend >= DAILY BUDGET USD:
raise BudgetExceededError(
f"ba vuot ngan sach ngay ${DAILY BUDGET USD}. "
f"ba chi: ${self. today spend:.2f}"
)
elif self. today spend >= DAILY BUDGET USD * ALERT THRESHOLD:
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self. send alert(

f"CANH BAO: {self. today spend/DAILY BUDGET USD*100:.0f}% "

f'ngan sach ngay da dung (${self. today spend:.2f}/${DAILY BUDGET USD})"
)

def send alert(self, message: str):

import requests

requests.post(
f'"https://api.telegram.org/bot{os.environ['TELEGRAM BOT TOKEN']}/sendMessage",
json={"chat id": os.environ["TELEGRAM CHAT ID"], "text": message}

)

def persist(self, model, input_tok, output_tok, cost):
record = {
"timestamp": datetime.utcnow().isoformat(),
"date": date.today().isoformat(),
"model": model,
"input tokens": input tok,
"output tokens": output tok,
"cost usd": cost,
}
with open(self.db path, "a") as f:
f.write(json.dumps(record) + "\n")

class BudgetExceededError(Exception):

pass

bat ngan sach ngay trudc khi ban viét agent dau tién. Khong phai sau khi ban
thdy héa don.

Sai Lam #2: Tin Tuong Agent Véi Cau Hinh Infrastructure (Sw Cé API
Proxy)

S6m trong dy an, t6i cho mot agent quyén ghi vao céc file cadu hinh
infrastructure. Nhiém vu cua agent la toi wu héa cai dat dinh tuyén API proxy
service. M6t buéi toi, trong khi tdi vang mat, né quyét dinh “don gidn hdéa” cau
hinh dinh tuyén API proxy service bang cach xda nhiing gi n6 xac dinh la céc
fallback route du thira.

Céc fallback route khong du thtra. Chung la cac route phuc vu 40% luu luong
khi cdc endpoint chinh bi rate limit. Trong vong sdu phut sau khi thay d6i, hé
théng dang tra vé 16i cho 40% yéu cau. Agent khéng nhéan ra — n6 da chuyén
sang tac vu tiép theo roi.

Quy tac: C4c agent nén dé xuét thay doi infrastructure; con nguoi nén ap
dung chung. Pay khéng phai la s hoai nghi vé AI — d6 la quan ly thay doi
dung dan.
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# Mau: tao dé xudt thay d6i, yéu cau phé duyét cia con ngudi
class InfraChangeProposal:
def init (self, agent id: str, change type: str, diff: str, rationale: str):

self.id = str(uuid.uuid4())
self.agent id = agent id
self.change type = change type
self.diff = diff
self.rationale = rationale
self.status = "pending"
self.created at = datetime.utcnow()

def to approval message(self) -> str:
return """
DE XUAT THAY POI INFRASTRUCTURE
ID: {self.id}
Agent: {self.agent id}
Loai: {self.change type}

Ly do:
{self.rationale}

Diff:
{self.diff}

Trd loi APPROVE {self.id} hoac REJECT {self.id}

# Agent tao dé xuat — KHONG &p dung né
async def optimize routing(agent, config path: str):
current _config = read config(config path)
proposed config = await agent.propose optimization(current config)

diff = generate diff(current config, proposed config)
proposal = InfraChangeProposal(

agent id=agent.id,

change type="routing optimization",

diff=diff,

rationale=await agent.explain_ changes(diff)

await send for approval(proposal) # Telegram, Slack, email, tiy ban
# Agent dirng & day. Con nguoi ap dung sau khi review.
return proposal

Infrastructure la linh vuc duy nhat ma chi phi ctua sai lam agent la ngay lap
tirc, ¢6 thé nhin thay, va c6 thé anh hudéng dén khach hang. Sy bat tién cua
budc phé duyét tha cong ximg dang véi diéu do.

Sai Lam #3: Tw Phuc Hoi Ton Hon La Cac Van Pé N6 Sua

Tw phuc hoéi nghe c6 vé 1y twdng: mot agent phat hién van dé, chan doan no,
stra no, va ban thirc day véi mot hé thong khoe manh. Thuc té phirc tap hon.
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Agent ty phuc hoi dau tién cua toi dwoc kich hoat bdi muic st dung bd nhé cao
trén Server-2. Cach stra ctua né la khdi dong lai tién trinh nang nhat. Tién trinh
dé 1a mot Cognee indexing job mat 45 phut dé khai dong lai va khéi tao lai.
Agent kich hoat khéi dong lai, sau d6 phat hién bd nhé van cao (qud trinh khoi
dong lai dang tién hanh), va kich hoat mot lan khéi dong lai khac. Bon lan khéi
dong lai sau, indexing job da chay dwoc 20 phit va gan hoan thanh, nhung
auto-healer da kill n6 bon 1an & céc giai doan khéi tao ngay cang ton kém.

Téng chi phi ciia “céch stra”: 3 gid cong viéc indexing bi mat + 4 x API call
Opus dé€ chan doan = khoang $8.40 trong token + ~3 gi¢r compute.

Van dé ban dau: bd nhé & 87%, nam trong dai van hanh binh thuwong cho
server d6 trong qua trinh indexing. Khong can can thiép.

Quy tac cho auto-healing agent: 1. Khong bao gio khéi dong lai mot tién
trinh ma khéng ki€ém tra xem né c6 dang tién trién khéng 2. Trién khai thoi
gian cooldown t6i thiéu gitra cdc 1an can thiép (t6i dung 30 phat) 3. Gidi han
can thiép moi service moi ngay (toi da 2) 4. Néu cung mdot cach stra da duoc
ap dung hai lan ma khong cé giai phap, dung lai va canh bao con nguoi 5.
Theo déi chi phi cia mo6i hanh dong auto-healing — néu chi phi khac phuc
trung binh > chi phi sy ¢6 trung binh, vo hiéu héa healer

class AutoHealer:
def init (self, cooldown minutes: int = 30, max daily interventions: int = 2):
self.cooldown = timedelta(minutes=cooldown minutes)
self.max_daily = max_daily_interventions
self. interventions: dict[str, list[datetime]] = defaultdict(list)

def can _intervene(self, service: str) -> tuple[bool, str]:
now = datetime.utcnow()
today_interventions = [
t for t in self. interventions[servicel
if (now - t).days == 0
]

if len(today interventions) >= self.max daily:
return False, f"Dad dat t6i da can thiép hang ngay ({self.max daily}) cho {service}"

if today_interventions:
last = max(today interventions)
if now - last < self.cooldown:
remaining = self.cooldown - (now - last)
return False, f"Cooldown dang hoat dong cho {service}: con {remaining}"

return True, "ok"

def record intervention(self, service: str):
self. interventions[service].append(datetime.utcnow())
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Sai Lam #4: Khong Bao Cao Tién Trinh (Im Lang Cua Agent = Lo Lang
Nguoi Dung)

Céac agent cham. M6t tac vu phitc tap — phan tich codebase, tao ké hoach
migration, review infrastructure — cé thé mat 5 dén 15 phut. Trong thoi gian
do, khéng co cap nhét tién trinh, nguoi dung gid dinh rang cé gi d6 da xay ra
sai. Ho gui lai tdc vu. Bay gio agent dang lam cung mot viéc hai lan. Ca hai
hoan thanh déu dén. Khéng ai biét céi nao la chuan.

D4y la van dé UX ma bién thanh van dé tinh ding dan.

# Wrapper bdo cdo tién trinh
class ProgressReporter:
def init (self, task id: str, channel: str):
self.task id = task_id
self.channel = channel
self. start = time.time()

async def update(self, step: str, pct complete: int = None):
elapsed = int(time.time() - self. start)
msg = f"[{self.task id}] {step}"
if pct_complete is not None:
msg += " ({pct_complete}%)"
msg += " — {elapsed}s da troi qua"
await self. send(msg)

async def done(self, summary: str):
elapsed = int(time.time() - self. start)
await self. send(f"[{self.task id}] HOAN THANH ({elapsed}s): {summary}")

async def error(self, message: str):
elapsed = int(time.time() - self. start)
await self. send(f"[{self.task id}] LOI ({elapsed}s): {message}")

async def send(self, message: str):
# Trién khai phu thudc vao kénh cua ban (Telegram, Slack, v.v.)
await telegram send(self.channel, message)

# S dung bén trong tdc vu agent chay l&u

async def analyze codebase(repo path: str, reporter: ProgressReporter):
await reporter.update("bPang quét cau tric repository", pct complete=5)
files = scan repo(repo_path)

await reporter.update(f"Tim thay {len(files)} file, bat dau phéan tich", pct _complete=20)
analysis = await analyze files(files)

await reporter.update("Pang tao khuyé&n nghi", pct complete=80)
recommendations = await generate recommendations(analysis)

await reporter.done(f"Phan tich hoan thanh: {len(recommendations)} khuyén nghi")
return recommendations
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Tan suat cap nhéat quan trong: qua it va nguoi dung lo lang; qua nhiéu va céc
cap nhat tré thanh nhiéu. Mot cap nhat méi 30-90 gidy cho céc tac vu dai la
baseline tot.

Sai Lam #5: Hardcode Credentials

T6i da hardcode credentials trong ba dy an agent riéng biét trudc khi hoc
duoc bai hoc nay. Méi lan, credential két thiic trong git repository trong vong
48 gio — hoac duwoc commit truc tiép hoac duoc dua vao debug log da duoc
commit. Moi l1an, toi xoay vong key va danh hai gio' xdc minh khoéng c¢6 gi bi ro
ri.

Céch stra khong phirc tap. Dung HashiCorp Vault cho cac secret xoay vong, va
bién moi truong (duoc quan ly baéi secrets manager, khong phai file .env
plaintext) cho moi thi khéc.

vault kv put secret/agents/anthropic \
api_key="sk-ant-..." \
rate limit tier="tier-3"

export ANTHROPIC API KEY=$(vault kv get -field=api key secret/agents/anthropic)

vault {
address = "https://vault.internal:8200"
}
auto_auth {
method {
type = "approle"
config = {
role id file path = "/etc/vault-agent/role id"
secret_id file path = "/etc/vault-agent/secret id"
H
}
}
template {
source = "/etc/agents/env.tpl"
destination = "/run/agents/env"
perms = "0640"
}

File template (env.tpl) tao ra moét file moéi treong ma agent doc khi khai dong.
Vault ty dong lam méi né khi secret xoay vong. Agent khong bao gio can biét
gié tri secret thuc té tai thoi di€ém trién khai.
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Sai Lam #6: Bo Qua Firewall (Server-3 UFW Chuwa Bao Gio Duoc Bat)

Server-3, server database va persistence cua toi, chay duoc bon thang véi
UFW (Uncomplicated Firewall) chua bao gio dwoc bat. Toi biét diéu nay. Toi c
cO vy dinh cai dat né. Server “nam sau mang riéng” va “khong truc tiép doi mat
v6i internet.” Day chinh xac la diéu kién ma ban bi vi pham cham, qua lateral
movement, thay vi nhanh, qua tan cong truc tié€p.

Khong cé gi xau xay ra. T6i may man. Pung dua vao may man.

sudo apt install ufw

sudo ufw default deny incoming
sudo ufw default allow outgoing

sudo ufw allow from 10.0.1.0/24 to any port 22

sudo ufw allow from 10.0.1.1 to any port 5432
sudo ufw allow from 10.0.1.2 to any port 5432

sudo ufw allow from 10.0.1.1 to any port 2379:2380 proto tcp
sudo ufw allow from 10.0.1.2 to any port 2379:2380 proto tcp

sudo ufw allow from 10.0.1.0/24 to any port 8008

sudo ufw --force enable
sudo ufw status verbose

sudo ss -tlnp | grep -E "5432|2379|2380|8008"

Pbung cho dén khi ban hoan thanh cac phan tha vi méi bat firewall. Bat né vao
ngay dau tién, trudc khi ban két noi server véi bat ky thir quan trong nao.

Sai Lam #7: Tron Dir Liéu Agent (Van Pé Multi-Tenancy Cognee)

biéu nay da duwoc dé cap trong Chuong 15, nhung né ximg dang duwoc mé rong
nhw mot sai 1am. T6i chay moét instance Cognee chung cho nhiéu agent phuc
vu cac dy an khach hang khac nhau. Theo thoi gian, knowledge graph tich lay
su kién twr tat ca cac du an.
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Mot agent dang lam viéc trén Dy an Beta hdi mot cau hoi vé credentials
database production. Cognee truy xudt mot sy kién né da hoc tir Dy an Alpha
— vi ca hai du &n déu cé céc thuc thé duoc gan thé “production” va
“database” va vector similarity du cao dé bé mat no.

Agent khéng bao gio exfiltrate credential. Nhung né da dung moét dia chi
database sai tir dw 4n sai dé xay dung mot migration script, diéu dé sé that bai
to tiéng khi chay. T6i da phéat hién ra trong code review. D4 la mot sy suyt say.

Co0 lap tenant trong cac hé thong tri thirc khong phai tuy chon khi ban cé
nhiéu khach hang hoac dw &n. Chay céac instance Cognee riéng biét, cac
database Neo4j riéng biét, hoac it nhat duy tri sy tdch biét namespace nghiém
ngat véi loc tai thoi diém truy van:

class TenantAwareCognee:
def init (self, tenant id: str):
self.tenant_id = tenant_id
self.namespace prefix = f"tenant:{tenant id}:"

async def remember(self, content: str, entity type: str, **metadata):

await cognee.add(
content,
entity type=f"{self.namespace prefix}{entity type}",
metadata={**metadata, "tenant id": self.tenant id}

)

async def recall(self, query: str) -> list:
results = await cognee.search(
query,
filters={"tenant id": self.tenant_id}

)

return [r for r in results if r.metadata.get("tenant id") == self.tenant id]

Sai Lam #8: Over-Engineering Monitoring (Bay Lap v1-v2-v2.2-v2.3)

T6i da xay dung mot hé théng monitoring agent mesh tuy chinh. Roi xay dung
lai. R6i va hai lan. Qua trinh:

* vl: Prometheus + Grafana don gian véi cac metrics agent co ban. Hoat
dong tot. Toi quyét dinh né khong da toan dién.

* v2: Thém logic alerting tuy chinh, mét Python service twong quan sw kién
agent, Loki dé téng hop log, Tempo dé distributed tracing. M4t hai tuéan.
Python service cé bug. Cac twong quan hau hét sai.
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e v2.2: Stra cac bug tuong quan. Thém nhiéu dashboard hon. Thém dinh
tuyén Alertmanager cho cac mic do nghiém trong khac nhau. Thém
Telegram alert formatter.

e v2.3: Nhan ra Tempo tracing khong thuc sw duwoc dung béi ai. Xéa néd. Pon
gian hoéa dinh tuyén Alertmanager. Két thic véi thir gi dé trong rat giéng
vl véi alerting tot hon mot chut.

Téng thoi gian: khoang sdu tuan trong ba thang.

Monitoring thuc sy quan trong & cudi: - Heartbeat agent (tién trinh agent c6
song khoéng?) - Chi phi token moéi agent moi ngay (agent nay co trong ngan
sach khong?) - Ty 1é 16i moi agent (agent c6 thanh cong véi tac vu khéng?) - Do
sdu hang doi (c6 gi dang don & khéng?) - D0 tré replication database (replica
c6 theo kip khong?)

D6 la nam metrics. Mot cai dat Prometheus co ban nam bat tat ca. Correlation
engine phuc tap khong can thiét vi khi agent that bai, ching that bai ré rang
— hoac chung ngung phan hoi, hoac ching bat dau tao ra 16i, hoac chi phi
tang vot. Ban khong can tuwong quan tinh vi dé nhén ra bat ky diéu nao trong
so do.

Xay dung monitoring don gian truéc. Thém do phirc tap chi khi ban cé cau hoi
cu thé ma monitoring don gian khéng thé tra 1oi.

Sai Lam #9: Dung Model Sai Cho Tac Vu Sai (Gemini Cho
Infrastructure = That Bai)

Khong phai moi AI model déu té6t ngang nhau cho moi tac vu. Diéu nay cé vé
hién nhién nhin lai. N6 khéng hién nhién khi téi dang & gitra mot sprint t6i wu
héa chi phi va quyét dinh dinh tuyén céc tac vu quan ly infrastructure dén
Gemini 2.5 Flash vi n6 ré hon Claude Sonnet.

Gemini 2.5 Flash la m6t model xuat sac cho nhiéu tac vu. Tao cdu hinh
infrastructure khong phai mot trong sé6 dé — it nhat khong phai cho truong
hop dung cu thé cua téi la tao Ansible playbook, cau hinh Patroni, va systemd
unit file cho mét stack cu thé.
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Céc output hop 1é vé mat ci phap nhung sai vé mat hoat dong. Cac tac vu
Ansible sé thuc thi ma khong c6 16i nhung khéng dat dwoc trang théai dw kién.
Céc systemd unit file v6i ci phap dung nhung th ty phu thudc sai. Cac cau
hinh Patroni hop ly nhung c6 cac tuong tac tham s6 tinh vi gay ra van dé dudi
tai.

Van dé khong phai la kha nang — Gemini 2.5 Flash la model cé kha nang. Van
dé 1a stack cu thé cua téi (Traefik + Patroni + etcd + IPC agent tuy chinh) du
bat thuwong dé phan phéi training cia model khéng bao gém nhiéu vé no.
Claude Sonnet, c6 thé do dir liéu training khdc nhau hoac nhan manh RLHF,
hoat dong ddng chu y tét hon trén su két hop cu thé nay.

MODEL_ROUTING = {

("generate", "infrastructure"): "claude-sonnet-4-6",
("generate", "python"): "claude-sonnet-4-6",
("generate", "javascript"): "gpt-40",
("analyze", "logs"): "gemini-2.5-flash",
("analyze", "metrics"): "gemini-2.5-flash",
("classify", "alerts"): "claude-haiku-4-5",
("summarize", "documents"): "gemini-2.5-pro",
("reason", "complex"): "claude-opus-4-6",

def route to model(task type: str, domain: str) -> str:
key = (task type, domain)
if key in MODEL ROUTING:
return MODEL ROUTING[key]

return "claude-sonnet-4-6"

Bai hoc khoéng phai la “dung mét model cho moi tht” — diéu dé vira tén kém
vira thuong sai. Bai hoc la: kiém tra céc tac vu cu thé cua ban vdi cac model cu
thé ctia ban truéc khi cam két véi moét quyét dinh dinh tuyén. Nhitng gi hoat
dong tot trong benchmark chung cé thé khéng hoat déng tot cho s két hop
yéu cau cu thé cua ban.

Sai Lam #10: Khong Kiém Tra Output Sub-Agent (That Bai Tham
Lang)

Khi orchestrator uy thac tac vu cho sub-agent va sub-agent tra vé output,
orchestrator thuong tin twéng output dé. biéu nay sai.
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Sub-agent that bai tham lang theo nhiing cdch khéng phai lic nao cling ro
rang: - Chung tra vé output tréng hop ly nhung khong dung - Ching ao giac
duwong dan file, tén function, hodc gia tri cdu hinh - Ching xac dinh ding van
dé nhung dé xuat cach stra gidi quyét triéu chimg thay vi nguyén nhan -
Chung tra vé cau tra 10i dung cho moét phién ban khac cua phan mém

Orchestrator, nhén output nay, tién hanh nhw thé né ding. Loi lan truyén
downstream. Pén khi né bé mat — trong mot 1an trién khai that bai, méot
service cau hinh sai, hodc 16i runtime — output ctia sub-agent cach ba budc
khéi di€m that bai va khé truy nguoc lai.

# Framework xdc thuc output cho phdn hoi sub-agent
from typing import Protocol, TypeVar
import jsonschema

T = TypeVar("T")

class OutputValidator(Protocol[T]):
def validate(self, output: str) -> T:
"""Phan tich va xac thuc output. Raise ValidationError néu khéng hop 1é."""

class AnsiblePlaybookValidator:
REQUIRED KEYS = {"name", "hosts", "tasks"}

def validate(self, output: str) -> dict:
# Buéc 1: Phan tich YAML
try:
parsed = yaml.safe load(output)
except yaml.YAMLError as e:
raise ValidationError(f"YAML khong hop 1é: {e}")

# Budc 2: Xac thuc schema
if not isinstance(parsed, list):
raise ValidationError("Playbook phdi la danh sach cac play")

for play in parsed:
missing = self.REQUIRED KEYS - set(play.keys())
if missing:
raise ValidationError(f"Play thiéu cédc key bat budc: {missing}")

# Buéc 3: Kiém tra dry-run (ansible-playbook --check)
result = subprocess.run(
["ansible-playbook", "--check", "--syntax-check", "-"],
input=output.encode(),
capture output=True,
timeout=30
)
if result.returncode != 0:
raise ValidationError(f"Kiém tra c( phdp that bai: {result.stderr.decode()}")

return parsed
# Trong orchestrator

async def delegate and validate(sub agent, task, validator):
raw_output = await sub_agent.execute(task)
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try:
validated = validator.validate(raw output)
return validated

except ValidationError as e:

fix_request = """
Output truéc dé clha ban that bai xac thuc:
Loi: {e}

Output ban dau:
{raw_output}

Vui long stra output va chi trd vé phién ban da sta.
corrected = await sub _agent.execute(fix request)

return validator.validate(corrected)

Xay dung validator cho moi loai output sub-agent quan trong. Khoan dau tuw
hoan von ngay lap tic trong lan dau tién sub-agent tra vé rac hop 1y va
orchestrator tir chéi né thay vi hanh déng theo no.

Yéu To Con Nguoi

Al Tao Nhanh; Moi Thir Khac Mat Lau Gap 10 Lan

Cé mét do tudng dai dang trong khong gian Al tooling rang cac Al agent sé
nén dang ké timeline dé xay dung phan mém. Ao tudng nay cé mot sy that hep
trong dé: cac Al agent thuc su tao code, ké hoach, va tai liéu nhanh hon dang
ké so v4i con nguoi lam viéc mot minh.

Ao tudng that bai vi tao code khong phai nut that ¢é chai.

Mot nguoi dung da néi véi toi, sau khi toi mé td cadch agent da san xuét trién
khai tinh nang hoan chinh trong ba ngay: “Ban nghi 3 ngay tao ra mot ing
dung triéu d6?” Cau tra 1oi, ré rang, la khong. Ba ngay tao Al duoc theo sau

2 .

boi:

 Hai tudn ki€ém tht tich hop (code duoc tao hoat dong doc 1ap; tich hop né
v6i hé thong hién cé doi héi lam lai ddng ké)

e Mot tuén toi wu héa hiéu suat (trién khai duwoc tao ding nhung ngay tho; né
thuc hién céc truy van database N+1 va khong thé xur ly tai production)

» Ba ngay security review (Al da trién khai ding happy path va hoan toan bo
qua input validation trén mot sé6 endpoint)

e Bon ngay danh bong (UX hoat dong nhung khong tot; nguoi dung thuc da
thtr va thay nd kho hi€u theo nhiitng cdch Al khéng luwong truéc)

324



« Mot tuan monitoring production va xt ly sw cd (boén van dé sau trién khai,
ba trong s6 d6 Al khong m6 hinh héa)

Timeline thuc té cho “3 ngay lam viéc AI”: khoang 7 tuan.

DAy khong phai 1ap ludn chéng lai viéc dung Al agent. Tinh nang cé thé mat
12-16 tuan ma khong c6 su tro giup ctua Al. Pon bay la thuc. Nhung don bay
nam & giai doan tao, chi la mot phan cua viéc giao hang phan mém. Céc giai
doan build, test, integrate, polish, va operate van mat khoang thoi gian nhw
ching da luén mat.

Hay 1én ké hoach phu hop. Dung cam két véi timeline dya trén téc do Al co
thé viét code. Cam két véi timeline dua trén thoi gian toan bd chu ky giao
hang mat — véi Al tang toc giai doan tao va khong nhiéu thit khéc.

Van Pé Hiéu Chinh Tin Tudng

Lam viéc véi Al agent hang ngay tao ra van dé hiéu chinh. Ban thay agent
thanh c6ng véi céc tac vu an twong va bat dau mé rong tin twéng dén céc linh
vuc noi agent kém dang tin cay hon. Ban ngung kiém tra output ma agent
thwong lam dang, cé nghia la ban ngung bat duoc output sai thinh thoadng
trong danh muc dé.

biéu nguoc lai cling xay ra: agent mac 16i r6 rang, ban mat niém tin vao no, va
ngung uy thac cac tac vu no xu ly tot.

Duy tri hiéu chinh chinh xdc — khéng tin twéng qua mirc cling khong tin tudng
thiéu — doi héi ghi log output c¢6 hé théng va review dinh ky. Téi lam spot-
check hang tuan: chon 20 output agent ngau nhién tir tuan, xdc minh thu
cong, ghi chi bat ky cdi nao sai. Diéu nay mat khoang 45 phut va gitr hiéu
chinh cua téi trung thuec.

Du Poan Cho Linh Vuc

T6i dang viét diéu nay vao thang 3 nam 2026. Phan sau phan anh noi toi ky
vong linh vuc di chuyén trong 12-18 théng téi dua trén cdc quy dao hién tai.
Hay coi day la suy doan cé can ci, khong phai 1oi tién tri.
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Tiéu Chuan Héa MCP Sé Tré Thanh Table Stakes

Model Context Protocol (MCP) da ndi 1én nhu tiéu chudn théng tri dé két néi
Al agent véi cac cong cu va nguon dit liéu bén ngoai. Pau nam 2025, tich hop
mot agent véi ngudn dir liéu maéi cé nghia la viét code tuy chinh méi 1an. Cudi
nam 2025, hau hét cac framework agent nghiém tic da c6 ho tro MCP. Dén
gitta nam 2026, t6i ky vong tuan thia MCP sé la yéu cau cing cho bat ky tich
hop agent cap enterprise nao.

Vé mat van hanh, diéu nay quan trong vi né thay déi ganh nang bao tri. Thay
vi duy tri céc tich hop riéng véi muoi lam nguon dir liéu khac nhau, ban duy tri
mot MCP adapter va dé céc framework xtr Iy phan con lai.

Context Window 2M+ Sé Thay Poi Kién Tric Béo Nhé

Context window dang mé& rong nhanh chéng: 200K - 1M - va c6 thé 2M+
token vao cuéi nam 2026. Piéu nay sé thay doi kinh té cua kién tric bd nhé
phéan tang dwoc mo ta trong Chuwong 15.

Khi ban cé thé dat toan bd codebase, sau thang lich st sw ¢6 gan day, va mot
knowledge graph hoan chinh trong mét context window duy nhéat, truong hop
cho céc hé théng boé nhé ngoai phirc tap yéu di. B6 tré va chi phi clia céac truy
van Cognee graph (20-200ms moi lan tra ctru) tré nén khé bién minh hon khi
ban c6 thé dat duoc cung kha nang héi tuéng bang cdch don gian la nhoéi thém
vao context.

Céac agent xtr 1y tot qud trinh chuyén déi nay sé la nhimg cdi duwoc xay dung
trén céc abstraction truy xudt — noi chi tiét trién khai “truy xuéat tir Cognee”
vs “truy xudt tir context” duoc an sau mot interface sach cé thé chuyén doi
trién khai khi cdu tric chi phi thay déi.

class AgentMemory(Protocol):
async def store(self, key: str, content: str, **metadata) -> None: ...
async def retrieve(self, query: str, limit: int = 5) -> list[MemoryItem]: ...

class CogneeMemory:
async def retrieve(self, query: str, limit: int = 5) -> list[MemoryItem]:
return await cognee.search(query, top k=limit)

class ContextMemory:
def init (self, context store: list[str]):
self. context = context store

async def retrieve(self, query: str, limit: int = 5) -> list[MemoryItem]:
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return self. semantic filter(self. context, query, limit)

Suy Luan Thich Nghi Sé Thay Thé Prompting Tinh

Phuong phép thong tri hién tai — viét mot system prompt chi tiét va hy vong
n6 bao gém du truong hop — dé vé. Cac agent that bai & cdc edge case khong
duwoc dy doan trong prompt. Thém huwéng dan vao prompt lam né dai hon, diéu
nay lam giam hiéu suét trén cac truong hop thong thuong.

Giai phéap thay thé dang néi 1én la suy luan thich nghi: cac agent diéu chinh
cach tiép can cua ho dua trén nhiing gi ho quan sat trong qua trinh thyc thi
tac vy, thay vi tuan theo mot tdp huéng dan tinh. Cac model v6i khad nang suy
luan manh hon (Claude Opus 4.6 la benchmark hién tai, véi bat cir diéu gi theo
sau no trong 2026-2027) dang lam diéu nay thuc té.

Vé mat van hanh, suy luén thich nghi thay d6i cdch ban viét huéng dan agent:
it dac ta cac budc chinh xac hon, nhiéu dac ta muc tiéu va rang budc hon.
Agent ty tim ra céc buéc. biéu nay khé debug hon khi n6 sai — “agent da lam
gl d6 bat ngo” la ché do6 that bai phirc tap hon “agent da lam budc 7 khong
ding.” Hay 1én ké hoach dau tw nhiéu hon vao tracing va ghi log output khi
suy luén thich nghi tréd nén phé bién.

Loi Khuyén Cuoi Cho DevOps Engineers Buoc Vao Khong
Gian AI Agent

Sau hon hai nam xay dung, mé rong, pha v&, va xay dung lai cac hé théng Al
agent trong méi truong thuc té€, day la nhiing gi tdi sé nodi véi ai d6 bat dau
hém nay:

Bat dau véi mét agent, mét tac vu, mét thuéc do thanh céong. Sw cdm do
dé xay dung mesh ngay lap tirc rat manh. Chéng lai né. Mot agent véi mot
cOng viéc ro rang va mot metric thanh cong ré rang day cho ban nhiéu hon vé
hanh vi agent so véi muoi agent lam cong viéc duoc dinh nghia 1dng 1éo.

Do luong moi thir tir ngay dau tién. So token, chi phi, do tré, ty 1& 16i, chat
lwong output. Khéng phai vi ban sé doc tat cad cac dashboard — ban sé khong
— ma vi khi c6 gl d6 sai & thdng thi sdu, ban sé can dir liéu lich st dé€ hi€u khi
nao no bat dau.
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Doi xur voi output agent nhw code tir mét developer junior. Khong phai
v6i sy nghi ngo, ma véi review phu hop. Xac minh vai output dau tién trong
bat ky linh vuc kha nang méi nao. Spot-check thuong xuyén. Xay dung
validator tw dong cho cac loai output cé stakes cao.

Ban nang DevOps cua ban c6 thé chuyén giao hon ban nghi. C4c nguyén
tac tao nén infrastructure dang tin cay — duw thtra, quan sat, graceful
degradation, kiém sodt thay do6i, least privilege — &p dung truc ti€p cho cac hé
théng agent. Chi tiét trién khai khic. Cac nguyén tac giong nhau.

Lap ngan sach cho bat ngo. Ca vé tién va thoi gian. Cac hé théng agent lam
nhiing gi ban khéng dw dodn — d6i khi hitu ich, do6i khi ton kém, d6i khi ca hai.
Gitr capacity du trir trong ngan séach va lich trinh cho nhiitng diéu bat ngo.

Cac agent khong phai la sdn pham. Céc két qua chiing cho phép méi 1a san
pham. Mot agent tén $10/ngay va tiét kiém 4 gio lam viéc cta con nguoi moi
ngay la tét. M6t agent ton $10/ngay va tao ra output ma khong ai doc khong
phai tw dong héa — d6 la sadn khau dat tién. Panh giad cac agent dua trén gia
tri ching tao ra, khéng phai vé an tuong cua output.

Linh vuc dang di chuyén nhanh. Céc céng cu, gid, va kién tric cu thé trong
cudn sach nay sé ldo héa. Phan doan van hanh dé biét khi nao thit gi d6 dang
hoat dong, khi nao né khong, va phai lam gi — diéu do6 140 hdéa cham hon. Xay
dung phéan dodn dé mot cach co chu dich, tir agent dau tién ban trién khai.

Két thuc Phdn 5.

Cdc phu luc tiép theo chita tai liéu tham khdo: tém tat céng cu va framework
(Phu luc A), gia AI model tinh dén thdng 3 ndm 2026 (Phu luc B), va danh sdch
kiém tra production ban thuc sw nén dung (Phu luc C).

328



PHU LUC

Phu Luc A: Tai Liéu Tham Khao
Cong Cu va Framework

Cdam nang thuc dia vé cdc céng cu xudt hién xuyén suét cuén sdch nay —
méi céng cu lam gi, khi ndo nén dung, va nhitng gi sé can ban néu ban
khéng cdn than.

Phu luc nay duoc t6 chirc theo danh muc. Véi méi cong cu, ban sé tim thay: mé
td bang ngdn ngitr don gian, cac truong hop dung ma né tda sang, va nhiing
gotcha ma kinh nghiém thuc té tiét 16 nhung tai liéu hiém khi dé cap. Phién
ban va gia tinh dén thang 3 nam 2026.

Framework Agent

CrewAl

Lam gi: Diéu phoi nhiéu Al agent trong cac workflow dua trén vai tro. Ban
dinh nghia céc agent véi vai tro cu thé (researcher, writer, engineer), giao cho
ho tac vu, va CrewAl quan ly luong thuc thi — tuan tw, song song, hoac phan
cap.

Khi nao dung: - Pipeline da agent noi cdc agent khac nhau c6 linh vuc
chuyén mén riéng - Workflow anh xa tw nhién dén cdu tric nhém con nguoi -
Prototyping nhanh cdc mau cdng tac agent

Cac gotcha quan trong: - Bo nh¢ gitta cac agent trong mot crew duoc chia
sé theo mac dinh — co6 14p tenant doi hoi cdu hinh ré rang - Ché do
process=Process.hierarchical thém mot lan goi manager LLM cho méi uy théac
tadc vu; chi phi tich 1ty nhanh hon dw kién trong cac crew 1lén - Dinh nghia
cong cu dai dong va lap lai; xdy dung tool registry dé tranh copy-paste - Chéat
lwong output crew gidm ddng ké khi crew vuot qué 5-6 agent; context bi pha
lodng qué nhiéu

from crewai import Agent, Task, Crew, Process

infra agent = Agent(
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role="Infrastructure Engineer",

goal="Phan tich va téi wu héa cdu hinh server",

backstory="Chuyén gia vé Linux systems, Patroni, va container orchestration",
tools=[bash tool, file reader tool],

1lm="claude-sonnet-4-6",

max_iter=5,

memory=True,

)

analysis task = Task(
description="Phan tich cdu hinh PostgreSQL tai /etc/postgresql/15/main/postgresql.conf",
expected output="Danh sach cac cai dat khong téi wu véi gid tri dugc khuyén nghi va ly do",
agent=infra agent,

)

crew = Crew(
agents=[infra_agent],
tasks=[analysis_task],
process=Process.sequential,
verbose=True,

LangChain

Lam gi: Framework dé két hop céc 1énh goi LLM, c6ng cu, bd nh¢, va chubi
thanh Gng dung. Giéng toolkit hon la framework c6 quan di€ém — cung cap cho
ban céc primitive d€ xay dung hon la kién tric cé dinh.

Khi nao dung: - Ung dung can kiém soéat chi tiét cac tuwong tdc LLM - Pipeline
Retrieval-Augmented Generation (RAG) - Khi ban can két hop nhiéu LLM
provider trong mot itmg dung

Cac gotcha quan trong: - Lop abstraction thém d6 tré dang ké (50-200ms
moi budc chuodi) — do truwde khi gid dinh né chdp nhan duwoc - Cac breaking
change thuong xuyén gilta cdc minor version; pin version nghiém ngat va kiém
tra upgrade ro rang - LCEL (LangChain Expression Language) manh mé
nhung tao ra stack trace gan nhw khong thé doc khi thir gi d6 that bai sdu
trong chudi - Tich hop observability LangSmith xuat sac nhung yéu cau tai
khodn trd phi dé dung production; hay 1ap ngan sach cho né

AutoGen (Microsoft)

Lam gi: Framework hoi thoai da agent noi cidc agent giao tié€p qua truyén tin
c6 cau truc. Pac biét manh trong cac workflow tao code noi cac agent viét
code, thuc thi, quan sat két qua, va lap lai.
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Khi nao dung: - Vong lap tao va thuc thi code - Workflow hudng loi tir tranh
luan gitra agent (mot agent dé xuat, agent khac phé binh) - Tich hop véi Azure
OpenAl (ho tro hang nhat)

Cac gotcha quan trong: - Két thic hoi thoai doi héi cadu hinh ré rang; néu
khong cé, cac agent sé tiép tuc hoi thoai v6 thoi han (va tinh phi v6 thoi han) -
Mo6i truong thuc thi code chay cuc b theo mac dinh; sandbox né truéc khi
chay trong production - Lich st tin nhan tang theo mdi lan trao d6i — dat
max_consecutive auto reply dé ngan tran context window

import autogen
config list = [{"model": "claude-sonnet-4-6", "api key": os.environ["ANTHROPIC API KEY"]}]

assistant = autogen.AssistantAgent(
name="infra assistant",
1lm config={"config list": config list},
system message="Ban la mot infrastructure engineer. Viét va kiém tra Ansible playbook.",
max_consecutive auto reply=5,

)

user _proxy = autogen.UserProxyAgent(
name="user proxy",
human_input mode="NEVER",
code execution config={
"work dir": "/tmp/autogen-sandbox",
"use docker": True,
I
is termination msg=lambda x: "TASK COMPLETE" in x.get("content", ""),

Claude Code

Lam gi: Al coding assistant ciia Anthropic, duoc thiét ké dé lam viéc trong
moi truong phét trién. Poc codebase, viét va chinh stra file, chay 1énh, va hoat
dong qua vong lap tool-use véi gidm sat cua con nguoi.

Khi nao dung: - TAc vu phéat trién phan mém: viét, review, refactor, debug -
Kham phé repository va tao tai liéu - Tac vu doi héi chinh stra file lap lai véi
hiéu biét vé toan bd codebase

Cac gotcha quan trong: - Claude Code hoat dong véi quyén file cua nguoi
dung da khoi chay né — chay v6i nguoi dung c6 dac quyén thap chuyén dung
trong cac moi truong gan production - Cac phién dai tich lily context 16m; khéi
dong lai phién dinh ky cho céc tac vu kéo dai nhiéu gio - Vong lap tool-use co
thé bi ket trong “té liét phéan tich” véi cac tac vu mo ho; cung cap tiéu chi
thanh cong ro rang
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Gateway Agent (Orchestrator)

Lam gi: Al gateway agent duoc thiét k& dé b6 sung cho Claude Code. Xt ly
cac tdc vu ma coding agent khong thé: duyét web, tu dong héa browser, nhan
tin Telegram, tac vu theo lich, va ki€m soéat thiét bi (camera, man hinh, vi tri
trén thiét bi di dong duwoc ghép cap).

Khi nao dung: - Tim kiém web va truy xudt dir liéu truc ti€p - Gui thong bao
qua Telegram, WhatsApp, hoac Discord - Tw dong hda browser (dién form,
scrape cac trang duoc xac thuc) - Lén lich nhac nhd va téc vu dinh ky - Diéu
phoi véi Claude Code qua shared inbox tai ~/.agent-gateway/workspace/

Cac gotcha quan trong: - Nhan tin lién agent qua shared inbox dwa trén file;
ca hai agent phai dang chay dé€ giao hang déng tin cdy - Két qua duyét web
bao gom ndi dung trang day du — cat tia tich cuc trudc khi dwa vao LLM
prompt hoac chi phi tang vot - Kiém soat thiét bi di déng yéu cau app
companion gateway va sy déong y ré rang cua nguoi dung moi phién

gateway system event --text "Tim kiém ghi chi phat hanh Patroni 4.x va tém tat cac breaking change"

cat ~/.agent-gateway/workspace/inbox/from-gateway.md

Infrastructure

Docker

Lam gi: Container héa céc img dung va dependencies cua ching thanh céc
image portable, c6 thé tdi tao. Nén tang cua trién khai nhat quan trén cac moi
truong development, staging, va production.

Khi nao dung: Hau nhuw luén luén. Néu ban khong container héa cac agent
service, ban dang tao ra cac van dé khong nhat quan moéi truong sé bé mat
vao thoi diém té nhat cé thé.

Cac gotcha quan trong: - Giéi han bo nhé container tuwong tac kém véi GC
cua Python; dat --memory-swap bang --memory dé€ ngan swap thrashing - Cac
tién trinh agent tao ra subprocess (dé thuc thi code, tool use) c6 thé thoat
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khoi gidi han tai nguyén container qua fork() tri khi ban dung --pids-limit -
Céc 16p image cho Al Python dependencies 16n (2-5GB la phé bién); dung
multi-stage build d€ giam kich thudc image production

FROM python:3.12-slim AS builder

WORKDIR /build

COPY requirements.txt .

RUN pip install --user --no-cache-dir -r requirements.txt

FROM python:3.12-slim AS runtime

WORKDIR /app

COPY --from=builder /root/.local /root/.local
COPY src/ .

ENV PATH=/root/.local/bin:$PATH

RUN useradd -m -u 1000 agent

USER agent
CMD ["python", "-m", "agent.main"]
Traefik

Lam gi: Reverse proxy va load balancer cloud-native véi tinh nang tw dong
service discovery qua Docker labels, Kubernetes, Consul, va etcd. Xt ly TLS
termination, dinh tuyén, va middleware.

Khi nao dung: - HTTP routing cho agent REST API - TLS ty dong qua Let’s
Encrypt - Traffic splitting va weighted load balancing trén cac instance agent

Cac gotcha quan trong: - Dashboard hién thi cdu hinh dinh tuyén theo mac
dinh trén port 8080 — han ché truy cap ngay lap tic - Th tw middleware
quan trong; ratelLimit truwdc retry ngan cac retry bypass giéi han toc do -
Khodng kiém tra sitc khde qua tich cuc (< 5s) sé tao ra nhiéu log dang ké va
overhead nho

HAProxy

Lam gi: TCP/HTTP load balancer va proxy duoc kiém ching ky. it tinh nang
hon Traefik cho méi trudong dong, nhung hiéu suét c6 thé du dodn hon dudi tai
cuc cao va ho tro tot hon cho céc giao thirc khong phai HTTP.

Khi nao dung: - Front-end connection pooling PostgreSQL (truéc PgBouncer)
- TCP load balancing cho giao ti€p agent khong phai HTTP - Céc tinh huéng
can quyét dinh dinh tuyén dudi mili gidy v6i do tré co6 thé du doan
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Cac gotcha quan trong: - Cau hinh HAProxy yéu cau khéi dong lai hoan toan
cho hau hét céc thay d6i (khong c6 hot reload cho céc thay d6i backend trong
cac phién ban cii hon) - Trang thong ké nén duoc bao vé véi basic auth t6i
thiéu; no tiét 16 s6 lwong két ndi va strc khoe server - Session stickiness
(balance source) c6 thé gay phan phéi tdi khéng déu khi mot sé lwong nho IP
tao ra hau hét luu luong

Patroni

Lam gi: High-availability manager cho PostgreSQL. Dung hé thong dong
thu&n phén tédn (etcd, Consul, hoac ZooKeeper) dé quan ly leader election,
automatic failover, va thang cap replica.

Khi nao dung: - Bat ky trién khai PostgreSQL production nao phai séng sot
qua server failure - Cluster PostgreSQL da server

Céac gotcha quan trong: Xem Chuong 15 dé€ biét toan bé postmortem. Phién
badn ngan: - Moi node phai c6 cdu hinh etcd peer giéng hét nhau —
configuration drift gay ra failover gia - Dat maximum lag on failover dé ngan
thang cap replica tut hdu dang ké; 1MB la diém khoi dau hop 1y -

use pg rewind phai dwoc bat trudc failover, khong phai sau — béat né tai thoi
diém tao cluster - Ludn dung Patroni truéc khi dung etcd; dung etcd truéc céd
thé kich hoat failover khong can thiét

etcd

Lam gi: Kho luu trit key-value phan tdn cung cap dam bao nhat quan manh
qua thuét toédn déng thuin Raft. Puoc dung bdi Patroni dé bau chon leader va
trang thai cluster.

Khi nao dung: Khi ban can dong thuan phéan tan dé bau chon leader, quan ly
cau hinh, hoac service discovery.

Céac gotcha quan trong: - Toi thi€u ba node dé co6 fault tolerance c6 y nghia;
hai node khong cung cap bao vé (ca hai that bai dong thoi trén bat ky phan
vung nao) - etcd nhay cam véi do tré disk — chay né trén SSD; etcd dwoc ho
tro boi HDD sé tao ra election timeout dwdi tai - Bat auto-compaction (auto-
compaction-retention) hoac thuw muc dir liéu sé tang vo tan va cudi cung gay
OOM - Gid tri initial-cluster phai giong hét nhau trén tat ca node; khong
Khép gay ra céac triéu chung split-brain sau khi khéi dong lai
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Monitoring

Prometheus

Lam gi: Thu thap va luu trir time-series metrics. Scrape cac endpoint metrics
theo khoang thoi gian ¢é thé cdu hinh, luu trong TSDB cuc b, va cung cap
ngon ngit truy van (PromQL) d€ phan tich va alerting.

Khi nao dung: Lu6n luén. Néu ban cé service production, né can Prometheus
metrics.

Céac gotcha quan trong: - Retention mac dinh la 15 ngay; d€ phan tich xu
huéng ban can retention dai hon hoac storage backend tir xa (Thanos, Cortex)
- Label cardinality cao (agent ID, user ID, request ID) gay ra TSDB bloat —
ki€ém soat label cardinality - B&n than Prometheus server la diém 16i don; chay
hai instance scrape cung target dé gidm sat cidc man hinh

# Cac metrics agent quan trong dé expose
# Trong endpoint metrics cua agent:

# Tiéu thu token
agent tokens total{model="claude-sonnet-4-6", type="input"} 1523000
agent tokens total{model="claude-sonnet-4-6", type="output"} 284000

# Két qua tac vu

agent tasks total{status="success"} 842
agent tasks total{status="error"} 17
agent tasks total{status="timeout"} 3

# Histogram dé tré

agent task duration seconds bucket{le="5"} 623
agent_task duration_seconds_bucket{le="15"} 801
agent_task duration_seconds_bucket{le="30"} 839
agent task duration seconds bucket{le="+Inf"} 862

# Theo doi chi phi
agent_cost _usd_total{agent id="claude-code-1"} 47.23

Grafana

Lam gi: Nén tang visualization va dashboard. Két n6i véi Prometheus, Loki,
Tempo, va hang chuc ngudn dir liéu khac dé tao dashboard van hanh va alert.

Khi nao dung: Cung véi Prometheus. Hai cai nay thuc sy la mét don vi.

Cac gotcha quan trong: - Cau hinh dashboard chi duoc luu trong database
SQLite cua Grafana khéng duwoc backup theo mac dinh — export dashboard
dudi dang JSON va commit vao git - Panh gid alert xay ra trong Grafana
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nhung dinh tuyén théng bdo xay ra trong Alertmanager; hi€u hé thong nao
chiu tradch nhiém vé céi gi trudc khi debug mot alert bi bd qua - Credentials
mac dinh admin/admin thuc sw dwoc nguoi ta dung trong production; thay déi
ching trong lan dang nhap dau tién

Alertmanager

Lam gi: Xt ly dinh tuyén, deduplication, grouping, va silencing cac alert tir
Prometheus. Gui thong bdo dén Telegram, Slack, PagerDuty, email, va nhiéu
kénh khéc.

Khi nao dung: Cung véi Prometheus dé alerting production.

Cac gotcha quan trong: - Dinh tuyén alert la cu truc cay — mot alert khép
route dau tién va dung lai (trir khi c6 continue: true); cac bug logic dinh tuyén
khién alert dén sai kénh mo6t cach tham lang - Cac tham s6é group wait va
group_interval xac dinh Alertmanager cho bao lau trudc khi g alert duoc
nhom; mac dinh thuong qué dai d€ phan héi sy ¢6 - Silence mot instance alert
cu thé (dung matchers), khong phai toan bo tén alert — silencing theo tén tat
tiéng tat ca instance bao gom céc instance méi kich hoat vi ly do khéac

Loki

Lam gi: Hé thong tong hop log duoc thiét ké dé lam viéc cung véi
Prometheus. Dung cung mo hinh label véi Prometheus cho log stream, lam
cho twong quan log-metric tyw nhién trong Grafana.

Khi nao dung: - Luu trir log tap trung va tim kiém trén nhiéu agent server -
Twong quan log vdi metrics trong cung Grafana dashboard

Cac gotcha quan trong: - Loki duoc toi wu cho log stream véi label low-
cardinality — khong dat céac gia tri dong (request ID, ndi dung duoc tao bai
agent) trong label - Giéi han téc d6 nhén log sé tham lang drop log néu bi
vuot; cdu hinh limits config.ingestion rate mb phu hop véi volume log cta
ban - Ngon ngit truy van logql manh mé nhung full-text search ( |= "error") la
sequential scan — dung label selector d€ thu hep khong gian tim kiém trudc
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Tempo

Lam gi: Backend distributed tracing. Luu trit va truy van trace tur cac ing
dung duoc do lwong voi OpenTelemetry.

Khi nao dung: Khi ban c6 workflow da agent can trace mot request qua
nhiéu agent hop va hiéu thoi gian duoc dung & dau.

Cac gotcha quan trong: - Trace chi hitu ich néu moi thanh phéan trong duong
dan duoc do lwong — do lwong mot phan tao ra trace khong day du gay hiéu
nham - Chi phi luu trir tang ty 1é vdi volume request va do sau trace; sample
tich cuc (1-10% trace cho cac duwong dan volume cao) - Nhuw dé luu y trong
Chuwong 16, Tempo dé cai dat va dé ngung dung vi khong ai nhin vao trace —
dinh nghia céc céu hdi cu thé ban sé tra 1oi véi trace trudce khi dau tu vao do
luong

Tri Thic va Bé Nhé
Cognee

Lam gi: Hé thong b6 nhé knowledge graph cho Al agent. Nhan tai liéu, trich
xudt thuyc thé va quan hé, luu trong graph database (Neo4j), va cung cap tim
kiém ngtr nghia qua vector embedding (LanceDB).

Khi nao dung: - Cac agent can bé nhé bén viig cé cau trac vé tri thirc mién -
Céc hé théng noi quan hé gitra cac thuc thé quan trong (khéng chi similarity
tai liéu) - Workflow agent da phién noi context phai song sét qua céac lan khai
dong lai

Cac gotcha quan trong: - Khong c6 multi-tenancy tich hop tinh dén thang 3
nam 2026 — namespace tat ca thuc thé vdi tenant identifier thu cong (xem
Chuong 16) - Xay dung do6 thi tir cac tai liéu 1ém cham va ton kém; batch
ingestion trong gi¢ thap diém - Chat luong tim kiém ngir nghia gidm néu
embedding model dung trong qua trinh nhap khac véi model dung trong qua
trinh truy van — gitr embedding model nhat quan

Firecrawl

Lam gi: Dich vu web scraping duogc téi wu héa cho nhap liéu Al. Thu thap céc
trang web va tra vé Markdown sach phu hop cho LLM context, xu ly
JavaScript rendering, xac thuc, va giéi han toc do.
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Khi nao dung: - Nhéap tai liéu web vao knowledge base - Gidm sat website dé
phéat hién thay déi - Tac vu nghién ctu doi héi ndi dung web hién tai

Cac gotcha quan trong: - Chi phi API tich liy nhanh cho cac crawl 16n; dat
giéi han maxDepth va maxPages rd rang - Cac SPA nang JavaScript cé thé khong
render ding ma khong c6 cau hinh b6 sung; kiém tra céc site dich truéc khi
cam két védi pipeline - Tuan tha robots.txt — Firecrawl tuan thu theo mac
dinh; dung v6 hiéu hda diéu nay

Crawl4Al

Lam gi: Giai phap thay thé ma nguén mé cho Firecrawl. Web crawler tu host
duoc toi wu cho trich xuat dit liéu Al, véi trich xuat noi dung dua trén LLM va
async crawling.

Khi nao dung: - Khi ban can web crawling on-premises ma khoéng cé chi phi
API bén thit ba - Volume crawling cao noi chi phi Firecrawl tré nén cam dodn -
Logic trich xuat tuy chinh ma API Firecrawl khéng ho trg

Cac gotcha quan trong: - Yéu cau Playwright d€ JavaScript rendering —
thém do phtc tap trién khai ddng k€ va memory overhead (~500MB mbi
browser instance) - Async crawling véi nhiéu phién déng thoi cé thé 4p dao
server dich; trién khai do tré lich sw - Chéat lwong trich xuat thay d6i dang ké
theo cdu tric site; kiém tra va diéu chinh extraction prompt theo ting domain

Neo4j

Lam gi: Graph database. Luu trir dir liéu dudi dang node va quan hé voi
properties, va truy van né véi Cypher (ngoén ngtt truy van doé thi). Puoc dung
bdi Cognee nhw backend knowledge graph.

Khi nao dung: - Khi graph traversal la trung tam cta cac truy van (vi du: “tim
tat ca service phu thudc vao database nay”) - Knowledge graph noi quan hé
thuc thé mang y nghia - Phan tich mang/xa hoi trén cdc méu tuong tic agent

Cac gotcha quan trong: - Hiéu suat truy van Cypher giam manh ma khong
c6 cac index phu hop — tao index trén cac node property duwoc truy van
thuong xuyén tai thoi di€m tao schema - C4u hinh b6 nhé Neo4;j
(heap.initial size, pagecache.size) mac dinh qua bao thu cho production;
diéu chinh dua trén kich thwéc doé thi - Community Edition chi c6 single-
instance; clustering yéu cau Enterprise (tra phi)
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LanceDB

Lam gi: Embedded vector database duwoc xay dung cho ing dung Al. Luu trir
vector embedding cung véi dit liéu c6 cdu truc va cung cap tim kiém ANN
(approximate nearest neighbor) nhanh. Pugc dung béi Cognee dé tim kiém
nglr nghia.

Khi nao dung: - Vector similarity search dé truy xudt bé nhé ngit nghia - Khi
ban mudn database nhing (kh6éng c6 tién trinh server riéng) dé don gian héa -
Ung dung local-first c6 thé cuéi cung can cloud sync

Cac gotcha quan trong: - LanceDB duoc nhung — moi tién trinh mé thw muc
database truc ti€p; ghi dong thoi tir nhiéu tién trinh yéu cau diéu phéi -
Rebuild index (cho IVF PQ index) bat budc sau khi b6 sung dit liéu dang ké dé
duy tri chat lwong tim kiém; 1én lich nay trong thoi gian luu lwong thap - Tham
s6 metric (cosine vs. L2 vs. dot product) phai khép véi nhitng gi embedding
model mong doi; khong khép tao ra két qua tim kiém vo nghia

Bao Mat
HashiCorp Vault

Lam gi: Nén tang quan ly secret. Luu trit, xoay vong, va ki€m todn quyén truy
cap vao credentials, API key, certificate, va cac secret khac. HO tro tao secret
dong (vi du: credentials database tam thoi).

Khi nao dung: - Bit ky credential ma nhiéu hon mét nguoi hodc service can
truy cép - Credentials can xoay vong tw dong - Moi truong yéu cau ki€ém toan
noi ban can biét ai da truy cap secret nao va khi nao

Cac gotcha quan trong: - Storage backend cta Vault phai cé tinh kha dung
cao; sy ¢6 Vault cé nghia la cac agent khong thé 1ay secret va sé that bai —
chay Vault & HA mode (Raft integrated storage) - Root token dwoc tao ra khi
khéi tao nén duoc dung moét 1an dé cau hinh AppRole auth, réi thu héi va luu
trir offline - Gia han lease cho dynamic secret phai duoc xt 1y bédi client; céc
secret hét han ma khong duwoc gia han gay ra 16i credential dot ngot
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UFW (Uncomplicated Firewall)

Lam gi: Front-end cho iptables/nftables trén Linux. Pon gian héa quan ly
firewall rule vé6i cti phéap dé doc.

Khi nao dung: Trén moi server, tr ngay dau tién. Xem Chuong 16, Sai lam
#6.

Cac gotcha quan trong: - ufw enable c6 hiéu luc ngay lap titc — dam bao
SSH rule cua ban da co san trudc khi bat, hoac ban sé tw lock out - UFW rule
ton tai qua reboot theo mac dinh; céc rule ban thém dé€ debug tam thoi sé ton
tai trir khi dwoc x6a ré rang - ufw status verbose hién thi rule theo dinh dang
dé doc; ufw status numbered hién thi chung véi index dé xo6a

WireGuard VPN

Lam gi: Giao thitc VPN hién dai, hiéu suat cao duoc trién khai nhw Linux
kernel module. Pon gian hon dé cdu hinh so v4i OpenVPN, nhanh hon, va c6
attack surface nho hon.

Khi nao dung: - Bdo mat giao ti€p giita cac agent server qua datacenter -
Cung cap kénh truy cap duoc méa hda d€ quan tri - Thay thé céc tuy chon
private networking dat tién tir nha cung cap dam may

Cac gotcha quan trong: - WireGuard khong cé két néi — khoéng c6 khai niém
vé peer “da két n6i”; dung wg show va ping dé xac minh két néi - Cdu hinh
MTU sai gay ra mat packet tham lang cho payload 16n; dat MTU interface &
1420 la mac dinh an toan - Xoay vong key doi hoi cap nhéat phoi hop trén ca
hai peer — xay dung quy trinh xoay vong trudc khi ban can né

Al API

Anthropic (Claude)
Céac model: Opus 4.6, Sonnet 4.6, Haiku 4.5. Xem Phu luc B dé biét gia.

Khi nao dung: - Suy luan phic tap va giadi quyét van dé da budc (Opus) - Tac
vu agent da nang, tao code, phan tich (Sonnet) - Phan loai, dinh tuyén, dinh
dang, trich xuat don gian (Haiku)
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Cac gotcha quan trong: - Giéi han toc do la per API key, khong per model —
dot bién trén Haiku c6 thé anh hudng dén kha nang dung Sonnet trén cung
key - Header beta cho extended thinking (interleaved-thinking-2025-05-14)
bat budc dé€ truy cap reasoning trace; 1én ké hoach cho diéu nay trong khaoi
tao client - Schema tool use phai la valid JSON Schema; schema khong hop 1é&
tao ra 16i khé hiéu thay vi thong béo validation hitru ich - Batch API (gidm 50%)
c6 SLA xtr ly 24 gio; khong phu hop cho yéu cau do tré facing user

OpenAl (GPT)
Cac model: GPT-40, GPT-4.1, 03, 04-mini. Xem Phu luc B dé biét gia.

Khi nao dung: - TAc vu hé sinh thai JavaScript/TypeScript (di liéu training
manh) - Tac vu vision cung voéi text (GPT-40 multimodal) - Suy luan phtc tap
véi extended thinking budget (03) - TAc vu suy luan nhay cam véi chi phi (04-
mini)

Cac gotcha quan trong: - Reasoning token 03/04-mini duoc tinh phi nhung
khong duoc tra vé trong phan hoi API theo méac dinh; bat include reasoning dé
xem chuing (tang chi phi output) - GPT-4.1 c6 context window 1M token khong
c6 phi tang gia long-context — ty 1é gid/chiéu dai context tot nhat trong dong
GPT - Giédi han str dung cap t6 chirc 4p dung trén tat ca API key trong t6 chic;
céac key chung c6 thé cham gid¢i han t6 chitc bat ngo

Google (Gemini)
Céac model: Gemini 2.5 Pro, Gemini 2.5 Flash. Xem Phu luc B dé biét gia.

Khi nao dung: - Xt ly tai liéu dai (1én dén 1M token, véi 2M trong preview) -
Tac vu multimodal véi video, audio, hoac hinh anh - Phan tich log va khép mau
0 quy mo (Flash nhanh va ré) - Tac vu noi chi phi la rang budc chinh

Cac gotcha quan trong: - Gemini 2.5 Pro v6i thinking budget bat tinh phi
thinking token theo ty 1& khéc véi output token; doc tai liéu billing can théan -
Long-context pricing la 2x cho prompt trén 200K token — diéu nay khong
duoc hién thi néi bat; tinh todn chi phi trudc khi gia dinh long-context la kinh
té - Vertex Al va Google AI Studio dung cac API endpoint va xac thuc khéac
nhau; chon mot cai va nhat quan
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DeepSeek
Cac model: R1, V3.2. Xem Phu luc B dé€ biét gia.

Khi nao dung: - Khéi lwong céng viéc nhay cam véi chi phi noi chat luong
chdp nhan duoc & mot phan nho gid Claude/GPT - Tac vu nang vé suy luan noi
céch tiép cén chain-of-thought ctia R1 phu hop t6t - Trién khai tw host (weights
la open)

Cac gotcha quan trong: - Tinh kha dung API endpoint cua DeepSeek tir cac
viung ngoai chau A d6i khi khoéng 6n dinh; trién khai retry va fallback sang
provider khéc - Phién ban tuy host cia R1 yéu cau phan cing dang ké (toi thi€u
80GB VRAM cho full precision); cac phién ban quantized kha dung nhung
gidm chat luwong - Pinh dang output véi schema tool-use phitc tap kém dang tin
cay hon Claude hoac GPT; xac thuc output tich cuc hon

Mistral
Céac model: Mistral Nemo (va cdc model khéc). Xem Phu luc B dé biét gia.

Khi nao dung: - Yéu cdu data residency Chau Au (Mistral la céng ty Phap véi
ha tang cé tru s& EU) - Tac vu chi phi cuc thap noi yéu cau chat lwong khiém
ton - Trién khai tw host véi GPU hardware tiéu dung (Mistral Nemo chay trén
16GB VRAM)

Cac gotcha quan trong: - Context window nhé hon so véi cdc san pham
Claude hoac GPT; hay r6 rang vé context budget trong prompt - Mistral Nemo
da ngén ngtr nhung hoat dong tét hon dang ké bang tiéng Anh va tiéng Phép
so v6i cac ngbébn ngir khac

Proxy va Can Bang Tai

API Proxy Service

Lam gi: Dinh tuyén AI API request qua nhiéu provider vdéi logic fallback, xu ly
gidi han toc do, va theo doi chi phi. Cung cap API surface théng nhat dé€ code
agent khong can céc client library danh riéng cho provider.

Khi nao dung: - Thiét 1ap da provider noi ban muén fallback tw dong khi mot
provider bi rate-limit - Theo doi chi phi tap trung trén cac provider - A/B
testing cac model khac nhau trén cung loai tac vu
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Céac gotcha quan trong: - Thay déi cdu hinh doi hoi ki€ém tra can thdn — nhuw
da luu y trong Chuong 16, mot agent stra d6i cdu hinh API proxy da gay ra sw
cd dang ké. Coi cdu hinh API proxy la infrastructure, khong phai application
config - Thi tu fallback quan trong: néu fallback ctia ban la model dat hon, sw
c6 provider chinh sé tham lang tang chi phi - Endpoint kiém tra sttc khde cho
moi provider backend can dwoc cau hinh ré rang; néu khéng, mét provider bi
16i tiép tuc nhéan luu lwong cho dén khi cac request that bai

API Provider Manager

Lam gi: L6p 1ap lich va can bang tai request cho céc 1énh goi AI API. Quan ly
queue request, priority lane, va thuc thi ngan sach qua agent mesh.

Khi nao dung: - Diéu phoi sit dung API qua nhiéu agent chia sé gi6i han téc
do - Thuec thi giéi han ngan sach per-agent hoac per-task & cap ha tang (thay vi
duwa vao application code) - Lap lich request theo wu tién (request facing user
duwoc wu tién cao hon background job)

Céac gotcha quan trong: - Priority queue c6 thé lam ddi request wu tién thap
trong thoi gian tai cao diém; dam bao background job cé throughput duoc
dam bao t6i thiéu - Tich hop yéu cau céc agent dinh tuyén tat ca API call qua
manager, khong truc tiép dén provider — thay déi kién truc khé dé retrofit

Giao Tiép
Telegram Bot

Lam gi: Gui thong bdo, alert, va cac 1énh twong tdc dén cac kénh hoac nhém
Telegram qua Telegram Bot API.

Khi nao dung: - Cap nhéat trang thai agent va alert thoi gian thuc - Kiém soat
agent tuong tac (gui 1énh qua tin nhan Telegram) - Thong bdo chi phi va ngan
sach - Alert sy ¢6 v6i cac nut hanh dong

Cac gotcha quan trong: - Bot API bi giéi han téc d6 30 tin nhan/giay dén
mot chat don 1é va 1 tin nhan/gidy dén cung mot nhom — céc alert storm sé bi
throttle tham lang - Pinh dang Markdown trong tin nhan Telegram dung
huwong vi khong chuén (MarkdownV2 ); kiém tra chudi dinh dang can than hoac
dung parse mode=None va plain text - Bot token trong bién moéi truong van la
credentials; xoay vong ching néu bi 16, luu trong Vault
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import httpx

async def send telegram alert(
bot token: str,
chat id: str,
message: str,
parse mode: str = None
) -> bool:
url = f"https://api.telegram.org/bot{bot token}/sendMessage"
payload = {"chat id": chat id, "text": message[:4096]}
if parse mode:
payload["parse mode"] = parse_mode

async with httpx.AsyncClient() as client:
resp = await client.post(url, json=payload, timeout=10.0)
return resp.status code == 200

Nhan Tin Lién Agent Dua Trén tmux

Lam gi: Co ché IPC nhe dung céc phién tmux duoc dat tén nhw cac endpoint
tin nhan. Mot agent ghi vao file chung; phién cta agent dich poll file hoac
nhan tmux send-keys injection.

Khi nao dung: - Giao tiép lién agent cuc bd trén cung server - Phat trién va
prototyping diéu phoi agent trudc khi dau tw vao message queue - Kénh giao
tiép du phong khi HTTP-based IPC khong kha dung

Cac gotcha quan trong: - Cac phién tmux duoc gan v6i mot nguoi dung cu
thé; nhan tin lién agent qua nguoi dung doi hdi dwong dan hé théng file chung
véi quyén phu hop - tmux send-keys tiém t6 hop phim vao pane dang hoat déng
— néu phién agent c6 mot 1énh khac dwoc focus, cdc phim dén sai tién trinh -
Céch ti€p can nay khong mé rong vuot ra ngoai mot server duy nhat; néu ban
can cross-server IPC, dung Redis Streams hoac tuwong duong

Dé biét tai liéu hién tai vé bat ky céng cu ndo duoc liét ké & day, dung kyj ndng
docs-seeker hodc tai liéu chinh thitc cta dw dn. Phién ban va tinh ndng thay
doi; cdc gotcha thuong & lai nhu vay.
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Phu Luc B: Tai Liéu Tham Khao Gia
Al Model (Thang 3 Nam 2026)

Gid thay déi. Kiém tra trang gid ctia nha cung cdp trudc khi cam két vdi

ngdn sdach. Phu luc nay phadn dnh gid cong khai tinh dén ngay 1 thang 3
nam 2026.

Tat ca gia tinh bang USD trén triéu token (MTok) trir khi cé ghi chu. Input =
token gui dén model (prompt + context). Output = token duwoc model tra vé

(completion).

Tham Khao Nhanh: Gia Moi MTok

Model

Claude Opus
4.6

Claude
Sonnet 4.6

Claude Haiku
4.5

GPT-40

GPI-4.1

o3

o4-mini

Gemini 2.5
Pro

Gemini 2.5
Flash

DeepSeek R1

DeepSeek
V3.2

Llama 4

Mistral Nemo

Input

$5.00

$3.00

$1.00

$2.50

$2.00

$10.00
$1.10

$1.25

$0.30
$0.55
$0.14
$0.27

$0.02

Output

$25.00

$15.00

$5.00

$10.00

$8.00

$40.00
$4.40

$10.00

$2.50
$2.19
$0.28
$0.85

$0.02

Context

200K (1M beta)

200K

200K

128K

1M

200K
200K

1M (2M preview)

1M

128K
128K
128K

128K

Ghi chu
Suy luan tot

nhat

Pa nang

Nhanh, ré

Multimodal
manh

Gia/context tot
nhat

Extended
thinking

Suy luén ré
Context dai

Nhanh nhéat/ré
nhat

Open weights
Cuc ré

Open source

Tuy chon EU-
hosted
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Claude (Anthropic)

Bang Gia

Input (/MTok)|Output(/ Context
Model
gL MTok) Window
200K (1M extended
Opus 4.6 | $5.00 $25.00 (1M extende
beta)
Sonnet
onne $3.00 $15.00 200K
4.6
Haiku 4.5 | $1.00 $5.00 200K

Giam Gia va Hé S6 Nhan

Batch API (giam 50%): Tat ca model Claude ho tro Batch API dé xur ly bat
dong bo véi SLA 24 gio.

Model Batch Input | Batch Output
Opus 4.6 $2.50 $12.50

Sonnet 4.6 | $1.50 $7.50

Haiku 4.5 | $0.50 $2.50

Long-context pricing (hé s6 nhan 2x trén 200K token): Khi dung 1M
token extended context beta trén Opus 4.6, cac token vuot qua 200K standard
window duoc tinh phi gap 2x gia co ban.

Token trong prompt | Ty 1é input Opus 4.6
0 - 200K $5.00/MTok
200K - 1M $10.00/MTok

Prompt caching: Anthropic ho tro prompt caching cho céac system prompt
lap lai va context prefix 1ém. - Cache write: 1.25x ty 1€ input co ban - Cache
read: 0.1x ty 1é input co ban (ti€t kiém 90% trén token duoc cache)

CACHE_WRITE MULTIPLIER = 1.25
CACHE_READ_MULTIPLIER = 0.10

def calc _claude cost(
model: str,
input_tokens: int,
output tokens: int,
cached tokens: int = 0,
batch: bool = False

) -> float:
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base prices = {

"claude-opus-4-6": {"input":
"claude-sonnet-4-6": {"input":
: 1.00, "output": 5.00},

"claude-haiku-4-5": {"input"
}
prices = base prices[model]
discount = 0.5 if batch else 1.0

5.00, '"output": 25.00},
3.00, T"output":

new tokens = input tokens - cached tokens

cost = (

new_tokens / leb * prices['
cached tokens / 1le6 * prices]|

"input"]
'input"]

15.00},

* discount +
* CACHE_READ MULTIPLIER +

output tokens / 1le6 * prices["output"] * discount

)

return cost

Huéng Dan Lua Chon Model Claude

bay cdé phai yéu cau facing user doi héi phadn hoi nhanh khéng?
L C6 - Haiku 4.5 (néu don gidn) hodc Sonnet 4.6 (néu phic tap)

L Khéng - Ban c6 thé batch né khong?
L- C6 - Batch API (tiét kiém 50%)

L Khéng - Tiép tuc kiém tra dd phtc tap

N6 cé doi hdi suy luan da budc sau hodc gidi quyét van dé méi khéng?

L C6 - Opus 4.6

L Khéng - Sonnet 4.6 cho hau hé&t tac vu, Haiku 4.5 cho phan loai/dinh tuyén

OpenAl (GPT)

Bang Gia

Input (/MTok)|Output(/
MTok)

GPT-40 | $2.50

Model

GPT-4.1 | $2.00

03 $10.00
o4-mini | $1.10

Giam Gia va Hé S6 Nhan

Context
$10.00
$8.00

$40.00
$4.40

Ghi
chu

128K

1M

200K
200K

Cached input (tiét kiém 50% khi cache hit):

Model | Input Chuan  Input Cached
GPT40 | $2.50 $1.25
GPT-4.1 | $2.00 $1.00
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Model extended thinking

Suy luén tiét kiém chi phi



Model | Input Chuan  Input Cached
o3 $10.00 $5.00
04-mini | $1.10 $0.55

Reasoning token 03/04-mini: Reasoning token duwoc tao ra ndi b trong qua
trinh extended thinking va duoc tinh phi theo ty 1é output token. Chiing khong
duoc tra vé trong phan hoi theo mac dinh. Bat include reasoning: true trong
API request d€ nhén ching (luu y: diéu nay tang output token duoc tinh phi).

Loi thé context GPT-4.1: GPT-4.1 la model context 1M duy nhét trong dong
GPT khoéng c6 phi tang gia long-context. Véi cac khéi lwong cong viéc co
prompt tir 200K dén 1M token, GPT-4.1 thuong la tuy chon tiét kiém chi phi
nhat trén tat ca cac nha cung cap 1én.

Batch API OpenAl

Batch API ctiia OpenAl cung cap giam 50% véi ctra s6 hoan thanh 24 gio, khép
véi sdn pham cta Anthropic.

Model | Batch Input | Batch Output

GPT-40 | $1.25 $5.00
GPT-4.1 | $1.00 $4.00
04-mini | $0.55 $2.20

Google (Gemini)

Bang Gia

Input =200K (/
Model | MTok)|Input > 200K(/ | Output ($/MTok) Context
MTok)

Gemini
2.5 $1.25 $2.50 $10.00
Pro

1M (2M
preview)

Gemini
2.5 $0.30 $0.60 $2.50 1M
Flash
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Giam Gia va Hé S6 Nhan

Long-context (hé s nhan 2x trén 200K token): Khong giong GPT-4.1,
Gemini ap dung hé sé nhan 2x cho input token vuot qua 200K. Véi context
window rat 16m, hay tinh todn can than.

def calc_gemini_cost(
model: str,
input_tokens: int,
output tokens: int,
batch: bool = False

) -> float:
base prices = {
"gemini-2.5-pro": {"input short": 1.25, "input long": 2.50, "output": 10.00},
"gemini-2.5-flash": {"input short": 0.30, "input long": 0.60, "output": 2.50},
}

prices = base prices[model]
discount = 0.5 if batch else 1.0
LONG_CONTEXT_THRESHOLD = 200 000

if input tokens <= LONG CONTEXT THRESHOLD:
input _cost = input tokens / 1le6 * prices["input short"]
else:
short cost LONG_CONTEXT _THRESHOLD / 1e6 * prices["input short"]
long cost = (input tokens - LONG_CONTEXT THRESHOLD) / 1le6 * prices["input long"]
input cost = short cost + long cost

output cost = output tokens / 1le6 * prices["output"]
return (input cost + output cost) * discount

Batch API (giam 50%): API xit Iy batch ctia Gemini cung cdp gidam 50% trén
tat ca chi phi token véi xt ly bat dong bo.

Model Batch Input =200K | Batch Output
Gemini 2.5 Pro $0.625 $5.00
Gemini 2.5 Flash | $0.15 $1.25

Thinking budget (Gemini 2.5 Pro): Gemini 2.5 Pro ho tro thinking budget
c6 thé cau hinh (0 dén 32K thinking token). Thinking token duoc tinh phi theo
ty 1& output ($10.00/MTok). V6 hiéu hda thinking cho céc tac vu don gian hon
dé gidm chi phi dang ké.

Free Tier (Google Al Studio)

Gemini 2.5 Flash cung cap free tier qua Google Al Studio: - 1.500 yéu cau/
ngay mién phi - Giéi han téc dé6 1M token/phut (tang tra phi) - Khong phu hop
cho production; dung Vertex Al cho céc trién khai production

349



Open Source / Tw Host

API Pricing (qua API provider)

Input (/MTok)|

Model Context Ghi chu
oce Output(/MTok) ontex 1chu
Model
DeepSeek luén,
eePSeEX 1 50.55 $2.19 128K Suy tuan
R1 open
weights
Model
DeepSeek open t4t
v 2p $0.14 $0.28 128K nhat vé
' gia/hiéu
suat
Meta
Llama 4
0.27 0.85 128K
(Scout) 3 $ open
source
EU-
Mistral
st $0.02 $0.02 128K hosted,
Nemo >
cuc reé

Chi Phi Tw Host
Khi tu host cdc model open, chi phi API duoc thay thé bang chi phi phan cing:

DeepSeek R1 (Full, 671B tham so):

Phan cltng can thiét: 8x H100 80GB (hoac tuong duong)

Chi phi dadm may (vi du Lambda Labs): ~$25/gio cho 8x H100

Throughput: ~15-20 token/gidy & full precision

Piém hda vén so voi API: ~$25/git + (15 tok/s x 3600 s/gid) = ~$0.46/1K token tao ra
Ty host tiét kiém chi phi trén ~10M output token/ngay

DeepSeek R1 Distill (8B, dua trén Llama):

Phan cltng can thiét: 1x RTX 4090 (24GB VRAM)

Chi phi dam may: ~$0.80/gic

Throughput: ~60-80 token/giay

Khd nang giam so véi R1 day dd, nhung phu hgp véi nhiéu tac vu

Mistral Nemo (12B):
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Phan cltng can thiét: 1x RTX 4090 hoac 2x RTX 3090
Chay trén GPU tiéu dung — phu hop cho trién khai on-premises
Tran chat lugng rat thap nhung da cho phan loai, dinh tuyén, dinh dang

U6c Tinh Chi Phi Hang Thang Theo Tai Agent

Céc wdc tinh sau dung phan phdi token thuc té: - Token input trung binh moi
yéu cau: 2.500 - Token output trung binh méi yéu cau: 600 - Thang 30 ngay

1M Token/Ngay (~400 yéu cau/ngay)

Provider + Model | Chi phi ngay Chi phi thang Ghi chu

Claude Haiku 4.5 $1.76 $52.80 Ty 1& 70% input, 30% output
Claude Sonnet 4.6 | $5.25 $157.50 Khoi lwong cong viéc chung
Claude Opus 4.6 $8.75 $262.50 Chat luwong day du

GPT-4o0 $4.43 $132.75

GPT4.1 $3.55 $106.50

Gemini 2.5 Flash $0.53 $15.90 Gia tri tot nhat & quy mo nay
DeepSeek V3.2 $0.25 $7.50 Cuc ré

Khuyén nghi ¢ 1M token/ngay: Két hop Gemini 2.5 Flash (tac vu hang loat)
+ Claude Sonnet 4.6 (tadc vu chat luong). Ubéc tinh thang két hop: ~$60-90.

10M Token/Ngay (~4.000 yéu cau/ngay)

Provider + Model | Chi phi ngay | Chi phi thang | Ghi cha

Claude Haiku 4.5 $17.60 $528

Claude Sonnet 4.6 | $52.50 $1.575

Claude Opus 4.6 $87.50 $2.625 Dat & quy mod
GPT-40 $44.25 $1.328

GPT-4.1 $35.50 $1.065

Gemini 2.5 Flash $5.30 $159

DeepSeek V3.2 $2.52 $75.60

Khuyén nghi ¢ 10M token/ngay: Dinh c& model ding tréd nén quan trong.
Chi phi két hop production dién hinh véi dinh tuyén tich cuc (60% Haiku/
Flash, 35% Sonnet, 5% Opus/03): ~$350-500/thang.
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100M Token/Ngay (~40.000 yéu cau/ngay)

O quy mé nay, dinh c& model va batch API khong phai tuy chon — ching la
yéu cau séng con.

Provider + Model Chi phi ngay | Chi phi thang | Ghi chu

Claude Sonnet 4.6 $525 $15.750 Toan b6 Sonnet, khéng t6i vu
Claude Sonnet 4.6 (Batch) | $262.50 $7.875 Giam 50% batch

Gemini 2.5 Flash $53 $1.590 Toan b6 Flash

Gemini 2.5 Flash (Batch) $26.50 $795

DeepSeek V3.2 $25.20 $756 Chi phi API thap nhat

Tw host R1 Distill ~$580 ~$17.400 Phan cting, khéng phai token

Khuyén nghi ¢ 100M token/ngay:

Chién lugc dinh tuyén tac vu cho 100M token/ngay:
60% - Gemini 2.5 Flash (batch noi cé thé)
$0.15/MTok batch - ~$2.700/théng
5 - Claude Sonnet 4.6 (batch noi cé thé)
$1.50/MTok batch - ~$6.750/théng
- DeepSeek V3.2 (hang loat nhay cdm chi phi)
$0.14/MTok - ~$336/théng
2% - Claude Opus 4.6 hoac o3 (suy luan phtc tap)
$5.00/MTok - ~$300/théng

©

30

8

o°

Téng uéc tinh: ~$10.086/thang
so vOoi toan bd Sonnet khong t6i wu: $47.250/théng
Tiét kiém: 79%

Ky Thuat Toi Uu Chi Phi

1. Prompt Caching

Véi cac agent cé system prompt dai hoac context lap lai (tai liéu
infrastructure, tdm tat codebase), prompt caching la t6i wu hoa cé don bay cao
nhat:

response = client.messages.create(

model="claude-sonnet-4-6",

max_tokens=1024,

system=[

{

"type": "text",
"text": STATIC SYSTEM PROMPT,
"cache control": {"type": "ephemeral"}

]I
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messages=[{"role": "user", "content": user message}]

# Kiém tra hiéu suat cache

cache creation tokens = response.usage.cache creation input tokens
cache_read_tokens = response.usage.cache_read_input_tokens

# cache read & ty 1é 0.1x so voi cache creation & ty 1é 1.25x

Tiét kiém dién hinh: 40-70% chi phi input token cho céc agent c6 system
prompt 16n, 6n dinh.

2. Kiém Soat Output Token

Output token tén gap 3-8x hon moi token so véi input token trén tat cd nha
cung cap. Han ché do dai output truc ti€p giam chi phi.

# RO rang vé dinh dang va dd dai output

CONCISE SUFFIX = """

Chi tra 1&i bang JSON. Khong gidi thich. Téi da 200 token.

Schema: {"status": "ok|error", "action": "string", "details": "string"}

# Xau: "Phan tich cau hinh nay va cho téi biét ban nghi gi"
# Tot: f"Phan loai mic d0 nghiém trong van dé cau hinh nay (critical/high/medium/low).
{CONCISE SUFFIX}"

3. Quan Ly Context Window

Context tang khong gidi han la nguyén nhan phé bién nhat cta cac dot bién
chi phi bat ngo trong cac phién agent chay dai.

class ContextManager:
def init (self, max_tokens: int = 50 000, keep_recent: int = 10):
self.max_tokens = max_tokens
self.keep recent = keep recent
self. messages: list[dict] = []

def add(self, role: str, content: str):
self. messages.append({"role": role, "content": content})
self. trim if needed()

def _trim_if needed(self):
total = sum(len(m["content"].split()) * 1.3 for m in self. messages)
if total > self.max_ tokens:
# Gilt system message + N tin nhan cuéi
self. messages = self. messages[:1] + self. messages[-self.keep recent:]

@property
def messages(self) -> list[dict]:
return self. messages
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4. Schema Output C6 Cau Truc

Yéu cau output cé cau tric (JSON mode, tool use schema) giam d6 dai output
va loai bd céac token dung cho déng khung hoi thoai:

Khong cé schema: "Dua trén phan tich cla téi v& cdu hinh duoc cung cdp, toi thay rang
cé mot sé van dé can dugc gidi quyét. DPau tién,
cai dat max_connections..." (150 token)

Véi schema: {"issues": ["max_connections qua thap", "shared buffers khdéng dud"],
"severity": "high"} (25 token)

Tiét kiém: 60-85% output token cho cac tac vu dir liéu cé cau trac.

Theo Do6i Gia: Nhimg Gi Thay Péi va Nhitng Gi Can Giam Sat

Gi4 trong khéng gian nay thay déi thuwong xuyén hon céc cloud service truyén
thong. Pat nhac nhé lich d€ dénh gid lai gid hang quy. Nhitng diéu thuong thay
doi:

Ty 1é input/output — céc nha cung cdp dinh ky diéu chinh ty 1é gitra input
va output pricing khi ho t6i uu héa ha tang serving

* Phat hanh model méi — model Haiku hoac Flash-tier méi thuwong cung
cap kha nang tot hon véi gid twong tuw hoac thap hon; danh gia lai cac quyét
dinh dinh tuyén sau moi 1an phat hanh

e M¢ rong Batch API — khong phai tat cd model déu ho tro batch API khi
ra mat; ki€m tra cdc b6 sung maoi

 Stra doi free tier — Google Al Studio free tier thay déi; dung xay dung
phu thuoc production trén free tier

* Long-context pricing — khi chi phi serving giam, phi tang long-context
(hién tai 2x cho Gemini, Claude) cé thé gidm hoac bi loai bo

echo "=== Anthropic ==="
curl -s "https://api.anthropic.com/v1l/usage" \
-H "x-api-key: $ANTHROPIC API KEY" \
-H "anthropic-version: 2023-06-01" | jq '.data[] | {model, tokens: .input tokens}'

echo "=== 0OpenAl ==="
curl -s "https://api.openai.com/vl/usage?date=$(date +%Y-%m-%d)" \
-H "Authorization: Bearer $OPENAI_API KEY" | jq '.data[] | {model, n requests}'
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Dtr liéu gid ldy tir tai liéu chinh thitc cua nha cung cdp. Luén xdc minh gid hién
tai tai trang gid cua nha cung cdp trudc khi cam két ngan sdach. Gidm gid
Batch API va caching dp dung trén gid co ban duoc liét ké.

Phu luc C: Checklist Mo6i Truong
Production

In chung ra. Ep plastic néu ban thich sw kich tinh. Diéu quan trong ld
phdi chay qua tung muc — khéng phdi chi doc mét lan réi tin vao tri nho.

Moi checklist duoc thiét ké dé dung truc tiép. Cac muc dénh dau [BLOCKER]
phai hoan thanh trudc khi ti€p tuc. Cac muc danh dau [RECOMMENDED]
duwoc khuyén nghi manh nhung tuy thudc vao ngit canh.

1. Checklist Trudéc Khi Deploy

Chay checklist nay trudc moi lan deploy agent mdi hoac thay doi agent dang
ké 1én production.

Code va Configuration

]

[BLOCKER] Tat ca secrets déu nam trong Vault hoac bién moi truong —
khoéng c6 credentials hardcoded trong code hoac config file

[]

[BLOCKER] git log --all --grep="sk-ant\|api key\|password\|secret"
khong tra vé két qua nao

[BLOCKER] System prompt ctia agent da duoc review dé phéat hién céc
quyén han khéng mong muén (quyén ghi, thay déi infra, truy cap
credentials)

L]

Model dugc chon phu hop véi dd phitc tap cua task — khong mac dinh
dung Opus cho moi thw

[]

Output token limit da dwoc dat cho tat ca cac API call (tham s6 max tokens
ro rang)
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[]

Quan ly context window da duoc trién khai — khéng c6 message history
khéng gi6i han

]

Tool use schemas da duoc validate theo JSON Schema spec

]

Error handling bao gom: API rate limits, timeouts, malformed responses,
budget exceeded

Testing

[]

[BLOCKER] Unit tests pass cho tat ca cac tool implementation cua agent

[]

[BLOCKER] Integration test v6i real API call (khong phai mock) cho
workflow chinh cua agent

L]

Céc edge case da duoc test: input rong, input rat dai, adversarial input

L]

Validation output ctia sub-agent da duwoc test vGi cac response c6 tinh bi 16i
format

[]

Budget guard da duoc test — xdac nhan né dung execution khi dat giéi han

[]

Retry logic da duoc test — xdc nhan né khong loop vo han khi gap 106i lién
tuc

Infrastructure

L]

[BLOCKER] UFW rules da dugc cap nhat dé€ cho phép céc port mdéi cua
agent (néu co)

]

[BLOCKER] Database migrations da duoc apply 1én staging va verify

]

Docker image da duwoc build, tag vdi git commit SHA, va push 1én registry

]

Resource limits da duoc dat trong container config ( - -memory, --cpus, --
pids-limit)
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[]

Health check endpoint da dwoc trién khai va phan hoéi tai /health

]

Cau hinh routing ctua Traefik/HAProxy da duoc cap nhat va test trén
staging

]

Tinh nhéat quén cua config etcd da duoc verify trén tat ca céac cluster node
(néu co Patroni cluster)

Observability

[]

[BLOCKER] Prometheus metrics endpoint da duwoc expose va scraping
thanh cong

[]

[BLOCKER] Daily budget alert da duwoc cau hinh (notification nguéng
80%)

[]
[BLOCKER] Hard budget ceiling da duoc cau hinh (nguéng 100% — dung
hoac alert)

]

Grafana dashboard da duoc cap nhat cho agent méi hoac metrics maoi

]

Alertmanager routing da duoc verify — test alert kich hoat dén dung
channel

]

Log format la structured JSON (machine-parseable bai Loki)

L]

Agent ID duoc bao gom trong tat ca cac dong log va metric label

Thong Bao

]

Progress reporting da duoc trién khai cho céc task > 30 giay
Thong bao Telegram (hoac channel wu tién) da duoc test end-to-end

Error notification bao gom: agent ID, task ID, error message, timestamp

O O
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Thong béo deploy da duwoc gii dén team channel

Ké Hoach Rollback

[]

Docker image tag trudc do da dwoc ghi lai:

Rollback command da duwgc document va test trén staging

Quy trinh database rollback da duwoc document (néu cé schema changes)

Nguoi quyét dinh rollback da dwoc xac dinh:

oo O

Thoi gian gi¢i han dé quyét dinh rollback: phit sau deploy

2. Checklist Bao Mat Hé Thong

Chay mot 1an khi thiét 1ap server ban dau, va review lai hang quy.

Network

[]

[BLOCKER] UFW da bat: sudo ufw status hién thi “Status: active”

L]

[BLOCKER] Default incoming policy la DENY: sudo ufw default deny
incoming

]

[BLOCKER] SSH access chi giéi han & cdc IP management range da biét

[BLOCKER] PostgreSQL port (5432) chi cé thé truy cap tir IP cua
application server

]

[BLOCKER] etcd ports (2379, 2380) chi c6 thé truy cép trong pham vi IP
cua cluster node

[]

Tat ca cac port khong dung da duoc déng — chay sudo ss -tlnp va verify
tung port dang m¢o

[]

WireGuard VPN da duoc cau hinh cho giao tiép agent xuyén datacenter
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[]

Port public-facing: chi 80 (redirect) va 443 (TLS) cho web endpoint

]

Patroni REST API (8008) khong duoc expose ra internet cong cong

Authentication va Secrets

[]

[BLOCKER] Vault da duoc khéi tao va unsealed; root token da bi thu héi
sau khi thiét 1ap ban dau

L]

[BLOCKER] AppRole auth da dwoc cau hinh cho tirng agent service

]

Tat ca API key duoc luu trong Vault; cac ing dung doc qua Vault agent
sidecar

L]

Database password duoc tao ngau nhién (t6i thi€u 32 ky tw), luu trong
Vault

[]

SSH keys: password authentication da bi vé hiéu héa
(PasswordAuthentication no trong sshd config)

SSH root login da bi v6 hiéu hoa ( PermitRootLogin no)

[]
[]
SSH keys da duoc rotate trong vong 12 thang qua
[]
Telegram bot token duoc luu trong Vault (khong luu trong file .env)
[]

File .env cé trong .gitignore — verify bang git check-ignore .env

System

[]

OS package da duwoc cap nhat: sudo apt update & sudo apt upgrade -y
Automatic security update da bat: sudo dpkg -1 unattended-upgrades

Fail2ban da duwoc cai dat va cdu hinh dé€ bao vé khoi brute-force SSH
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Céc agent process chay dudi user low-privilege chuyén dung (khong phai
root, khéng phai user cua ban)
Docker daemon khong thé truy cap bdi agent user (dung rootless Docker
hoac strict socket permissions)

]

/tmp dwoc mount voi option noexec (ngan chan thuc thi script tir temp file)

]

Audit logging da bat: sudo systemctl status auditd

TLS va Certificates

]

Tat ca HTTPS endpoint dung TLS 1.2+ (mdc dinh cta Traefik: compliant)

]

Let’s Encrypt certificates tw dong gia han: kiém tra Traefik logs d€ xem
hoat dong gia han

Céc internal service dung self-signed cert da co cert pinning hoac CA
validation

]

Alert gidm séat certificate hét han da duoc cdu hinh (alert 30 ngay trudc khi
hét han)

Pac Thu Agent

]

Agent khong thé tu stra doi system prompt hoac tool list khi runtime

]

Céc dé xuat thay doi infrastructure can duoc con nguodi phé duyét (khéng
ghi truc ti€p vao infra config)

]

Output ctua agent duoc log trude khi thyc thi (audit trail)

]

Agent khéng thé truy cap céac secret nam ngoai Vault policy duoc giao
Tin nhan inter-agent duoc validate — agent khéng thuc thi mu quang 1énh
tir agent khac
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3. Checklist Quan Ly Chi Phi

Chay khi deploy ban dau va hang thang sau do.

Kiém Soat Budget

]

[BLOCKER] Daily budget ceiling da duoc cau hinh trong CostTracker hoac
tuwong duong

]

[BLOCKER] Alert & 80% daily budget — kich hoat dén Telegram hodc
Slack

[]
[BLOCKER] Hard stop & 100% daily budget — agent dimg nhan request
moi

[]
Monthly budget ceiling da duwoc dat & cap cloud provider (AWS Budgets,
GCP Billing alerts)

[]

Phan b6 budget cho tung agent da duwgc document:

]

Budget review da duoc 1én lich: thr Hai dau tién cta moi thang

Chon Model Phu Hop

[]

Bang routing model da duoc review va cap nhat

[]

Ty 1é phan tram request duoc route dén moi tier da duwgc document:
o Haiku/Flash tier: %
o Sonnet/GPT-4o tier: %

o°

° Opus/o3 tier:

[]

Chi phi trung binh cho méi task thanh céng da duoc tinh toan: $

]

Céc task duoc route dén Opus ma c6 thé dung Sonnet — da review va
reroute néu phu hop

361



Hiéu Qua Token

[]

Prompt caching da bat cho static system prompt (Anthropic)

]

Cache hit rate dang duwoc monitor: muc tiéu > 60% cho agent c6 system

prompt 6n dinh

Context window trimming da duwoc trién khai — khéng cé session nao vuot
token

]

Output token cap da duoc dat cho tat ca API call

]

Structured output schema dang duoc st dung cho task trich xuat dir liéu

]

Céc prompt dai dong/kham phé da duwoc thay bang prompt c¢6 muc tiéu, cu
thé

Kiém Tra Scheduled Job

]

Liét ké tat ca cron job / scheduled agent task dang hoat dong: crontab -1
&& systemctl list-timers

]

V6i moi scheduled job, document:

o Tan suat:

o U6c tinh chi phi token hang ngay: $

o Lan cudi output duoc doc va c6 hanh dong:

o Quyét dinh: gilt / giam tan suat / x6a

[]

Céac job ma output khéng duwoc doc thuong xuyén: da x6a hoac vo hieéu
hoa

[]
Téng chi tiéu hang ngay cho scheduled job: $ (muc tiéu: <
20% tong chi tiéu hang ngay)

Phat Hién Cost Anomaly

[]
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Chi phi hang ngay duoc review moi budi sang (tw déng héa bang béao céo
Telegram budi sang)

]

Nguong cost spike da duoc dinh nghia: alert néu chi tiéu ngay > %
cua trung binh 7 ngay

]

Top 3 nguyén nhéan ton chi phi da duwoc xac dinh va document thang nay:

1.
2.
3.

4. Checklist Thiét Lap Monitoring

Chay khi thiét lap server méi hoac mé rong monitoring stack.

Prometheus

[]

Prometheus dang scrape tat ca agent service (verify trong

Status > Targets)

[]

Scrape interval duoc dat phu hop: 15s cho active agent, 60s cho batch job

]

Retention period da duoc cau hinh: t6i thiéu 30 ngay ( - -

storage.tsdb.retention.time=30d )

]

Core agent metrics da duoc trién khai va hién thi trong Prometheus:

o
[e]
[e]
o

o

[]

agent_tokens_total (counter, labeled theo model va type)
agent tasks total (counter, labeled theo status)

agent task duration seconds (histogram)
agent cost usd total (counter, labeled theo agent id)

agent queue depth (gauge)

Infrastructure metrics dang duogc scrape:

o Node Exporter trén tat ca server

o PostgreSQL Exporter cho database metrics
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o Patroni metrics endpoint (/metrics trén port 8008)

o etcd metrics endpoint

Alertmanager

]

Alertmanager da két néi véi Prometheus

]

Notification channel da dwoc cau hinh va test (Telegram/Slack/PagerDuty)
[]
Core alert rules da duoc dinh nghia:
Agent down (khong c6 heartbeat trong > 5 phut)
Daily budget > 80% da dung
Error rate > 5% trong 15 phut
Queue depth > 50 trong > 10 phut
Patroni primary khong kha dung

Replication lag > 30 giay

Disk usage > 80% trén bat ky volume nao

I I e I e B e B e N e N e

etcd cluster c6 < 2 member healthy

]

Alert routing da duoc verify — test kich hoat tung alert va xac nhan n6 dén
ding channel

]

Inhibition rules dd dwoc cdu hinh — alert high-severity suppress cac alert
low-severity lién quan

]

On-call rotation hoac escalation path da duoc document

Grafana
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[]

Dashboard da duoc tao cho tat ca agent service

]

Dashboard JSON da duoc export va commit vao git: dashboards/

]

Core panel cho méi agent dashboard:
o Token consumption rate (rate trong 1h)
o Chi phi moi ngay (sum trong 24h window)
o Task success/error rate
o P50/P95/P99 task duration
o Queue depth theo thoi gian
= Infrastructure dashboard bao gom:
o CPU/RAM/Disk cho moi server
o Network I/0
o PostgreSQL connections, replication lag, transaction rate
o etcd leader changes (nén bang khéng khi hoat dong binh thuong)

]

Default admin password da duoc thay doéi

Logging (Loki)

]

Loki dang nhan log tlr tat ca agent service

]

Log label c6 low-cardinality (service, level, agent id — khéng dung
request id hoac user id)
[]
Log format la structured JSON: {"level":"error","msg":"...","agent _id":"..
. II’ Iltsll : n A II}
[]

Log retention policy da duwoc cdu hinh (mac dinh 30 ngay)

]

Log-based alert rule cho cac log ERROR/CRITICAL c6 tan suét cao
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5. Checklist X Ly Sw Co

Dung khi c6 su ¢6 va thoi gian eo hep.

5 Phut Pau: Triage

L]
L]

Xac dinh pham vi: Day la mot agent, tat ca agent, hay infrastructure?

Kiém tra Grafana: Metrics nao tang dot bién hoac gidm manh vao thoi
diém xay ra su co?

]

Kiém tra Alertmanager: Nhiing alert nao dang kich hoat? Mic do
nghiém trong la gi?

L]
L]

Kiém tra agent heartbeat: systemctl status agent-* | grep Active

Kiém tra database: patronictl -c /etc/patroni/patroni.yml list — cé
dung mot primary khéng?

L]

Thong bao: Post théng tin bat dau su co 1én team channel kém dénh gia
pham vi ban dau

Lénh Chan Poan

systemctl status claude-code-agent
journalctl -u claude-code-agent --since "10 minutes ago" -f

psql -h localhost -U postgres -c "SELECT version();"
patronictl -c /etc/patroni/patroni.yml list

etcdctl --endpoints=http://serverl:2379,http://server2:2379,http://server3:2379 \
endpoint health

free -h
ps aux --sort=-%mem | head -20

rate(agent tasks total{status="error"}[5m]) /
rate(agent tasks total[5m])

tail -n 1000 /var/lib/agents/costs.json | \
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python3 -c "import sys,json; data=[json.loads(l) for 1 in sys.stdin]; \
print(f'Today spend: \${sum(d[\"cost usd\"] for d in data):.2f}')"

Kiém Ché Suw Cé

]

Néu cost runaway: vo hiéu hda scheduled job trudc (systemctl stop agent-
scheduler)

]

Néu agent bi loop: systemctl stop <agent-service>; khong restart cho dén
khi biét root cause

]

Néu database failover storm: dung Patroni trén tat ca node trudc khi
restart etcd

]

Néu s ¢6 bao mat: cb lap server bi anh huéng khdi mang trudc khi diéu

tra: sudo ufw deny incoming

L]

Néu su c6 tir phia API provider: ki€ém tra trang status cua provider truéc
khi debug noi bo

Giai Quyét

]

Root cause da duwoc document bang van ban (du chi mot céu)

]

Fix da duoc apply va test trén staging néu cé thoi gian; apply truc tiép 1én
production néu critical

]

Agent da duoc restart: systemctl start <agent-service>

L]

Verify recovery: kiém tra Grafana dashboard dé xem normalization trong
10 phut

Budget check: xadc nhan chi tiéu khong tang dot bién ngoai mirc chap nhan
duoc trong sy cO

[]

Théng béo giai quyét dén team channel kém thoi gian va tom tat root
cause
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Sau Sw Co (trong vong 48 gio)

[]

Postmortem bang van ban: diéu gi xay ra, timeline, root cause, fix, phong
ngua

Gap trong monitoring da dwoc xac dinh (néu sy c6 khong bi phat hién bai
alert hién tai, thém alert)

]

Runbook da duoc cap nhat véi cdc 1énh chdn dodn méi phat hién trong sw
co

]

Checklist da duoc cap nhat néu thiéu budc nao

6. Checklist Debug Agent

Dung khi agent tao ra output sai, khong nhat quan, hoac bat ngo.

Xac Nhan Van be

[]

Ban c6 thé tdi hién van dé mot cdch nhat quén khong? Néu khéng, cé thé
la model non-determinism — dat temperature: 0 va thtw lai

[]

Van dé nam & reasoning cua agent, tool call cia nd, hay output cudi cung?

[]

Van dé la mdéi (regression) hay né luén hoat dong nhw vay?

[]

Van dé xay ra véi tat ca input hay chi vé6i input cu thé?

Kiém Tra Agent

import anthropic
import json

client = anthropic.Anthropic()
request = {
"model": "claude-sonnet-4-6",

"max_tokens": 1024,
"system": agent.system prompt,
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"messages": agent.context.messages,
"tools": agent.tools,

}
print("REQUEST:", json.dumps(request, indent=2))

response = client.messages.create(**request)
print("RESPONSE:", response.model dump_json(indent=2))
print("STOP REASON:", response.stop reason)

print("TOOL CALLS:", [b.name for b in response.content if b.type == "tool use"])

Cac Pattern Loi Pho Bién

Triéu Ching Nguyén Nhan C6 Thé

Agent twr choi task ma trudc System prompt conflict hoac safety update
day da lam duoc méi

Tool duoc goi véi argument Schema mismatch hoac mé ta tool khong
sai ro rang

Agent loop ma khong hoan

thanh Khong cé diéu kién két thic ro rang

Output khéng nhat quan véi

\ . temperature > 0
cung input

Agent bd qua két qua tool Tool result format khong nhw mong doi

Context window vuot gidi

M hist kho i4i h
han essage history khong giéi han

Ty 1é cao “I cannot help with

System prompt qua restrictive
that” Yy p ptq

Sub-agent tra vé output hop

Khoéng c6 output validation
ly nhung sai g Hibut vatidai
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Fix

Review system
prompt dé tim
instruction mo
ho

Cai thién mo6
ta tool; thém
vi du vao
schema

Thém tiéu chi
success/failure
r0 rang vao
system prompt
bat
temperature: 0
cho task
deterministic

Log raw tool
result; verify
format khoép
vOi agent
mong doi

Trién khai
ContextManager
v6i explicit
trim policy

Review va néi
16ng céac
restriction
khong can
thiét

Thém
validator cho
output type
nay



Debug Prompt

debug response = client.messages.create(
model="claude-sonnet-4-6",
max_tokens=512,
messages=[

{"role": "user", "content": PROBLEMATIC INPUT}
]

Debug Tool Use

L]
L]

Tool schema la valid JSON Schema (validate tai jsonschema.org)
M6 ta tool giai thich khi nao KHONG nén dung tool (overuse la 16i thuong
gap)

L]

L]

L]

Tool return duoc format theo cach agent mong doi (string vs object)
Tool error tra vé error message hiru ich, khong phai Python traceback

Tool execution duoc log vdi input va output cho moi lan goi

7. Cay Quyét Pinh Chon Model

Dung khi chon model nao dé€ goi cho loai task méi.

BAT PAU: Task chinh 1a gi?

|

I~ Phan loai / Routing / Tagging

| L Claude Haiku 4.5 hojc Gemini 2.5 Flash
Po phitc tap thdp, khoi lugng cao - Flash (ré hon)
Can reasoning manh - Haiku

Trich Xudt D& Liéu (tUr document cé cau tric)
L Gemini 2.5 Flash (nhanh, ré, tét cho trich xuat)
Sinh Code

P— Python, infrastructure, DevOps - Claude Sonnet 4.6

I JavaScript/TypeScript ecosystem - GPT-40 hodc GPT-4.1
- Boilerplate don gidn - Claude Haiku 4.5

L

|
|
|
},_
|
| Néu document > 200K token - Gemini 2.5 Pro (long context)
|
},_
|
|
|
| Thiét k& kién tric méi - Claude Opus 4.6
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Review Code
L Claude Sonnet 4.6 (dang tin cdy, cost-effective)
Review bdo mat critical - Claude Opus 4.6

Tém Tat Tai Liéu
- < 50K token - Claude Sonnet 4.6 hoic Gemini 2.5 Flash
- 50k—200K token - Gemini 2.5 Pro hodc GPT-4.1
L > 200K token - Gemini 2.5 Pro (long-context ré nhat)

Reasoning / Gidi Quyét Van bé
- van dé ré rang, domain d3 biét - Claude Sonnet 4.6
- van d& mo hd, domain méi - Claude Opus 4.6
L~ Toan hoc / logic / formal reasoning - 03 hoac o4-mini

Sinh Config Infrastructure
L Claude Sonnet 4.6 (t6t nhat cho cac stack niche theo kinh nghiém s&ch)
KHONG dung Gemini Flash cho infra config (xem Chuwong 16, L&i #9)

Phan Tich Alert / Log (bulk)
L Gemini 2.5 Flash (pattern matching nhanh, chi phi théap)
Batch API néu khdng nhay cdm vé thoi gian (tiét kiém thém 50%)

r-——T————~T— " ~—~T T —7T7—

Multimodal (anh, video, audio)
I Anh + text - GPT-40 hodc Gemini 2.5 Pro
I Phan tich video - Gemini 2.5 Pro (hé trg video native)
- Transcription audio + phan tich - Gemini 2.5 Pro

CAU HOI THU HAI: Task cé nhay cdm vé latency khdng?
Cé - Tréanh batch API; wu tién tier Flash/Haiku cho task khéng critical
Khéng - Can nhac batch API (tiét kiém 50%, SLA 24h)

CAU HOI THU BA: Pay c6é phadi task dinh ky/scheduled khéng?
C6 - Ap dung tiéu chi chi phi nghiém ngdt hon (xem Checklist Quan Ly Chi Phi)
Néu gid tri khoéng rdé rang - x6a job d6 (Chuong 16, L6i #8)
Khong -» Tién hanh véi model selection & trén

Bao Tri Checklist

Céc checklist nay la tai liéu séng. Sau mbi su ¢6 hoac deployment dang k€,
review va cap nhat checklist lién quan:

» Thém bat ky buéc chdn dodn nao ban phai tu tim ra trong luc xu ly

» Bd cic budc khong lién quan dén stack cu thé cta ban

e biéu chinh nguéng cho phu hop véi thuc té van hanh (budget ceiling, alert
threshold)

e banh dau ngay thang cho céc lan revision 16n

Luu phién ban hién tai cua céac checklist nay trong git repository cung véi
infrastructure code. Chay git log appendices/C-checklists.md d€ xem lich st
revision.
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# Kiém tra nhanh tinh trang checklist — verify céc guard chinh dang
check production guards() {
echo "=== Budget Guard ==="
grep -r "BudgetExceeded\|daily budget\|DAILY BUDGET" src/ | wc -1
echo " (should be > 0)"

echo "=== Secret Scan ==="

git log --all -S "sk-ant\|sk-proj\|AIza" --oneline | wc -1
echo " (must be 0)"

echo "=== UFW Status ==="

sudo ufw status | head -1
echo "=== Patroni Health ==="

patronictl -c /etc/patroni/patroni.yml list 2>/dev/null | grep -c
echo " (should be 1)"

echo "=== Active Cron Jobs ===
crontab -1 2>/dev/null | grep -v ""#" | grep -c "."
echo " (review each one)"

hoat doéng

"Leader"

Hét Phu luc C. Hét sdch.
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