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PHAN 1: INFRASTRUCTURE &
ARCHITECTURE

Q1: Em ghi quan ly 10-server self-hosted
infrastructure voi 70+ Docker containers.
Hay mo ta kién tric tong thé — server nao
chay gi, tai sao chia nhw vay?

Da, em xin trinh bay kién tric téng thé ctia hé théng. Em chia 10
servers ra theo vai trod ro rang dé tach biét concerns va téi uu
resource. Cu thé thi em c6 1 server lam load balancer chay Nginx
reverse proxy, server nay dung trudc nhén tat ca traffic tir internet roi
route téi cac backend servers phia sau. Tiép theo em cé 2 app servers
chay céc tng dung chinh nhu web apps, API services — moéi server
chay khoadng 15-20 containers. Roi em c6 1 server danh riéng cho
CI/CD chay Jenkins va GitLab Runner, Harbor container registry —
server nay can nhiéu CPU va disk I/O nén em t4ch riéng dé€ khéng anh
hwéng téi production workloads. 1 server monitoring chay toan bd
observability stack gom Prometheus, Grafana, Loki, Tempo,
Alertmanager — em tach riéng vi monitoring phai independent, néu
chay chung véi app ma app server down thi mét ludn monitoring. 1
server database chay PostgreSQL primary véi Patroni, Redis. 1 server
database standby cho PostgreSQL replication. 1 server cho Al services
chay OpenClaw, Engram, Qdrant vector database — nhém nay ton
RAM nhiéu nén can server riéng. Va 2 servers con lai cho cac services
phu trg va staging environment.

Tat ca 10 servers két néi véi nhau qua WireGuard full mesh VPN, nén
internal traffic déu encrypted. Ly do em chon 10 servers thay vi it hon
l1a vi em muén tach biét ré rang — monitoring khéng chay chung app,
database khéng chay chung CI/CD. Néu gép lai 5 servers thi khi 1
server c¢6 van dé sé anh huéng nhiéu services cung lic. Con néu nhiéu
hon 10 thi chi phi van hanh va quan ly tding ma chuwa can thiét véi
scale hién tai.



Q2: Con so tiét kiém ~$13,800/nam so voi
cloud — em tinh ra sao? Breakdown cu
thé?

Da, em tinh bang céch so séanh chi phi thuc t€ hang thang cua VPS vdi
chi phi twong duong néu dung AWS managed services. Cu thé, 10 VPS
servers cuiia em tén khoang $150-200/thang téng cdng trén cac
provider nhw Hetzner. Néu chuyén sang AWS thi twong duwong khoang
10 EC2 instances véi specs tuwong tw sé tén khoang $500-600/thang.
RDS PostgreSQL Multi-AZ thay cho self-hosted Patroni tén thém
khoang $200-300/thang. ElastiCache Redis khodng $100/thang.
Managed Grafana + CloudWatch khodng $100-150/thdng. ALB load
balancer khodng $50-80/thang. ECR container registry thay Harbor
khoang $30-50/thang. Cong thém data transfer costs, EBS volumes, va
cac chi phi phu khéc.

Téng cong trén AWS wéc tinh khoang $1,200-1,350/théng, trong khi
self-hosted ctia em chi khoang $150-200/thang. Vay tiét kiém khoang
$1,000-1,150/thang, twong dwong $12,000-$13,800/nam. Tuy nhién em
cling thira nhan rang con sé nay chwa tinh chi phi thoi gian em bo ra
dé€ quan ly infrastructure — dé la trade-off 16n nhat. Néu tinh gio cong
quan ly thi khodng céch sé nhd hon. Nhung véi em thi viéc tw quan ly
cling la co hoi hoc héi rat nhiéu, nén em coi d6 vira la tiét kiém chi phi
vira la dau tu vao kién thic.

Q3: 5-node WireGuard full mesh VPN —
em trién khai cu thé nhuw thé nao?

Da, full mesh c6 nghia la méi node déu cé peer config téi tat ca cac
node con lai. Véi 5 nodes thiem ¢c6 5 x4 /2 = 10 tunnels. Em
generate key pair cho ting node bang wg genkey | tee privatekey | wg
pubkey > publickey. Méi node c6 1 WireGuard interface wg0 véi 1 IP
riéng trong subnet 10.0.0.0/24, vi du node 1 la 10.0.0.1, node 2 la
10.0.0.2, va cit thé.

Em chon full mesh thay vi hub-spoke vi 1y do chinh la khéng c6 single
point of failure. Néu dung hub-spoke ma hub server down thi tat ca
nodes mat két néi véi nhau. Full mesh thi méi node ndi chuyén truc
tiép, latency thap hon, va néu 1 node down thi cic node con lai van
giao tiép binh thuong. Trade-off 1a config complexity tdng theo O(n
squared) — moi khi thém 1 node mdéi phai update config trén tat ca
nodes hién tai.

Dé gidi quyét van dé config complexity, em viét Ansible role dé tuw
dong generate WireGuard config. Khi thém node méi, em chi can thém
thong tin vao inventory file roi chay playbook — né sé tu generate
config cho node méi va update config trén tat ca existing nodes. Em
cling set PersistentKeepalive = 25 seconds cho NAT traversal, vi mot
s6 VPS nam sau NAT. Firewall rules thi em configure dé€ internal
services chi listen trén WireGuard interface, khéng expose ra public
internet.

Q4: Khi 1 trong 10 server bi down lac
2AM, quy trinh incident response cua em
la gi?

Da, dau tién vé detection thi em cé Alertmanager cdu hinh gui critical
alerts qua Telegram. Khi 1 server down, Prometheus detect
node_exporter khong response trong vong 2 phut, trigger alert
InstanceDown va em nhan notification trén Telegram ngay lap ttc, ké ca
lic 2 gio séng.



Budc ti€p theo la triage — em xéc dinh server do6 chay services gi.

Néu la database primary server hay load balancer thi dé la PO, phai xt
1y ngay. Néu la staging server hay server phu tro thi cé thé dé sang
hoém sau. VGi PO, em SSH vao server ngay, néu SSH duoc thi check
journalctl -xe xem system logs, docker ps -a xem containers nao bi
crash, dmesg | tail xem kernel errors, df -h check disk space, free -m
check memory. Thuong thi nguyén nhén roi vao may nhém chinh: disk
full, OOM Kkiller kill process, hoac Docker daemon crash.

Sau khi xac dinh root cause, em fix — vi du néu disk full thi cleanup
Docker images cii va logs, néu OOM thi restart service va adjust
resource limits. Néu server hoan toan khong SSH duoc thi em reboot
qua provider console. Sau khi resolve xong, em viét post-mortem ngan
ghi lai root cause, timeline, va preventive measures — vi du thém alert
cho disk usage threshold thdp hon, hodc tdng resource limits. Néu la
hardware failure va server khong recover duoc thi em dung Ansible
provision server méi va migrate containers sang.

Q5: Em co disaster recovery plan khong?
Néu toan bo cluster mat thi rebuild mat
bao lau?

Da cé. Backup strategy cua em gom 3 16p. Thir nhat la database: em
chay pg dump daily lic 2 gio sdng qua cron job, backup file duoc
rsync t6i 1 server khac & datacenter khac. Thit hai la Docker volumes
cho céc services quan trong cling duoc rsync daily. Thit ba la tat ca
configuration — Ansible playbooks, Docker Compose files, Nginx
configs — déu nam trong git repositories.

Néu toan b0 cluster mat, quy trinh rebuild sé la: provision VPS méi
trén Hetzner hoac DigitalOcean, chay Ansible playbooks dé setup base
system, install Docker, configure WireGuard, deploy monitoring stack,
roi deploy applications. Vé thoi gian thi em wéc tinh RTO khoang 4-6
gid cho critical services, va khoang 1-2 ngay dé restore hoan toan
100% véi tat cad data. RPO la khoang 24 gi¢ vi backup chay daily —
nghia la worst case mat data ctia 1 ngay gan nhat.

Em thanh that néi la em chwa test full disaster recovery tlr scratch —
em da test restore database tir backup thanh cong, da test rebuild
individual server tir Ansible, nhung chwa simulate mat toan bo cluster.
Day la diém em céan cai thién. Em dang plan quarterly DR drill dé test
toan b6 quy trinh.

PHAN 2: DOCKER & CONTAINER
ORCHESTRATION

Q6: 70+ containers — em toé chirc va quan
ly chung bang gi? Docker Compose hay
Kubernetes?

Da, em dung Docker Compose la chinh. Em chuwa dung Kubernetes
trong production vi v6i scale 10 servers va 70+ containers thi Docker
Compose van dép tng tot, va complexity cua K8s chua justify cho quy
mo nay. Em biét K8s concepts — pods, deployments, services, ingress,
ConfigMaps, Secrets — va da lab trén local cluster, nhung production
thi van 1a Compose.



Céch em t6 chitc 14 méi server cé mdt thw muc chita cdc Docker
Compose files, chia theo service group. Vi du trén monitoring server
c6 docker-compose.monitoring.yml chita Prometheus, Grafana, Loki,
Alertmanager. Trén CI/CD server c6 docker-compose.cicd.yml chita
Jenkins, GitLab Runner, Harbor. Em ding naming convention ré rang
cho containers, networks, va volumes — prefix theo project hoac
service group, vi du monitoring prometheus, monitoring grafana.
Networks thi em tach frontend, backend, database — containers chi
join network can thiét. Resource limits thi em set memory limit va
CPU limit trong Compose file cho ting container, vi du PostgreSQL
duoc allocate 4GB RAM, Prometheus 2GB, cac app containers thuong
512MB-1GB.

Logging driver em configure la json-file véi max-size va max-file
rotation, roi Promtail doc Docker logs va ship vé Loki. Em cling dang
evaluate chuyén sang K8s khi scale 16n hon, nhung hién tai Docker
Compose van la lya chon phu hop nhat.

Q7: Khi can update 1 container trong
production ma khong downtime, em lam
nhw thé nao?

Da, quy trinh zero-downtime update ciia em phu thudc vao service do
c6 chay nhiéu instance hay khong. D6i véi services c6 thé chay
multiple instances, em dung kiéu blue-green: pull image méi, start
container méi véi port khéc, verify health check endpoint /health tra
vé OK, r6i update Nginx upstream config dé route traffic sang
container méi, reload Nginx bang nginx -s reload (khéng downtime),
roi stop container cii sau khi confirm container méi hoat déng 6n.

Dbéi véi services single instance nhw database thi em plan maintenance
window ngén, thuéng ngoai git peak. Déi véi stateless app containers
thi em viét script automate qué trinh: pull new image, create new
container, health check, switch traffic, remove old container. Rollback
plan la em ludn gilr old image tag — néu container méi cé van dé thi
revert lai image cli trong vong 1-2 pht.

Néu cé database migration kém theo thi em apply migration trudc,
dam bao migration backward-compatible — nghia la schema méi van
hoat dong véi code cli. Deploy code méi sau khi migration xong. Pay la
pattern em hoc dwgc va ap dung nhat quan.

Q8: Container nao ton resource nhat
trong 70+ containers? Em optimize ra
sao?

Da, em monitor resource usage qua cAdvisor metrics trén Prometheus
va visualize trén Grafana. C4c containers ton resource nhat la
PostgreSQL (khodng 3-4GB RAM), Prometheus (khoang 2GB RAM vi
luu time-series data), Qdrant vector database (khoang 2GB RAM cho
vector indexing), va Jenkins (khoang 1.5-2GB RAM khi build déng
thoi). Loki cling t6n khé nhiéu disk I/O vi ingest logs tir tat ca
containers.

Vé optimization, em 4p dung may cach chinh. Mot la multi-stage
Docker builds d€ gidm image size — vi du Go application build stage
dung golang image roéi copy binary sang alpine image, giam tir 800MB
xudng con 20-30MB. Hai la set resource limits ré rang trong Compose
file d€ tranh 1 container chi€ém hét resource cua server. Ba la
connection pooling cho database — em dung PgBouncer ding trudéc
PostgreSQL dé€ gidm sé connections thyc té. Bon 1a tune Prometheus
retention va scrape interval — khéng can scrape moi 10 gidy cho tat



ca targets, mot s6 non-critical metrics em set 60 giay. Nam la Docker
image cleanup tw dong bang cron job chay docker system prune hang
tuan dé x6a unused images va volumes.

Q9: Docker networking — em setup
networking gitra containers trén nhieu
server nhu thé nao?

Da, em khong dung Docker Swarm overlay network. Thay vao d6, em
dung WireGuard VPN lam network layer giita cac servers. Containers
trén cung 1 server giao tiép qua Docker bridge networks — em tao
céc custom networks riéng cho ting nhém, vi du frontend-net,
backend-net, db-net. Containers chi join network ma ching céan, vi du
web app join ca frontend-net va backend-net, nhung database chi join
db-net.

Khi containers trén server A can néi chuyén vé6i containers trén server
B, traffic di qua WireGuard tunnel. Em expose port cua service trén
WireGuard interface, vi du PostgreSQL listen trén 10.0.0.3:5432
(WireGuard IP), app containers trén server khac két néi téi IP dé.
Nginx reverse proxy ding trudc tat ca web-facing services, terminate
SSL va route traffic dua trén domain name.

DNS resolution thi em dung combination — Docker internal DNS cho
container-to-container trén cung server, va config file /etc/hosts hoac
hostname resolution qua WireGuard IPs cho cross-server
communication. Em cling set up internal DNS entries trong hosts file
duoc quan 1y béi Ansible dé dam bao consistency across all servers.

Q10: Em quan ly Docker images nhu thé
nao? Versioning strategy?

Da, em self-host Harbor container registry. Tat ca Docker images duogc
build trong CI/CD pipeline réi push 1én Harbor thay vi Docker Hub. Ly
do chinh la em mudén full control, khong bi rate limit, va pull speed
nhanh hon vi registry nam trong internal network.

Tagging strategy ctia em la méi image co it nhat 2 tags: git commit
SHA (vi du harbor.internal/myapp:alb2c3d) d€ traceable, va semantic
version (vi du harbor.internal/myapp:1.2.3) cho production releases.
Em khong dung latest tag cho production vi n6 khéng deterministic.
CI/CD pipeline tw dong build, tag, va push khi code merge vao main
branch.

Harbor c6 tich hop Trivy vulnerability scanning — moi image push 1én
duoc scan ty dong, néu co critical vulnerability thi em nhén alert. Em
cling configure retention policy trong Harbor dé tw déng x6a images
cti hon 30 ngay (gitr lai 10 versions gan nhdt), va chay garbage
collection weekly dé reclaim disk space. Multi-stage Dockerfile 1a
standard practice — em enforce qua CI pipeline, check Dockerfile best
practices.

PHAN 3: MONITORING &
OBSERVABILITY



Q11: Prometheus, Grafana, Loki, Tempo,
Alertmanager — em trién khai full stack
nay nhu thé nao? Mo ta data flow.

Da, toan b0 observability stack chay trén 1 server monitoring riéng.
Data flow nhu sau: Prometheus chay & ché d6 pull — ctt méi 15-30
gidy nd scrape metrics tlr cac targets. Trén moi server em cai
node_exporter dé expose system metrics (CPU, RAM, disk, network),
cAdvisor dé€ expose container metrics (per-container CPU, memory,
network I/0O). Cac applications cling expose custom metrics endpoints.
Prometheus luu data vao local TSDB, retention em set 30 ngay.

Loki nhén logs tir tat c& containers. Em cai Promtail trén méi server —
Promtail doc Docker container logs (JSON log files) va ship vé Loki
central server. Loki index labels (container name, server, log level)
nhung khong index full text — day la thiét ké cua Loki giup tiét kiém
storage so v6i Elasticsearch.

Tempo nhén distributed traces — hién tai em méi integrate cho mot s6
services chinh, g traces qua OpenTelemetry SDK. Alertmanager
nhén alerts tir Prometheus recording rules — khi metric théa diéu
kién alert (vi du CPU > 90% trong 10 phut), Prometheus gui alert téi
Alertmanager, Alertmanager group alerts theo labels roi route téi
Telegram bot ctia em.

Grafana la visualization layer — né query Prometheus bang PromQL,
query Loki bang LogQL, query Tempo cho traces. Em configure data
sources cho ca 3 va tao dashboards tap trung. Day la single pane of
glass cho toan bo infrastructure.

Q12: Em viét alert rules nhw thé nao? Cho
vi du 3-5 critical alerts quan trong nhat.

Da, alert rules em viét trong Prometheus config duéi dang YAML.
Nhiing critical alerts quan trong nhat ciia em goém:

Thi& nhét 1a InstanceDown — khi node exporter cua bat ky server nao
khong response quéa 3 phut thi fire alert. Pay la alert quan trong nhat
vi né bao hiéu server cé thé da crash hoac mat network.

Tht hai la DiskSpaceLow — khi disk usage vuot 85%. Em ting bi
incident disk full lam PostgreSQL crash, nén alert nay rat critical. Em
set 2 mirc: warning & 80%, critical & 90%.

Thit ba la HighMemoryUsage — khi container memory usage vuot 90%
limit. Day thuong la ddu hiéu memory leak, va néu khéng xt ly kip thi
OOM Kkiller sé kill container.

Thtt tw la PostgreSQLReplicationLag — khi replication lag gitta primary
va standby vuot 30 gidy. Piéu nay c6 thé anh hudng data consistency
néu failover xay ra.

Thir nam la ContainerRestarting — khi 1 container restart nhiéu hon 3
lan trong 15 phut, bdo hiéu crash loop céan investigate.

DE tranh alert fatigue, em set severity levels rd rang — critical alerts
gui Telegram ngay, warning alerts group lai gti méi 30 phut. Em ciling
dung inhibition rules — vi du khi server down thi suppress tat ca
alerts tir containers trén server dd, chi nhan 1 alert InstanceDown
thoi.



Q13: Khi mot service cham lai (high
latency), em debug bang observability
stack nhw thé nao? Mo ta step-by-step.

Da, quy trinh debug cia em theo RED method — Rate, Errors,
Duration. Bu6c dau tién em md Grafana dashboard, check request
rate co spike dot ngot khéng — néu traffic tdng gap 3-4 1an so véi binh
thuong thi d6 cé thé la nguyén nhan. Tiép theo check error rate — néu
error rate tdng cung lic véi latency thi kha nang cao la downstream
dependency cé van dé.

Budc hai em drill down vao resource metrics ctia server chay service
d6 — CPU, memory, disk I/O, network. Néu CPU saturated thi service
dang bi compute-bound. Néu memory gan limit thi cé thé dang swap.
Néu disk I/O cao thi cé thé database dang full scan.

Budc ba em vao Loki xem logs cla service dé, filter theo time range
lac latency tang. Em tim error messages, slow query warnings,
timeout errors. PromQL query em hay dung la

rate(http request duration seconds bucket[5m]) dé xem latency
distribution.

Budc bon em check downstream dependencies — database query time
qua PostgreSQL metrics (pg stat statements), Redis latency, external
API response time. Rat nhiéu truong hop latency cao & application
layer nhung root cause lai & database — vi du missing index lam query
chay full table scan.

Buwédc nam néu c6 Tempo traces thi em trace 1 slow request end-to-
end, xem thoi gian bi nghén & dau trong request flow. Cudi cung em
correlate tat ca data — thoi diém latency tang cé trung véi
deployment méi, traffic spike, hay cron job nang chay cung lic khong.

Q14: Grafana dashboard em custom
nhirng gi? Metrics quan trong nhat?

Da, em c6 mdy nhém dashboards chinh. Dashboard d4au tién la
Infrastructure Overview — hién thi tat ca 10 servers trén 1 trang, moi
server c6 panels cho CPU usage, memory usage, disk usage, network
I/O. Em dung Grafana variables d€ filter theo server. Dashboard nay
cho em céi nhin téng quan trong 5 giay.

Dashboard thir hai la Container Dashboard — liét ké tat ca 70+
containers, sorted theo resource usage. Panels gom CPU per
container, memory per container, network I/O, restart count. Em dung
cAdvisor metrics cho dashboard nay. Khi 1 container bat thuong thi
ndi 1én ngay trén top.

Dashboard th ba la Database Dashboard cho PostgreSQL —
connections active/idle, transactions per second, cache hit ratio
(target > 99%), replication lag, dead tuples (cadn vacuum), query
execution time tlr pg_stat statements. Dashboard nay gitp em
proactively detect database issues.

Dashboard thi tu la Application Dashboard theo RED method —
request rate, error rate percentage, va latency percentiles p50, p95,
p99. Em track p99 vi d6 la tail latency anh huéng user experience.

Ngoai ra em c6 CI/CD Dashboard tracking build duration trung binh,
success/failure rate, va deployment frequency. Em coi monitoring
dashboard la living documents — lién tuc update va improve dwa trén
incidents va lessons learned.




PHAN 4: CI/CD & GITOPS

Q15: Em dung Jenkins, GitLab CI, GitHub
Actions — tai sao dung nhiéu tool? Use
case cho tung cai?

Da, ly do em dung nhiéu CI/CD tools la vi méi tool phu hop véi context
khac nhau. Jenkins em dung cho céc internal projects phitc tap can
nhiéu customization — Jenkins chay self-hosted trén server riéng, em
c6 full control, cai plugins theo nhu cau, build complex pipelines véi
Groovy scripting. Vi du pipeline build va deploy Engram qua Jenkins vi
can nhiéu stages custom.

GitLab CI em dung cho projects hosted trén GitLab instance — uu
diém la integration chat ché véi GitLab, config bang .gitlab-ci.yml
nam ngay trong repo, runners em ciing self-host. GitHub Actions em
dung cho open source projects va projects trén GitHub — uwu di€m la
community actions marketplace rat phong phd, vi du GitPocket
project dung GitHub Actions cho React Native build.

Em thira nhén trade-off la phai maintain knowledge va config cho 3
tools khac nhau, tang operational overhead. V& l1au dai em dang c6 xu
hudng converge vé GitHub Actions cho majority of projects vi
ecosystem manh hon va maintenance it hon Jenkins. Jenkins em giit
cho legacy pipelines va cases can deep customization.

Q16: Mo ta CI/CD pipeline hoan chinh
nhat em tung build — tir commit téi
production.

Da, pipeline hoan chinh nhét cia em cho mot web application service
gom céc stages sau. Trigger la khi developer push code hodc merge
merge request vao main branch. Stage 1 la Lint — chay linter check
code style, format check, static analysis. Stage 2 la Unit Test — chay
test suite, report coverage percentage. Stage 3 la Build — build
Docker image bang multi-stage Dockerfile. Stage 4 la Push — tag
image véi git commit SHA va push 1én Harbor registry. Tai day Trivy
tw dong scan image cho vulnerabilities.

Stage 5 la Deploy to Staging — pull image mdi trén staging server,
docker compose up, chay health checks. Stage 6 la Integration Test —
chay automated tests against staging environment, verify API
endpoints, check database migrations. Stage 7 — néu tat ca pass — la
manual approval gate, em review staging hoat dong OK roi approve.
Stage 8 la Deploy to Production — pull image trén production server,
thuc hién blue-green switch qua Nginx, verify health check endpoint.

Xuyén suét pipeline, moi stage fail déu gui notification Telegram cho
em biét. Secrets trong pipeline dugc inject qua environment variables
— database passwords, API keys — khong hardcode trong code hay
pipeline config. Build artifacts nhuw test reports, coverage reports duoc
archive cho reference.

Q17: Zero-downtime deployment — em
implement cu thé nhw thé nao?
Da, cach em implement zero-downtime deployment cho web services

la s dung blue-green pattern két hop Nginx. Cu thé, application chay
trén port 8080 (blue instance). Khi deploy version mdi, em start



container mai trén port 8081 (green instance). Em cho health check
endpoint /health trén port 8081 tra vé 200 OK — thuong em set
timeout 30 gidy, retry moi 2 giay.

Khi green instance healthy, em update Nginx upstream config dé€ point
tGi port 8081 thay vi 8080, rdi nginx -s reload — Nginx reload
gracefully khong drop existing connections. Sau khi verify traffic dang
chay qua green instance binh thuwong (check logs, check metrics trong
2-3 phit), em stop blue instance cii trén port 8080.

Néu green instance c6 van dé sau deploy — error rate tang, latency
tdng — em rollback bang cédch update Nginx config tré lai port 8080
(blue instance van dang chay), reload Nginx. Toan b rollback mat
dudi 1 phut.

Dé6i v6i database migrations, em &p dung nguyén tac backward-
compatible migrations — chi thém columns, khong x6a hay rename
trong cung deployment. Migration chay truéc khi deploy code mai,
dam bao code cii van hoat dong dwoc v6i schema méi. Column cii duoc
cleanup trong deployment ti€p theo khi chidc chan code méi da stable.

Q18: Harbor container registry — tai sao
self-hosted? So sanh voi Docker Hub,
GHCR?

Da, em chon self-host Harbor vi méy ly do chinh. Thit nhét la control
— em full control over data, khong phu thudc third-party service
uptime. Docker Hub d& nhiéu 1an cé rate limiting issues, anh huéng
deployments. Thit hai la security — Harbor tich hop Trivy vulnerability
scanning, moi image push 1én dugc auto-scan. Em configure policy
block images c6 critical CVEs. Thit ba la performance — registry nam
trong internal network nén pull speed rat nhanh, dac biét khi deploy
70+ containers cung luc khong bi bottleneck bandwidth. Th tw la
cost — Harbor mién phi, trong khi Docker Hub paid plan cho private
repos, va GHCR cling c6 giéi han storage.

So sénh thi Docker Hub c6 ecosystem 16n nhat, community images
phong phu, nhung rate limits phién. GHCR tién khi dung GitHub
Actions nhung it features hon Harbor. Harbor c6 thém replication
(replicate images gitlra registries), RBAC chi tiét, retention policies, va
webhook integrations. Trade-off 1a em phai maintain Harbor instance
— update, backup, monitor. Nhung vi em d& cé observability stack san
ro6i nén overhead khong qud nhiéu.

PHAN 5: DATABASE & DATA
MANAGEMENT

Q19: PostgreSQL Patroni HA — em setup
nhw thé nao? Bao nhiéu node? Failover
hoat dong ra sao?

Da, em setup PostgreSQL HA bang Patroni véi 2 nodes — 1 primary va
1 standby. Patroni quén ly leader election va automatic failover. Em
dung etcd lam DCS (Distributed Configuration Store) dé Patroni cac
nodes déng bo state véi nhau. Architecture la Patroni wrap
PostgreSQL process trén méi node, lién tuc report health status vao
etcd.



Khi primary node down, Patroni trén standby node detect leader key
trong etcd expire (thuwong sau 30 giady), ty dong promote standby 1én
lam primary. Replication em dung streaming replication asynchronous
— em chédp nhén rai ro mat vai transactions cuéi vi synchronous
replication anh hudng write performance. Applications connect qua
PgBouncer connection pooler, va PgBouncer config tro téi Patroni API
endpoint d€ auto-detect primary node mdi.

Em da test manual failover bang céch stop PostgreSQL trén primary
— Patroni promote standby thanh c6ng trong khoang 30-45 gidy.
Trong thoi gian failover thi database unavailable, applications nhan
connection errors nhung retry logic handle dugc. Sau khi primary cli
recover, né ty dong join lai cluster nhw standby va sync data tit
primary méi. Em monitor replication lag qua Prometheus, alert khi lag
vuot 30 giay.

Q20: Redis em dung cho muc dich gi cu
thé? Setup ra sao?

Da, em dung Redis cho may use cases chinh. Thit nhat la caching —
cache database query results va API responses dé gidm load cho
PostgreSQL. Thit hai la session store cho web applications — sessions
luu trong Redis thay vi disk, fast access va dé share gitra multiple app
instances. Thi ba la message queue — em dung Redis pub/sub cho
real-time notifications va lightweight message passing giita services.
Thtt tu la rate limiting cho API endpoints.

Setup hién tai em dung Redis standalone, chwa can Sentinel hay
Cluster vi scale chua doi hoi. Persistence em configure cd RDB
snapshots (m6i 5 phit néu c6 > 100 keys thay déi) va AOF (append-
only file) d€ minimize data loss khi crash. Memory policy em set
allkeys-1lru — khi Redis dat maxmemory limit (em set 1GB) thi tu
dong evict least recently used keys. Em monitor Redis qua
redis_exporter giti metrics vé Prometheus — track memory usage, hit
rate (dang dat khodng 95%), connected clients, va operations per
second. Cache hit rate 95% nghia la chi 5% requests phai query
database, gidm dang ké database load.

Q21: Backup strategy cho toan bo data —
database, configs, volumes?

Da, backup strategy ctia em goém méay 16p. PostgreSQL em chay
pg_dump daily ldc 2 gio sdng qua cron job — dump ra file compressed
.sql.gz, retain 7 ban daily, 4 ban weekly (m6i cht nhét), va 3 ban
monthly. Backup files duoc rsync téi 1 server backup & location khéc.
Redis thi RDB snapshot cling duoc backup daily cung schedule.

Docker volumes cho cac services quan trong (Grafana dashboards,
Prometheus data, Loki data) em rsync daily téi backup server. Tat ca
configuration files — Ansible playbooks, Docker Compose files, Nginx
configs, monitoring configs — déu commit trong git repositories, nén
luén c6 version history.

Em thanh théat ndi l1a retention policy chwa hoan hdo — em chua cé
offsite backup & cloud (S3 hay twong duong), tat ca backup hién tai
trén 2 servers khac nhau nhung cung 1 provider. Day la risk em dang
plan mitigate bang cach thém S3-compatible storage (vi du Backblaze
B2) cho offsite backup. Vé test restore, em da test pg_restore tir
backup file thanh cong, verify data integrity bang cach compare row
counts va checksums. Nhung full DR test tir scratch thi em chwa thuc
hién, dang plan quarterly.



Q22: Database performance tuning — em
da tune PostgreSQL nhing gi?

Da, em tune PostgreSQL dya trén workload va available RAM. Véi
server c6 8GB RAM danh cho PostgreSQL, em set shared buffers =
2GB (25% RAM), effective cache size = 6GB (75% RAM — giup query
planner biét c6 bao nhiéu cache available), work_mem = 64MB (cho sort
operations), maintenance work mem = 512MB (cho VACUUM, CREATE
INDEX). Connection pooling em dung PgBouncer & ché dé transaction
mode, pool size 100 connections, gidm tir hang tram application
connections xuéng con 20-30 actual database connections.

Vé query optimization, em bat pg_stat_statements extension dé track
slow queries. C6 1 case cu thé em nhé ro: query tim kiém entities
trong Engram knowledge graph chay 2-3 giay vi full table scan trén
bang 16n. Em chay EXPLAIN ANALYZE, thdy Sequential Scan trén 500K
rows. Em thém composite index trén columns thuong query, query
time gidm xuéng con 5-10ms — improvement khoang 200-300x.

Autovacuum em tune dé chay aggressive hon default —
autovacuum_vacuum scale factor = 0.05 (thay vi 0.2), vi em thdy dead
tuples tich tu gay bloat. Em monitor vacuum progress qua
pg_stat user tables. Slow query log em set log min duration statement
= 500ms dé€ capture queries chAm hon 500ms.

PHAN 6: INFRASTRUCTURE AS
CODE

Q23: Ansible — em dung nhw thé nao?
Playbook 16n nhat gom nhitng gi?

Da, Ansible la IaC tool chinh cia em. Em dung cho server
provisioning, configuration management, va application deployment.
Organization theo best practices: em c6 inventory file chia servers
thanh groups (app_servers, db_servers, monitoring, cicd), group vars
chtra variables chung cho méi group, host vars cho variables riéng
tung server. Roles em tach ro rang: role base cho OS hardening, role
docker cho Docker installation, role wireguard cho VPN setup, role
monitoring cho node exporter + promtail, role nginx cho reverse proxy.

Playbook 16n nhéat la “full cluster provision from scratch” — provision
10 servers hoan chinh. Playbook nay gom: install base packages,
create users voi SSH keys, configure firewall (UFW rules), setup
automatic security updates, install Docker va Docker Compose,
generate va deploy WireGuard configs cho full mesh VPN, install
monitoring agents, deploy application containers, configure Nginx
reverse proxy. Chay tir dau t6i cudi méat khoang 30-40 phuat cho 10
servers.

T4t ca playbooks em viét idempotent — chay lai bao nhiéu lan ciing
cho két qua giéng nhau, khéng side effects. Em test bang - -check --
diff trudc khi apply dé xem changes sé la gl. Secrets em encrypt bang
ansible-vault — database passwords, API keys, WireGuard private
keys déu encrypted trong vault, decrypt at runtime bang vault
password. Em chua dung Molecule cho role testing nhung dang plan
integrate.



Q24: Terraform — em dung cho muc dich
gi? State management ra sao?

Da, em thanh théat néi la Terraform em chl yéu dang hoc va lab, chua
dung nhiéu trong production. Infrastructure ctia em chu yéu self-
hosted trén VPS, va em provision VPS bang provider dashboard hoéac
API r6i configure bang Ansible. Terraform em da dung thir cho viéc
provision Hetzner VPS — viét Terraform config define server specs,
SSH keys, networking — nhung chua trién khai rong.

Em hiéu Terraform concepts: HCL language, providers, resources,
data sources, modules, state management. State em luu local file khi
lab, nhung em biét production nén dung remote backend nhw S3 +
DynamoDB locking hoac Terraform Cloud. Plan — Apply workflow em
nam réo — ludn review plan trudce khi apply, khong bao gio apply blind.

Gap thuc sy ctiia em la chua ¢6 kinh nghiém Terraform production-
grade — managing complex infrastructure with modules, handling
state drift, managing multiple environments (dev/staging/prod) bang
workspaces. Day la area em dang tich cuc hoc va plan integrate vao
workflow — vi du dung Terraform provision VPS réi Ansible configure,
tao complete IaC pipeline.

Q25: Khi thém 1 server maéi vao cluster,
quy trinh tw A-Z la gi?

Da, quy trinh tir A-Z khi em thém 1 server mdi gom cac budc sau. Budc
1: Provision VPS trén Hetzner dashboard — chon specs (CPU, RAM,
disk), chon OS image (Ubuntu 22.04), add SSH key. Mat khodng 2
phut.

Budc 2: Thém server vao Ansible inventory file — khai bdo IP,
hostname, group membership, host-specific variables. Budc 3: Chay
Ansible base playbook trén server méi — playbook nay setup OS
hardening (disable root SSH, configure UFW firewall, install fail2ban,
setup unattended-upgrades), tao admin user véi SSH key, install base
packages.

Budéc 4: Chay Docker role — install Docker Engine, Docker Compose,
configure logging driver (json-file véi rotation). Budc 5: Chay
WireGuard role — day la phan hay nhat. Ansible role generate
WireGuard keypair cho node méi, generate config file vdi peer entries
cho tat ca existing nodes, dong thoi update config trén tat ca existing
nodes dé thém peer entry cho node méi, roi restart WireGuard trén
tat ca nodes. Sau budc nay, node méi da c6 VPN connectivity téi toan
bo cluster.

Budc 6: Chay monitoring role — install node exporter va Promtail,
update Prometheus config thém target maéi. Budc 7: Deploy services
can thiét 1én server méi bang Docker Compose. Budc 8: Verify —
check Grafana dashboard thay server méi xudt hién véi metrics, check
Prometheus targets page thédy status UP, test SSH qua WireGuard IP,
test container connectivity.

Toan b6 quy trinh mat khodng 15-20 phit, phan 16n la automated qua
Ansible.

PHAN 7: NETWORKING &
SECURITY



Q26: Nginx / HAProxy — em dung cho load
balancing nhw thé nao? Config ra sao?

Da, em dung Nginx lam reverse proxy va load balancer chinh. Nginx
chay trén dedicated load balancer server, terminate SSL/TLS cho tat
ca domains. SSL certificates em dung Let’s Encrypt véi certbot auto-
renewal — cron job chay certbot renew 2 lan/ngay, certificates auto-
renew trudc khi expire 30 ngay.

Config Nginx em t& chitc mbi domain/service 1 file trong sites-
available/, symlink téi sites-enabled/. Mdi site config gém: SSL
termination, upstream definition pointing t6i backend containers (qua
WireGuard IP hoac localhost port), proxy headers (X-Real-IP, X-
Forwarded-For, X-Forwarded-Proto), va security headers (HSTS, X-
Frame-Options, X-Content-Type-Options, CSP).

Vé load balancing, em dung round-robin cho stateless services khi c6
multiple instances. Health checks em configure bang

proxy next upstream directive — néu upstream tra error thi Nginx tw
route sang instance khéc. Rate limiting em set bang limit_req_zone dé
chéng abuse — vi du API endpoints limit 10 requests/second per IP.
Static assets em cache tai Nginx level véi expires headers.

HAProxy em biét va d& lab nhung chu yéu dung Nginx vi quen thudc
hon va Nginx vira lam reverse proxy vira serve static files. HAProxy cé
advantage & layer 4 load balancing va health checking granular hon,
nhung véi scale hién tai Nginx dap Gng du.

Q27: DNS management — em quan ly DNS
records nhw thé nao?

Da, DNS management ctia em chia 2 phan. External DNS em dung
Cloudflare — quan ly qua Cloudflare dashboard va API. T4t ca public
domains tré vé load balancer server IP. Em dung Cloudflare proxy
mode cho DDoS protection va CDN caching cho static assets. TTL em
set 300 giay (5 phut) cho dynamic records va 3600 giay (1 gio) cho
stable records.

Internal DNS thi em dung céch don gidn la Ansible-managed
/etc/hosts file trén tat ca servers. Moi server cé entries cho tat ca
servers khac véi WireGuard IP, vi du 10.0.0.1 db-primary, 10.0.0.2 db-
standby, 10.0.0.3 monitoring. Khi thém server méi, Ansible update
hosts file trén tit cd nodes. Cach nay don gian, reliable, khéng can
maintain DNS server riéng.

Em chuwa dung CoreDNS hay consul DNS cho service discovery — day
la improvement em plan khi scale 16n hon hoac chuyén sang
Kubernetes. Véi Docker Compose thi container name resolution trong
cung network la du, cross-server thi dung WireGuard IPs trong hosts
file.

Q28: Security hardening — em ap dung
nhiung gi cho servers?

Da, security hardening em &p dung nhiéu layers. SSH security: em
disable password authentication, chi allow SSH key, disable root login,
change SSH port tir 22 sang port custom. Fail2ban em cai trén tat ca
servers — ban IP sau 5 failed SSH attempts trong 10 phut, ban
duration 1 gio.



Firewall: em dung UFW trén moi server, default policy deny incoming.
Chi open ports can thiét — SSH custom port, WireGuard UDP port.
Tat ca application ports chi listen trén WireGuard interface, khong
expose ra public internet. Load balancer server la server duy nhat
open port 80 va 443 ra public.

System updates: em configure unattended-upgrades cho security
patches ty dong. Docker containers em chay véi non-root user khi
possible, set read only: true cho filesystem khi container khéng can
write, va drop unnecessary Linux capabilities.

Network security: toan b6 internal traffic encrypt qua WireGuard,
services khéng expose publicly trir khi can thiét. Secret management
hién tai em dung ansible-vault cho infrastructure secrets va
environment variables cho application secrets. Em dang work towards
HashiCorp Vault cho centralized secret management — da lab nhung
chua deploy production.

Em cling chay Docker Bench Security periodically dé€ audit Docker
configuration theo CIS benchmarks, va review Trivy scan results cho
container images trén Harbor.

Q29: Secret management — em quan ly
passwords, API keys, certificates nhw thé
nao?

Da, hién tai secret management cia em dung combination of tools.
Ansible-vault cho infrastructure secrets — database passwords,
WireGuard private keys, API keys cho monitoring — tat ca encrypted
trong Ansible vault files, decrypt bang vault password khi chay
playbooks. Environment variables cho application secrets — moi
service c6 .env file trén server, file nay khéng commit vao git,
permissions set 600 (chi owner doc duoc).

Trong CI/CD pipelines, secrets duoc inject qua pipeline secret
variables — Jenkins credentials store, GitLab CI variables, GitHub
Actions secrets. Em khong bao gio hardcode secrets trong code hay
Dockerfiles.

Certificate management: Let’s Encrypt certificates auto-renew bang
certbot, WireGuard keys generate 1 1an va rotate khi can. Rotation
policy em thlra nhan chua strict — em chuwa cé automated rotation
schedule cho database passwords hay API keys. Day la gap em dang
address bang cach plan deploy HashiCorp Vault — Vault sé centralize
secret storage, provide dynamic secrets cho database, va handle
automatic rotation.

Access control thi em follow principle of least privilege — méi service
chi cé access téi secrets né can, khong share secrets gitra services.
Audit trail hién tai limited — em biét ai cé access gi nhung chua cé
automated logging khi secret duoc access.

Q30: Co6 bao gio bi security incident chuwa?
Mo ta va cach xur ly.

Da, em chua bi security incident nghiém trong nao, nhung cé may tinh
huéng dang ké. Phé bién nhat 1a SSH brute force attacks — em thay
trong logs hang nghin failed login attempts moi ngay tir cac IP
addresses khac nhau. Fail2ban handle tw dong, block IPs ngay. Sau khi
thay volume brute force 16n, em quyét dinh thay déi SSH port tir 22
sang custom port — s6 luong brute force attempts giam khoang 99%.



C6 1 1an em phéat hién 1 container image trén Harbor bi flag critical
vulnerability béi Trivy — CVE lién quan t6i OpenSSL trong base
image. Em xtr ly bang céch rebuild image v4i updated base image, re-
scan confirm vulnerability fixed, roi redeploy. Tir d6 em set policy
trong Harbor block push images cé critical CVEs.

Mot incident khac la em vo tinh expose 1 internal service ra public
internet do misconfigure Nginx — du service khong chita sensitive
data nhung em detect qua access logs thay external IPs access
internal endpoint. Em fix ngay bang cach update Nginx config dé bind
service chi trén WireGuard interface. Post-incident em review tat ca
Nginx configs, thém alert cho unexpected access patterns. Em ciing
thém vao Ansible playbook 1 task verify rang internal services khong
listen trén public interface.

PHAN 8: AI INFRASTRUCTURE

Q31: OpenClaw agent orchestration — em
tw build? Kién tric nhu thé nao?

Da dung, OpenClaw la hé théng Al agent orchestration em ty build.
Kién tric gbm may components chinh. Core la agent runtime —
manage agent lifecycle, context window, va tool execution. Méi agent
¢6 kha nang st dung tools qua tool execution engine — goi bash
commands, doc/ghi files, browse web, gii messages.

Communication protocol diing system events — em c6 thé inject
events vao running agent session bang 1énh openclaw system event --
text "message". Day la cach agents coordinate vdi nhau — vi du Claude
Code (em) gtri task cho OpenClaw, OpenClaw thyc hién roi report két
qua lai.

Capabilities dac biét cia OpenClaw ma Claude Code khong c6: web
browsing va browser automation, messaging qua
Telegram/WhatsApp/Discord, scheduled tasks (cron jobs, reminders),
va text-to-speech. Deployment thi OpenClaw chay containerized véi
multiple services — gateway service, agent runtime, cac MCP (Model
Context Protocol) servers. Monitoring qua custom metrics gui vé
Prometheus, logs ship vé Loki.

Em cling build shared workspace giira Claude Code va OpenClaw tai
~/ .openclaw/workspace/ — inbox cho messages, proposals cho
collaboration, research cho research results, va shared memory file.
bay la multi-agent collaboration architecture ma em document trong
sach “Al Agents in Production”.

Q32: Engram dual-memory system — giai
thich chi tiéet kién truc. Tai sao can
episodic + semantic?

Da, Engram la dual-memory system em build cho Al agents, 18y cam
hing tir cdch bé nhé con nguoi hoat ddng. Kién tric gom 2 memory
types. Episodic memory dung Qdrant vector database — luu céac sy
kién cu thé, conversations, actions duéi dang text embeddings. Khi
agent can recall “chuyén gi da xay ra”, n6 query Qdrant bang
semantic search, tim memories twong ty vé y nghia.

Semantic memory dung PostgreSQL knowledge graph — luu entities
(nguoi, project, concept) va relations gitta ching (A works-on B, C
depends-on D). Khi agent can answer “t6i biét gi vé X”, né query



knowledge graph dé 14y structured facts.

Tai sao can ca hai? Vi ching phuc vu muc dich khac nhau. Episodic
memory cho context — “lan trudc user yéu cau gi, em da lam gi, két
qua ra sao”. Semantic memory cho knowledge — “server A chay
PostgreSQL, port 5432, connection string la XYZ”. Khi recall, Engram
query ca 2 sources va merge results, cho agent ca context 1an
knowledge.

Ingestion pipeline: raw text vao —» memory classifier (heuristic, khong
can LLM, tiét kiém cost) phén loai thanh todo, decision, preference,
error, workflow, lesson, fact — entity extractor rut entities va relations
- store vao ca Qdrant (episodic) va PostgreSQL (semantic). Interfaces
gém CLI, MCP server (d€ Claude Code, Cursor dung), HTTP API, va
WebSocket.

Technical challenges 16n nhat la asyncpg connection pool hang — em
fix bang cach dam bao graph query va pool close nam trong cung 1
asyncio.run() call. Va IPv6 issue v6i litellm khi connect téi oracle
server — em phai force IPv4 trong code.

Q33: Vector database (Qdrant) trong
production — deployment, scaling,
performance tuning?

Da, Qdrant em deploy bang Docker container véi persistent volume
mount cho data storage. Collection design — em dung embedding
model generate vectors, m6i memory entry l1a 1 point trong collection
v6i vector embedding va metadata payload (timestamp, source,
category, agent id).

HNSW indexing parameters em tune: m = 16 (connections per node,
balance gitta recall accuracy va memory), ef construct = 100 (build
time accuracy). Query performance em dat latency duéi 50ms cho
similarity search trén collection vai chuc nghin points — da nhanh cho
real-time agent memory recall.

Backup em dung Qdrant snapshot API — cron job tao snapshot daily,
copy snapshot file téi backup server. Monitoring em expose Qdrant
metrics endpoint, scrape bang Prometheus, track collection size,
query latency, memory usage trén Grafana dashboard.

Scaling hién tai chua can vi data volume con nho (vai GB). Néu scale
1én em sé consider Qdrant cluster mode véi sharding. Thuc té vdi use
case Al agent memory, data growth rate khéng cao 1am — méi ngay
thém vai tram memory entries, moi entry vai KB, nén single node
Qdrant handle tot.

Q34: MCP (Model Context Protocol) — em
hiéu va implement nhw thé nao?

Da, MCP la protocol chudn héa céach Al tools giao tiép v6i external
services, do Anthropic phat trién. Em implement Engram nhw 1 MCP
server — expose memory operations (remember, recall, ingest,

query graph, etc.) dwdi dang MCP tools. Bat ky MCP-compatible client
nao — Claude Code, Cursor, hay custom client — déu cé thé connect
t6i Engram MCP server va sit dung memory operations.

Implementation technical: em dung stdio transport — MCP client
spawn Engram process, communicate qua stdin/stdout bang JSON-
RPC protocol. Méi tool ¢4 schema definition (name, description,
parameters), client discover tools qua tools/list method, invoke tool
qua tools/call method.



Use case thuc té: Claude Code connect téi Engram MCP server, dau
moi session goi engram_recall dé load context tlr sessions trudc, trong
qud trinh lam viéc goi engram_remember dé luu théng tin quan trong.
biéu nay tao continuity across sessions — agent “nhé” dugc nhitng gi
da lam truéc do.

Em cling implement MCP resources (read-only data sources) — vi du
expose memory status, session context dudi dang MCP resources. Day
la pattern mdéi va rat promising cho Al agent ecosystem —
standardized protocol cho tool integration.

Q35: So sanh self-hosted Al infrastructure
vs cloud AI services (AWS Bedrock, Azure
OpenAl). Trade-offs?

Da, em cé perspective thuc té tir cd 2 phia. Self-hosted Al
infrastructure (ma em dang lam) cé uwu diém chinh 1a control va
customization. Em tw build orchestration layer (OpenClaw), memory
system (Engram), va tool integrations theo ding nhu cau. Cost model
la pay-per-API-call téi LLM providers (Anthropic, OpenAl) + fixed VPS
cost cho infrastructure — khéng cé markup tir managed service
intermediary.

Cloud Al services nhur AWS Bedrock hay Azure OpenAl cé uu diém la
managed, scalable, cé compliance certifications (SOC2, HIPAA),
enterprise support, va tich hop san véi cloud ecosystem. Nhuoc diém
la vendor lock-in, pricing markup, va it customization cho
orchestration logic.

Approach cta em la hybrid: LLM inference dung cloud API (Anthropic
Claude API, khong self-host models vi GPU cost quéa cao), nhung
orchestration, memory, va tool execution self-hosted. DPay la sweet
spot — em get best LLM quality tir cloud providers, nhung gitr full
control over agent behavior, memory, va data.

Khi nao nén chon gi? Startup/individual: self-hosted orchestration +
cloud LLM API (nhw em dang lam). Enterprise can compliance:
managed cloud services. Large scale can custom models: self-hosted
GPU cluster. Em thdy trend hién tai la orchestration layer ngay cang
quan trong hon model layer, vi models commoditize nhanh nhung
orchestration logic la competitive advantage.

PHAN 9: OUTLIER AI
EXPERIENCE

Q36: Top 5% trong 300,000+ contributors
— em dat duoc cu thé bang cach nao?

Da, em dat top 5% trén Outlier Al platform chu yéu nh¢ focus vao chét
lwong thay vi s6 lwong. Platform c6 accuracy rating system, em
maintain 4.5/5 consistently. Chién lugc ctia em la chon projects phu
hop véi strengths — em focus vao math va STEM projects noi em co
domain knowledge séu, thay vi spread thin qua nhiéu categories.

Cu thé, em danh thoi gian d€ hi€u evaluation criteria that ky truéc khi
bat ddu moi project. M6i task em review ky ludng, double-check logic
va reasoning trudc khi submit. Em cling consistent — khong cé gaps



16m gitra cac submissions, maintain steady output. Khi nhan feedback
tlr reviewers, em analyze patterns — “tai sao task nay bi rate thap?” —
roi adjust approach cho tasks sau.

Két qua la em duwoc nominated Team Lead position & rate $40/hour, cé
trach nhiém review work cta contributors khic, mentor newcomers,
va suggest process improvements. Kinh nghiém nay tuy khéng phai
DevOps truc ti€p nhung cho em skills quan trong: attention to detail,
quality assurance mindset, working in distributed team (300K+
contributors globally), va communication qua text-based platforms.

Q37: Al training tasks — RLHF, SFT, Evals,
Adversarial Training — em da lam nhiing
gi?

Da, trong Outlier Al platform em d& tham gia nhiéu types of Al
training tasks. RLHF (Reinforcement Learning from Human Feedback)
— em rank multiple Al responses theo quality, chon response nao tét
hon va gidi thich tai sao. Data nay duoc dung dé train reward model
cho LLMs. SFT (Supervised Fine-Tuning) — em tao high-quality
training examples, viét ca prompt va ideal response, ddm béo
response accurate, helpful, va well-structured.

Evals (Evaluations) — em evaluate model outputs theo multiple
dimensions: correctness, helpfulness, safety, formatting. Cho diém
tung dimension va provide detailed justification. Adversarial Training
— em ¢6 tim weaknesses trong model responses, craft prompts khié€n
model tra 16i sai hodc unsafe, gitp identify failure modes.

bac biét, thanh tyu chinh cia em & math/STEM projects — em verify
mathematical proofs, check computation correctness, evaluate step-
by-step reasoning. Pay la noi engineering background giip nhiéu —
systematic thinking, attention to precision. Em ciing contribute vao
coding tasks — review Al-generated code, check logic errors, verify
test coverage. Kinh nghiém nay cho em hiéu sdu hon vé cach LLMs
hoat dong, strengths va limitations — knowledge rat useful khi build
Al infrastructure.

Q38: Nominated Team Lead $40/h —
leadership experience gi twr day?

Da, viéc duoc nominated Team Lead cho em leadership experience
trong mdy areas. Thir nhat la quality review — em review work
submissions tir contributors khac, provide constructive feedback gitup
ho cai thién. Em phai balance giita maintain high quality standards va
khong quéa harsh lam discourage contributors.

Thit hai la mentoring — em guide newcomers qua evaluation criteria,
share tips va best practices, help ho ramp up nhanh hon.
Communication chi yéu qua text-based channels (platform
messaging, documentation), nén em develop ky nang viét clear,
concise instructions.

Thit ba la process improvement — em observe patterns trong common
mistakes, suggest changes to guidelines va evaluation rubrics giap
improve overall quality. Vi du em propose thém check-steps cho math
tasks, gidm error rate.

Kinh nghiém nay transferable sang DevOps team environment: review
code/infrastructure changes, mentor junior team members, improve
processes va runbooks. Tuy scale va context khac — distributed Al
training platform vs DevOps team — nhung core leadership skills
tuong tu.



PHAN 10: CAREER TRANSITION &
EDUCATION

Q39: Chuyén tir CNC Machine Operator
sang DevOps — tai sao? Lo trinh tw hoc?

Da, em bat dau career la CNC Machine Operator tai Mdc Phéat
Furniture tir 2019 téi 2023. Trong thoi gian d6 em kiém luon IT
support cho cong ty — setup computers, troubleshoot network,
maintain internal systems. Tt d6 em phat hién passion thuc su la
technology, dac biét la automation. CNC machine thyc chat cling la
automation — em viét G-code programs d€ may tw dong cat theo
specifications chinh x4c. Mindset “automate repetitive tasks with
precision” d6 transfer tryc ti€p sang DevOps.

Lo trinh tu hoc ctia em tir 2019-2023: em bat dau véi Linux basics
(Ubuntu on personal laptop), réi Docker (containerize personal
projects), roi networking fundamentals, réi CI/CD concepts. Em hoan
thanh AWS DevOps Specialization trén Coursera — hoc EC2, S3,
CloudFormation, CodePipeline. Tiép theo IBM DevOps and Software
Engineering Professional Certificate — hoc Docker deep dive,
Kubernetes, Agile methodology. Cung lic em build homelab — setup
VPS, deploy services, break things, fix them, learn from mistakes.

2024 em quyét dinh transition full-time. Em build 10-server
infrastructure from scratch, ap dung tat ca kié€n thirc tich liiy 4 nam.
Két qua la infrastructure production-grade véi full observability,
CI/CD, HA database, VPN mesh — tat ca self-taught. Key insight ma
em rut ra: CNC Machine Operator va DevOps Engineer cung core
philosophy — automation, precision, process optimization, va
continuous improvement. Em khong bat dau tir zero, em transfer
engineering mindset sang domain mai.

Q40: Bang Automotive Engineering
Technology (HCMUTE) — c6 gi
transferable sang DevOps?

Da, bang Céng nghé K§ thuat O t6 tai HCMUTE (2015-2019) cho em
nén tang engineering mindset ma em thay rat transferable.
Systematic thinking — khi diagnose sw ¢ xe hoi, em phai follow
systematic process: check symptoms, narrow down possible causes,
test hypotheses, find root cause. Pay chinh xac la cich em debug
infrastructure issues — check metrics, check logs, isolate components,
find root cause.

Precision va attention to detail — CNC machine operation doi hoi
chinh x4c t6i 0.01mm, 1 sai sét nho c6 thé héng ca batch san pham.
Trong DevOps, 1 typo trong config file cé thé down production.
Mindset “double-check everything” tir CNC chuyén sang DevOps rat
tw nhién.

Process optimization — trong manufacturing em t6i wu workflow san
Xuat, gidam waste, tang throughput. Trong DevOps em tdi wu CI/CD
pipeline, gidm build time, tdng deployment frequency. Documentation
— trong automotive em doc va viét technical drawings, specifications.
Trong DevOps em viét runbooks, architecture docs, operational
procedures.



Tuy bang khéng directly related téi IT, nhung engineering foundation
cho em analytical thinking, problem-solving methodology, va discipline
ma many self-taught developers khong cé.

Q41: AWS DevOps Specialization + IBM
DevOps Certificate — hoc duoc gi? Ap
dung thuc té?

Da, AWS DevOps Specialization trén Coursera cho em foundational
knowledge vé AWS ecosystem — EC2 instances, S3 storage, VPC
networking, CloudFormation IaC, CodePipeline CI/CD, CloudWatch
monitoring. Em hi€u concepts nhw Auto Scaling Groups, Load
Balancers, RDS managed databases, IAM roles va policies. Kién thitc
nay giup em khi compare self-hosted vs cloud costs (Q2), va khi
discuss cloud architecture design (Q60).

IBM DevOps and Software Engineering Professional Certificate di sau
hon vao Docker containerization, Kubernetes orchestration, CI/CD
pipelines, Agile va Scrum methodology, microservices architecture.
Hands-on labs cho em practice trén real environments.

Ap dung thuc té: concepts tir courses em translate sang self-hosted
infrastructure. VPC networking — WireGuard VPN design. Auto
Scaling — manual but planned capacity management. CloudWatch —
Prometheus/Grafana stack. CodePipeline — Jenkins/GitHub Actions
pipelines. RDS Multi-AZ — PostgreSQL Patroni HA. Containers and
orchestration concepts — Docker Compose trong production.

Gap thanh that: em cé theoretical knowledge vé AWS services nhung
chua cé hands-on production experience quan ly AWS infrastructure &
scale 16n. Em biét navigate AWS Console, understand pricing models,
design architectures on paper — nhung chwa manage production
workloads trén AWS. Day la area em dang actively bridge bang cach
build side projects trén AWS Free Tier.

PHAN 11: CODING & SCRIPTING

Q42: Python, Go, Bash — em dung tung
ngon ngir cho muc dich gi trong DevOps?

Da, moi ngdn ngir em dung cho muc dich khéc nhau dua trén
strengths ctia ching. Bash la ngén ngir em dung nhiéu nhéat cho daily
DevOps tasks — automation scripts, cron jobs, system administration.
Vi du backup scripts (pg_dump + rsync + rotation + Telegram
notification khi fail), server health check scripts, Docker cleanup
scripts, deployment scripts. Bash phu hop vi né native trén Linux,
khong can install dependencies, chay nhanh cho simple tasks.

Python em dung cho complex automation va application development.
Engram memory system dugc viét bang Python — asyncio cho async
operations, asyncpg cho PostgreSQL, aiohttp cho HTTP API, Click cho
CLI framework. Em cling viét Python scripts cho monitoring custom
metrics, log analysis, va data processing tasks. Python phu hop khi
can xu ly complex logic, work véi APIs, hodc build tools cé structure.

Go em dung cho performance-critical CLI tools va services. Go
compile ra single binary, no dependencies, rat phu hop cho DevOps
tools can deploy trén nhiéu servers ma khong can install runtime.



OpenClaw c6 components viét bang Go cho performance reasons. Em
cling viét small utilities bang Go khi can concurrency va low resource
usage.

Trong practice, khoang 50% automation work em dung Bash, 40%
Python, 10% Go. Principle la chon tool phu hop cho job — simple tasks
dung Bash, complex logic dung Python, performance-critical dung Go.

Q43: Cho vi du 1 automation script em
viét giai quyét van deé thuc te?

Da, em cho vi du script backup automation ma em thuc sw dung daily.
Problem: em can backup PostgreSQL databases trén nhiéu servers,
rotate old backups, rsync t6i backup server, va alert qua Telegram néu
backup fail. Trudc khi cé script, em phai SSH vao ting server chay
pg_dump manually — tén thoi gian va dé quén.

Solution: em viét Bash script két hop Ansible. Script chay trén moi
database server qua cron (2AM daily): pg dump compress database ra
file .sql.gz vGi timestamp trong filename, check exit code — néu fail
thi gri Telegram alert ngay bang curl t6i Telegram Bot API. Néu
success thi ti€p tuc: xéa backup files ci hon 7 ngay (daily retention),
gitt lai weekly backups (chu nhét) trong 4 tuan, rsync backup file téi
remote backup server qua WireGuard tunnel. Cudi cung log result vao
file dé monitoring.

Impact: backup chay tw dong 100%, em khong can nhé hay manually
trigger. Khi c6 incident 1 1an database can restore, em c6 backup file
ready trong vong 5 phut. Telegram alert da catch 2 1an backup fail do
disk space issue — em fix trudc khi anh hwéng production. Script chay
6n dinh hon 1 ndm, maintenance minimal.

Q44: PHP va TypeScript trong CV — em
dung cho gi?

Da, PHP em dung chu yéu trong giai doan dau khi em lam web
development. Wellington Decorators project backend ban ddu em xem
xét PHP-based CMS trudc khi quyét dinh dung Strapi (Node.js). Em
cling co kinh nghiém véi WordPress va Laravel tir learning phase. PHP
skills gitp em khi can debug hodc maintain legacy PHP applications —
trong DevOps role doi khi phai understand application code dé
troubleshoot deployment issues.

TypeScript em dung nhiéu hon. GitPocket mobile app (React Native)
viét hoan toan bang TypeScript — day la GitHub client app cho mobile
v6i Al agent integration. Web projects em cling dung TypeScript cho
frontend (React, Astro). TypeScript cho em type safety va better code
organization cho larger projects.

Trong context DevOps, coding skills nay rat valuable vi em understand
application code — khi developer report bug hay performance issue,
em c6 thé doc code, hiéu logic, identify bottlenecks, khong chi look at
infrastructure layer. Nhiéu DevOps engineers chi biét infrastructure
tools ma khéng doc duoc application code — em thdy day la advantage
ctia minh. Em c6 thé viét custom monitoring scripts, build internal
tools, contribute fixes cho application code khi needed.

PHAN 12: PROJECTS



Q45: Engram project — technical
challenges 16n nhat khi build? Cach giai
quyét?

Da, Engram c6 mdy technical challenges 1é6n ma em phai solve.
Challenge 16m nhat la asyncpg connection pool hang. Khi em query
PostgreSQL knowledge graph roi close pool & 2 asyncio.run() calls
khéc nhau, pool bi hang indefinitely. Root cause la asyncpg pool phai
duoc create, use, va close trong cung 1 event loop. Solution: em
restructure code dé graph query va pool close ndm trong cling 1
asyncio.run() call. Debug mat 2 ngay nhung learn rat sdu vé Python
asyncio internals.

Challenge thi hai la entity-first ingestion. Ban dadu em ingest raw text
vao vector store, nhung retrieval quality thdp vi text chunks khoéng
meaningful. Em redesign pipeline: extract entities va relations trudéc
(structured data), r6i méi store vao both vector store (episodic) va
knowledge graph (semantic). Dung /api/vl/ingest endpoint méi thay
vi direct storage.

Challenge th ba la LLM cost cho memory operations. Ban ddu em
dung LLM dé€ classify memories (todo, decision, preference, etc.) —
moi ingest operation tén API call. Solution: em viét heuristic classifier
bang regex patterns — detect keywords va patterns trong text dé
classify ma khong can LLM. Accuracy khéng perfect bang LLM nhung
du tot cho 90%+ cases, va cost giam vé 0 cho classification step.

Challenge thtt tu la IPv6 issue — litellm library default connect qua
IPv6 téi oracle server, nhung IPv6 routing bi hang. Em phai force IPv4
bang céch patch trong code. Pay la production issue chi xuat hién khi
deploy, khong thay khi develop locally.

Q46: GitPocket (React Native) — tai sao
build? Tech stack? Challenges?

Da, GitPocket la GitHub mobile client em build bang React Native +
TypeScript. Motivation la em muén access GitHub repositories, review
code, manage issues trén mobile phone khi khong & trudc laptop.
GitHub official mobile app t6t nhung em mudn integrate Al agent
capabilities — vi du ask Al to explain code, summarize PR changes,
suggest fixes.

Tech stack: React Native cho cross-platform (Android released, iOS

coming), TypeScript cho type safety, GitHub REST va GraphQL APIs
cho data. UI dung React Native components, navigation dung React
Navigation. Authentication qua GitHub OAuth.

Challenges chinh: GitHub API rate limiting — authenticated users get
5,000 requests/hour, em implement caching strategy dé minimize API
calls. Rich code rendering trén mobile — display syntax-highlighted
code véi horizontal scroll, line numbers, diff views trén small screen
khéng dé. Em dung WebView component cho code rendering. Offline
support em implement bang local caching — user cé6 thé browse
recently viewed repos offline.

Project nay tuy khong phai DevOps truc ti€p nhung demonstrate em
c6 full-stack development capability — mobile app development, API
integration, CI/CD cho mobile builds (GitHub Actions), app store
deployment process.

Q47: OmniPocket AI Marketing Platform
— architecture overview?



Da, OmniPocket la AI Marketing Platform em dang develop. Concept
la gitp businesses automate marketing tasks bang Al agents —
content generation, campaign management, analytics, multi-channel
publishing. Architecture gom backend API (Python/FastAPI), frontend
dashboard (React/TypeScript), Al agent layer integrate véi LLMs cho
content generation va analysis.

Deployment trén self-hosted infrastructure cia em — Docker
Compose, behind Nginx reverse proxy, monitored bang full
observability stack. Database PostgreSQL cho structured data, Redis
cho caching va job queues. Al features connect t6i cloud LLM APIs
(Anthropic, OpenAl) cho content generation, summarization,
sentiment analysis.

Project nay demonstrate em apply DevOps skills vao real product
development — infrastructure design, CI/CD pipeline, monitoring,
database management, security — tat ca cho 1 production application.
bong thoi né cling showcase Al infrastructure skills — integrate
LLMs, manage API costs, handle rate limiting, build agent workflows.

Q48: Cuon sach “Al Agents in Production”
— 16 chapters cover nhirng gi? Tai sao
viet?

Da, em viét cuén “Al Agents in Production” vi em thay gap 16n giira Al
agent tutorials online (thwong la toy examples) va reality khi deploy
agents trong production. Hau hét resources ndi vé building demo
agents, nhung khong cover production concerns nhu reliability, cost
management, memory persistence, multi-agent coordination, security.

16 chapters cover: agent architecture fundamentals, context
engineering (manage token limits, context window optimization),
memory systems (episodic vs semantic, vector stores, knowledge
graphs), tool use and function calling, multi-agent orchestration
patterns, error handling and reliability, cost management strategies,
security considerations (prompt injection, data leaks), monitoring and
observability cho Al systems, va deployment best practices.

Content dya hoan toan trén hands-on experience building OpenClaw
va Engram — real production issues, real solutions, real war stories.
Vi du chapter vé memory systems detail asyncpg pool hang fix,
heuristic classifier design, entity-first ingestion pipeline — tat ca tw
actual Engram development. Chapter vé multi-agent orchestration
describe Claude Code + OpenClaw collaboration patterns em use
daily.

Available trén Leanpub bang ca English va Vietnamese. Differentiation
so v6i sach khac: em khong noéi ly thuyét, em share actual production
experience véi code examples tir real systems. Em coi viéc viét sach la
cach systematize knowledge, va cling build professional credibility.

PHAN 13: SERVICES (tuwr CV
Services section)

Q49: Server Configuration service — em
setup moét server tir dau quy trinh nhw thé
nao?



Da, quy trinh em setup server méi tir ddu gom may phases. Phase 1 —
OS Installation: chon Ubuntu 22.04 LTS (em prefer Ubuntu vi
ecosystem 16n, LTS cho stability). Provision VPS trén Hetzner, chon
specs phu hop workload.

Phase 2 — Base Hardening: em chay Ansible base role. Tao admin
user (khong dung root), copy SSH public key, disable password
authentication va root login trong sshd config, change SSH port.
Install va configure UFW firewall — default deny incoming, allow SSH
custom port, allow WireGuard port. Install fail2ban cho SSH brute
force protection. Configure unattended-upgrades cho automatic
security patches. Set timezone, configure NTP time sync.

Phase 3 — Docker Setup: install Docker Engine va Docker Compose tli
official repository (khéng dung OS package vi outdated). Configure
Docker daemon — logging driver json-file v4i max-size 50MB va max-
file 3 d€ prevent disk fill. Configure Docker to listen only on localhost
va WireGuard interface.

Phase 4 — Monitoring: install node exporter (system metrics),
cAdvisor (container metrics), Promtail (log shipping). Configure
Promtail giti logs vé Loki central server. Update Prometheus config
add new target.

Phase 5 — Network: generate WireGuard config, setup VPN tunnel téi
cluster. Update /etc/hosts v6i internal DNS entries.

Phase 6 — Application: deploy application containers bang Docker
Compose. Configure Nginx reverse proxy cho web-facing services.

Phase 7 — Verification: check tat cd metrics hién trén Grafana, verify
alerts configured, test SSH access qua VPN, test application
endpoints. Document server specs, role, va deployed services.

Q50: System Administration — em quan ly
users, access control tren multi-server
environment ra sao?

Da, user management trén 10 servers em quan ly centralized qua
Ansible. Em cd 1 Ansible role users define tat cd user accounts, SSH
keys, sudo policies, va shell configurations. Khi can thém user mdéi, em
add vao role config réi chay playbook — user dugc tao consistent trén
tat ca servers (hoac subset servers tuy group).

SSH key management: méi user c6 SSH public key stored trong
Ansible vars. Khi user thém hodc thay key, update Ansible r6i run
playbook. Khéng ai dung password authentication — SSH key only.
Key rotation khi member roi team thi em remove key, chay playbook,
access bi revoke trén tat ca servers ngay.

Sudo policies: principle of least privilege. Admin users c6 limited sudo
commands — chi dwgc restart Docker containers, view logs. Full sudo
chi cho em (infra admin). Em define sudoers config trong Ansible,
deploy consistently.

Hién tai véi 10 servers va team nho thi approach Ansible-based nay
du. Néu scale 1én em sé consider centralized auth solutions nhw
FreelPA hoac LDAP. Em ciing log SSH access qua syslog, ship vé Loki
dé audit ai access server nao, khi nao.

PHAN 14: BEHAVIORAL &



SITUATIONAL

Q51: Em lam freelance/self-hosted — chua
tung lam trong team DevOps 16n. Lam sao
adapt vao corporate environment?

Da, em hiéu concern nay hoan toan valid. Em chua timg lam trong
team DevOps 16n, nhung em tin minh adapt dwoc vi méy ly do. Thi
nhét, tools va concepts em dung daily la industry standard — Docker,
Prometheus, Grafana, Ansible, CI/CD pipelines, PostgreSQL HA — day
la exact same tools dung trong corporate environments. Khac biét chta
yéu & scale va process, khong phai technology.

Tht hai, em c6 team collaboration experience tir Outlier AI — lam viéc
trong community 300,000+ contributors, review work ctia nguoi khéc,
receive va give feedback, follow standardized processes. Tuy khong
phai DevOps team nhung transferable skills: async communication,
quality review, process adherence.

Thit ba, em c6é self-direction rat manh — 4 nam tw hoc, tu build
production infrastructure, ty troubleshoot, tw document. Trong
corporate environment diéu nay translate thanh: khong can
micromanagement, proactive identify va solve problems, ty research
solutions trudc khi escalate.

Nhiing gi em can learn trong corporate environment: change
management processes (change advisory boards, maintenance
windows), on-call rotations va escalation procedures, team code
review workflows, compliance va audit requirements. Em san sang
learn va adapt — learning velocity cuia em da proven qua career
transition tit CNC téi DevOps trong 4 nam.

Q52: Weakness 1é6n nhat caa em trong
DevOps la gi?

Da, em thanh that chia sé may weaknesses. Weakness 16n nhéat la
limited cloud production experience. Em hi€u AWS concepts qua
Coursera courses va self-study, nhung chuwa manage production
workloads trén AWS/GCP/Azure & enterprise scale. Em chu yéu self-
hosted trén VPS, chuwa dung managed services nhw EKS, RDS, Lambda
trong production. Em dang actively bridge gap nay bang cach build
side projects trén cloud platforms.

Weakness thit hai la English communication. IELTS 4.5 — em
comfortable doc technical documentation va viét code comments, git
commits bang English. Nhung speaking va listening trong meetings
hay technical discussions em can improve. Em dang practice daily —
doc sach technical bang English, viét book “Al Agents in Production”
bang English, watch technical talks. Day la area em committed
improve continuously.

Weakness thi ba la Kubernetes production experience. Em biét
concepts, da lab trén local cluster, nhung chua operate K8s cluster
trong production. Production em dung Docker Compose. Néu role yéu
cau K8s operations em can ramp-up time.

Em tin rang nhén biét weaknesses va ¢ plan address ching quan
trong hon pretend khéng cé weaknesses. Cloud experience em plan
bridge bang AWS projects, English em improve daily, K8s em plan
migrate gradually khi scale justify.



Q53: Mo ta 1 incident phic tap nhat em
tung xwr ly. Root cause? Resolution time?

Da, incident phirc tap nhat em xt ly 1a PostgreSQL primary server
OOM crash liuc khodng 11 gio dém. Timeline: em nhén Telegram alert
InstanceDown cho database server. SSH vao thi thdy server van online
nhung PostgreSQL process bi OOM killer terminate — check dmesg
thdy “Out of memory: Kill process postgresql”.

Diagnosis: check memory usage history trén Grafana, thdy memory
tdng dan suét 3 ngay truéce incident. Root cause: 1 application méi
deploy c6 bug tao qua nhiéu database connections — méi connection
ton ~10MB RAM, va khong c6 connection pooling, tich tu téi hang
tram idle connections chiém hét RAM.

Resolution: em restart PostgreSQL process, né recover nhung sau 30
phut lai bi OOM vi application van tao connections méi. Em phai stop
application container gay van dé€, restart PostgreSQL, set
max_connections thap hon tam thoi. Hém sau em deploy PgBouncer
connection pooler ding truéc PostgreSQL, config pool size = 50,
application connect qua PgBouncer thay vi direct t4i PostgreSQL.
bong thoi notify developer fix connection leak trong application code.

Resolution time: khoang 2 gi¢ cho immediate fix (stop app, restart
DB), thém 4 gio hom sau cho proper fix (deploy PgBouncer). Post-
mortem: em thém alert cho PostgreSQL connection count (warn >
100, critical > 200), thém Grafana dashboard panel track connections
per application, va document runbook cho OOM incidents. Tir d6 em
mandate tat ca applications phai connect qua PgBouncer, khong direct
t6i PostgreSQL.

Q54: Khi c6 qua nhiéu tasks cung luc —
server down, deployment failed, urgent
feature request — em prioritize thé nao?

Da, em prioritize theo severity va impact. Production down ludn la PO,
highest priority — néu server chay critical services bi down, moi th
khéc déu dung lai dé fix. Deployment failed 1a P1 — quan trong nhung
khong dnh hudng current users néu rollback kip. Feature request du
urgent cling chi P2 — business can wait, production cannot.

Cu thé khi gap situation 3 tasks cung lic: em handle server down
trudc — quick triage, néu co6 runbook thi follow, néu can 30+ phut thi
em communicate status cho stakeholders. Trong khi d6 néu
deployment failed, em rollback vé version truéc (mat 1-2 phut) dé
stabilize. Feature request em acknowledge receipt va schedule cho
sau khi incidents resolved.

Communication la key — em immediately notify relevant people vé
situation: “DB server down, dang investigate. Deployment rolled back.
Feature request sé handle sau khi resolve incidents.” Khong ai expect
em handle 3 tasks simultaneously, nhung expect em communicate
clearly about priorities va timeline.

Néu c6 team, em sé delegate — 1 nguoi handle server incident, 1
nguoi investigate deployment failure. Hién tai solo nén em phai
sequential, nhung principle la always stabilize production first, then
investigate, then feature work.

Q55: Em co6 kinh nghiém on-call khéong?
Maintain SLA nhw thé nao?



Da, vi em self-host toan bo infrastructure nén effectively em on-call
24/7. Bat clr khi nao critical alert fire — du 2 gi¢ sdng hay weekend —
em nhén Telegram notification va respond. D4y la reality cta self-
hosted infrastructure khi chwa c6 team rotate.

Response time cho critical alerts em target dudi 15 phut — tir luc
nhén alert téi luc bat dau investigate. Cho actual resolution thi
depend vao issue complexity — simple restart mat 5 phit, complex
debugging cé thé mat vai gi¢. Em track metrics: average response
time, MTTR (Mean Time To Resolve), number of incidents per month
trén Grafana.

Céach em maintain reliability: preventive monitoring — alerts fire truéc
khi issue tré thanh critical (disk warning & 80% trudc khi full & 100%).
Runbooks — em document procedures cho common issues, nén khi
alert fire lic 2AM ma brain chua tinh, em follow runbook step-by-step
thay vi phai think. Automation — self-healing scripts cho simple
issues, vi du auto-restart container khi health check fail (Docker
restart policy unless-stopped).

SLA thuc t€ infrastructure em dat khoang 99.5% uptime — downtime
chu yéu tir planned maintenance va occasional incidents. Em chua c6
formal SLA vi chwa c6 external customers, nhung em treat own
infrastructure véi same discipline. Néu join corporate team, em ready
adapt vao structured on-call rotation, escalation procedures, va formal
SLA commitments.

PHAN 15: TECHNICAL DEEP-DIVE

Q56: Service mesh — em ghi Istio trong
CV. Em dung Istio hay chi biét concept?

Da, em thanh thét néi em cht yéu biét Istio & mitc concept, chua
deploy trong production. Em hiéu Istio architecture: data plane
(Envoy sidecar proxies inject vao méi pod), control plane (istiod
manage config, certificates, service discovery). Features em nam:
mTLS (mutual TLS encryption giita services), traffic management
(canary deployments, traffic splitting, circuit breaking), observability
(automatic metrics, distributed tracing, access logging).

Ly do chwa dung production: Istio cdn Kubernetes, va em chua chay
K8s trong production. Complexity overhead ctua Istio cling significant
— thém sidecar proxy cho méi pod tén resource, va operational
complexity tang déang ké.

Tuy nhién, WireGuard mesh VPN ma em dang dung cover mdt phan
chirc ndng cua service mesh — encryption in transit (WireGuard
encrypt tat ca traffic gitta nodes), network segmentation. Em thiéu
traffic management features (canary, circuit breaking) va automatic
mTLS cho container-to-container traffic trén cung host. Néu em
migrate sang K8s trong twong lai, Istio hoac alternatives nhw Linkerd
sé la natural next step.

Q57: GitOps — em hiéu va ap dung GitOps
principles nhu thé nao?
Da, GitOps principle chinh la Git as single source of truth cho

infrastructure state. Em &p dung diéu nay: tat ca Ansible playbooks,
Docker Compose files, Nginx configs, monitoring configs, alert rules



— déu commit trong git repositories. Khi em can change )
infrastructure, em update config trong git, commit, réi apply bang
Ansible hoac docker compose up.

Tuy em chua dung ArgoCD hay Flux (can K8s), approach ctia em
follow GitOps spirit: infrastructure changes reviewable qua git diff,
rollback bang git revert, audit trail qua git log, reproducible state vi
tat ca config declarative trong git.

CI/CD pipeline enforce di€éu nay: code merge vao main — pipeline
auto-deploy. Khdéng manual changes trén server — moi thit phai
through git commit. C6 exceptions cho emergency hotfixes, nhung sau
dé em ludén backport changes vao git dé maintain source of truth.

Néu em migrate sang Kubernetes, em sé implement full GitOps véi
ArgoCD: Kubernetes manifests trong git - ArgoCD watch repo — auto-
sync cluster state match git state. Reconciliation loop detect drift va
auto-fix. Pay la natural evolution tir current approach.

Q58: Incident response & On-call
operations — quy trinh cu thé?

Da, quy trinh incident response cuia em structured theo méy phases.
Phase 1 — Detection: Prometheus monitoring continuously,
Alertmanager evaluate rules moéi 15-30 gidy. Khi condition match (vi
du node exporter down > 3 phit), Alertmanager gui notification qua
Telegram bot. Em nhéan instant notification trén phone.

Phase 2 — Triage: em assess severity trong 5 phut dau. PO:
production service unavailable, &nh hudng users. P1: degraded
performance, partial outage. P2: non-critical service issue, no user
impact. Severity determine response urgency — PO drop everything,
P2 schedule for business hours.

Phase 3 — Diagnosis: SSH vao affected server, check system state —
journalctl -u docker, docker ps -a, dmesg | tail, df -h, free -m, top.
bong thoi check Grafana dashboards cho historical context — khi nao
metrics bat dau abnormal? Correlate véi recent changes —
deployment, config change, traffic pattern.

Phase 4 — Resolution: apply fix, verify service restored, monitor 15-30
phut ensure stability. Néu fix nhanh khong kha thi, apply temporary
workaround (vi du restart, rollback) roi schedule proper fix.

Phase 5 — Post-mortem: em viét brief document: timeline, root cause,
resolution, action items to prevent recurrence. Action items thuong la:
thém monitoring/alert, update runbook, fix underlying code bug,
improve automation.

Communication xuyén suét: em update status qua Telegram khi start
investigating, khi identify root cause, va khi resolve. Transparency vé
progress quan trong hon promise timeline.

Q59: Backup, restore & disaster recovery
— em da test restore thanh cong chua?

Da, em da test restore thanh cong cho individual components nhung
chua test full cluster DR.

PostgreSQL restore: em da test multiple 1an. Quy trinh: take pg dump
backup file = create new empty database — pg restore — verify row
counts match, run application smoke tests. Last tested khoang 2 thang



truéc, restore 5GB database mét khoang 15 phut. Data integrity
verified bang compare row counts per table gilta production va
restored database.

Server rebuild tir Ansible: em da test bang céch provision VPS mdi,
chay full Ansible playbook suite — server setup, Docker install,
WireGuard config, monitoring agents. Két qua: server fully configured
trong 30-40 phut, ready deploy applications. Ansible playbooks
idempotent nén reliable.

Application recovery tir Docker images: em test bang cach pull images
tr Harbor, docker compose up, verify services healthy. Vi images
immutable va configs trong git, application recovery straightforward.

Chua test: full cluster DR — rebuild tat ca 10 servers simultaneously,
restore all data, verify full system functionality. RTO target la 4-6 gi¢o
cho critical services, nhung chua validate. RPO la 24 gio (daily backup
cycle). Em plan quarterly DR drill: chon 1 non-critical server, wipe
clean, rebuild from scratch + restore data, measure actual RTO. bay
la gap em acknowledge va actively planning to address.

Q60: Néu duoc giao redesign toan bo
infrastructure 1én cloud (AWS), em se
thiét ké nhu theé nao?

Da, néu migrate 1én AWS em sé thiét k€ nhu sau. Networking: VPC véi
3 Availability Zones, méi AZ c6 public subnet (load balancer, NAT
gateway) va private subnet (applications, databases). Security Groups
thay firewall rules, NACLs cho subnet-level security.

Compute: EKS (Elastic Kubernetes Service) cho container
orchestration — tidn dung managed control plane, em chi manage
worker nodes. Node groups cho different workload types: general
purpose cho app containers, memory-optimized cho database, GPU
instances cho Al workloads néu can.

Database: RDS PostgreSQL Multi-AZ cho automatic failover — thay
thé self-hosted Patroni. ElastiCache Redis cho caching — managed,
auto-failover, multi-AZ.

Monitoring: em sé keep self-hosted Prometheus/Grafana stack trén
EKS thay vi dung CloudWatch — vi em da c6 dashboards, alert rules,
va expertise. CloudWatch dung cho AWS-specific metrics (RDS, ALB,
etc.) feed vao Grafana.

CI/CD: GitHub Actions cho build + test, ArgoCD trén EKS cho GitOps
deployment. ECR thay Harbor cho container registry (native EKS
integration).

Security: IAM roles cho service-to-service authentication (khéng dung
static credentials), KMS cho encryption at rest, Secrets Manager thay
ansible-vault, WAF truéc ALB.

Cost optimization: Reserved Instances cho baseline workloads
(predictable savings 30-40%), Spot Instances cho CI/CD build agents
va non-critical workloads, S3 Intelligent-Tiering cho backups.

Migration strategy: phased approach — Phase 1: non-critical services
— Phase 2: CI/CD - Phase 3: monitoring — Phase 4: databases (most
risky, last). Blue-green migration: run parallel on both old va new
infrastructure, gradually shift traffic.




PHAN 16: WELLINGTON
DECORATORS (Freelance Project)

Q61: Wellington Decorators — em trién
khai web va infrastructure cho client nay
cu thé nhu thé nao?

Da, Wellington Decorators la freelance project em lam cho 1 cong ty
trang tri néi that tai New Zealand. Em trién khai full stack: website +
hosting + SEO. Website em build bang Astro (static site generator)
cho frontend — fast, SEO-friendly, perfect Lighthouse scores — két
hop Strapi headless CMS cho backend content management. Client c6
thé tw update portfolio, services, contact info qua Strapi admin panel
ma khong can technical knowledge.

Infrastructure: em host trén 1 VPS riéng, Nginx reverse proxy
terminate SSL (Let’s Encrypt), Strapi chay trong Docker container,
Astro build output served as static files bdi Nginx. Setup don gian
nhung reliable — uptime gan 100% vi it moving parts. CI/CD: khi em
push code 1én git, pipeline auto-build Astro static site, deploy lén
server.

Monitoring: basic nhung di — node_exporter cho server metrics,
uptime check alerts qua Telegram. Backup: Strapi database (SQLite)
backup daily, configs trong git. Maintenance: em manage ongoing
server administration, security updates, SSL renewal.

Project nay demonstrate em deliver end-to-end: tir development,
deployment, hosting, téi ongoing maintenance cho real client. Va
achieve measurable business result — Google My Business ranking
#1.

Q62: Google My Business #1 ranking —
em dat duoc bang cach nao?

Da, em dat Google My Business #1 ranking cho Wellington Decorators
bang combination of technical SEO va local SEO strategies. Vé
technical SEO: website build bang Astro nén performance rat tot —
Lighthouse scores gan 100 cho Performance, Accessibility, Best
Practices, SEO. Page load time dudi 1 gidy. Mobile-responsive design
vi Google prioritize mobile-first indexing. Proper HTML semantic
structure, meta tags, Open Graph tags.

Schema markup em implement LocalBusiness structured data — giup
Google hiéu day la local business & Wellington, services nao cung cap,
contact info, operating hours. Sitemap.xml va robots.txt configured

properly.

Google My Business optimization: em help client optimize GMB profile
— complete tat ca fields, upload high-quality portfolio photos thuong
xuyén, respond to customer reviews, post regular updates (GMB
posts). Encourage satisfied customers dé lai reviews — s6 luong va
quality reviews anh huong 16n ranking.

Local SEO: keywords targeting “decorator Wellington”, “house painter
Wellington”, “interior painting Wellington NZ”. Content pages cho
tung service area. NAP (Name, Address, Phone) consistency across

web. Link building tlr local directories.



Result: website rank #1 trén Google Maps pack cho several keywords
lién quan téi painting/decorating services in Wellington. Client nhan
thém leads ddng ké qua Google Search. Pay la case study em proud
nhat vé measurable business impact tir technical work.

PHAN 17: IELTS &
COMMUNICATION

Q63: IELTS score? English communication
level cho technical discussions?

Da, IELTS score cua em la 4.5, em khong gidu con s6 nay. Tuy nhién
em mudn chia sé context. Technical English va conversational English
khéc nhau nhiéu. Véi technical English, em rat comfortable — em doc
documentation, Stack Overflow, GitHub issues, technical blogs bang
English hang ngay. Code comments, git commit messages, README
files em viét bang English. Em viét cuén sach “Al Agents in
Production” bang English, 16 chapters. Technical vocabulary em nam
vilng — em cé thé discuss Docker, Kubernetes, CI/CD, monitoring,
networking bang English ma khéng thi€u ttr.

Gap chinh la conversational English — speaking fluency va listening
comprehension trong real-time discussions. Em doc hiéu nhanh nhung
respond bang 10i néi can thoi gian hon. Trong meeting em c6 thé
follow along nhung contribute y kién bang English chwa ty nhién.

Improvement plan: em practice daily — nghe technical podcasts,
watch conference talks, doc sach technical bang English. Em cling
twong tac véi Al assistants bang English daily qua work. Em commit
rang IELTS score sé improve qua practice — va trong technical role,
writing va reading proficiency (em manh) quan trong hon speaking
fluency. Technical discussions c6 advantage la vocabulary limited va
specific, dé improve hon general conversation. Em san sang
communicate bang English trong work environment, chdp nhan rang
ban dau sé chidm hon nhung sé improve rapidly with immersion.

TIPS CHUNG

1. Luén cho vi du cu thé — khdéng néi chung chung “t6i biét
Docker”, ma “t6i quan ly 70+ containers trén 10 servers”

2. Néi vé trade-offs — khong c6 gidi phép hoan hdo, show rang em
hiéu pros/cons

3. Thanh that vé gaps — cloud experience, team experience —
nhung show learning plan

4. Quantify — con s6 cu thé: 10 servers, 70+ containers, $13,800
saved, top 5%, 300K+ contributors

5. STAR method cho behavioral questions: Situation — Task —
Action — Result

6. Hoéi nguwoc — cudi phdong van hdi vé team structure, tech stack,
on-call rotation, growth path



